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Abstract

In this paper, we present Common Public Key Cryptography for SMS security. An SMS
has two discussions. At the first, an SMS should be monitored by adapted agency or gov-
ernment because it can be abused to crime. Next the SMS increases a double charge in
occurrence of communication. For these reasons, our scheme has been designed to fully
satisfy the issues. We employed SMS gateways as a trusted third party in our scheme. The
SMS gateways fulfill mediator between two users and surveillant. In order to avoid doubled-
charge, the scheme uses a common public key rather than personal public key used in PKI.
Accordingly, the designed scheme makes users communicate efficiently without sharing or
exchanging their unique keys.
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1: Introduction

Recently, many researchers have studied mobile security because the Android and iOS
platforms appeal to users around the world. Most researchers who are interested in mobile
security[1, 2, 3] have focused on the Android platform [4, 5, 6, 7, 8] because it is based on
open sources that anyone can download and modify.
In order to overcome malicious code, it is obvious that we must consider database encryp-
tion and a secure protocol or the detection of the malicious code. Numerous schemes for
the detection of malicious code on the Android platform have been proposed since it be-
came known that it is possible to insert malicious code into applications. Cerbo et al.[10]
proposed a scheme that detected malicious code based on the permissions. However most of
the recently developed applications provide users with an SMS and internet as mandatory
requirements. As the result, it is becoming more difficult to detect malicious code used
as spyware because malicious software is becoming more advanced. Accordingly, many
researches[11, 12, 13, 14, 15] have been studied so far.
In this study, we designed a scheme that provides confidentiality and authentication. The
designed scheme is based on pairing-based cryptography, which means the scheme uses
public key cryptography without a PKI framework. We employed SMS gateways as a
trusted third party in our scheme. The SMS gateways fulfill mediator between two users
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and surveillant. In order to avoid doubled-charge, the scheme use a common public key
rather than personal public key used in PKI. Accordingly, the designed scheme make users
communicate efficiently without sharing or exchanging their unique keys.

2: Bilinear map

There are two groups G1 and G2 of prime order q. For clarity, we denote G1 using
additive operation and G2 using multiplicative operation. Somtimes G1 is also written
multiplicatively. We assume that P and Q are two generators of G1, and the bilinear map
used to our scheme has to fully satisfy following properties:

Bilinearity It is satisfactory as following equation.

∀P,Q ∈ G1, ∀a, b ∈ Z∗q , ê(aP, bQ) = ê(P,Q)ab (1)

Non-Degeneracy If everything maps to the identity, that is obviously not interesting:

∀P ∈ G1, P 6= 0⇒ 〈ê(P, P )〉 = G2 (2)

Computablility ê is efficiently computable.

3: Designing Secure SMS

We describe a novel approach to provide a secure SMS.

3.1: Consideration

In order to design the SMS scheme, we considered the properties of an SMS. It possesses
two properties. The first property is that it can be monitored. National institutions re-
lated to security or criminal investigations often monitor SMSs to apprehend criminals. As
a second property, it is one-way communication. If the scheme was designed for two-way
communication, this would double the cost. This means a device cannot accept the public
keys of another device whenever it wants to send a message; although the device that would
like to send a message does not have to request the public key of a target device, it cannot
store all of the public keys of other devices.

3.2: A novel approach

We present our approach in this section. As mentioned, there are two issues to design
an encryption for an SMS. For these reasons, we employ an SMS gateway as a third party
entity to send messages among devices. In our scheme, the SMS gateway can transform
messages encrypted by a common public key stored on the devices into messages encrypted
by the personal public key of a node without decrypting the messages. Our scheme is
composed of initialization and communication phases.
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3.2.1: Initialization

This phase generates the parameters needed to authenticate, encrypt, or decrypt mes-
sages. Let G1 be an additive group, G2 be a multiplicative group, ê be a bilinear map,
H1 : {0, 1}∗ → G1 be a transform map, Φi be a unique mobile identification for the device
of the i-th user, σ be a secret key for SMS gateways and m be the number of devices
registered. We assumed that υ-th user is registered and P is a element of G1.

Step1 Generates and distributes a common public key.

σP
m∏
k=0

Φk (3)

Step2 Generates a private key of υ-th user .

P
∏m
k=0 Φk

Φυ
(4)

Step3 A mobile device stores the common public key and the private key K.

〈G1, G2, ê, H1, P, CPK,K〉 (5)

3.2.2: Communication

This phase is used to send messages. Because of the issues mentioned in the previous
section, our scheme stores the common public key that is used to encrypt messages instead
of the personal public keys of each of the devices. Let CPK be the common public key
and α and β be the cellphone numbers of Alice and Bob, respectively. When Alice wants
to send a message, M , to Bob, our scheme performs following steps.

Step1 Alice’s device encrypts the message using the common public key, irrespective of
who Alice wants to send the message to.

C1 = ê(H1(β),
CPK

Φα
) ·M (6)

Step2 Alice sends the encrypted message and Bob’s cellphone number to an SMS gateway.

Step3 The SMS gateway transshapes and forwards the message received from Alice by
using the cellphone number included.

C2 =
C1 · Φα

σΦβ
(7)

Step4 Upon receiving the message, Bob decrypts it by using his own private key, Kβ.

M =
C2

ê(H1(β),Kβ)
(8)
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4: Analysis

In this section, we analyze the proposed scheme. SMS messages can be monitored based
on what we mentioned. In a current SMS, all of the messages can be eavesdropped on by
malicious code. Our scheme has been analyzed on two issues.

4.1: Monitoring

In order to monitor messages, SMS gateways can decrypt messages irrespective of the
intended recipient. Because of this, our scheme derived the common public key from a
secret key of a server and the identifications of all the devices. Note that all of the iden-
tifications should be stored at the server or SMS gateways. If a national institution wants
to monitor the messages related to a specific user, they can decrypt all of the messages
going to that user or coming from him or her. In order to extract a plain text message,
they use the server’s secret key and all of the identification stored with the cooperating
telecommunication corporations.

M =
C1 · Φα

ê(H1(β), σP
∏m
k=0 Φk)

=
ê(H1(β), CPKΦα

) ·M · Φα

ê(H1(β), σP
∏m
k=0 Φk)

=
ê(H1(β), CPK) ·M
ê(H1(β), σP

∏m
k=0 Φk)

(9)

4.2: Eavesdropping

In order to eavesdrop on messages, there are two types of attack. The first scenario is
to attack it using malicious code. In this scenario, malicious applications have to know
the decryption key. However, malware cannot recognize it because the private key is not
revealed at any step. In the next scenario, the attacker eavesdrops on sessions: user-gateway
or gateway-user. In order to break C1 in the communication phase, the eavesdropper needs
the mobile identification of Alice. This is difficult because the identification is known only
to the server and owner. If the adversary wants to break C2, he/she has to know the server’s
secret key, σ, and Bob’s mobile identification. However, there is no way for the adversary
to determine these parameters.

5: Conclusion

In this paper, we designed a scheme that satisfied various considerations. In reviewing
these considerations, the first issue was that national laboratories are available to monitor
the messages of selected users. The next issue was that an SMS cannot use two-way
communication because this would double the cost. The devices that want to send messages
cannot request a personal public key whenever they send a message. To overcome these
issues, we employed the novel concept of a common public key. This means that all of the
devices use the same public key to encrypt messages. However, note that it does not mean
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that all of the messages are encrypted by the same key. Briefly, our scheme has three points
to satisfy the considerations. The first point is encryption. In the encryption process, a
device encrypts a message using its own public key derived from the common public key.
The next point involves the roles of an SMS gateway. SMS gateways can know all of the
messages because all of the keys are produced by mobile identifications that are stored in a
server. They transform a sender’s public key into the private key of the receiver. The final
point is decryption. In the decryption steps, the device can easily decrypt the message by
using its own private key stored in the device.
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