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Abstract 

To study the cascading failures and robustness of Internet, measuring topology of regional 

Internet with monitors is performed first. The mathematical transformation of measured 

results into matrix is introduced to set up a simulation platform for further experiments. By 

setting up various simulation parameters, we found that Internet is to some extent having the 

performances of highly resistance to random attacks and easily collapse while under 

intentional attacks. And in hybrid attack situations, Internet is also quite fragile no matter 

what ratio of intentional attacks over the random ones is. Besides, we find that networks with 

high loads would easily result in more damaged networks even under the same attacks. 
 

Keywords: Internet; cascading failures; random attacks; targeted attacks 
 

1. Introduction 

Recently, plenty of research interests are found in studies of the resilience of scale-free 

network to random attacks or to targeted attacks on the highest degree nodes. It’s found in 

most researches that scale-free networks are robust to random attacks but vulnerable to 

intentional attacks. Since a large percent of real-life networks have special features blending 

that of scale-free networks, i.e., biological networks, social relation networks, traffic networks 

and particularly Internet, it is necessary and essential for us to know the optimal guideline to 

re-design or alter the networks to a certain extent into one that are optimally robust against 

both types of attacks. 
 

2. Preceding Studied Properties 
 

2.1. Measuring Regional Internet 

2.1.1. Measuring methods: Measuring Internet is to accurately capture the quantitative 

measurement data of the Internet and their activities. Generally, main parameters of network 

measurement include RTT, path data, bandwidth and delay, congestion, the bottleneck, the 

target site accessibility, throughput, and bandwidth utilization, packet loss rate, response time 

of servers and network devices, the largest network traffic, and QoS etc [1].  

Static methods based on the BGP route table and the dynamic methods based on the active 

probing are the main ways to measure the router-level Internet topology [2]. And the static 

methods are gradually replaced by the dynamic ones due to their lack of the redundant routers 

measures [2]. 
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CAIDA, as one of dynamic measuring methods, could implement multi-monitor-

measuring and consequently yield better measuring results [4] and [5], and was used in this 

paper.  

2.1.2. Measuring results: Testing samples in this paper were generated from the measuring 

monitors dispersely located in the continents on the earth, and more than twenty of the 

monitors were employed. With the measured data, we first gather them together to form a 

complete testing sample. Then, for a better view and analysis, we made several incomplete 

testing samples, and they are sample(1) comprising data from only one monitors (arin 

monitor), and sample(2) from two monitors (arin, b-root), till sample(20) from twenty 

monitors.  

Then we eventually get twenty-one testing samples together with the complete testing 

sample. To main reason to generate these twenty-one samples is to avoid the sampling bias[2, 

5] in the large extent. Though the problem of sampling bias is not the main topic of the paper, 

we still made our efforts to reduce the effect of the sampling bias by increasing sampling 

nodes[2, 5], and this is why we select as many as twenty-one monitors.  

However, there is still no good approach to completely solve the problem of sampling bias 

except trying to include more sampling nodes at present, so we could not prove how much 

sampling bias is solved by using the twenty-one-monitor sample and. The key point is, the 

more monitors we use, the less the sampling bias would be. So the complete sample (the 

twenty-one monitor sample) is the primary testing sample in this paper, and the others are 

used for comparisons.  

All testing samples belong to the router-level Internet samples. 

 

2.2. Robustness researches in scale-free networks 

Studies in [3, 6, 7, 8] found that properties of Internet topology are quite consistent to those 

of Scale-free networks. The mentioned properties are found in studies of frequency-degree 

power-law distribution, degree-rank power-law and CCDF(d)-degree power-law distribution. 

Spectra distributions studies in [3, 4, 5] also found similar nature of network topology 

between two given samples which gives great potential possibilities that robustness of 

regional Internet is supposed to be quite close to that of the scale-free networks since it is 

highly agreed in the relative research fields that networks’ robustness are closely related to its 

topology. 

In the scale-free networks, the degree distribution P(k), i.e., the probability of a node have 

k connections to other nodes, typically decreases as a power of k. In random attacks, it’s 

found that the attack has little effect on the network since the randomly removed chosen node 

would have a low degree when a fraction p of the nodes and their connections of the scale-

free network are removed randomly [7, 9, 10].  

Removal in intentional way, however, is found to have great influences on the networks. 

Removal of a highly connected node in intentional attacks could produce a large effect, since 

such a node may hold significant fractions of the network together by providing connections 

between many other nodes and the integrity of the network topology would be sharply 

destroyed by removal of these nodes. 

Numerical simulations suggest that scale-free network has clear nature to be highly robust 

to random attacks but extremely sensitive to intentional ones. We have reasonable ground to 

believe that regional Internet is supposed to have similar properties in robustness studies 

against attacks. 
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3. Robustness Evaluations to Attacks 
 

3.1. Definitions of Simulation Environments 

First we transform the measured data into a matrix M, as is well known, M is a 

symmetrical matrix with elements equal to 1 where there is a connection between the nodes 

identified by the row and column of the matrix. And the matrix element equals to 0 where 

there is no links between the corresponding two nodes[11-13]. Then, we get M: 
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We control attacks types by variable of attack degree t. 

]1,0[t . (2) 

Setting attack degree t=1 means a complete random attack occurs, whereas t=0 is for that 

of a complete intentional attack, interpreted as attacking the nodes with the largest degrees 

intentionally in this context. Hybrid attacks will occur when t equals to value between [0, 1], 

and we could give controls how much random attacks weigh on the overall attacks by 

assigning different values to t. 

We control the network load by variable of network load ratio w.  

)1,0[w . (3) 

Setting network load ratio w=0 means the network is empty loaded, and there is no 

network flow on the current situation. When w is approaching to but not reaching 1, meaning 

the network load is getting heavier, more network flow is ongoing in the targeted network. 

Network load ratio w will never reaches 1 in this study, due to reasons that a fully loaded 

network is yet considered to be a collapsed one, there is no need to testify its robustness 

character. 

Finally we set N as the number of the overall nodes in the target networks, and N’ is the 

node size of the largest connected graph after removing fractions p of the original nodes by 

hybrid attacks. Then we set G=N/N’ is the relative ratio of the largest connected graph over 

the original network, which is used to evaluate the collapse level of the network. 
 

3.2. Simulation of Network Under Hybrid Attacks 

First experiment of hybrid attacks against the targeted networks is performed. In the 

experiments, we set N=4000, meaning that there are 4000 nodes in the networks.  

We set t equal to [0, 0.1, 0.2, .., 1], representing hybrid attacks from completely intentional 

attacks (t=0) to totally random attacks (t=1). When t belongs to [0.1, 0.2, .., 0.9], a hybrid 

attacks with different mix ratio of random attack over targeted attacks in the networks are 

constructed, trying to simulate the realistic attacks in the real world. Besides, we set w equal 

to [0, 0.1, 0.2, .., 1], representing various workload of the networks. The reason to construct 

networks with different load under hybrid attacks is that we are trying to simulate the real 

world attacks on Internet, as well as to get profound explanations of the relationship between 

the network robustness and the load of the same networks. In the following experiments, we 
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choose three or four representative results to be presented in the paper. And some of the 

experiments are as follows. 

 

 

(a) Network load ratio w=0.3.                  (b) Network load ratio w=0.5. 

 

(c) Network load ratio w=0.8.                 (d) Network load ratio w=0.95. 

Figure 1. Collapse of the Networks with Different Network Load under Hybrid 
Attacks 

From the above figures, we find that Internet shows highly robustness against completely 

random attacks and is rather fragile to intentional attacks. This is quite consistent to what was 

found in studies of scale-free networks. The reason is that both Internet and scale-free 

networks have obvious power-law distributions properties, i.e., some nodes in the networks 

have large quantity of connections to others whereas the most nodes have relatively very few 

links shown as having low degrees. The target attacks over the high degree node certainly will 

result in large extent collapse of whole networks. 

What surprises us most, however, is that Internet is also quite fragile to hybrid attacks no 

matter what ratio of intentional attacks over the random ones (almost in the level of that of 

completely intentional attacks). Which means although there might be minor target attacks, 

the effect over the networks robustness is quite notable. 
 

3.3. Evaluations of the Network Robustness under Hybrid Attacks 

We then give further explanations on the experiments results. 
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3.3.1. Under random attacks: As what is found in Figure 1(a)-(d), Internet is quite robust 

against random attacks. However, the robustness deceases along with the increment of 

network load ratio w. 

When w=0.3, as is shown in Figure 1(a), according to the line with t=1, we find that only 

to randomly destroy nearly 37.5% percent of all N(N=4000 as is shown above) nodes, the 

networks would collapse to level of 50%, meaning only half of the networks still function 

normally where the other 50% is totally damaged. And when the destroyed nodes reach 75%, 

the networks is considered to be totally collapsed due to collapse level G reaches to more than 

90%.  

When it comes to a network with w=0.5 as is shown if Figure 1(b), we find that only to 

destroy nearly 18% percent of all N nodes, the networks would collapse to level of 50%. And 

when the destroyed nodes reach 30%, the networks is considered to be totally collapsed and 

the collapse level G reaches to more than 90%.  

When w=0.8 as is shown if Figure 1(c), we find that only to destroy nearly 4% percent of 

all N nodes, the networks would collapse to level of 90%. And in Figure 1(d) with w=0.95, 

the destroyed nodes needed for collapse level G=0.9 is only 0.1%. 

Although Internet is proved to be quite resistant to random attacks, it is obvious that the 

robustness of Internet would decrease sharply when network load ratio w is growing larger. 

Especially the networks under conditions when w>0.8, a minor random attacks would lead to 

a total collapse of the networks directly. 

 

3.3.2. Under targeted attacks: As what is found in Figure 1(a)-(d), Internet is quite fragile to 

intentional attacks. And the robustness also deceases along with the increment of network 

load ratio w. 

When w=0.3, as is shown in Figure 1(a), according to the line with t=0, we find that only 

to intentionally destroy nearly 2.5% percent of all N(N=4000 as is shown above) nodes, the 

networks would collapse to level of 50%. And when the destroyed nodes reach 5.75%, the 

networks is considered to be totally collapsed due to collapse level G reaches to more than 

90%.  

When it comes to a network with w=0.5 as is shown if Figure 1(b), we find that only to 

destroy nearly 2% percent of all N nodes, the networks would collapse to level of 50%. And 

when the destroyed nodes reach 2.5%, the networks is considered to be totally collapsed and 

the collapse level G reaches to more than 90%. 

When w=0.8 as is shown if Figure 1(c), we find that only to destroy nearly 0.5% percent of 

all N nodes, the networks would collapse to level of 90%. And in Figure 1(d) with w=0.95, 

the destroyed nodes needed for collapse level G=0.9 is only 0.025%. 

It is obvious that the robustness of Internet would decrease sharply when network load 

ratio w grows larger, even under intentional attacks. Especially the networks under conditions 

when w>0.8, a minor intentional or hybrid attacks would lead to a total collapse of the 

networks directly. The relationship between network load and robustness of networks is 

consistent to what we find in real world. 
 

4. Conclusions 

As is shown in the experiments, robustness of Internet is to some extent consistent to that 

of scale-free networks by the performances of highly resistance to random attacks and great 

fragilities to intentional attacks. However, when we perform further experiments on Internet 

by removal of nodes in way of hybrid attacks, we found that, which quite surprise us, Internet 

is also quite fragile to hybrid attacks no matter what ratio of intentional attacks over the 

random ones is (almost in the level of that of completely intentional attacks). Which means 
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although there might be minor target attacks, the effect over the networks robustness is quite 

notable.  

Finally, the relationship between network load and robustness of networks is studied, and 

we find that networks with high loads would easily result in more damaged networks even 

under the same attacks. 
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