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Abstract 

We propose an Encrypted Verification Method (EVM) that effectively detects a black hole 

attack. A detection node that receives an RREP from a suspicious node sends an encrypted 

verification message directly to destination along the path included in the RREP for verifica-

tion. The approach not only pins down the black hole nodes, but also reduces control over-

head significantly. We prove by resorting to simulation that EVM is highly dependable 

against the black hole attack. 
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1. Introduction 

Mobile ad hoc networks (MANETs) are formed autonomously by a number of mobile 

nodes (also act as a router) without the help of a centralized management entity. Since a 

mobile node can join or leave the network without permission from a management enti-

ty, MANETs are vulnerable to various kinds of attacks such as black hole attack [1], 

worm hole attack [2] and so on. We address the black hole attack problem when AODV 

[3] is used for routing in MANETs. 

A malicious node sends an RREP with a high destination sequence number in re-

sponse to an RREQ in order to intercept data packets destined for destination. This is 

called a black hole attack. It can be categorized into two types: A single black hole at-

tack and a colluding black hole attack. In a single black hole attack, a malicious node 

act alone whereas in colluding black hole attack, two or more malicious nodes that col-

laborates each other to deceive the other nodes more effectively. 

The single black hole attack has been tackled in various ways. Some focused on veri-

fying the correctness of the obtained path through the downstream node of the RREP 

initiator [1], [4]. In [5], a watchdog mechanism has been used that a node watches the 

misbehavior of its downstream node. However, these approaches may not work appro-

priately if two black hole nodes cooperate with each other. Meanwhile, only a few me-

thods have been proposed to tackle the colluding black hole attack. In SNV [6], every 

RREP initiator sends a message to destination to ask for the destination to report its 

current sequence number to the source. However, it produces high control overhead and 

makes false decision to detect malicious node in relatively high mobility networks.   

The approaches discussed above suffer from high overhead by using flooding or ad-

ditional messages as well as the failure to address colluding attack. An encrypted veri-

fication method (EVM) proposed in this paper can resolve this problem effectively 

through two step approaches: Identification of a suspicious node and the verification of 

the suspicious node using an encrypted verification message. Thus, the malicious beha-

viors of a node on the path such as the fabrication, dropping or absorption of the mes-
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sage can be detected effectively. Simulation results show that the EVM can reduce con-

trol overhead and increase the detection rate considerably compared to the SNV.  

The rest of the paper is organized as follows. The proposed method is described for-

mally in Section 2. The performance evaluation on the effect of EVM is given in Sec-

tion 3 and is followed by concluding remarks in Section 4. 
 

2. Encrypted Verification Method (EVM) 
 

2.1. Identification of Suspicious Node  

For identifying a suspicious node, each node collects data by overhearing the packets 

that its neighbors transmit and maintains a data collection table (DCT) with those data 

as follows. 

DCTi = (j, Fromj, Throughj, Suspeciousj), j  i.N, where 

- i.N is a collection of node i’s neighbors; 

- Fromj indicates whether or not node i has received a packet from node j ever; 

- Throughj indicates whether or not node i has routed a packet via node j ever; and 

- Suspiciousj indicates whether or not node j is suspicious based on the combination 

of Fromj and Throughj fields. 

The values of Fromj, Throughj, and Suspiciousj are given true (1), false (0), non-

decidable (x).  
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Table 1. An Example of DCT5 

j Fromj Troughj Suspiciousj 

1 1 1 0 

2 1 0 0 

3 0 0 1 

4 0 1 x 
 

Figure 1. An Example Topology to  
Define DCT 

 

Take a look at Figure 1 and Table 1. Node 5 observes the data forwarding behaviors 

of its neighbors and records them in its data collection table, DCT5. Node 5 has received 

data packet from nodes 1 and 2 (From1 = From2 = 1). Thus it determines that both are 

reliable (Suspecious1 = Suspecious2 = 0). However, node 3 did not send data to anyone, 

including node 5 and is determined to be suspicious (Suspecious3 = 1). As for node 4, 

node 5 cannot know whether node 4 has forwarded to a reliable node or a malicious 

node, and thus determines node 4 to be non-decidable (Suspecious4 = x).  

For the non-decidable node, we need further observation. It may be reasonable to as-

sume that multiple different paths can go through the non-decidable node. A decision 

node can count the number of different downstream nodes to which the non-decidable 

node forward data packet by using the watchdog mechanism. If the number is over 

some threshold, it can determine the non-decidable node to be reliable.  
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2.2. Encrypted Verification Process 

 

1. S broadcasts RREQ to explore a path

2. M1 responds with the fake RREP

3. If x determines M1 to be suspicious, it sends the 

    encrypted TREQ along the path specified in RREP

4. D receives the TREQ and responds with the

    encrypted TREP

5. x compares the sequence number in RREP and TREP

    to verify M1

M2

y

xS DM1

z

RREPRREQ TREPTREQ

Black hole node Detection node
 

Figure 2. Verification Process 

If a source or an intermediate node receives RREP from a reliable node, it takes the 

exactly the same process as AODV. That is, the source starts sending data packets while 

the intermediate node forwards the RREP toward the source. A node that receives 

RREP from a suspicious node, initiates a verification process to check if the suspicious 

node is a black hole. 

The node (detection node) extracts destination sequence number (dsn1) from the 

RREP and stores it in its cache. It then generates a Test Request message, TREQ = (de-

tection node address, destination node address, timestamp) where the timestamp indi-

cates a current time. The detection node encrypts TREQ using public key cryptosystem 

and sends it along the path specified in the RREP towards destination. A node that rece-

ives the TREQ relays it to next node. Upon receiving the TREQ, the destination node 

decrypts the message and creates a Test Reply message, TREP = (detection node ad-

dress, destination node address, timestamp, dsn2) where dsn indicate current destination 

sequence number. The destination encrypts the TREP and sends it along the reverse 

path to the detection node. Upon receiving the TREP, the detection node decrypts it. If 

dsn1 >> dsn2, the detection node judges the suspicious node is black hole and drops the 

RREP. If the suspicious node is determined to be a reliable node, the detection node 

starts sending data packets to the destination if the detection node is source; otherwise, 

it forwards the RREP towards the source node. If detection node does not receive TREP 

until the timer expires, it refuses to forward the RREP to its upstream node. Then, the 

source will consider other paths contained in some other RREPs that it has received . 

Figure 2 illustrates a verification process. When a suspicious node M1 responds with 

RREP, detection node x sends the encrypted TREQ to destination D along the path spe-

cified in RREP. Upon receiving the TREQ, Node D responds with the encrypted TREP 

along the reverse path towards x. M1 and M2 cannot alter the contents of the encrypted 

RREP. Detection node x judges whether M1 is reliable or not by comparing dsn1 and 

dsn2.  
 

2.2.1. Encryption and Decryption 

We assume that every node has a pair of public and private keys that are used in the 

RSA public key cryptosystem [7]. The public key of each node can be distributed once 

when it joins in a considered network. The newly joined node can get the public keys of 

the other nodes in the network from one of its neighbors.   

If a node receives RREP from a suspicious node, it (or detection node) extracts dest i-

nation sequence number and stores it in its cache. The detection node creates TREQ and 

encrypts the detection node address with the public key of destination node. Now, the 

detection node forwards the TREQ along the forward path towards destination after it 

signs the whole TREQ with its own private key. The receiving node validates and re-
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moves previous node’s signature in the TREQ and checks whether it is the destination 

or not by checking the destination IP address. If it is not the destination, it takes the 

same process again. The process continues until the TREQ reaches the intended destina-

tion. 

Given a forward path = (N1, N2 … Nl-1, Nl) where N1 and Nl represent detection node 

and destination node, respectively. IPx is the IP address of node x, and Kx+, Kx- is the 

public and private key of x (here x indicates node id). The behavior of each node on the 

path can be described formally as follows. 

 

 

Upon receiving TREQ, the destination node creates TREP message in which both the 

destination node address and the dsn2 are encrypted with the public key of detection 

node. Now, the destination node forwards the TREP along the reverse path after it signs 

the whole TREP with its own private key. The receiving node val idates and removes 

previous node’s signature in the TREP and checks whether it is detection node or not by 

checking the IP address of detection node. If it is not the detection node, it takes the 

same process again. The process continues until the TREP reaches the detection node. 

The behavior of each node can be described formally as follows.  

 

 
 

3. Performance Evaluation 

Using the NS-2 [8], we compare EVM and SNV with Random Waypoint Model. The 

used simulation parameters are given in Table 2. The simulation for each scenario was 

performed five times and then the average value for each metric was presented. We use 

four metrics: Packet delivery rate, control overhead, true positive rate and false positive 

rate.  

Table 2. Simulation Parameters 

Parameter Value Parameter Value 

Number of nodes 50 Number of sessions 15 

Terrain range 1000 * 1000 m
2
 Simulation time 300 sec. 

Maximum speeds 0, 5, 10, 15, 20, 25m/s Packet transmission rate 4 packets/s 

Pause time 30s Number of malicious nodes 1, 2, 3, 4, 5 

Figure 3 and Figure 4 show packet delivery rate and control overhead with varying 

number of malicious nodes, respectively. The packet delivery rate of all schemes per-

forms well in case of no black hole node. A significant result is that the packet delivery 

rate of AODV dramatically drops from 88 percent to 21 percent in the presence of one 

black hole node and it becomes worse as the number of black hole nodes increase. EVM 

has control overhead lower than SNV since it can send an encrypted verification mes-

sage directly to destination which is protected from the modification of other nodes.  

EVM can detect a black hole more reliably for the same reason. The control overhead 

of AODV sharply decreases as the number of malicious nodes increases since a black 

hole node tends to hinder normal protocol operation such as message forwarding. EVM 

shows control overhead lower than SNV since it does not use flooding.  
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Figure 3. Packet Delivery Rate versus 
Number of Black Hole Nodes 

Figure 4. Control Overhead versus 
Number of Black Hole Nodes 

 

  

Figure 5. True Positive Rate versus 
Maximum Speed 

Figure 6. False Positive Rate versus 
Maximum Speed 

Figure 5 and Figure 6 show true positive rate and false positive rate with varying 

maximum speed and 10% of total nodes are black hole nodes. The true positive rate of 

SNV is lower than that of EVM because in SNV, only source node decides that a node 

is malicious. Therefore, if a certain node detects anomaly of a black hole node it floods 

alarm message that is supposed to be delivered to the source. If the alarm message fails 

to reach to the source, SNV cannot detect black hole node. The false positive rate in 

both schemes increases when the nodes move more rapidly because links are broken 

frequently in a high mobility network. We also observe that the false positive rate of 

SNV is higher than that of EVM. This is due to the fact that in SNV, if the RREP origi-

nator is disconnected from its immediate upstream node or it fails to send SREQ to its 

downstream node due to a link breakage, the upstream node determines that the RREP 

originator is black hole. 

 

4. Concluding Remarks 

The proposed EVM method can pin down multiple black hole nodes effectively by 

employing an encryption mechanism. The verification process is initiated conditionally 

and it verifies the sequence number that was not faked by any malicious node. We show 

by simulation that the EVM not only reduces the control overhead but also effectively 

identifies the malicious node. In the future, we will extend our algorithm to solve a se-

lective forwarding attack such as gray hole attack. 
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