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Abstract 
 

Image encryption is one of the most methods of information hiding. A novel secure 

encryption method for image hiding is presented in this paper. The proposed method provides 

good confusion and diffusion properties that ensures high security due to mixing the two 

Boolean operations: XOR and Rotation that are done on the bits of the pixels in the image. 

This method is implemented by firstly doing a sequential XOR operation on all the bits of 

pixels in the image, and secondly makes a circular rotate right of these bits.  These two 

operations are repeated many times during the encryption phase. The security and 

performance of the proposed encryption method have been evaluated by applying it on 

images and analyze the recorded results using key space analysis, key sensitivity analysis, 

and statistical analysis. The performance experiments show that the proposed method is 

promising to use effectively in wide fields of image encryption. 
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1. Introduction 
 

Data encryption is a product of the information theory area of mathematics, an area that 

addresses various ways to manage and manipulate information.  Cryptography contains two 

basic processes: one process is when recognizable data, called plain data, is transformed into 

an unrecognizable form, called cipher data. To transform data in this way is called to encipher 

the data or encryption. The second process is when the cipher data is transformed back to the 

original plain data, this is called to decipher, or decrypting the data. To be able to determine if 

a user is allowed to access information a key is often used.  Once a key has been used to 

encipher information, only someone who knows the correct key can decipher the encrypted 

data. The key is the foundation of most data encryptions algorithms today. A good encryption 

algorithm should still be secure even if the algorithm is known [1-5]. 

Encryption is the process of transforming the information to insure its security. With the 

huge growth of computer networks and the latest advances in digital technologies, a huge 

amount of digital data is being exchanged over various types of networks. It is often true that 

a large part of this information is either confidential or private. As a result, different security 

techniques have been used to provide the required protection [6]. 

With the advancements of multimedia and networks technologies, a vast number of digital 

images now transmitted over Internet and through wireless networks for convenient accessing 

and sharing [5]. Multimedia security in general is provided by a method or a set of methods 

used to protect the multimedia content. These methods are heavily based on cryptography and 

they enable either communication security, or security against piracy (Digital Rights 
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Management and watermarking), or both. Communication security of digital images and 

textual digital media can be accomplished by means of standard symmetric key cryptography. 

Such media can be treated as binary sequence and the whole data can be encrypted using a 

cryptosystem such as Advanced Encryption Standard (AES) or Data Encryption Standard 

(DES) [7]. In general, when the multimedia data is static (not a real-time streaming) it can 

treated as a regular binary data and the conventional encryption techniques can be used. 

Deciding upon what level of security is needed is harder than it looks. To identify an optimal 

security level, the cost of the multimedia information to be protected and the cost of the 

protection itself are to be compared carefully.  

As a result, protection of digital images against illegal copying and distribution has become 

an important issue [5, 8-10]. Image encryption techniques try to convert an image to another 

one that is hard to understand [11]. On the other hand, image decryption retrieves the original 

image from the encrypted one. There are various image encryption systems to encrypt and 

decrypt data, and there is no single encryption algorithm satisfies the different image types. 

At present, there are many available image encryption algorithms such as Arnold map, 

Tangram algorithm [12], Baker’s transformation [13], Magic cube transformation [14], and 

Affine transformation [15] etc. In some algorithms, the secret-key and algorithm cannot be 

separated effectively. This does not satisfy the requirements of the modern cryptographic 

mechanism and are prone to various attacks. In recent years, the image encryption has been 

developed to overcome above disadvantages as discussed in [7, 16]. Conventional encryption 

algorithms such as DES, AES, IDEA are not suitable for practical image cipher due to some 

intrinsic features of images such as bulk data capacity, high redundancy, strong correlation 

among adjacent pixels, etc. It is desirable to develop an efficient image cryptosystem, 

especially for real-time secure image communication over open networks. To meet this 

challenge, a variety of image encryption schemes have been proposed. Among them, chaos-

based algorithm has suggested a new and efficient way to deal with the intractable problems 

of fast and highly secure image encryption. The fundamental features of chaotic dynamical 

systems such as ergodicity, mixing property, sensitivity to initial conditions/system 

parameters, etc. can be considered analogous to some ideal cryptographic properties such as 

confusion, diffusion, balance, avalanche properties, etc. [17-20]. 
 

2. The Proposed Method 
 

The main idea behind the proposed method to encrypt digital images is trying to create an 

easiest and high secure encryption and decryption method that is satisfying good confusion 

and diffusion features in the encrypted image. Many recent researches have proved that the 

confusion module has a relatively low security level. It is weak against many kinds of attacks, 

especially statistical attack since the histogram of the shuffled image is completely 

unchanged. Thus the security of the cryptosystem mainly relies on the diffusion process. To 

improve the security of the confusion module and further the whole image cryptosystem, this 

paper proposes a bit-level permutation method which introduces a certain diffusion effect 

with confusion effect. The architecture of the encryption and decryption phases of the 

proposed method is depicted in Figure 1: 

First of all, some definitions and terminologies are given bellow which is helping in 

understand the encryption and decryption operations of the proposed method. 

 Secret Key Length (k): is a number of bits that the secret key consists of. Such that, it 

may be any number can be represented as (8*P) bits, where P ≥ 1. For example, the 

secret key length k may be 64-bits, 128-bits, 256-bits, …. This key must keep secret 

between the sender and the receiver of the image. 
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Figure 1: Architecture of the Encryption and Decryption Phases 
 

 Source Image IS(Length): Obviously, any bitmap image, like of type (.bmp) which is 

choosing in this work for the purpose of test, is a two dimensional array list of pixels. 

Each image has Width, Height and Palette.  The proposed method look in a different 

view to the image file, it treats the image file as a binary file that is consisting of a 

contiguous series of bits by converting all the bytes values in the file to the equivalent 

bits representation, where each byte value is between (0...255) and (1byte = 8bits). 

Therefore, in this work, the total number of bits in the source image IS (i.e., Length) 

equal (Width×Height×Palette×8)  

 Encrypted Image IE(Length): It is similar to the source image IS, and it is produced 

from IS after applying the operations that are doing in the encryption phase of the 

proposed method. 

 Decrypted Image ID(Length): It is similar to the source image IS, but it is produced 

from IE after applying the operations that are doing in the decryption phase of the 

proposed method. 

 XOR Bit Operation: is a Boolean operation which is using in this work to make a 

change in the bits during the encryption and decryption phases of the proposed 

method. 

 Rotate-right and Rotate-left Bit Operations: these are two Boolean operations which 

are using in this work to make a circular rotate (right/left) on the bits during the 

encryption and decryption phases of the proposed method.     
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A. Encryption Phase: to create the IE from the IS, the following steps clarify in detail the 

operations that are doing in this phase of the proposed method.  
 

 
 

B. Decryption Phase: In reverse, to create the ID from the IE, the following steps clarify 

in detail the operations that are doing in this phase of the proposed method.  
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3. Experimental Results and Security Analysis 
 

To evaluate the proposed encryption method, this method is tested on a number of bitmap 

images of type (.bmp) which have different sizes. Some security analysis has been performed 

on the proposed image encryption method, including the most important ones like key space 

analysis, key sensitivity analysis, and statistical analysis, to demonstrate that the proposed 

method has good security features.  
 

A. Key Space Analysis 

 

For an effective cryptosystem, the key space should be large enough to make 

brute-force attack infeasible. The secret key space in the proposed method is (8*P) 

bits, where P ≥ 1, this means that the cryptosystem can has a wide range of key space 

(from 28 to 2(8*P)) bits. Figure 2 shows different encrypted images, of the same source 

image, by using 16-bits and 64-bit key length. Thus this cryptosystem is a 2(8*P) bits 

key space, while the key space of the most well-known secure encryption algorithm 

AES is 128-bits. So this is proof that the proposed cryptosystem is good at resisting 

brute-force attack. 

 

 
Figure 2: (a) Source Image. (b) Encrypted Image with 16-bits Key. (c) Encrypted 

Image with 64-bits Key 
 

B. Key Sensitivity 

 

To evaluate the key sensitivity feature of the proposed method, a one bit change is 

made in the secret key and then used it to decrypt the encrypted image. The decrypted 

image with the wrong key is completely different when it is compared with the 

decrypted image by using the correct key as shown in Figure 3. It is the conclusion 

that the proposed encryption method is highly sensitive to the key, even an almost 

perfect guess of the key does not reveal any information about the plain image.  

 

 
Figure 3: (a) Source Image. (b) Decrypted Image with Wrong Key 
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C. Statistical Analysis 

 

Statistical attack is a commonly used method in cryptanalysis and hence an 

effective cryptosystem should be robust against any statistical attack. Calculating the 

histogram and the correlation between the neighbors pixels in the source and in the 

encrypted image are the statistical analysis to prove the strong of the proposed 

cryptosystem against any statistical attack.  

Figure 4 shows the histograms of source image and its encrypted image 

respectively. It’s clear from figure 4 that the histogram of the encrypted image is 

completely different from the histogram of the source image and does not provide 

any useful information to employ statistical attack. 
 

 
Figure 4: (a) Histogram of the Source Image in Figure (2)a. (b) Histogram of the 

Encrypted Image in Figure (2)c 
 

The correlation coefficient r is calculating by using the following formulas: 
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  Where N is the number of pixel pairs,      
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The correlation coefficient for horizontal neighbor pixels of the source image is r=0.59971 

while r=0.00412 for the encrypted image in figure 2c. It is clear from these two different 

values for the correlation coefficient that the strong correlation between neighbor pixels in 

source image is greatly reduced in the encrypted image. The results of the correlation 

coefficient for vertical and diagonal neighbor pixels are similar to the horizontal neighbor 

pixels. 

Also, other experiments on some bitmap images are done to encrypt these images by using 

the proposed encryption method and the results of these experiments are summarized in Table 

1 follow: 
 

Table 1: Experiments and their Security Analysis Measures 

Source Image 
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Encrypted Image 

   

Histogram of 

Source Image 

   

Histogram of 

Encrypted Image 

   
Correlation of 

Source Image 
0.673263 0.848757 0.355331 

Correlation of 

Encrypted Image 
0.002959 0.000302 0.002147 

 

4. Conclusions 
 

In this paper, a novel simple and strong encryption method has been proposed for image 

security. The simplicity came from using two Boolean operations XOR and Rotate to make a 

satisfactory diffusion and confusion in the bits of the pixels of the image. And the strong 

came from the ability of the cryptosystem to use a large number of bits in the secret key. The 

security analysis measures show that when we applied the proposed method to encrypt 

images, the method results a high secure image. Based on the results that are recorded from 

the experiments, we conclude that the performance of the proposed image encryption method 

is perfect and suitable to use for image encryption in a wide range of application.  
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