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Abstract 
 

The commercial use of small mobile computer devices by enterprise and government 
organizations is on the rise as wireless networking is becoming very popular and evolving very 
fast. Elliptic Curve Cryptography (ECC) seems very useful for providing a high level of security 
on these devices with small key sizes compared to the traditional public-key cryptographic 
systems. In this work we implement the National Institute of Standards and Technology (NIST) 
recommended ECC algorithms on Pocket PCs. The programs are written in Java since a vast 
array of Internet applications service infrastructure is designed around Java technology. We 
show that Elliptic Curve Digital Signature Algorithm (ECDSA) can run in a suitable time with 
sufficient level of security. 
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1. Introduction 

The use of small computer devices with wireless communication abilities is expected to 
drive the future development of many Internet transactions. The number of people using small 
devices far exceeds that of Personal Computers. To tap this potential the security issues with 
applications on these devices has to be addressed. Several approaches to enhance the security 
are based on cryptographic primitives such as hash functions, message authentication codes, and 
digital signatures. The limitations of providing a high level of security using these primitives 
include: the memory needed for generating cryptographic keys; the storage needed for storing 
the key generating algorithms as well as the keys; the bandwidth necessary to transmit keys; and 
the CPU to generate keys. 

Elliptic Curve Cryptography has emerged as an attractive public-key cryptosystem for use in 
small wireless environments. Compared to the conventional cryptosystems like RSA, ECC 
offers a higher level of security with small key sizes, resulting in faster computations, lower 
power consumption, as well as memory and bandwidth savings. These properties make ECC 
very useful on small mobile devices and smartcards which are typically limited in terms of their 
CPU, power and network connectivity.  Lenstra and Verheul [9] have shown that 1937-bit key 
size RSA may provide a similar security as 190-bit key size elliptic curve cryptosystem. 

The use of elliptic curve in cryptography was proposed by Miller [14] and Koblitz [5] with 
an excellent follow-up work by Blake, Seroussi and Smart [2], Koblitz [9, 7], Koblitz, 
Menezes and Vanstone [8], Menezes [11], and Menezes, van Oorschot and Vanstone [12]. It 
has been endorsed by the NIST. Among the initial implementations is that of elliptic curves 
over  by Agnew et. al. [1] and other related security issues by Edoh et. al. [3]. Devices 
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using applications running ECC include Cellular phones, Smart cards, Cisco firewalls, and E-
cash systems. Future applications are in ATMs, and Identification systems like passports and 
driving license. 

We implement the NIST recommended elliptic curves over binary fields , in Java on 
HP iPAQ h5450 PocketPC with 400MHz Intel Scale processor, 64MB memory and 48MB 
ROM. We use a 163-bit key which is known to provide security equivalent to 1024-bit RSA 
[9, 15]. This level of security is sufficient for most electronic commerce applications as long 
as there are no improvements in solving the elliptic curve discrete-log problem. The use of 
Java in developing a wide range of Internet applications makes it an appropriate programming 
language for implementing these programs. We have provided the speeds of some ECC 
algorithms including the elliptic curve digital signature algorithm (ECDSA). These results are 
intended to provide a basis of comparison for future algorithms. The enhanced algorithms will 
then be included in the future versions of the Java Cryptographic Extensions (JCE) a 
component of the Software Development Kit (SDK). We recommend the creation of a special 
primitive Java datatype for handling ECC field elements. This will help speed up the 
computation time. 

In the next section we discuss the finite field , its element representation and 
arithmetic. In section three is the definition of elliptic curves and algorithms for elliptic point 
scalar multiplication. Section four is the numerical results using Koblitz curves, a special type 
of elliptic curves, and in section five is the conclusion. 
 
2. Finite Fields 

The use of elliptic curve algorithms depends on the domain parameters: the finite field 
satisfied by points on the elliptic curve; the field representation; elliptic curve algorithms for 
field arithmetic; elliptic curve arithmetic; and protocol arithmetic [4]. The optimum selection 
depends on the security properties under consideration. In this section we define the finite 
field , its element representation and algorithms for the field arithmetic. 
 

A finite field is an algebraic system consisting of a finite set , with addition and 
multiplication defined on it, and satisfying the following axioms: 

  is an abelian group with respect to addition, 
  (0 the zero element) is an abelian group with respect to multiplication, 
 and multiplication is distributive over addition. 

 
The number of elements in the field is called its order. There exists a finite field of order q 

if and only if  is of a prime power [10]. Consider the finite field denoted  of order q. 
If  where  is prime and  a positive integer, then  is called the characteristic and 

 the extension degree of . In ECC the order of  is set to  (prime field) or  
(binary field). 
 
2.1 The finite field   

This field is called a characteristic 2 finite field with  elements. Among the several 
basis representations of elements in  are the polynomial and the normal basis. 
 
2.1.1. Polynomial basis 

Let , then  has the form 
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The set  forms a basis of   over . The element  can be 
represented as the binary vector . Let 
 

, 
 

where  is an irreducible polynomial of degree  over . The following is the finite 
field arithmetic using polynomial basis. 
Addition: Let  and  then 

 with   where  
and . 
Multiplication: Let  with   where  is the 
remainder when  is divided by some irreducible function with all coefficients 
performed modulo 2. 

The additive identity is   and the multiplicative identity . For the NIST 
recommended elliptic curves, the values of   is chosen such that  

 with the following corresponding 
irreducible functions, 
 

Field Irreducible Function 

+1 
+1 
+1 
+1 
+1 
+1 
+1 
+1 

 
2.1.2. Normal basis 

A normal basis of  over  has the form } where . 
Let , then  is of the form 

 
and can be represented by the binary vector  

Let  

 
where  is an irreducible polynomial of degree  over . The following is the field 
arithmetic defined on .  
Addition: Let  and  then 

 with   and . 
Squaring:  is just a cyclic shift in the vector representation 
of the element  
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Multiplication: See [1] for details. 
 
2.2. Finite field arithmetic in  with polynomial basis 
 

In this section we look at the various arithmetic operations in  and present some 
suitable corresponding algorithms. 
Addition: Let  , then  
Modula reduction: Multiplication in  requires the reduction of the product modulo an 
irreducible polynomial . 
 

Algorithm 1: Modular reduction in   
Input:  ) and  
Output:  
for i = 2m-2  to m  

          for j = 0 to m -1 
                  if   then  

return  
  
 
Squaring: The square of  is given by 

 
Below is the algorithm for squaring an element  based on the information in the 
preceding equation. 
 

Algorithm 2: Squaring in  
Input:  ) and . 
Output:  

 
 

return . 
 
 
Multiplication: The basic algorithm for multiplication is the ‘shift-and-add’ method. 
Let , then 

 
 

 
 

The following algorithm performs the multiplication of two elements  and  using the 
‘shift-and-add’ method. 
 

Algorithm 3: The ‘shit-and-add’ method 
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             Input:  and . 
Output:  

. 
for j = from m-1 to 0  
      

       if  then  
return (c) 

 
Inversion: The basic method for inversion is the extended Euclidean algorithm as described 
below. 
 

Algorithm 4: Extended Euclidean algorithm 
Input:  and  
Output:  

              
             . 

while degree(  
         if degree  degree( then  
                       exchange  and  
       degree( ) - degree( ) 
        
           

return  
 
 Timings: The table below shows the running times of the various algorithms discussed in 
this section on PocketPC. The description of the numerical implementation is described in 
section 4. 
 

Table 1. The timings in microseconds 
 

Operations Time 
Multiplication with ‘shift-and-add’ method 148.34 
Inversion 1552.66 
Reduction 36.90 
Squaring 118.82 
Addition 14.38 

 
3. Elliptic Curves 
 

In this section we give a brief overview of elliptic curves over the finite fields . We 
point out that, the choice of elliptic curve depends on the security considerations, platform 
hardware, and software and bandwidth constraints. 
 
3.1. The elliptic curve over  
 

The following is the definition of elliptic curves . 
Denote the (non-supersingular) elliptic curve over  by .  If   
such   then 
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together with a point , called the point at infinity. 
 
The addition of points on  is defined as follows: Let  and   be 
points on the elliptic curve , then 

 
If  
 

     

    , 
        . 
If  
 

      

     
    . 

 
Algorithm 5 is the adding of two points on the elliptic curve . 
 

Algorithm 5:  Addition of points on . 
Input: Elliptic curve  with the points  and  
Output:    
If  then return  
If  then return  
if  then  

          if   then     

                                     +  +a 
           else return  

else  , 
           +  +   
  

return   
 
3.2. Elliptic curve point multiplication 
 

ECC schemes are based on elliptic curve point multiplication. Given an integer  and a 
point  on , the product  is the result of adding  to itself  times. The order of a 
point  is the smallest positive integer  such that . Note that if  is an 
integer, then   if and only if . The number of points on , denoted 
by  is called the order of the curve. This number can be computed in polynomial time 
by Schoof's algorithm [16]. 
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The security of elliptic curve cryptosystem is based on the apparent intractability of 
elliptic curve discrete logarithm problem. The following is the Elliptic Curve Discrete 
Logarithm Problem. Given an elliptic curve  defined over  and two 
points , find an integer  such that , provided such an 
integer exists. 
 

The cryptographic domain parameters of an elliptic curve over  are the septuple, 

 
consisting of   specifying , field element representation method , 
constants   that specify the elliptic curve,  a base point on ,  the 
order of  and  the cofactor given by . The cofactor is always selected as 
small as possible. 
 
The scalar multiplication of a point  by an integer  is then defined by 

  
 
3.2.1 Methods for scalar multiplication 
 

Here we consider various methods for computing the scalar multiplication of points on an 
elliptic curve. 
 

 The Binary method: This method is based on the binary representation of integer  

 
where  and 

 
 
A better representation of  known as the Non-Adjacent Form (NAF) is given by 

 
where , such that no two consecutive digits of  are nonzero. 
 

A more generalization of the binary method is the window method where a number of pre-
computed points may be required. Every positive number  has a unique width-w 
nonadjacent form 

 
where  is odd and  
and among any  consecutive coefficients, at most one is nonzero. The next algorithm 
computes the width-w NAF which is defined by ). 
 

Algorithm 6: Computation of  
Input: An integer  
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Output: ). 
. 

while  
              if c odd  then   
                      
                       if    then  
            if    then  
            
              else  
                       

return ) 
 
Using the values of , the resulting algorithm for computing  is given as 

follows: 
 

Algorithm 7:  The width-w window method 
Input: Integers  and , and a point  
Output:  

                 
for i = from 1 to . 

 
Compute: ) 

  
for j from  to 0  

                  
                      if  then  
                         
                         if  then  
                                       else  

return Q 
 
4. Numerical Results 
 

For our experiments we use the Koblitz curves. These curves were first introduced by 
Koblitz [9]. The fasted method for computing  on Koblitz curves was due to Solinas [17, 
18]. Koblitz curves are special elliptic curves over  with coefficient  either 0 or 1 
and . The curves have the property that if  is a point on  so is . 
This condition satisfies the relation 
 

                                                   
 

where . Using the Frobenius map   the preceding equation 
can be written as  . The map can be expressed as a complex 
number  )/2 satisfying . The idea is to replace the coefficient  
with a -adic number  such that  and to compute  as 
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In this case the calculation of  is done using Frobenius map rather than point doubling to 
speed up the computations. 

In our computations we use the polynomial basis representation of Koblitz curves and 
with the following NIST parameters: 
 

 
163 

 4 

 
 

 1 

 2 

  
 2 fe13c053 7bbc11ac aa07d793 de4e6d5e 5c94eee8 

 2 89070fb0 5d38ff58 321f2e80 0536d538 ccdaa3d9 

 5846006549323611672814741753598448348329118574063 
 
We use a 163-bit key and field elements that are represented by array of bytes  or as a 
Java BigInteger . The array  is the two's complement binary representation of the 
BigInteger . We compile the programs using Java Platform Micro Edition - Java ME 
Software Development Kit 3.0 which provides a complete micro application development 
environment for small mobile devices. We run the application or the executables on 
PocketPCs with and commercial Personal Java JVM Insignia Jeode. 
 

In the experiments each operation is performed 1000 times where for each time different 
random values are used as input. The running time is then computed as the average. The 
results are shown in section 2 table 1. 

In table 2 are the computation times for the various algorithms for computing the elliptic 
curve point multiplication. For each method the computation is performed 100 times and each 
time different random input values are used. 
 

Table 2. The timings in milliseconds 
 

Method Time 
Binary  163.31   
Binary NAF 124.36   

 window 103.56   

 47.17 
38.19 

 
 

Table 3. The timing for ECDSA algorithm in milliseconds 
 

Method 
Signature 68.71 

Verification 331.43 
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In table 3 are the results for the elliptic curve digital signature algorithm (ECDSA) using 
elliptic curves in . For more accurate results we compute the mean after running the 
program for 100 times and each time using different input values. 
 
5. Conclusion 
 
We provide an overview of elliptic curve cryptography and the running times of some 
resulting algorithms when implemented in Java on a PocketPCs. We show that elliptic curve 
algorithms can run in a suitable on small devices. Future work include the investigation and 
creation of a Java data type for handling ECC field elements so as to speed up computation 
time. 
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