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Abstract

In 2007, Wen et al. proposed a novel elliptic curve dynamic access control
system. In this paper, we will show that the scheme is vulnerable to various attacks.

1 Introduction

As the development of information data and networking technology increase rapidly, various
digital multimedia can be transmitted over the Internet. In order to manage the accessing priority,
many computer communication systems often employ user hierarchies to solve access control
problems. A user hierarchy structure is constructed by dividing users into a number of disjoint
classes SC1, SC2, . . . , SCn are n disjointed classes with a binary partially ordered relation ≤.
The meaning of SCi ≤ SCj denotes that the security class SCj have a security clearance higher
than or equal to the security class SCi, while the opposite is not allowed. This form of access
control mechanism has many proven operational and security benefits, and has therefore been
widely applied for a diverse range of governmental, diplomatic, military and business systems
applications[13].

Fig.1 shows the poset in a user hierarchy and the arrowhead represents a relationship that
the higher-level security class is authorized with the security clearance higher than the lower-level
one. For example, there is an arrow from SC3 to SC6, i.e. the statement SC6 ≤ SC3, means that
SC3 is the predecessor of SC6 and SC6 the successor of SC3. In other words, users in SC3 can
derive the secret key in SC6 and access information held by users in SC6, but the users in SC6

cannot access the information held by the users in SC3. Furthermore, if there is no other security
class SC2 in SC so that SC5 ≤ SC2 ≤ SC1, then SC1 is called the immediate predecessor of
SC5, and SC5 the immediate successor to SC1. [2]

Akl and Taylor [1](AT-scheme for short) first proposed a simple cryptographic key assignment
scheme to solve the access control problems in 1983. However, there is a serious drawback in AT-
scheme, i.e., it fails to provide the user with a convenient way to change his/her secret key under
the secure considerations. In order to solve this drawback, a dynamic access control scheme is
proposed with the following characteristics: (1)the key generation and derivation algorithms are

1

International Journal of Security and Its Applications 
                                            Vol. 3, No. 2, April, 2009 

37

Feruza
Text Box



SC1

SC3

SC2

SC4 SC6SC5

Figure 1: Poset in a user hierarchy.

as simple as possible; (2)the re-updating key problem can be efficiently solved; (3)the users can
change theine secret keys anytime and anywhere for the sake of security; (4)the system can with-
stand the collusive attacks[2]. Until now, there are several key management schemes [5, 11, 14, 15]
were forwarded for improving dynamic access control. In 1997, a novel cryptographic key assign-
ment scheme for dynamic access control in a hierarchy based on Rabin’s public key system[10]
and Chinese remainder theorem[3] was proposed by (SCL-scheme for brevity). They stated that
the SCL-scheme is much simpler to implement than other cryptographic key assignment schemes
for access control in a hierarchy. In fact, Shen et al. used the Rabin’s scheme to hide the user’s
secret key Ki. Furthermore, reducing the computation time for key assignment and the storage
size for public parameters in the SCL-scheme, Hwang used the exclusive-or operation to replace
the main function of Rabin’s scheme[5].

Lately, a hierarchical access control scheme based on the secure filter method was proposed
by K. P. Wu et al.[15] (WRTL-scheme for short) in 2001. They used the exponential operation

formula Sfi(x) =
∏n−1

k=0
(x−gsk

i )+ki mod p to construct a secure filter, in which p is a large prime;
sk represents a secure code, with 0 ≥ sk ≥ p−1; gi is the primitive root, with 1 ≥ gi ≥ p−1; and
ki is the secret key. Afterward this secure filter had been applied to the dynamic access control
system[15]. However, Wen et al.[14] pointed out the secure filter has the following two faults.
One is the secure filter employs exponential operation which takes a longer time than the simple
multiplication does and the other is the exponential operation takes up a much larger storage
space than the simple multiplication does.

Recently, a novel access control in user hierarchy based on elliptic curve cryptosystem was
proposed by Wen et al.(WWC-scheme for short)[14]. According to the WWC-scheme, the special
feature of this scheme can not only solve dynamic access problems in a user hierarchy but also
perform in terms of both security and efficiency is quite commendable. However, the security of
WWC-scheme is also insecure under the dynamic exterior attack. In other words, the security of
WWC-scheme is not guaranteed when a new security class joins or a new ordered relationship is
added into this scheme. In this paper, we will show that the attacker can easily recover the user’s
secret key without knowledge of the CA’s private key.

The rest of the paper is organized as follows: In Section 2, we briefly introduce the WWC-
scheme. In Section 3, we discuss the security of WWC-scheme. Conclusions are drawn in last
section.
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2 Review the WWC-scheme

2.1 The operations of the Elliptic Curve

We assume that the general form of elliptic curve Ep(a, b) : y2 = x3 + ax + b mod p, where p

is a prime and the values of a, b satisfy the discriminant condition, D = 4a3 + 27b2 6= 0 mod p,
is used in this scheme. From this definition, we can define the rules of addition over an elliptic
curve Ep(a, b):[7, 9, 12]

1. O serves as the additive identity. Thus −O = O and P + O = P .

2. −P is the negative of a point P ; that is, if P = (x, y), then −P = (x,−y). Note that
P + (−P ) = O.

3. If P 6= O, Q 6= O, and Q 6= −P , then P + Q = −R. Here, R is the intersection point of
Ep(a, b) and the line segment PQ. Let P = (x1, y1) ∈ Ep(a, b), Q = (x2, y2) ∈ Ep(a, b),
then P + Q = (x3, y3),

• If P 6= Q, then λ = y2−y1

x2−x1

, x3 = λ2 − x1 − x2 and y3 = λ(x1 − x3) − y1.

• If P = Q, then λ =
3x2

1
+a

2y1

, x3 = λ2 − 2x1 and y3 = λ(x1 − x3) − y1.

Therefore, if a point G is taken as the base point over the elliptic curve Ep(a, b), then the operation
on nG has the following properties. 1G = G, 2G = G + G, 3G = 2G + G, . . . , (n − 1)G =
(n − 2)G + G, nG = (n − 1)G + G = O and (n + 1)G = G.[7]

The Table 1 lists the elements of the elliptic groups with p = 23[8].

Table 1. The Elliptic Group E23(1, 1)
(0, 1) (0, 22) (1, 7) (1, 16)
(3, 10) (3, 13) (4, 0)
(5, 4) (5, 19) (6, 4) (6, 19)
(7, 11) (7, 12) (9, 7) (9, 16)
(11, 3) (11, 20) (12, 4) (12, 19)
(13, 7) (13, 16) (17, 3) (17, 20)
(18, 3) (18, 20) (19, 5) (19, 18)

Example 1: Let P = (3, 10) and Q = (9, 7) be in E23(1, 1), then we can find out P +Q = (17, 20)
as the following operations.

Step 1 Compute λ = 7−10

9−3
mod 23 = 11 mod 23.

Step 2 Calculate x3 = λ2 − x1 − x2 mod 23 = 17 mod 23.

Step 3 Compute y3 = −y1 + λ(x1 − x3) mod 23 = 20 mod 23.
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2.2 The WWC-scheme

The WWC-scheme based on elliptic curve cryptosystem [14]. We assume that a Central
Authority(CA) exists and the set SC = {SC1, SC2, . . . , SCn}, where SC1, SC2, . . . , SCn are
n disjointed security classes with a binary partially ordered relationship ≤ in WWC-scheme.
Therefore, SCi ≤ SCj denotes that the security class SCj have a security clearance higher than
or equal to the security class SCi. SCj is classified as a predecessor of SCi, and SCi as a successor
of SCj . The predecessors SCj have the accessibility to information belonging to their successors
SCi, but not vice versa. Here, the WWC-scheme is summarized as follows:

Key generation. To complete the key generation phase, CA executes the algorithm below.

Step 1 Choose select an elliptic curve Ep(a, b) : y2 = x3 + ax + b mod p, where a, b such
that D = 4a3+27b2 6= 0 mod p, and the point Gi on Ep(a, b) as the base point for SCi.

Step 2 The CA chooses user secret codes nj for all j satisfying SCi ≤ SCj and j 6= i,
where nj is a prime, and performs elliptic curve multiplication with the base point Gi

to get njGi = (xj , yj) and f(njGi) = xj ⊕ yj.

Step 3 The CA constructs a public elliptic curve polynomial(ECP) Ei(x) as follows:

Ei(x) =
∏

j

[x − f(njGi)] + ki mod p. (1)

where ki is the secret key of the user ui and
∏

j is performed for all j such that
SCi ≤ SCj and j 6= i.

Step 4 The CA distributes Ei(x) and Gi to the user ui of security class SCi and publishes
them.

Example 2: There are six users, i.e., U = {u1, u2, . . . , u6} in the poset diagram shown as Fig.2.
According to Eq.(1), the CA can construct the public ECP for each user. Here, we suppose the
ECP of user u1 is 0, and then we can obtain

u1 : E1(x) = 0 mod p,

u2 : E2(x) = [x − f(n1G2)] + k2 mod p,

u3 : E3(x) = [x − f(n1G3)] + k3 mod p,

u4 : E4(x) = [x − f(n1G4)][x − f(n2G4)] + k4 mod p,

u5 : E5(x) = [x − f(n2G5)][x − f(n3G5)] + k5 mod p,

u6 : E6(x) = [x − f(n1G6)][x − f(n3G6)] + k6 mod p.

Retrieval of Secret Key Assume that SCi ≤ SCj , i.e., the predecessor SCj can recover the
secret keys ki by using their secret code nj . However, users in the lower class SCi cannot
access the secret key kj of users in the upper class SCj . Here, SCj calculates ki by the
following steps,

Step 1 A user in the upper class SCj uses his secret code nj , he can compute njGi =
(xj , yj).
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Figure 2: Dynamic access control system for six users.

Step 2 Calculate f(njGi) = xj ⊕ yj .

Step 3 Substitute f(njGi) into the Eq.(1) to obtain the secret key ki.

For example, in the SC4 ≤ SC2 poset user hierarchy shown in Fig.2, user u2 in the upper
class uses his secret code n2 in accordance with the ECP secret key retrieval method to discover
the secret key k4 of user u4.

2.3 Inserting new security class

Apply the above structure to the dynamic access control scheme, we suppose that a new
security class SCa is inserted into the hierarchy such that SCi ≤ SCa ≤ SCj . CA will do the
following process to update the partial relationship to manage the accessing priority when SCa

joins the hierarchy.

Step 1 The CA randomly selects user’s secret code na and the secret key ka both of which are
prime. He sends na and ka to user ua by a secure channel.

Step 2 The CA adds Ea(x) to the SCa ≤ SCj poset with

Ea(x) =
∏

j

[x − f(njGa)] + ka mod p.

where
∏

j is performed for all j satisfying SCa ≤ SCj and j 6= a.

Step 3 Determine the public polynomial E
′

i(x) by the following equation,

E
′

i(x) = {
∏

j

[x − f(njGi)]}[x − f(naGi)] + k
′

i mod p, (2)

where
∏

j is performed identical to Eq.(1) and for each SCi such that SCi ≤ SCa.

Example 3: It assumes that a new security class SC7 is inserted into the user hierarchy such
that SC6 ≤ SC7 ≤ SC1 in Fig.3. Afterward CA will generate the information n7, k7, G7, E7(x),
and E

′

6(x) by using the following steps,
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Step 1: Randomly selects two primes n7, k7 and the base point G7 ∈ Ep(a, b) for user U7.

Step 2: Calculate E
′

6(x) and E7(x) such that

E7(x) = [x − f(n1G7)] + k7 mod p, (3)

E
′

6(x) = (x − f(n1G6))(x − f(n3G6))(x − f(n7G6)) + k
′

6 mod p. (4)

Step 3: Use the E
′

6(x) to replace E6(x) as the public polynomial.

Finally, CA transmits n7 and k7 to user u7 via a secret channel and announces G7, E7(x), and
E

′

6(x).

U
1

U
3

U
2

U
4

U
6

U
7

U
5

Figure 3: The consequent poset after inserting U7.

2.4 Adding Ordered Relationships

Suppose a new ordered relationship SCi ≤ SCb ≤ SCa ≤ SCj to replace the original relation-
ship SCi ≤ SCa ≤ SCj . CA will do the following process to setup this new ordered relationship
SCi ≤ SCb ≤ SCa ≤ SCj .

Step 1 When SCb ≤ SCa is added to the original relationship SCa ≤ SCj , the CA needs to

modify the public polynomial Eb(x) of SCb to E
′

b(x) as follows:

E
′

b(x) = {
∏

j

[x − f(njGb)]}[x − f(naGb)] + k
′

b mod p.

where
∏

j is performed identical to the original Eb(x).

Step 2 The CA also use the following polynomial E
′

i(x) to replace the original public polynomial
Ei(x) such that the new relationship SCi ≤ SCb ≤ SCa.

E
′

i(x) = {
∏

j

[x − f(njGi)]}[x − f(naGi)] + k
′

i mod p.

where
∏

j is performed identical to the original Ei(x).

Example 4: We assume that there is a new ordered relationship SC5 ≤ SC7 is added and the
new hierarchy structure is shown as Fig.4. Therefore, CA will reconstruct a new E

′

5 as follows:

E
′

5(x) = [(x − f(n2G5))(x − f(n3G5))](x − f(n7G5)) + k
′

5 mod p. (5)

Then, CA transmits k
′

5 to user u5 via a secret channel and publishes E
′

5 and G5.
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Figure 4: Adding a relationship between U7 and U5.

2.5 Deleting Relationships

Suppose, in an ordered relationship SCi ≤ SCb ≤ SCa ≤ SCj system, the SCb ≤ SCa poset
will be deleted. Then, CA will do the following process to delete this relationship.

Step 1 From the original SCb ≤ SCa ≤ SCj ordered relationship, delete the SCb ≤ SCa

relationship, forming an SCa ≤ SCj . The Eb(x) polynomial in SCb will be changed to

E
′

b(x) as follows:

E
′

b(x) =
∏

j

[x − f(njG
′

b)] + k
′

b mod p.

where
∏

j is performed for all j such that SCb ≤ SCj and j 6= b after the deletion.

Step 2 From the original SCi ≤ SCb ≤ SCa ordered relationship, delete the SCb ≤ SCa rela-
tionship, forming an SCi ≤ SCb. The Ei(x) polynomial in SCib will be changed to E

′

i(x)
as follows:

E
′

i(x) =
∏

j

[x − f(njG
′

i)] + k
′

i mod p.

where
∏

j is performed for all j such that SCi ≤ SCj and j 6= b after the deletion.

Example 5: We assume that there is an ordered relationship SC6 ≤ SC3 in Fig.4 is deleted and
the new hierarchy structure is shown as Fig.5. Therefore, CA needs to reconstruct a new ECP:E

′

6

of user u6 as follows:

E
′

6(x) = [(x − f(n1G
′

6))(x − f(n7G
′

6))] + k
′

6 mod p. (6)

Then, CA transmits k
′

6 and G
′

6 to user u6 via a secret channel and publishes E
′

6 and G
′

6.

2.6 The security analysis and Discussion

In [14], Wen et al. discuss the security of WWC-scheme from two parts, the secret code and
the secret key.
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Figure 5: Deleting a relationship between U3 and U6.

2.6.1 Secret analysis for secret code

In this subsection, they proposed the following five attacks such as contrary attack, interior
collecting attack, interior mutual attack, exterior attack and collaborative attack to analyze the
security of WWC-scheme. Now, we take the collaborative attack for an example.
Collaborative attack: It is defined as m successors have a common predecessor and they
collaboratively want to obtain the secret code of their predecessor in WWC-scheme. In this
attack, for convenience, u2 and u3 have the common predecessor u1 and they collaboratively
attempt to obtain the secret code n1 in Fig.6. The ECP’s of u2 and u2 are generated as following,

E2(x) = [x − f(n1G2)] + k2 mod p, (7)

E3(x) = [x − f(n1G3)] + k3 mod p. (8)

By setting x = 0 in the Eqs.(7) and (8), we can obtain Eqs.(9) and (10).

e1 = [k2 − E2(0)] = f(n1G2) mod p, (9)

e2 = [k3 − E3(0)] = f(n1G3) mod p. (10)

With collaboration, users u2 and u3 can discover e1 and e2 through the known values k2, k3,
E2(0) and E3(0). Obviously, it is very difficult to determine n1 from both Eqs.(9) and (10) based
on the known values e1, e2, G2 and G3. Therefore, Wen et al. claim that WWC-scheme provides
qualified secure tolerance for resisting the above attacks on secret code.

2.6.2 Secret analysis for the secret key

For the secret key attacks, there possible attacks such as exterior attack, sibling attack, and
ordered relationship changing attack are discussed in [14]. Here, we will roughly review the
exterior attack was proposed by Wen et al. in 2007. For a more detailed discussion on other
attacks, the reader can refer to [14].
Exterior attack: It is defined as an unauthorized user w wishes to access the secret key ki of
some user ui in the WWC-scheme through the related public information. Wen et al. pointed
out two possible ways to acquire ki when user w is not a member of this hierarchy.

• The illegal user w recovers the secret key ki directly from the ECP. The ECP of ui is
generated as Eq.(1). Hence, the illegal user w can only obtain ki by substituting x = 0 into
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Figure 6: Dynamic access control system for six users.

Eq.(1), i.e.,

Ei(x) =
∏

j

[−f(njGi)] + ki mod p. (11)

Obviously, it is infeasible for the illegal user w to obtain ki without knowing the values
f(njGi) for all considered j.

• The illegal user w collects the secret code nj
′ of some predecessor of ui and then computes

Ei(f(nj
′ Gi)) to obtain ki. Obviously, this issue is similar to the Way 1. In other words, it is

also infeasible to obtain ki without knowing the values f(nj
′ Gi) for all considered j. Hence,

the security of WWC-scheme about the exterior attack on secret key is guaranteed[14].

Finally, Wen et al. concluded that the WWC-scheme is practical after they analyze the security of
secret keys and secret codes by using the possible attack such as contrary attack, interior collecting
attack, interior mutual attack, exterior attack and collaborative attack, exterior attack, sibling
attack, and ordered relationship changing attack.

3 On the security of WWC-Scheme

However, the WWC-scheme still cannot resist another case of the exterior attack which is not
discussed in [14]. Before we introducing this novel exterior attack, we must review the result of
product (X − r1)(X − r2) · · · (X − rn) by the following theorem:
Theorem 1[4] The product (X − r1)(X − r2) · · · (X − rn) can be expanded as follows.

(X − r1)(X − r2) · · · (X − rn) =
∑

0≤k≤n

(−1)kskXn−k, (12)

where

sk = sk(r1, r2, . . . , rn) =
∑

1≤i1<i2<···<ik≤n

ri1ri2 · · · rik
.

For instance, s0 = 1, s1 = r1 + r2 + · · · + rn, s2 =
∑

1≤i<j≤n rirj and sn = r1r2 · · · rn.
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3.1 The Novel Exterior Attack

In this section, we will define the modified exterior attack as following,
Dynamic Exterior Attack: an illegal user w wishes to access the secret key ki of some user
ui through the related public information when a new class joins this hierarchy or a new ordered
relationship is setup.

Consider the example shown in Fig.7. The public ECP of user u6 is formed E6(x) = [(x −
f(n1G6))(x−f(n3G6))]+k6 mod p before user u7 joins the hierarchy. After u7 joins the hierarchy,
the public polynomials E

′

6(x) and E7(x) is defined as the Eqs.(3) and (4).

U
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U
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U
6

U
7

U
5

Figure 7: The consequent poset after inserting U7

In fact, anyone can obtain the public information E6(x) before the new class SC7 joins and
also obtain E

′

6(x) after he joins this scheme, respectively. Therefore, anyone can discover the
secret key k

′

6 from the public information E6(x) and E
′

6(x) by the following equations.

E6(x) = [(x − f(n1G6))(x − f(n3G6))] + k6 mod p (13)

E
′

6(x) = (x − f(n1G6))(x − f(n3G6))(x − f(n7G6)) + k
′

6 mod p. (14)

Therefore, from the Eqs.(13) and (14), we can find out the coefficient a of x in E6(x) is −(f(n1G6)+
f(n3G6)) mod p and the coefficient b of x2 in −(f(n1G6) + f(n3G6) + f(n7G6)) mod p, respec-
tively. Therefore, we can recover the information f(n7G6) by a − b mod p. Furthermore, we can
find out the secret key k

′

6 from Eq.(14). Hence, this proposed scheme is insecure when a new
class joins this hierarchy.

3.2 On the Security of Adding Ordered Relationships in WWC-scheme

Similarly, the attacker can get the public information E5(x) before the new ordered relation-
ship SC5 ≤ SC7 is added. In order to explain the novel exterior attack when adding ordered
relationships in WWC-scheme, we redraw the poset diagram as following figure.

In Fig.8, the attacker wa can find out the public information E5(x) from Eq.(15) before the
new ordered relationship SC5 ≤ SC7 is added.

E5(x) = (x − f(n2G5))(x − f(n3G5)) + k5 mod p. (15)

The attacker wa also obtains this public information E
′

5(x) after this new hierarchy, including
this ordered relationship SC5 ≤ SC7, is setup.

E
′

5(x) = (x − f(n2G5))(x − f(n3G5))(x − f(n7G5)) + k
′

5 mod p. (16)
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Figure 8: Adding a relationship between user U7 and U5 to the hierarchy.

By dynamic exterior attack, the attacker wa can easily obtain f(n7G5) = a1 − b1. Where
a1(= −(f(n2G5) + f(n3G5)) mod p) is the coefficient of x in Eq.(15) and b1(= −(f(n2G5) +
f(n3G5)+f(n7G5)) mod p) is the coefficient of x2 in Eq.(16), respectively. Therefore, it is feasible
for the attacker w1 to obtain the secret key k

′

5 with knowing the value f(n7G5). As a result, the
security for the dynamic exterior attack on secret key is not guaranteed in WWC-scheme[14].

4 Conclusions

In this paper, we have shown that an illegal user can find out the secret key when a new class
joins or a new ordered relationship is added into the WWC-scheme. In other words, the security
of WWC-scheme about the dynamic exterior attack on secret key is not guaranteed.
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