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Abstract 
A wireless multihop ad hoc network is emerging as an important area for new 

developments in the ubiquitous network. Although ad hoc network is attractive solution, there 
are still some challenges in robustness and security issues. In this paper, we have depicted a 
secure framework for multipath routing in wireless multihop network, which is complete 
solution for end-to-end security for multpath wireless multihop network. We have analyzed 
the performance the proposed framework. 
 
1. Introduction 

An ad hoc network is a self-organized wireless multihop network that allows mobile nodes 
to internetwork without any preexisting infrastructure. A wireless multihop ad hoc network is 
emerging as an important area for new developments in the ubiquitous network. The single-
path routing protocols like AODV [1] and DSR [2] are not suitable if there are frequent 
topological changes and link instability in networks. To solve these problems, couple of 
multipath routing protocols [3,4] have been proposed. 

Although the principle of wireless, structureless, dynamic networks is attractive, there are 
still some major flaws that prevent commercial growth. Security is one of these main barriers; 
wireless multihop networks are known to be particularly vulnerable to security attack. Attacks 
on ad hoc wireless networks may be active and passive, depending on whether the normal 
operation of the network is disrupted or not. Several solutions for secure ad-hoc routings [5] 
have been proposed. Similarly some security schemes [6,7] are designed for securing 
multipath ad-hoc routing. Furthermore, in order to provide secure data transmission in 
wireless ad hoc networks, several schemes using multiple paths between source and 
destination have been proposed [8,9]. 

In this paper we provide a framework which enables wireless multipath ad hoc network for 
end-to-end security. 
 
2. Secure Framework for Multipath Multihop Network 

In this section, we propose a secure framework for multipath wireless mobile ad hoc 
networks that provides end-to-end security between the source-destination pair. The main 
goal of this framework is to provide security not only on the multipath ad hoc routing 
protocol but also on data transmission using these multiple routes. This proposed framework 
is designed on based of source routing such as DSR. 
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Some of the assumption we have made for this scheme are as follows: We assume 
that a source node (S) and a destination node (D) share some secret information 
between them. For the key distribution, we have considered self-certified public keying 
technique [10,11], so any node in the network can compute another node's public key 
knowing public parameter, ID and CA's public key. We assume that each mobile node 
has limited transmission and reception capacities such that only neighboring nodes can 
communicate with each other directly. We assume bidirectional communication on each 
link. We assume that a node maintains the list of all its current immediate neighboring 
nodes. 

Table 1 shows the notations used in the proposed secure scheme for multipath 
wireless ad hoc network. 

 
Table 1. Notation used in the scheme 

Sq Unique ID assigned by S to RREQ 
Sign KX- (M) Message M digitally signed by node X 
sCertX Self-certificate generated by node X 
EKX+(M) Encryption of message M with KX+ 
DKX-(M) Decryption of message M with KX- 
NS Nonce by S 
SKS , SKD Session keys generated by S and D 
h( ) hash function 
N Sequence number of the next packet to be sent to D 

 
2.1. Route Discovery 

Route Discovery for multipath routing in wireless multihop ad hoc network is as follows: 
The route from source S to destination D will be obtained by flooding. 

 
S ⇒ * : < SignKS- (REQ,S,D,Sq), routelist,  EKD+ (NS, SKS), sCertS > 

When a node receives an RREQ packet with source address S and destination address D, it 
looks at its Intermediate node table. Intermediate node table  maintains the list of recent most 
RREQ received for any source destination pair and the intermediate nodes for the request. If 
the packet arrived has a list of intermediate nodes that is a superset of what is there in the 
routing table, the packet is discarded else the node adds its own entry into the packet and 
rebroadcasts it. 

Suppose an intermediate node 3 receives the RREQ directly from S. When the same RREQ 
packet with intermediate nodes {2} arrives from 2, 3 discards it. Upon receiving the RREQ, 
node 3 appends its address in route list and self-certificate, then rebroadcasts it. 

 
3 ⇒ * : < SignK3- (SignKS- (REQ,S,D,Sq), routelist,  EKD+ (NS, SKS), sCertS),  sCert3 > 

In case of node 4, it will accept RREQ from neighbors 1 and 2, however discard that from 
node 5. Node 4 rebroadcast as following: 

 
 

4 ⇒ * : < SignK4- (SignKS- (REQ,S,D,Sq), routelist,  EKD+ (NS, SKS), sCertS ), sCert4 > 

Route request process in Route Discovery is shown in Fig. 1. 
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Figure 1. Route discovery 

When D receives RREQ packets from its neighboring nodes, it is responsible for 
discovering multiple paths -- primary path and node disjoint paths from all the received 
routes. 

When receiving the first RREQ, the destination verifies all the signatures and caches the 
route list. It decrypts and stores session key from S. Then D generates route reply (RREP) 
packet, which includes accumulated route as obtained from RREQ, a digital signature of the 
D on the entire message, and encrypted session key SKD. The RREP is then sent back on the 
reverse route as given by the accumulated route in the RREQ. Each intermediate node on the 
reverse route verifies that its identifier as well as the predecessor and successor nodes' 
identifiers in the accumulated route. If both tests are valid, the intermediate node signs the 
RREP and passes it to the next node in the path. As a result, the RREP reaches the source 
node. This node verifies whether it received the message from its neighbor and if this 
neighbor is the first node on the path. The path is then accepted to be valid if all the signatures 
are verified. It also decrypts and stores the session key from destination. 

When the destination receives a duplicate RREQ, it will compare route path of RREQ to its 
route cache. If only source and destination nodes are same, a path is a node-disjoint path; 
otherwise it will discard the RREQ. 
 
2.2. Data Forwarding 

In data forwarding, session keys SKS and SKD are used to encrypt and hash packets 
transmitted respectively. Apart from doing encryption and hashing, the packets would be 
divided in n fragments that would be sent to the destination on n different routes. This 
operation follows the similar approach explicated in Secure Message Transmission [8]. 

To send message M to D, S divides the packet in a set of n fragments g0, g1, ..., gn-1 with 
redundancy factor r. Thus the resultant length of each fragment would be 

 
len(gi) = r × len (M)/n ; 0 ≤ i < n 

It encrypts each fragment with SKS i.e. it calculates encrypted fragment as 
 

Egi  = ESKS ( gi + i + n + N ) ; 0 ≤ i < n 
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It calculates h(Egi + SKD) and sends Egi + h(Egi + SKD) to D on path i. After sending the 
packets, S starts a timer. If it doesn't receive any acknowledgement from D till the timer 
expires, it decreases the path rating and sends the packet again with new rating of routes. If S 
doesn't receive any acknowledgement from D for T retries, it restarts the route discovery. If S 
receives an acknowledgement from D with some delivered and some lost fragments, it 
resends the lost fragment on another path. Routes that delivered fragments successfully will 
have their rating in the routing table incremented by Vsucc and the routes that failed will have 
their rating decremented by Vfail. If the rating falls below zero, the path would be discarded. 

When D receives any packet from S from path i. D generates h(Egi + SKD) and compares it 
with the received. If they match, the packet must be from S and not from any other node. It 
decrypts packet i.e. it calculates gi + i + n + N = DSKS (Egi). And it compares calculated N 
with K of the last packet received from S stored in the routing table. If N = K+1, (re)starts a 
receiver timer otherwise it discards the packet and sends a negative acknowledgement for 
sequence number K+1 to the source. The value of the receiver timer is dependent on the value 
of TDmax for the source. 

As soon as D receives P/n packets with sequence number N and different i's, it reconstructs 
M, discards all the fragments and starts processing M. If D doesn't receive enough packets to 
reconstruct M till the receiver timer expires, it sends the acknowledgement of the received 
fragments to S. 

 
2.3. Route maintenance 

Whenever a route breaks because of node mobility, the neighbor of the node will send a 
route error to the source. The source will then discard that route from the routing table.  If the 
source has another path to the destination, it can use it. When the source has no entry for the 
destination and the session is still active, it would initiate a new route discovery. In order to 
authenticate the packet and ensure freshness, this scheme uses digital signature along with a 
nonce in route error messages. 

 
3. Security Analysis 

We will evaluate the proposed scheme for passive attacks and active attacks. 
 
Active attacks:  
In active attacks, an attacker actively participates in disrupting the normal operation of the 

network services. A malicious host can create an active attack by modifying packets or by 
introducing false information in the ad hoc network. It confuses routing procedures and 
degrades network performance. 

In this scheme, every intermediate node uses digital signature for authentication; source 
and destination nodes also use their certificates and session keys to authenticate and 
communicate securely. Therefore, most active attacks can be prevented in this scheme. 

 
Passive attacks:  
In passive attacks, an intruder snoops the data exchanged without altering it. The attackers 

mainly eavesdrop the data packets in the network without doing any active operations, or just 
refuse to execute the requested function. The goal of the attacker is to obtain information that 
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is being transmitted, thus violating the message confidentiality. Since the activity of the 
network is not disrupted, these attackers are difficult to detect.  

In this scheme, source node and destination node use their public key and session key to 
encrypt the communication data between them. Since the important information is encrypted 
during route discovery process, passive attackers cannot access the message without the 
knowledge of corresponding keys. Moreover, the use of an information dispersal technique 
makes difficult for passive attackers to get whole information. 
 
4. Performance Evaluation 

In order to evaluate the performance of the proposed framework in wireless ad hoc 
network, we have designed experimental model and simulated using OPNET Modeler [12].  

In the simulation, the network coverage area is a 1000m x 1000m square with 50 mobile 
nodes, each having radio power range of 300m. The channel capacity is 2 Mbps. The IEEE 
802.11 DCF is used as the MAC layer protocol. The nodes are initially uniformly distributed 
throughout the network area and their movement is determined by the random waypoint 
mobility model. The node speed is uniformly distributed between 0m/s and 20m/s, and the 
pause time is varied from 0 second to 300 seconds. 10 CBR sources generate 4 messages per 
second with data packet size of 64 bytes. Each run executes 300 seconds of simulation time.  

For the experiment, two scenarios have been designed, in which first one is under normal 
condition, whereas second is under adverse environment.  

Under normal condition, the performance metric evaluated is the packet delivery rate 
which is the total number of packets all nodes received normalized by the total number of 
packets they sent. And under adverse environment, the performance metric evaluated is the 
data receive rate, which is the total number of data packets all nodes received normalized by 
the total number of data packets they sent. Preliminary results for the performance of the 
proposed secure scheme under normal and adverse environments are as follows. 

 

 

Figure 2. Packet delivery rate 

Under normal condition, the single path DSR, node-disjoint multipath DSR and the 
proposed scheme are compared. Fig 2 shows the packet delivery rate plotted against pause 
time for the single path DSR, node-disjoint multipath DSR and the proposed framework. It 
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can be seen that the packet delivery rate of the proposed scheme is less than that of the single 
path DSR and node-disjoint multipath DSR. 

Under adverse environment, the proposed secure scheme is compared with the single path 
DSR and node-disjoint multipath DSR. We have considered the malicious nodes are existed 
in the network and they can corrupt the accumulated route in all the request packets and re-
broadcast.  

 

 

Figure 3. Data receive rate 

Fig 3 shows data receive rate plotted against number of misbehaving nodes for single path 
DSR, node-disjoint multipath DSR and the proposed secure framework. It can be seen that the 
data receive rate in network suffering different percentage of misbehaving nodes. The 
percentage of misbehaving nodes in the network is varied from 0 to 20%. With the increase of 
misbehaving nodes in network, the data receive rate for the single DSR decrease dramatically 
while that for node-disjoint multipath DSR also decrease. In case of the proposed secure 
scheme it is affected in a much lesser extent. 

 
5. Conclusion and Future Works 

In this paper we have depicted a secure framework for multipath routing in wireless 
multihop network, which can be seen as a solution for end-to-end secure routing for wireless 
multihop ad hoc networks. The proposed framework provides security against not only ad hoc 
routing but also data forwarding. We have analyzed its robustness to various attacks and the 
preliminary simulation results show that it is robust against misbehaving activity such as 
corrupting accumulated path. 

In the future, we will conduct thorough analysis of proposed framework comparing with 
other approaches. 
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