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Abstract

This paper shows the efficiency and the flexibility of the interpretation function-based method [8,
9, 11] through the analysis of some famous cryptographic protocols. In fact, by using the notion of
interpretation function, this method gives general and sufficient conditions allowing to guarantee
the secrecy property of cryptographic protocols. This result holds under a large class of equational
theories, that makes the approach flexible and general. Moreover, the approach does not only help
to prove the secrecy property, but also helps a lot to discover protocols weaknesses and to correct
them. These advantages are discussed and illustrated by cases study of some protocols that are
analyzed in different equational theories.

1. Introduction

Cryptographic protocols are used in our daily life to make secure our communications and trans-

actions as mailing, banking, e-commerce, ect. Hence, the guarantee of the security of cryptographic

protocols is paramount. However, the verification of the security of cryptographic protocols is un-

decidable in general (see [5, 6]). Therefore, researchers have proposed a large variety of methods

and tools that can help to find attacks or to prove the security for some classes of these protocols.

A general survey of the most used approaches related to the verification of cryptographic protocols

could be found in [2, 13, 16].

Due to the complexity of the problem, almost all existing approaches try to simplify it by making

some restrictions or assumptions on protocols (like the perfect encryption assumption). In other

words, they can deal with only some classes of cryptographic protocols under some restrictions

and assumptions like a specific intruder model. For example, in [14], L. Paulson has proved that

the Bull protocol preserves secrecy using an intruder model that does not take into account any

algebraic property of cryptographic primitives. However, he proved that attacks are possible on this

protocol if some algebraic properties of ⊕ or of exponentiation are considered.

In [8, 9, 11], we have gathered assumptions and restrictions that can be made on cryptographic

protocols on what we called a context of verification. More specifically, a context of verification

is basically the specification of messages algebra, the capacities of the intruder, and the equational

theory. This representation allowed us to give sufficient conditions that do not depend on a specific

context of verification (specific class of messages or a specific capacities of the intruder) and that

guarantee the secrecy property of any protocol that respect them. These sufficient conditions state
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intuitively that agents of a given protocol should not decrease the security level of messages when

they send them over the network. To formalize these conditions, we have introduced a special

functions called “interpretation function”. An interpretation function gives a security level of a

component of a message. Hence to verify if agents do not decrease security level of a message, we

compare the security level of each message in sent messages with his security level in the received

messages. However, the interpretation function should give the correct security level of a message

and could not be misled by an intruder. Such interpretation functions are called ”safe” interpretation

functions.

These concepts give to the interpretation functions-based method a certain flexibility and make

it more general. Indeed, the sufficient conditions of this approach do not depend on a context of

verification. Therefore, the approach is powerful enough to be applied to analyze protocols in a

large variety of contexts of verification (a large variety of equational theories). To illustrate this,

we analyse and discuss in this paper, some famous cryptographic protocols in different context of

verification.

The remainder of this paper is organized as follows. Section 2 presents the definition of a context

of verification that deals with equational theories. Also, it gives the definition of some basic words

used within this paper. Section 3 gives a formal definition for the secrecy property. Section 4

introduces the proposed conditions and proves that they are sufficient to ensure the secrecy property

of cryptographic protocols. Section 5 presents a guideline to define “safe” interpretation functions

and gives some some standard and practical examples of such functions. Section 6 put in practice

the approach with some cases in point. Finally, section 7 provides some concluding remarks.

2. Basic definitions

Basically, this section extends the definition of a context of verification defined in [8, 9, 11], in

order to deal with equational theories. Also, it gives the definition of a set of messages and the

definition of the intruder capacities.

Context of verification: Parameters like the structure of messages exchanged during the protocol,

the intruder capacities or the algebraic properties of cryptographic primitives, could affect the class

of protocols that could be analyzed by an approach. We found therefore interesting to gather them

in what we called a context of verification. A context of verification can have the following form

C = 〈N , Σ, E , K, L�, �·�〉, where:

• The names N is the set of names (nounce, keys, etc). For instance, let N0 be the set of names

given by the the following BNF grammar:

n ::= A (Principal Identifier)

| Na (Nonce)

| kab (Shared key)

• The signature Σ is a signature and it contains all function symbols (encryption and pair

symbol for example). For instance, let Σ0 be the signature defined as follows:

Σ0 = {enc, dec, pair, fst, snd}

As usual we write 〈x, y〉 instead of writing pair(x, y).
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• The equational theory E is the equational theory that represents the algebraic properties of

function symbols (commutativity of the pair symbol for example). For instance, Let E0 be

the equational theory that contains the following equations:

fst(〈x, y〉) = x
snd(〈x, y〉) = y

dec(enc(x, y), y) = x

• The intruder knowledge K is the set of initial knowledge of the intruder. For instance, let

K0 be the set of knowledge of intruder, and it is the same initial knowledge as any other

honest agent, i.e.he shares with other agents a key Kia, has a public key ki, has a private key

K−1
i , and he can generate fresh values.

• The lattice of security L� is a lattice of security that contains security levels (types)

({public, secret, any} is a lattice of security for example). For instance, let L⊆
0 be the

security lattice that is the power of the set of agents identities i.e 2I .

• The typed environment �·� is the function that returns the real security level of a message.

For instance, let �·�0 be this function and this function gives the set of identities of agent that

can know a message, then (�kab
�
0 = {A, B}).

Messages: Given a context of verification C, a set of messages M can be defined (this definition

is inspired from [1].) by the following BNF grammar:

m ::= N (Name)

| X (Variable)

| f(m1, . . . , mn) (Function application)

Notice that the set of messages involved in the verification context will be denoted, in that fol-

lows, by M, and the set A(M) denotes the set of atomic components (nonces, keys and principal

identifiers) in M .

Deduction: Given a context of verification C = 〈N , Σ, E , K, L�, �·�〉 and a set of message M
that represents the information available to an intruder, the message m can be deduced from M in

the context C and we write M |=C m if m can be obtained by using these rules:

(Init) �
M |=C m

[m ∈ M ∪ KI ]

(Eq) M |=C m1 m1 =C m2

M |=C m2

(Op) M |=C m1, . . . , M |=C mn

M |=C f(m1, . . . , mn) [f ∈ Σ]

Table 1. Generic capacities of intruder

Given a context of verification C = 〈N , Σ, E , K, L�, �·�〉, we write m1 =C m2 if and only if

m1 =E m2, and m1 =E m2 if the message m1 and m2 are equal under the equational theory E .
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Protocol: Basically, a protocol is specified by a sequence of communication steps given in the

standard notation. More precisely a protocol p has to respect the following BNF grammar:

p ::= 〈i : A → B : m〉 | p.p

The statement 〈i : A → B : m〉 denotes the transmission of a message m from the principal A
to the principal B in the step i. Let p0 be a variant of the Woo and Lam [17] authentication protocol.

This variant, given by Table 2, aims to distribute a new key that will be shared between two agents

A and B.

p0 = 〈1, A → B : A〉.
〈2, B → A : Nb〉.
〈3, A → B : {Nb, kab}kas〉.
〈4, B → S : {A, {Nb, kab}kas}kbs

〉.
〈5, S → B : {Nb, kab}Kbs

〉

Table 2. Woo and Lam modified protocol.

We will denote in the sequel RG(p) the formal specification of protocol p. It can be a specifica-

tion in the pi-calculs or in strands spaces or any other specification. [[ p ]] will denote the executions

of a protocol p.

3. Secrecy property

Who does not care about his own privacy and confidentiality. The confidentiality property, called

also the secrecy property, is among the most important security properties of cryptographic proto-

cols. That is why, in this paper we care about this property.

Intuitively, the formal definition of the secrecy property given hereafter states that the intruder

cannot learn from any executions of a protocol more than what he is eligible to know. As saying

in the introduction, the analysis depends always on the considered context of verification. That

is why the definition of secrecy presented speaks about the correctness according to a context of

verification instead of speaking of correctness only.

Definition 3.1 (Secrecy Property) Let p be a protocol and C = 〈N , Σ, E , K, L�, �·�〉 a verifi-
cation context. The protocol p is C-correct with respect the secrecy property, if:

∀α ∈ A(M) · [[ p ]] |=C α ⇒ �K� 
 �α�

where 
 is an order under the set of security levels and the notation �KI
� 
 �α� is an abbreviation

of: ∃β ∈ K · �β� 
 �α�. Notice that this abbreviation will be used throughout the rest of this paper.

4. Main result

Now, it is time to give the sufficient conditions allowing to guarantee the secrecy property of a

cryptographic protocol. Informally, these conditions state that honest agents should never decrease

the security level of any atomic message. However, these conditions depend on having a ”good”
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way to calculate the security level of a message. By a ”good” way, we mean basically that we should

have a way that can never be misled by the intruder. The way to calculate a security level of message

will be called an interpretation function and a ”good” one will be called a “safe” interpretation

function. Formally:

Definition 4.1 (Safe Interpretation Function)
Let C = 〈N , Σ, E , K, L�, �·�〉 be a context of verification. A C-interpretation function (a func-
tion from A(M) ×M to L F, is called C-Safe if the following conditions hold:

1. F is well formed, i.e:
F(α, {α}) = ⊥ and F(α,M1 ∪ M2) = F(α,M1)  F(α,M2) and F(α,M) = � where
α �∈ A(M)

2. F is C-full-invariant by substitution, i.e: for all M1 and M2 two set of messages in M such
that ∀α ∈ A(M1) · F(α,M1) 
 F(α,M2) we have:

∀σ ∈ Γ,∀α ∈ A(M1) · F(α,M1σ) 
 F(α,M2σ)σ

where Γ is the set of possible substitution form X to close messages in M.

3. F is C-full-invariant by intruder, i.e:
∀M ⊆ M, ∀α ∈ A(M) such that F(α,M) 
 �α� and ∀m ∈ M such that M |=C m we
have:

∀α ∈ A(m) · (F(α,m) 
 F(α,M) ∨ (�K�
I 
 �α� )

As an example of a safe interpretation function, let C0 = 〈N0, Σ0, E0, K0, L�
0 , �·�0〉 be the

context of verification defined in section 2 and F0 is the function that attributes a security level of a

message according to what we have as neighbors to this message and what keys encrypt it directly.

For instance, F0(kab, {A, {B, Nb, kab}kas}kbs
) = {B}∪ �kas

�
0 = {A, S,B}. This function is called

the DEKAN function is C0-safe (see section 5).

The sufficient condition that states that agents of a protocols should not decrease the security

level of a messages according to a context of verification, can be formalized as follows:

Definition 4.2 (Increasing Protocol)
Let C = 〈N , Σ, E , K, L�, �·�〉 be a verification context, F a C-interpretation function and p a
protocol. The protocol p is said to be F-increasing if:

∀r ∈ RG(p), ∀α ∈ A(r+) · F(α, r+) 
 �α�  F(α, r−)

where r+ is a set containing the messages sent during the last step of r and r− contains the set of
messages received by the honest agent in r.

Now, the main theorem could be formalized as follows:

Theorem 4.3 Let p be a protocol, C a verification context and F a C-interpretation function . If F
is C-safe and p is F-increasing, then p is C-correct with respect to the secrecy property.

Proof:
The detailed proof could be found in [8, 9, 10, 11].

�
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5. Guideline to Define a Safe Interpretation Function

According to theorem 4.3, the first step of the verification of secrecy property is to find a safe
interpretation function and this is the delicate part of the approach. In fact, a safe interpretation

function is basically a function that is full-invariant by substitutions and full-invariant by intruder.

These properties are not easy to check or to respect. For that reason, this section provides a guideline

allowing to easily construct a safe interpretation function. This guideline concerns only convergent
theories [1, 7].

Basically, we show hereafter that any interpretation function that has a specific form is safe. In

particular, we focus on interpretation functions having the following form:

F(α,M) = I ◦ S(α, M)

where S is a function that selects from M some atomic components having some links with α and

where I is a function that interprets what S returns as a security type.

Intuitively, if the selection function S is full-invariant by intruder and by substitutions, and the

function I is an homomorphism, then we could have more chance that the function I ◦ S is full-

invariant by intruder and substitutions (hence safe). This fact will be studied and proved in the

following sections.

5.1. Restrictions on the Selection Function S

If we consider a message, which is a term in the message algebra, as a tree and we attach to each

arc of this tree an integer value (reflecting costs or distance between nodes), then it will be easy

to define S that selects some components that are at some distance from a given component. To

formalize the notion of a distance, we introduce what we call a Trees Assignment.

Definition 5.1 (Tree Assignment) We introduce a function T that takes a message and returns a
tree in which nodes are function symbols and leafs are atomic messages and in which each arc has
a cost (integer value). This function will be called a Tree Assignment.

Let be the message 〈B, {Nb, kab}kas〉. An example of T (m) is given by Fig. 1.

�
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�

�
�

�
�

�
�

�
�

B

pair

0 0

enc

1 1

00

Nb kab
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pair

Figure 1. Message T (〈B, {Nb, kab}kas〉)

Where enc is the encryption operator, pair is the concatenation operator. In the rest of this paper

we will denote the cost between two nodes (n1, n2) in a message tree T (m) by Tm(n1, n2).
As in the previous example, a Tree Assignment function may attach to a message his correspond-

ing tree with some costs in arcs. Such functions will be called Corresponding Tree Assignment
functions. A Corresponding Tree Assignment functions will be denoted by G, G1, G2, . . ..
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In the rest of this paper, dT (m)(α, β) (or simply dm(α, β) if T (m) is clear from the context)

denotes the smallest distance between α and β in T (m). This notion can be easily extended to a

set of messages M as follows: dM (α, β) = Min
m∈M

(dm(α, β)). For instance, by Fig. 1, we have

m = 〈B, {Nb, kab}kas〉, dm(Nb, kas) = dm(kab, kas) = 2, dm(B, Nb) = dm(B, kab) = 1 and

dm(kab, Nb) = 0.

Using the notion of Tree Assignment and notion of distance, the n-selection function Sn
T could

be defined as follows:

Sn
T (α, M) =

{
A if α ∈ Clear(M)
{β ∈ A(M) | dT (M)(α, β) = n} else

The function Clear is defined as follows:

Clear(m) = {α | ∀f ∈ Σ · f is a predecessor of α in T (m↓) ⇒ f : e}

Where f : e means that the symbol f is not an operator of encryption, and f : e means that the

symbol f is an operator of encryption.

We have said that we will attempt to have a selection function that is full Invariant by Intruder

and by substitutions. First, let’s study the full invariance by Intruder property. The full invariance

property means intuitively that we should select elements that could not be misled by an intruder.

So, to guaranty that property, we have to select always the encryption keys because we need to

ensure that every message is well-encrypted, and so it can not be sent to who is not eligible to

know it. Also, we need that algebraic properties do not add information to a message. Indeed,

the algebraic properties of function symbols are part of intruder capacities. Also, constructing new

messages with function symbols is also part of intruder capacities. Hence, a function symbols

should not add more information. These three conditions that are sufficient to the full invariance by

intruder of a selection function, are formalized follows:

Definition 5.2 (Safe Costs Assignment (SCA)) Let C be a context of verification and T be a tree
assignment function. We say that T is a C-SCA if:

1. At least direct encryption keys must be selected, i.e. for every k that encrypt directly α in a
message m we have:

• Tm(α, k) = n

2. Function symbols do not add more information:

• ∀f ∈ Σ, ∀m1, . . . , mn ∈ M · T (f(m1, . . . , mn)) � T (m1, . . . , mn)
where T (m) � T (m′) holds if and only if for any n ∈ N and for any α, β � Clear(m, m′),
we have Tm(α, β) = Tm′(α, β)

3. Messages that are equivalent under the equational theory must gives the same information:

• m1 =C m2 ⇒ T (m1) = T (m2)

Now, let’s study the full-invariance by substitutions. The definition of Sn
T is extended to S

−→n
T ,

called the n-polynomial selection function, as follows:

S
−→n
T (α, M) =

n−1∑
i=0

aix
i

7
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where ai = Si
T (α, M). Coefficients ai are in the set 2A and this set with the standard inclusion

and intersection operators represent a ringoid. Let extend the order ⊆ to ⊆n is as follows:

n−1∑
i=0

aix
i ⊆n

n−1∑
i=0

bix
i ⇔ ∀i ∈ {1, . . . , n} · ai ⊆ bi

Any n-polynomial selection function S
−→n
T is full-invariant by substitutions (see proofs in [8, 9,

10, 11]).

At this step, we have shown that to have a selection function that is full invariant by intruder and

substitutions, it is sufficient to define S as a polynomial selection function with using a n−SCA tree

assignment function.

5.2. Restrictions on the Function I

Having a selection function that is full-invariant by substitutions and full-invariant by intruder

is not enough to construct a safe function F = I ◦ S that is also full-invariant by substitutions and

full-invariant by intruder. The function I needs also to be restricted so that it can preserves the

full-invariance properties of S. For instance, the selection function Sn
T returns a polynomial that

will be interpreted by I as a security type. These atomic components could contain variables and

therefore the function I needs to carefully handle them so that the full-invariance properties of Sn
T

are preserved. Also, the notion of variables in security types are introduced. To that end, there is a

need to extend the set of constant security types L to LX = L ∪ X , where X is the set of variables

that will be used to range over security types. As a consequence, the ordering relation 
 is extended

to 
X so that it can deal with security variables. The relation 
X is defined as follows:

• (LX , 
X ): where X is a set of variables that range over security types, LX = L∪X and the

relation 
X is defined as follows:

τ1 
X τ2 ⇔ ∀σ ∈ X × L : τ1σ 
 τ2σ

• IX is the extended mapping of I, from A ∪ X to L ∪ X as follows:

IX (α) =
{

x if α = x
I(α) if m ∈ A\X

Also, the selection function S will return a polynomial, so in order to deal with a polynomial, I
should be extended. To that end, let introduce the two following useful extensions, given a security

lattice (L, 
) and the mapping I from A to L.

• In is the extended mapping of I as follows:

In(
n−1∑
i=0

aix
i) =

n−1∑
i=0

I(ai)xi

• Consequently, the security lattice so that it can be dealt with a polynomial of basic types is

needed to be extended. If (L, 
) is the basic security lattice, then its extended version will be

(Ln, 
n), where Ln is the set of polynomials that have degree equal to n−1 and coefficients

in L, and 
n is as follows:

n−1∑
i=0

τix
i 
n

n−1∑
i=0

τ ′
ix

i ⇔ ∀i ∈ {0, . . . , n − 1} · τi 
 τ ′
i

8
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Having a selection function that is full-invariant by intruder is not enough to construct a safe

function F = I ◦ S that is also full-invariant by intruder. The function I needs to preserve the

full-invariance by intruder property of S. To that end, it necessary that the mapping I be an homo-

morphism.

Moreover, the function I associates security levels to what the selection function selects. Hence,

the function I should not misinterpret the security level of a selected messages. Indeed, let consider

the message {α}k, α in this message is well protected if it is encrypted with a key that has the

security level that is superior or equal to the security level of α (i.e �k� 
 �α�). Hence, we should

have that F(α, {α}k) 
 �α�. From that, we can deduce that I(k) 
 �α�. Now, let consider that

I(k) 
 �k�, in this case we can allow to encrypt a message α with k such that we have I(k) 
 �α� 

�k�, and this is not correct because the real security level of k should not be superior or equal to the

one of α and so in this case α is not well protected. Hence, to not misinterpret the security level

of a message, the function I should associate to a message (specially keys), a security level that is

at least equal to the real security level of this message. This last is the security level that associates

the function �·�. This fact is formalized by the following definition.

Definition 5.3 (C-Coherent) Let C = 〈N , Σ, E , K, L�, �·�〉 be a context of verification and I be
a mapping, then I is C-coherent if and only if:

∀k ∈ Keys · �k� 
 I(k)

The following theorem shows the condition that is needed to be respected by I so that we get a

safe interpretation function.

Theorem 5.4 Let M be a context of verification and S
−→n
T an n-vector selection function. If:

• T be a SCA, and

• I is a C−coherent homomorphism from ((2A)n,⊆) to (Ln
X , 
n

X )

Then, F = I ◦ S
−→n
T is C-safe.

Proof:
Detailed proofs could be found in [8, 9, 10, 11]. �

5.3. Simple and Practical Steps to Construct F

This section summarizes results of the previous sections in order to show how to build a safe

interpretation in a simple way. In fact, we have supposed that F is a composition of two functions I
and S, where S allows to select elements on what depend the security level of message and I is

the function that associates to an element a security level. This decomposition allowed us to prove

that in order to have a selection function that is full-invariant by intruder and by substitutions, it is

sufficient that the selection is a n-polynomial selection function and this selection function is SCA.

Also, we have proved that I need to be an homomorphism that is coherent in order to preserve the

full-invariance properties of S. Indeed, theorem 5.4 presents sufficient conditions that allow to have

a safe interpretation function. Hence, a safe interpretation function F can be constructed by just

giving an integer, a tree assignment and a mapping from (A, ⊆) to (L, 
) and after that making

some manipulations on these elements to obtain a safe interpretation function. More precisely,

building a safe interpretation function can be summarized in the following steps:

1. Define a n-polynomial selection function S
−→n
T . To that end, we should define the following

elements:

9
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• Choose a positive integer value for n.

• Choose T such that it is a n-SCA. If it is not evident, we can built one from non-n-SCA

function as follows:

– Define G as a corresponding tree assignment that is not necessary n-SCA, but in

which direct encryption keys are always selected, the selection beyond encryption

is forbidden, and the theory of the context of verification do not add more informa-

tion. More precisely, the distance between any message and its direct encryption

keys should be inferior to n, and the cost between any operator and an encryp-

tion operator should be equal to ∞. Finally, costs do not allow to theory to add

information (this last point will be detailed in the examples).

– Construct T as T (m) = G(m↓).

The function T constructed in that way will be n-SCA.

2. Define a C-coherent homomorphism I from ((2A)n, ⊆) to (Ln
X , 
n

X ). Given a security lattice

(L, 
), a C-coherent homomorphism can be built simply by following these steps:

• Define mappings i0, i1, . . . , in−1 from (2A, ⊆) to (L, 
) that are C-coherent or simply

choose for j = 0 to n − 1 ij = �·� defined in the context of verification.

• Extend the mappings i0, i1, . . . , in−1 to deal with sets of messages. The extended map-

pings are homomorphism.

• Define the mapping I as follows:

I(M0 + M1 ∗ x . . . + Mn−1 ∗ xn−1) = i0(M0) + i1(M1) ∗ x . . . + in−1(Mn−1) ∗ xn−1

• Extend this mapping to deal with variables i.e.IX
3. Define a C-safe function F as:

F = IX ◦ S
−→n
T

This guideline makes easy the construction of a safe interpretation function. However in this

paper, we did not study the existence of such functions specially when a protocol respects the

secrecy property, but this would be a in our future works.

5.4. Example 1: The DEK Function

In this example, we define a C0-safe interpretation function where C0 is the verification context

described in example 2. To that end, we follow the previous steps:

1. Define a n-polynomial selection function S
−→n
T :

• Choose a value for n: In this example, we choose n = 0 in order to select keys that

encrypt directly a message.

• Let G0 be the function that sets values to nodes as shown by Fig. 2. In this example,

Intuitively, G0 allows to select the innermost keys that encrypt directly α in M and these

keys will be called the direct encrypting keys.

Where n =

⎧⎨
⎩

∞ if x ∈ {enc, dec}
0 if x = pair
−1 else

10
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Figure 2. Costs Assignment G0

and m =

⎧⎨
⎩

∞ if y ∈ {enc, dec}
0 if y = pair
−1 else

and k =

⎧⎨
⎩

∞ if x ∈ {enc, dec}
0 if x = pair
−1 else

we can easily verify that G0 satisfy the required conditions: direct encryption keys are

always selected, the selection beyond encryption is forbidden, and the theory of the

context of verification do not add more information.

• Define T0 as T0(m) = G0(m↓).

2. Define a C-coherent homomorphism I from ((2A), ⊆) to (LX , 
X ).

• Define a mapping i0 from (2A, ⊆) to (L, 
) that are C-coherent or simply choose

i0 = �·�0, where �·� 0 is defined in the context of verification C0.

• Let extend this mapping with steps described previously to the mapping I0X that is from

((2A)0, ⊆0) to ((2IX )0, ⊆0
X ).

3. The interpretation function is now as follows:

F = IX ◦ S
−→0
T0

For instance:
F(α, {{α,B, X}kas}kbs

) = I0X ({kas})
= {A, S}

This function is called the DEK function (Direct Encrypting Keys). This function is C0-safe (the-

orem 5.4). The definition of DEK function could be easily extended when dealing with other syn-

taxes as syntax in which signature is possible.

Now, let study in what theory the DEK function is safe. The safety condition that makes the

theory involved is: the theory do not allow to add more information:

∀m →E m′ ∈ WE · G(m′) � G(m)

This condition means intuitively that the selected elements in the right side of an equation in the

convergent rewriting system of E , should be selected also in the left side of this equation. Hence, the

DEK function will not be safe in the theory that has a convergent rewriting system that allows to se-

lect more elements in the right side of a rewriting rule than the right side. In fact, the selection of the

DEK function concerns the encryption keys. More precisely, it concerns the encryption symbols.
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Hence, the algebraic properties that could affect the safety of the DEK function are the proper-

ties in which the encryption symbols are involved. Specially, properties that allow to change keys.

The commutativity of encryption property enc(enc(x, y), z) = enc(enc(x, z), y), is an example of

such properties. Thus, if the theory of the context of verification contains the commutativity of en-

cryption property for one of encryption function symbols, then the DEK function is not safe in that

context of verification. Moreover, it is impossible to find a safe interpretation function for theories

that have the commutativity property of encryption. Indeed, this property puts in contradiction the

safety conditions of an interpretation function: selecting elements beyond encryption is forbidden

and the algebraic properties gives the same security level.

5.5. Example 2: The DEKAN Function

In this example, we define an C0-safe interpretation function where C0 is the verification context

described in section 2. To that end, we follow steps described in section 5:

1. Define a n-polynomial selection function S
−→n
T :

• Choose a value for n: In this example, we choose n = 1.

• Let G1 be the function that sets values to nodes as shown by Fig. 3. In this example,

Intuitively, G1 allows to select the innermost keys that encrypt α in M together with the

atomic components that are concatenated to α in M (called direct neighbors).

pair

�
�

�

�
�

�
x y

n m

enc

�
�

�

�
�

�
x y

k 1
�

�
�

�
�

�

dec

x y

1k

Figure 3. Safe Costs Assignment T1

Where n, m , and k is as defined by Table 2 and where −1 is changed in this example

to 0 in orer to select both neighbors and keys of encryption.

we can easily verify that G0 satisfy the required conditions: direct encryption keys are

always selected, the selection beyond encryption is forbidden, and the theory of the

context of verification do not ass more information.

• Define T1 as T1(m) = G1(m↓).

2. Define a C-coherent homomorphism I from ((2A)1, ⊆) to (L1
X , 
1

X ).

• Define mappings i0 and i1 from (2A, ⊆) to (L, 
) that are C-coherent or simply choose

i0 = �·�0 † [A �→ A, B �→ B, S �→ S, . . .], where �·� 0 is defined in the context of

verification C0. For i1 we can choose i1 = �·�0.

• Let extend this mapping with steps described previously to the mapping I0X that is from

((2A)0, ⊆0) to ((2IX )1, ⊆1
X ).

• Define the mapping I(M0) = (i0(M0), i1(M1)).

• Let extend this mapping with steps described previously to the mapping IX that is from

((2A)1, ⊆1) to ((2IX )1, ⊆1
X ).
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3. The interpretation function is now as follows:

F = IX ◦ S
−→1
T1

For instance:

F(α, {{α,B,X}kas}kbs
) = IX ({ToB, X}, {kas})

= {B,X} + {A, S} ∗ x1

This function is called the DEKAN function (Direct Encrypting Keys and Neighbors). This

function is C0-safe. We believe that such function is powerful enough to allow us to appropriately

analyze a large class of protocols with respect to the secrecy property. Also, The definition of

DEKAN function could be easily extended when dealing with other syntaxes.

If we are sure that agents identifiers are not used in the analyzed protocole we can use only

distance 0 to select both keys of encryption and the neighbors. Indeed, the reason of separating

that distances of encryption and concatenation, is because we need to interpret in different way the

agents identifiers according to theirs functions in the message. Indeed, when agent identifiers are

used as a key, the security level of that agent identifiers are needed to be interpreted as public, and

when an agent identifier is used as a neighbor, the security level is needed to be interpreted as agent

names. Hence, if agents identifiers are not used as keys in a protocol, the DEKAN function could

be used with distance 0 for the neighbors and keys of encryption. For instance:

F1(α, {{α,B,X}kas}kbs
) = IX ({ToB, X}, {kas})

= {A, B, S, X}

For the sake of simplicity, this last function will be used as the DEKAN function in the following

of this paper. In general, if we do not need to interpret the same messages in different ways, we can

use the distance 0 for all distances. Else, we should split distances according to the interpretation

of messages.

Now, let study in what theory the DEKAN function is safe. The condition that makes the theory

involved is:

∀m →E m′ ∈ WE · G(m′) � G(m)

This condition means intuitively that the selected elements in the left of an equation in the conver-

gent rewriting system of E , should be selected also in the right side of this equation. Hence, the

DEKAN function will not be safe in the theory that has a convergent rewriting system that allows to

select more elements in the right side of a rewriting rule than the left side. In fact, the selection of

the DEKAN function concerns the encryption keys and the neighbors. More precisely, it concerns

the encryption and concatenation function symbols. Hence, the algebraic properties that could af-

fect the safety of the DEKAN function are the properties in which the encryption and concatenation

are involved.

First, the DEKAN function is not safe for the properties that not make the DEK function safe

(i.e.enc(enc(x, y), z) = enc(enc(x, z), y), since the DEKAN function selects the encryption keys

as the DEK function.

Another example that could make the DEKAN function not safe, the homomorphism property

enc(pair(x, y), z) = pair(enc(x, z), enc(y, z)). In fact, the selection function of DEKAN func-

tion selects for x, both y and z in the right of the homomorphism equation, however it selects only z
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in the left side of the equation. Therefore, if the convergent rewriting system obtained by orient-

ing the theory, contains enc(pair(x, y), z) → pair(enc(x, z), enc(y, z)), then selected elements

in the right side is part of the left side, so in that case the DEKAN function is safe. However, if

the convergent rewriting system obtained by orienting the theory with the homomorphism property,

contains pair(enc(x, z), enc(y, z))
→ enc(pair(x, y), z), then selected elements in the right side is not part of the left side. There-

fore, the DEKAN function is not safe in that context. In general, the convergent rewriting system

obtained by orienting the theory with the homomorphism property is the rewriting system that con-

tains the first rule. Hence, the DEKAN function is in general safe under a theory that contains the

homomorphism property.

In the same way, we can notice that the DEKAN function is safe under the equational theory that

contains prefix property {m1, . . . , mn}k = {m1, . . . , mi}k, {mi, . . . , mn}k.

6. Analysis of Cryptographic Protocols under Different Equational
Theories

This section presents the analysis of some famous cryptographic protocols as BULL, Woo and

Lam, etc. Although almost of them are already discovered flawed, the choice of those protocols is

motivated by the fact that we want to show that the approach is not only efficient to guaranty the

secrecy property when some conditions are met, but also it can show the weaknesses of the analyzed

protocol and gives an idea on how will be the flaw or on how to correct it. Indeed, the interpretation

functions-based method is based on some conditions that are sufficient for the secrecy property.

These conditions could be verified only on the description of the protocol. When these conditions

are met, the protocol respects the secrecy property. Else, we can not deduce the non-security of the

protocol because the method does not allow to infer the flaw. This fact could not be considered as a

drawback of the approach because, in that case, the analysis shows us where the exact weaknesses

of that protocol, and so it gives us an idea on how to correct them. This fact will be shown in

different examples in this section.

Also, This section shows us how the verification process is easy and could be made automatic.

Indeed, the verification of the secrecy property as presented in theorem 4.3, consists simply on

checking whether the protocol is an increasing one with using a safe interpretation function. To that

end, we use the interpretation functions given as example in section 5.4.

6.1. Who and Lam Protocol

To the lake of the space we omitted the analysis of of Who and Lam protocol, but it could be

found in [8, 9, 10, 11]. This analysis shows the efficiency of the approach to show weaknesses of a

protocol, and also to correct them.

6.2. Shamir Three Pass Protocol and Commutativity of Encryption

This example shows how the approach could help to find weaknesses that concerns the crypto-

system (encryption).

Let’s consider the Shamir Three Pass protocol cited in [4] and described by Table 3. This protocol

allows two agents to exchange a secret message without sharing any initial secret.
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Message 1 : A → B : {M}ka

Message 2 : B → A : {{M}ka
}

kb

Message 3 : A → B : {M}kb

Table 3. Shamir Three Pass Protocol

Let’s extend the equational theory E0 with the commutativity of encryption:

{{m}x}y = {{m}y}x

As we have discussed in section 5.4, and section 5.5, the DEK and DEKAN are not safe under

equation theory that contains the commutativity of encryption property. In fact, all interpretation

functions that are constructed as the guideline, given in this paper, could not be safe with that prop-

erty since that property makes in contradiction the safety conditions (Selecting elements beyond

encryption is forbidden and the algebraic properties gives the same security level). In fact, the

Shamir Three Pass protocol has a flaw, cited in [4], that is due the commutativity property. This

fact conducts us to deduce for the secrecy property, the following principal:

P1- A good encryption operator should not have the commutativity property.

6.3. Bull Protocol and ⊕ Properties

Let’s consider the Bull Protocol cited in [3] and described by Table 4. This protocol aims to

share a fresh session key between a number of agents and a server.

Message 1 : A → B : h([A, B, Na], kas), [A, B, Na] (= Xa)
Message 2 : B → C : h([B, C, Nb, Xa], kbs), [B, C, Nb, Xa] (= Xb)
Message 3 : C → S : h([C, S, Nc, Xb], kcs), [C, S, Nc, Xb] (= Xc)
Message 4 : S → C : A, B, kab ⊕ h(Na, kas), {A, B, Na}kab

,
B, A, kab ⊕ h(Nb, kbs), {A, B, Nb}kab

,
B, C, kbc ⊕ h(Nb, kbs), {A, B, Nb}kbc

,
C, B, kbc ⊕ h(Nc, kcs), {A, B, Nc}kbc

,
Message 5 : C → B : A, B, kab ⊕ h(Na, kas), {A, B, Na}kab

,
B, A, kab ⊕ h(Nb, kbs), {A, B, Nb}kab

,
B, C, kbc ⊕ h(Nb, kbs), {A, B, Nb}kbc

,
Message 6 : B → S : A, B, kab ⊕ h(Na, kas), {A, B, Na}kab

,

Table 4. Bull Protocol

Let’s extend the equational theory E0 with the following properties:

x ⊕ (y ⊕ z) = (x ⊕ y) ⊕ z (Associativity)

x ⊕ y = y ⊕ x (Commutitavity)

x ⊕ 0 = x (Netral Element)

x ⊕ x = 0 (Nilpotence)

In Bull protocol the ⊕ is used as an encryption operator. The most important property that makes

the protocol working is the associativity property. However, the associativity property of ⊕ makes

non safe the DEK, the DEKAN, and all others functions that are computed as the guideline of this
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paper. Indeed, the associativity property of ⊕, puts in contradiction the safety conditions that are:

selecting elements beyond encryption is forbidden and algebraic properties gives the same security

level. So, in that case, we could not use the DEK and DEKAN function as a safe interpretation

functions to verify the secrecy property of the Bull protocol unless we consider the ⊕ operator as

a non-encryption operator. In that case, we can notice that the secrecy kab is sent in clear in the

Bull protocol and that is not secure. In fact, the protocol has a flaw [15] and it is based on the

associativity property of ⊕ (the same that makes the protocols working). This fact conduct us to

deduce for the secrecy property, the following principal:

P2- A good encryption operator should not have the associativity property.

6.4. Needham-Schroeder Lowe Protocol and Homomorphism

This example shows the impact of the homomorphism property on the security of a protocol.

Let’s consider the Needham-Schroeder Lowe protocol cited in [12] and described by Table 5. This

protocol aims to authenticate mutually two agents to each others.

1. A → B : {A, Na}kb

2. B → A : {〈Na, Nb〉, B}ka

3. A → B : {Nb}kb

Table 5. Needham Schroeder Lowe Protocol

By using the DEKAN function, we can prove that the Needham-Schroeder Lowe protocol re-

spects the secrecy property under the equational theory E0.

Now let suppose that the equational theory E0 contains the homomorphism property:

{m1, m2}k = {m1}k.{m1}k

The convergent rewriting system corresponding to the theory of E0 is the rewriting system that

contains the following rule:

{m1, m2}k → {m1}k, {m1}k

With this rule, the DEKAN function will be always equal to the DEK function. Indeed, the selection

function of the DEKAN function does not choose elements on the message m but on m↓, so the se-

lection function choose elements on messages that have the form {α1}k, . . . , {αn}k, where αi are

atomic messages. Hence, the neighbors will never be chosen, and so the DEKAN function becomes

like the DEK function. Therefore with the homomorphism property, we will not be able to ensure

the secrecy property of the last protocol while we was able without this property as shown previ-

ously. This due to the fact that the homomorphism property makes the selection of of neighbors

impossible, and so to use neighbors to get the security level of a message. Indeed, with the homo-

morphism property, the intruder could change easily the neighbors of a message. As an example,

let’s take the step 2 in the last protocol. In this step, agent B sends the message {〈Na, Nb〉, B}ka

to A. If the intruder intercepts this message, he can compute the message {〈Na, Nb〉}ka and the

message {I}ka . After that, he can produce the message {〈Na, Nb〉}ka , {I}ka that is equal to the

message {〈Na, Nb〉, I}ka according to the homomorphism property. Hence, he can mislead the

agent A that the nounce Nb is coming from him and so he can get it. So, with the homomorphism

property the intruder can perform an attack which he was unable to perform without this property.

So, to correct that weakness, we should find a means (different from the concatenation), to say to
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1. A → B : {{Na}k−1
a
}kb

2. B → A : {〈{Na, Nb〉}k−1
b
}ka

3. A → B : {Nb}kb

Table 6. Modified Needham Schroeder Lowe Protocol

A that Nb is from B. For example, the signature could be used to insure the origine of the message.

Hence, we could modify the Needham Schroeder Lowe protocol as follows:

By using the DEKAN function, this new version of Needham Schroeder Lowe protocol could be

proved secure with respect to the secrecy property even with the homomorphism property. Indeed,

the signature should not be considered as an encryption operator, and costs of the signature operator

could be the same as costs of pair operator described by Table 3. Moreover, the encryption with a

public key should be considered as an encryption operator, and the costs could be the same as costs

of encryption operator enc described by Table 3. With this extension of the DEKAN, the protocol

could be easily proved secure with respect to the secrecy property.

7. Conclusion

This paper shows the efficiency and flexibility of the interpretation function-based method through

the analysis of some famous protocols. In fact by using the notion of a context of verification and a

safe interpretation functions, the interpretation function-based method gives general and sufficient

conditions allowing to guarantee the secrecy property of cryptographic protocols. This result is true

under any context of verification (even using equational theories). This fact gives a certain flexility

to the interpretation function-based method and makes it more general to prove the secrecy property

of a large class of protocols. Moreover, the approach does not only help a lot to discover protocols

weaknesses, but also helps to correct them and so to transform a non-secure protocols to a secure

ones.

As future works, we want to analysis more cryptographic protocols under more algebraic proper-

ties (more context of verification). Also, we aim to extend the approach to other security properties

as authentication, integrity, etc.
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