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Abstract 

We propose a new special identity based signature scheme that make uses of fractal 

transform and entropy arrangement algorithm to generate the public key string from a 

biometric measurement of signer. A biometric reading provided by the alleged signer would 

be enough to verify the signature. The characteristic of this scheme is that When verifier 

finished the verification on the signature, he can compare the biometric information 

reconstructed by public key with that provided by signer to ensure the relationship between 

the public key and signer. So, this makes the verification more convenient and intuitionistic. 

Finally, we describe two possible attacks on this system and suggest ways to combat it.  

  

1. Introduction 
Identity based signature scheme [1] is based on a public key cryptosystem with extra 

twist: Instead of generating a random pair of public/private keys, the user chooses his name 

and network address as his public key. Any combination of name, social security number, 

telephone number and street address can be used provided that it uniquely identifies the user 

in a way he cannot later deny, and that it is readily available to the other party. The 

corresponding private key is computed by a key generation center (KGC) and issued to the 

user in a secure way. 

Recently, a biometric identity based signature scheme (BIO-IBS) [2] is proposed by 

Burnett, Duffy and Dowling. In scheme [2], they have used a biometric measurement of an 

individual instead of very long integers, typically 2048 bits, to construct the public key. They 

have shown us how to use a hash function to make the biometric embedded onto a point on 

the elliptic curve and how to make the point as part of the key pair generation for a signature 

scheme.  

Obviously, in scheme [2], the public key generation is a one way procedure, that is, the 

biometric data cannot be reconstructed from the public key data. Consider the following 

situation: the signer comes to see the verifier with the contract he signed. The verifier has 

verified the signature of the contract using public key of signer successfully. But how to 

confirm the signer is the very one who has signed the contract if the verifier had never known 

the signer. So, if the verifier can reconstruct the biometric such as fingerprints from the public 

key, he would ask the signer to provide his fingerprints on the spot and make a matching 

easily and conveniently. 

In this paper we present a biometric identity based signature scheme and the scheme is 

particularly useful in this area as biometric measurements such as fingerprints are long 

established evidential tools [3]. In our case, we use a biometric measurement of an individual 

to construct the public key. Using biometrics does however create a problem that how to turn 

biometrics data into public key strings. We present two steps to overcome this problem. Step 

1, compress the biometrics data such as fingerprints image using fractal transform. Step 2, 
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turn the biometrics data compressed into public key strings using entropy arrangement 

algorithm.  

The paper is organized as follows. In section 2 we briefly outline the basics of fractal 

transform and entropy concept. In section 3, we describe the coding process of turning 

biometric data into key strings making use of fractal transform and entropy arrangement 

algorithm. Section 4 will give an overview of Shamir scheme [1] using the key pair generated 

from the biometric data. Section 5 outlines two possible attacks on the system and suggests 

countermeasures. Finally, we will discuss conclusions. 

 

2. Basics of fractal transform and entropy concept 
Some special fractal can be raised from both Computer Graphics and Maths Construct- 

ion. The simplest one is called as self-similarity set. In 1981, J. E. Hutchinson introduced the 

theory of the Iterated Function Systems, abbreviated as IFS in [4]. He used the compression 

transform in metric space as model of dynamical system and applied the idea of IFS to image 

compression. IFS plays the leading role during the development of fractal image compression. 

Most of the fractal image compression jobs are based on IFS or its extension. 

For some images, fractal compression arithmetic has more tremendous compression ratio 

than other traditional image compression algorithms, such as DCT, Wavelet and so on. And 

such images (such as fingerprint image) have the following features, i.e. they contain a lot of 

regular veins information. 

The theory basis of fractal image compression coding consists of the following four 

parts: the iterated function system, the fixed-points theorem, the college theorem and affine 

transform, while the iterated function system forms the basic theory .of fractal image 

compression coding. See [4,5,10] for more details. 

The entropy concept was proposed by Shannon [6]. He used H(X) to present the entropy 

of a gray image: 

H (X) = ∑
=

−
255

0

2 )(log)(
i

ipip ,              (1)  

where  

- i is the grey level of pixel, which a value is between 0 and 255 

- p(i) is the relative frequency of grey level i that occurs in the image 

It’s easy to know the entropy of a image is 0 if the image consists of a single grey level, 

i.e. it is an invariant image. That is, the more “orderly” the content of a group information 

(image) is, the less the amount of information it contains. 

 

3. Generating public key data from biometrics 
First, we define f is the fingerprint image,

kR is the sub block, typically 4×4pixels,
jD is 

the parent block, typically 8×8pixels and iw is the fractal compression transform.  

The below is the coding procedure: Divide f into sub block set nRRR ,...,, 21
. For each sub 

block
kR , find the parent block fD j ∈ , and transform iw to make certain sub block 

kR can be 

equal or close to certain parent block
jD extremely under the transform iw . Then this parent 

block
jD can be replaced by the sub block

kR after transform iw . It must be ensured that 

Transform 
iw  is compressed. Thus the coding is finished. Because we only need store the 
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factor of iw , the position of
jD and the transform information from

jD to
kR , this information is 

less than information of original image greatly, thus we reach the purpose of compression. 

With a large amount of experiments, we find that the lower the entropy [6] of a sub 

block
kR is, the easier it is to find a match parent block

jD for the sub block as the percentage of 

this section is larger in the image. This supplies us the evidence for improving compression 

algorithm further. 

Here is the coding procedure improved with entropy arrangement algorithm: First, we 

calculate the entropy 
kEntropy of every sub block

kR and sort them. Next, use it to match parent 

block
jD by the entropy from low to high. According to the structure features of images, it’s 

easy to know if a sub block
kR with a lower entropy

kEntropy , there are more parent 

block
jD matched with it, and the number of the parent blocks

jD matched will reduce with the 

entropy
kEntropy of the sub block

kR is larger and larger. 

It is obvious that, the coding speed of fractal transform can be raised remarkably by 

improvement of entropy arrangement algorithm. And we can set a threshold K, make n≤K, n 

is the number of sub block need to match parent blocks. Thus, with a certain threshold K we 

have chosen, it was easy to make the size of the compressed image to adapt to the public 

key’s size that required by KGC. 

A typical fingerprint image, in black-white, 128×128 pixels, is about 2.3K bytes in size. 
Experiments have shown, with the improved algorithm above, the coding time is about 

twenty times faster than traditional fractal transform and image compression ratio is about 

21.0 with almost the same PSNR [5]. 

So, according to the coding procedure, we can generate a public key from biometrics 

and obviously, it is easy to reconstruct the biometrics from the public key. 

 

4. Incorporating into an identity based signature scheme  

An overview of an identity based signature scheme is given in this section. This 

scheme was proposed by Shamir [1] and consists of three stages.  
The first stage is the System Parameter Generation stage. n is the product of two large primes, 

e is a integer and         1))(,gcd( =ne ϕ , d is a integer and ))((mod1 ned ϕ= , 
)(}1,0{: nZh ϕ→∗ is 

a Hash function. And d is the secret key of KGC. The parameters n, e and the function h are 

chosen by KGC and they can be made public. Assume ID, that is the biometrics such as 

fingerprints, is the unique identity of a user, and the corresponding private key g generated by 

KGC is  

              )(modnIDg d=                               (2) 

The second stage is the signing stage. To sign message ∗∈ }1,0{m , the signer chooses a 

random number r and computes 

             )(modnrt e=                                    (3)  

)(mod)||( ngrs mth=                             (4) 

And (t, s) is the signature. 

The third stage is the verification stage. The signature scheme is based on the verification 

condition: 

            )(mod)||( ntIDS mthe ⋅=                        (5) 
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 Where 

- m is the message 

- t, s is the signature 

- ID is the user’s identity 

- n is the product of two large primes 

- e is a large prime which is relatively prime to )(nϕ . 

f is a Hash function. 

 

5. Two possible attacks 

Here we describe two possible attacks to the scheme and identify ways of preventing 

it. 

A.       it is possible for an attacker to obtain a copy of the signer’s biometric data. Then he 

can send the data as his own to KGC and acquire the corresponding private key as the 

same as the signer’s. That is, the attacker has obtained the private key of the signer and 

could imitated signer to sign some contracts or documents. 

To prevent this attack, we suggest that in key generating stage, user must have 

provided his biometric data on the spot in KGC with a trusted witness in presence. Then 

KGC turns the biometric data into public key string using compression algorithm 

proposed in this scheme, assures that the public key is unique in the system and issues 

the public/private key pairs to user in a secure way. 

B.        If biometric data such as fingerprints of an attacker is extremely similar with the 

signer’s, attacker could come to see the verifier with a contract signed by signer and 

claim that he is the very one who had signed the contract. To prove it, he could provide 

his fingerprints data on the spot. It is very difficult for verifier to distinguish the two 

extremely similar fingerprints image. So, the verifier maybe has trusted the attacker. 

To prevent this attack, contract can be signed in the presence of a trusted witness. If 

there is a legal dispute over whether a contract had been signed or not by a user later, the 

witness could come to assert which one is the genuine signer. Alternatively, signers also 

can utilize a digital certificate obtained from a trusted certificate authority. The digital 

certificate will contain the public key and some other information such as social security 

number about the signer. 

 

 

6. Conclusion 

We have presented a biometric identity based signature scheme and described how to 

turn the biometric data of an individual into the public key string. We have suggested 

countermeasures for two possible attacks on the system. Contrasted with Burnett 

Scheme [2], our scheme has an advantage that the biometric data could be reconstructed 

from the public key. Thus in our scheme, it is more visible and convenient for the 

verifier to finish a verification. And amounts of experiments have shown us, our 

scheme could satisfy the practical applies. 
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