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Abstract

There major challenges for current Intrusion Detection Systems (IDS) which attempt to
identify suspicious network traffic. Due to the high percentage of alerts generated by such
systems, the level of false positives is among the significant problems. We present intelligent
strategies for reduction of false positives and infrastructure protection using a novel
approach using adaptive responses from firewall packet filters in what we call, network
quarantine channels (NQC). This involves using an efficient and intelligent intrusion
detection and response system using Virtual Private Networks, firewalls and packet filters.
The firewall packet filters provide effective intelligent responses by to granting access to the
normal packets and denying malicious traffic access to the network, after the identity of the
connections are verified through the statistical analysis in the NQC. These effective strategies
reduce false positives and increases detection capability of the IDS

1. Introduction

The strategic detection and response strategies consist of packet firewall packet filtering
policies in the NQCs. Intrusion Detection System (IDS) lack effective collaborative responses
[1, 5, 16, 15] to real attacks and large volumes of normal traffic in various infrastructures [5,
16, 18]. Furthermore, the increasing packet rates and attacks fast network environments
reduce the performance of IDSs [4, 14, 16, 17, 20]. In this paper, we describe how the
effective strategies including firewall packet filtering policies and their response to attack
packets. After the NQC has determined the status of the packet using interactive responses of
simulated scripts, actual final responses to the hosts determine whether they are permitted
final access to the destination hosts. Normally, IDSs respond directly to the hosts which
generate alerts with considerable false positives. We propose multiple strategies including
firewall packet filters and policies to permit access normal users and deny access to astute
hackers.

2. Network quarantine channels and Firewall Packet Filter

The strategic response approach involves the use of firewalls and packet filters in
responses from hosts in various network subnets of the network quarantine channels
(NQCs) described in [10]. The scripts in the hosts in the NQC simulate initial responses
to packets from source hosts and obtain additional packets from the hosts. Subsequently,
they are analysed in the attack patterns database using statistical analysis including
Bayes classification, discriminant analysis and hierarchical clustering
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Figure 1. Multiple VPNs and firewall architecture for attack and false positives in NQC zones

techniques. The final status of the alerts determined from the statistical analysis is fed
back to the IDS alert monitor using various feedback techniques. This includes adaptive
rules in the IDS Alert filter and Alert Policies. This is described in detail in [10]. The
additional remote traffic is controlled, segregated and filtered using Cisco Secure
Access Control Servers (ACS) [3] routers to prevent access to sensitive segments of the

internal VPNs. The additional traffic from the segregated sites, including packets from

the VPN mail exchange servers, ACS subnet data centre and other VPN firewall host

sites are diverted to the NQCs for analysis. See Figure 1. The external and internal

backbones are further isolated in various zones using gateway packet filtering, multiple
protocols, packet filtering and policies. Furthermore, Network Address Translation

(NAT) hides internal addresses from external hosts, reducing the risks of unauthorised

access to internal hosts using internal IP addresses. The NQCs examine and respond to
the remote and external traffic and send feedback to the IDS on their final statuses. The
firewalls in each zone are then instructed to deny or permit final access to the respective

destinations based on whether they are benign or malicious packets.
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The strategies for the final responses to the connecting hosts once the status of the
packet has been established by the NQC involves the following process:

1. NQC sends the final status of the packet to the IDS alert monitor.

2. The NQC constructs Final Reply Rulesets in IDS to respond to the source host.

3. The NQC uses Reply Rulesets in IDS to respond to the source host.

4. The Firewall constructs Packet Filtering Rules based on the rules from NQC-based
IDS Reply Ruleset.

5. The Firewall Permits access to normal hosts and denies access to astute hacking

hosts.

6. The NQC-based Firewall and IDS log the sessions on IP addresses of connected or
denied hosts for subsequent analysis.

The packet filters are applied to various categories of alerts, such as exploits and
reconnaissance categories. Examples of policies pertaining to firewall packet filters for
exploits and reconnaissance attack categories are shown in Tables 1 and 2. Table 3 shows a
packet filter policy for SMTP W32 Mimail worm. Table 4 shows packet filter policy for alerts
using SMTP using protocol. The attacks of “high” severity have more priority than those of
“Medium” severity. The “policy target” indicates the targets of the suspicious source hosts.

Table 1. Firewall Policies and packet filter for exploits category

Policy Policy Target Alert Firewall Policy Policy Sever-
ity
Enable Exploits Server port High
Enable Exploits Buffer Memory Exhausted High
Enable Exploits Internal hosts High
Table 2. Firewall Policies and packet filter for reconnaissance category

Policy Policy Target Alert Firewall Policy Policy Severity
Enable Reconnaissance DMZ hosts High
Enable Reconnaissance Perimeter routers High
Enable Reconnaissance External firewall interfaces High

Table 3. Firewall Packet Filter Name — SMTP W32 Mimail.c Worm
Firewall IP Destination IP  |Destination IP
Action Source IP Start |Source IP End |[Start End
Deny 198.52.95.19 198.52.95.19 [150.20.10.5 150.20.10.5
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Table 4. Firewall Policies for alert categories using protocol - SMTP

Policy No. |Policy Target |Alert-Enabled Policy Policy Severity
Enable SMTP W32 Mimail.c Worm High

Enable SMTP Heap Overflow in Windows Script High

Enable SMTP Long SEND Parameters Buffer Overflow High

Enable SMTP Microsoft Outlook Field Buffer Overflow  |High

Enable SMTP Shellcode Found in SMTP Command High

Enable SMTP MaZ Worm Email High

Enable SMTP Message Header Overly Long Medium

Table 5. Firewall Policies for alert categories using protocol — Netbios

Policy No. |Policy Target |Alert-Enabled Policy Policy Severity
Enable MSSQL Xp sglinventory Buffer Overflow High

Enable NETBIOS XP Shell Buffer Overflow High

Enable MSSQL Xp Registry Access High

Enable NETBIOS-SS  |Windows 2000 Null Password High

Enable MSSQL OpenRowSet Possible Buffer Overflow High

Enable NETBIOS-SS |Copy Executable File Attempt Medium

Table 6. Firewall Policy and Packet Filter — Buffer Memory Exhausted

Firewall IP Destination IP Destination IP

Action Source IP Start [Source IP End Start End

Deny 190.20.25.12 190.20.25.12 150.10.20.2 150.10.20.2
Table 7. Firewall Alert Filter Name — User login failed

Firewall IP Destination IP Destination IP |Destination

Action Source IP Start [Source IP End |Start End Port End

Permit 50.20.10.0 50.20.10.0 50.20.10.0 50.20.10.0 1029

Table 8. Firewall Packet Filter Name — NETBIOS-SS Windows 2000 Null Password

Firewall IP Destination IP Destination IP
Action Source IP Start |Source IP End |Start End
Permit 50.20.106.4 50.20.106.4 50.20.106.32 50.20.106.32
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Table 9. Firewall Packet filter policies for Outside Firewall

Description of Policy Rule Set:
Include all except for the RECONNAISSANCE category;
Exclude noisy signatures

Include |Categories Protocols |Operating |Applications |Max. Attack |Max. Benign |Trigger
/Exclude System Severity Trigger

Include |All All All All High Low All
Exclude [Reconnaissance |All All All High Low All

Table 10. Firewall Packet filter policies for Inside Firewall

Description of Policy Rule Set:
Include alerts for protocols ? TFTP, TELNET, RIP;
Exclude noisy signatures

Include [Categories Protocols |Operating |Applications |Max. Attack |Max. Benign |Trigger
/Exclude System Severity Trigger
Include |All All All All High Low All

Table 11. Firewall Packet filter policies for False Positives

Description of Policy Rule Set:
Policy that turns off signatures
for ignoring traffic generating false positives

Include |Categories Protocols Operating |Applications |Max. Attack |Max. Benign |Trigger
/Exclude System Severity Trigger
Include |All False Positives |All All High Low All

3. Responses using Packet Filter Rule, NQC and IDS

The NQCs send messages with the firewall and packet filter rules, that state which
the source IP address and destination, port and packet type should be filtered from the
IDS alert monitor to reduce false positives. An example of a firewall packet filter for
memory buffer exhaustion is illustrated as follows. See Table 6. This prevents memory
exhaustion by alerting the IDS through the NQC system. The host with IP address,
190.20.25.12 and using buffer memory exploits is denied access to the internal network.
Table 8 shows an example for permitting an SQL normal packet access to its intended
destination. Table 7 shows an example for permitting a normal netbios packet access to
its intended destination. The Firewall Packet Filters policies were designed and applied
in the NQC for responding to various categories of attacks and normal packets using
multiple protocols. The example below illustrate the policies designed for the firewall
rule set for All-Inclusive and Audit. Examples of firewall packet filters policies are
shown in Tables 9 to 11 as follows:

1. Firewall Packet filter policies for Outside Firewall:
Firewall Packet Filters for ingress/egress packets approaching/ leaving the outside
Firewall. See Table 9.
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2. Firewall Packet filter policies for Inside Firewall:
Firewall Packet Filters for ingress/egress packets approaching/ leaving the inside
Firewall. See Table 10.

3. Firewall Packet filter policies for Outside Firewall:
Firewall packet filters for ingress/egress packets, resulting in false positives,
approaching/leaving network. See Table 11.

4. Experimental Details

In this section we describe the experimental environment. The objective of the experiment
is to use the intelligent packet filters the intelligent response strategies to reduce false
positives and increase the detection capability of the IDS. The adaptive firewall packet filters
were applied to the IDS in a network environment comprising the NQCs, isolated by subnets
and PIX Firewalls [2] from the internal private network. Each subnet of the NQCs has
different IP addresses than those of the internal network. In addition, Network Address
Translation (NAT) is used to conceal the internal IP addresses from the suspect host and the
firewalls prevent access to the NQCs. The datasets consist of alerts from suspicious network
traffic from suspect hosts, generated by the IDS detection mechanism and logged in the IDS
Database. These were diverted for analysis in the NQC before they arrived at the IDS monitor.

4.1. Method

The experiments involving the adaptive firewall packet filters in responses from the NQCs
were conducted as follows. The method involves the diversion of suspected network attacks
to the quarantined channel zones. This is followed by sending responses to the suspicious
packets, which appear as valid return packets to the potential attacker. This results in further
packets from the attacker, which if they persist, are directed to subsequent zones for
additional responses.

5. Results

This section describes the results of the effective use of firewall packet filters in the
intelligent response strategies using the NQC. This results in effective in the final responses
to normal hosts seeking to establish connections in the internal network and malicious
intentions and hosts. The packet filters improved the response capability of the IDS after
accurate detection of the final status of the packets. See Table 12:

6. Discussion

The results of the experiments are significant since they provide effective responses,
reduce false positives and improve the detection and response capability of the IDS. The test
accuracies are significant as they indicate high detection accuracy and reduction in false
positives. Refer to Table 12. The total test accuracy for 7,730 Remote to Local (R2L)
connections is 100.0%. These accuracies demonstrate the significance of the strategies in
using adaptive policies and alert filters in the NQC in reducing false positives and
distinguishing between benign connections and actual attacks in real-time.
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Table 12. Results: Adaptive Firewall Packet Filters using NQC-IDS test dataset - Remote to
Local (R2L) Confusion Matrix Accuracy Summary

Class target Positives Negatives Testing Accuracy
FTP Bounce Attack 450 0 100.00%
HTTP Read Password 390 0 100.00%
REXEC Login 210 0 100.00%
MS Registry Remote Write 850 0 100.00%
IM ICQ Transfer 515 0 100.00%
RSH Null login 280 0 100.00%
DCERPC Invalid UID 650 0 100.00%
HTTP IIS cmd.exe 750 100.00%
Totals: Actual Positives |Actual Positives  [Accuracy

4095 0 100.00%

7. Related work

These strategies in this research using NQC-based collaborative firewalls and IDS packet
filters improve on related work. These strategies are not employed in honeypots [6, 11, 12,
19]. Honeypots only capture suspicious connections and tend to attract hackers. Furthermore,
weaknesses in their design can expose the internal network to more attacks [21, 8, 7, 9]. The
firewall packet filters respond to suspicious hosts using the NQCs designed with separate
subnets, routers and firewalls to segregate traffic from the internal network. Furthermore,
audit data analysis do not use firewall packet filters, NQCs or collaborative IDS and firewall
responses of respond adaptively to source hosts. The analysis involves evaluation of traffic
from infrastructures without adaptive interactive responses [14, 13, 22, 23].

8. Conclusion

The Firewall permits access to normal (benign) hosts and denies access to malicious traffic
and complex attacks from astute hackers. Finally, the NQC-based Firewall and IDS logs of
the sessions on both the source and destination IP addresses of connected or denied hosts
provide additional monitoring capability and subsequent analysis in real-time as well as off-
line analysis. These intelligent final response strategies are effective in the reduction of false
positives and improvement in the response capability of the IDS to both normal and astute
malicious traffic in current complex infrastructures. These intelligent strategies involve secure
communication, traffic management, packet classification, content inspection and filtering,
using adaptive packet filters, intelligent co-processors, and intelligent detection and response
in network infrastructures.
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