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Abstract 

One of the important features of RFID systems is secure ownership transfer of the 

RFID tag. In many application of RFID tag, the owner of a tag might be changed many 

times. The main aspect of an ownership transfer protocol is security and efficiency. 

Recently, a scheme for ownership transfer based on Physically Unclonable Function 

(PUF) and a simple XOR that can be implemented on passive tags easily, has been 

proposed. The authors claim that their protocol offers tag anonymity, untraceability and 

forward untraceability for the new owner and the tag, resistant against desynchronization 

attack and replay attack. In this paper, we will analyze the security of the proposed 

protocol and will show that this protocol is vulnerable to forward traceability, 

impersonation, anonymity and traceability attack. 
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1. Introduction 

Radio Frequency Identification (RFID) systems are used for detection or identification 

of people and objects. The main advantage of this technology is automatic detection of a 

large number of non-contacting objects and collecting information. Entrance systems, 

health-care, supply- chain management, measuring traffic, passport and credit cards can 

be mentioned as RFID applications. 

A typical RFID system will include tags, readers and backend server. In RFID systems 

the information about detecting and identifying the objects will be saved on passive tags. 

Passive tags do not have internal battery to power themselves and they use the 

electromagnetic signal from the reader as the power source. Because the communication 

between the readers and the tags is wireless and insecure, a malicious attacker can 

perform some attacks to collect information and disruption in protocol. As a result, to 

prevent any complication, the readers and the tags should authenticate each other before 

any communication and data exchange. 

Beside authentication, sometimes it is necessary to transfer ownership of the tag from 

one to another and this transfer may happen frequently in tags lifetime. Secure and 

efficient ownership transfer is an important aspect in RFID systems. Overall, an 

ownership Transfer protocol must protect the old and new owner's privacy. The new 

owner must be able to authenticate the tag and only the new owner can query the tag after 

ownership has been transferred. In a secure ownership transfer, an attacker should not be 

able to distinguish and track the tag. The anonymity of the tag is important, therefore the 

ID of the tag needs to be protected from the adversary. Also, a secure ownership transfer 

protocol must ensure that an attacker cannot impersonate any entity, be authenticated as a 

legitimate entity and communicates with other entities. As another security issue, an 
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attacker should not be able block messages transmitted between the tag and the backend 

server and protocol is out of synchronization. 

A lot of works have been done in secure data and ownership transferring. Proposed 

protocols have weaknesses hence research in this area continues to this day. In past, 

researchers used symmetric cryptographic functions and asymmetric cryptographic 

functions to design protocols that provide better privacy and security [1, 2]. Due to the 

limited memory and computational power of passive tags, these tags are not able to use 

the standard cryptographic functions, so RFID ownership transfer protocols must use low-

cost cryptographic primitives like pseudorandom number generators (PRNG), cyclic 

redundancy check (CRC) functions, physically unclonable functions (PUF), linear 

feedback shift register (LFSR) functions and bitwise operations, etc. Therefore, the 

protocols proposed by Feldhofer et al., [1] and Kumar et al., [2] not suitable and practical 

for passive RFID tags. 

Many RFID ownership transfer protocols based on hash and keyed encryption 

functions have been proposed [3-8]. However, they all have some drawbacks. In 2007, 

Osaka et al., [3] proposed an ownership transfer protocol with a TTP. Kapoor and 

Piramuthu et al., [9] have been shown that in the protocol proposed by Osaka et al., [3], 

an attacker by blocking the first message was sent by the reader to the tag (NR) and send 

NR=0 to the tag, can lead him/her to track the tag. Also this protocol suffers from 

desynchronization attack and cannot provide integrity. Chen et al., [10] uses a hash 

function to verification the received key in the tag side to provide integrity and prevent 

desynchronization attack. However, in this improved protocol an attacker can still track 

the tag and lead him/her to desynchronization [9, 15]. Song et al., [4] proposed a scheme 

for ownership transfer that transfers the ownership and updates the secret keys. Authors in 

[11] and [12] have been shown that the authentication protocol proposed by Song et al., 

[4] is not secure against tracking the tag, desynchronization attack and an attacker can 

compromise the forward secrecy by capturing the tag and knowing the random number of 

the tag. Also authors in [11] have shown that the secret update protocol is vulnerable to 

desynchronization attack. Also Kapoor et al., [9] has been shown that an attacker by 

blocking the messages was sent by the new owner and replies these messages to the 

current owner can perform ownership transfer protocol.  

Also several lightweight RFID ownership transfer protocols that uses low-cost 

primitive cryptography have been proposed [13-18]. These protocol also suffer from 

security flaws. Kulseng et al., [13] proposed a lightweight mutual authentication and 

ownership transfer protocol that uses a combination of PUF and LFSR. Kardas et al., [19] 

have been shown that the mutual authentication protocol by Kulseng et al., [13] is not 

secure against desynchronization attack when an attacker injects a random number to 

message was sent by the tag. Also their ownership transfer protocol does not provide 

privacy of the tag and the new owner against the old owner because after successful 

ownership transfer, the old owner still knows the tag's ID and using this ID, the old owner 

can identify the tag. Niu et al., [14] proposed an ownership transfer and authentication 

protocol that uses XOR and a 16-bit PRNG. Safkhani et al., [20] have been shown that in 

the proposed protocol in paper [14], the old owner with knowing KM
1  can compromise the 

new owner's privacy and take control of the tag after ownership transfer. Sundaresan et 

al., [15] have been proposed an ownership transfer protocol for multi-tag multi-owner that 

uses a simple XOR and a 128-bits PRNG function and provides good privacy for owners 

separately. Munilla et al., [21] have been shown that this protocol is vulnerable against 

replay, forward traceability, desynchronization and tracking attacks. In this paper, we 

focus on lightweight ownership transfer protocols. 

In 2016, Zhang et al., [22] proposed a lightweight ownership transfer protocol that can 

be used in passive tags easily. This protocol is based on a Physically Unclonable Function 

(PUF) and a simple XOR that can be implemented on passive tags easily. A physical 

unclonable function is a physical entity that is embodied in a physical structure and is 
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easy to evaluate but hard to predict. Further, an individual PUF device must be easy to 

make but practically impossible to duplicate, even given the exact manufacturing process 

that produced it. In this respect, it is the hardware analog of a one-way function. Today, 

PUFs are usually implemented in integrated circuits and are typically used in applications 

with high security requirements. 

In this paper, we will discuss security aspects of Zhang et al., protocol and we will 

show that the protocol does not protect forward untraceability since the old owner is able 

to disclosure the new secrets have been established between the tag and the new owner. 

Therefore, the old owner is able to communicate with the tag after the ownership is 

transferred and hence the privacy of the new owner and the tag is compromised. Also, in 

this protocol, an attacker can impersonate Snew and does ownership transfer with the tag 

instead of the new owner. Finally, we will show that the protocol does not provide tag 

anonymity and tag untraceability since the tag's ID can be revealed by the attacker. Also, 

when ID of the tag is revealed by the attacker then the attacker can impersonate the tag. 

The rest of the paper is organized as follows. We briefly review the ownership transfer 

protocol proposed by Zhang et al., in Section 2. The vulnerabilities of this protocol are 

identified in Section 3. Finally, we conclude the paper in Section 4. 

 

2. Review of Zhang et al.'s Protocol 

In this section, we describe Zhang et al.'s protocol. Zhang et al. proposed a 

lightweight ownership transfer protocol using PUF function that can be 

implemented on passive low-cost tags. At first step, the old owner authenticates the 

tag to find and check its legitimacy. Secondly, the old owner passes all the tags 

information through a cable channel to the new owner. Finally, the new owner and 

the tag mutually authenticate each other. In fact, Zhang et al.'s protocol has three 

phases: mutual authentication between the old owner and the tag, ownership transfer 

phase and mutual authentication between the new owner and the tag. In the tag 

memory, they put one status bit f, if f1 then the tag will accept ownership transfer 

and when the status bit is 0, the tag is in its own normal mode. 

 

2.1. Mutual Authentication between the Old Owner and the Tag 

In the mutual authentication phase of Zhang et al.'s protocol, the old reader first 

send a query command OTHello that the tag changes the status bit f to 1 at the end 

of the successful mutual authentication. This phase has two steps as follows: 

 

2.1.1. Tag Identification: The reader sends OTHello to the tag and the tag sends IDS 

to the reader. After receiving IDS , the reader uses IDS  to search the backend 

database. If the IDS doesn't match with IDS
new but the IDS  matches with IDS

old, then 

the reader uses IDS
old, this means that in the last session, the tag could not update the 

data. 

 

2.1.2. Mutual Authentication: Figure 1 illustrates the mutual authentication phase that is 

explained as follows: 

Reader → Tag 

 Reader generates a 96-bit random number n 

 Using keys (Gn, Gn+1), Reader calculates:  

             𝐴 = 𝐼𝐷S⨁𝐺n+1⨁𝑛                                                                                                     (1) 

             𝐵 = (𝐺n⨁𝑛) + 𝐺n+1                                                                                                     (2) 

             𝑋 = ROT(𝐵, 𝑛)⨁𝐵                                                                                               (3) 
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 Send A||X to the tag 

Tag → Reader 

 Tag when receives A||X calculates M and N and extracts nˊ, Bˊ and Xˊ as follows: 

              𝑀 = PUF(𝐺n)                                                                                                      (4) 

              𝑁 = PUF(𝑀)                                                                                                       (5) 

              𝑛ˊ = 𝐼𝐷S⨁𝑀⨁𝐴                                                                                                  (6) 

              𝐵ˊ = (𝐺n⨁𝑛ˊ) + 𝑀                                                                                              (7) 

              𝑋ˊ = ROT(𝐵ˊ, 𝑛ˊ)⨁𝐵ˊ                                                                                          (8) 

 Compare X to Xˊ, if they are unequal, the tag sends a fail signal to the reader, else 

calculates:  

             𝐷 = 𝑀⨁ 𝑁 ⨁𝑛ˊ                                                                                                   (9) 

             𝐶 = (𝐼𝐷𝑇 + 𝐼𝐷𝑆)⨁(𝑛ˊ + 𝑁)                                                                              (10) 

             𝑌 = ROT(𝐶, 𝑛ˊ)⨁𝐶                                                                                            (11) 

 Send D||Y to the reader. 

Reader → Tag 

 After the reader receives D||Y, calculates: 

             𝑁ˊ = 𝐷⨁𝑛⨁𝐺n+1                                                                                                         (12) 

             𝐶ˊ = (𝐼𝐷𝑇 + 𝐼𝐷s)⨁(𝑛 + 𝑁ˊ)                                                                              (13) 

             𝑌ˊ = ROT(𝐶ˊ, 𝑛)⨁𝐶ˊ                                                                                           (14) 

 Compare Y to Yˊ, if they are unequal, the reader sends a fail signal to the tag, else 

the mutual authentication is successful and sends the success signal to the tag. 

Update pseudonym and keys 

 The reader: 

              𝐺n
old = 𝐺n, 𝐺n

new = 𝐺n+1, 𝐺n+1
old = 𝐺n+1, 𝐺n+1

new = 𝑁ˊ,  

              𝐼𝐷S
old = 𝐼𝐷S, 𝐼𝐷S

new = 𝑁ˊ + 𝑛 + 𝐼𝐷S. 

 The tag: 

              𝐺n = 𝐺n+1, 𝐺n+1 = 𝑁, 𝐼𝐷S = 𝑁 + 𝑛ˊ + 𝐼𝐷S. 

 

2.2. Ownership Transfer Phase 

After successful mutual authentication, the status bit of the tag changes to 1 and the tag 

can execute the ownership transfer protocol. The old owner sends the information about 

the tag to the new owner through a secure channel. In this session, we consider the old 

server and the reader as a whole and represent with Sold, we also represent the new server 

and the reader with Snew. 

At first, Sold  using its reader to send a query Hello to the tag and the tag sends IDS to 

Sold. Sold  receives IDS and uses this IDS to search in the old backend database for {IDS, Gn, 

Gn+1, IDT} and sends them to the new server of the new owner. 

Details of this phase are shown in Figure 2 that is explained as follows: 

Snew→ Sold 

 Snew receives tag secrets, generates a random number R and calculates: 

                𝐸 = 𝐼𝐷S⨁𝑅                                                                                                                   (15) 

             𝐹 = 𝐺n⨁𝐺n+1⨁𝑅                                                                                               (16) 



International Journal of Security and Its Applications 

Vol. 12, No. 6 (2018) 

 

 

Copyright ⓒ 2018 SERSC Australia   5 

             𝑈 = ROT(𝐹, 𝑅)⨁𝐹                                                                                             (17) 

 Send E||U to Sold. 

Sold → Tag 

 Sold Sends E||U to the tag. 

Tag→ Sold 

 Tag extracts Rˊ and calculates: 

             𝑅ˊ = 𝐸⨁𝐼𝐷S                                                                                                        (18) 

             𝐹ˊ = 𝐺n⨁𝐺n+1⨁𝑅ˊ                                                                                             (19) 

             𝑈ˊ = Rot(𝐹ˊ, 𝑅ˊ)⨁𝐹ˊ                                                                                           (20) 

 Compare U to Uˊ, if they are equal, the received message is correct and the tag 

calculates: 

              𝐽 = 𝐺n⨁𝑅ˊ                                                                                                         (21) 

             𝐾 = PUF(𝐽)                                                                                                        (22) 

             𝑆 = 𝐽⨁𝐾                                                                                                             (23) 

             𝑇 = (𝐼𝐷𝑇 + 𝐼𝐷𝑆)⨁(𝑅ˊ + 𝐾)                                                                              (24) 

 Send S||T to Sold. 

Sold → Snew 

 Sold  sends S||T to Snew. 

Snew→ Sold 

 Snew when receive S||T, calculates Kˊ and Tˊ: 

              𝐾ˊ = 𝑆⨁𝑅⨁𝐺n                                                                                                  (25) 

              𝑇ˊ = (𝐼𝐷𝑇 + 𝐼𝐷S)⨁(𝑅 + 𝐾ˊ)                                                                            (26) 

 Compare T to Tˊ, if they are unequal, Snew drops the received message and sends a 

fail signal to Sold, else Snew updates its secret and sends a success signal to Sold. 

              𝐺n = 𝐺n⨁𝑅                                                                                                         (27) 

               𝐺n+1 = 𝐾ˊ                                                                                                           (28) 

             𝐼𝐷S = 𝐼𝐷S + 𝑅 + 𝐾ˊ                                                                                            (29) 

Sold → Tag 

 Sold sends a success signal or fail signal to the tag. 

Tag 

 If the tag receives the success signal, it updates keys and pseudonym and 

meanwhile the tag sets the status bit f to 0. 

               𝐺n = 𝐽                                                                                                                             (30) 

               Gn+1 = K                                                                                                            (31) 

               𝐼𝐷S = 𝐼𝐷S + 𝑅ˊ + 𝐾                                                                                           (32) 

 If the tag receives the fail signal, it doesnˈt update keys and pseudonym and the 

status bit f remains 1. 

 

2.3. Mutual Authentication between the New Owner and the Tag 

After successful ownership transfer, Snew and the tag have new shared secrets which Sold 

doesnˈt know these secrets. Then, only the new owner can perform mutual authentication 

with the tag. 
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                     Reader                                                                                          Tag 

 

 

1. Generate random number n  

    Calculate A and B:      

     𝐴 = 𝐼𝐷S⨁𝐺n+1⨁𝑛 

     𝐵 = (𝐺n⨁𝑛) + 𝐺n+1 

     Make B left rotate  n mod(48)+1 times  

     and XOR this result with B:  

     𝑋 = Rot(𝐵, 𝑛)⨁𝐵   

                                                                      2. A||X    
                                                                                                                                                 

                                                                                                               3.  Calculate: 

                                                                                                                    𝑀 = PUF(𝐺n)  
                                                                                                                    𝑁 = PUF(𝑀)  
                                                                                                                   Retrieve nˊ and calculate Bˊ and Xˊ: 
                                                                                                                              𝑛ˊ = 𝐼𝐷S⨁𝑀⨁𝐴  

                                                                                                                    𝐵ˊ = (𝐺n⨁𝑛ˊ) + 𝑀  

                                                                                                                      𝑋ˊ = Rot(𝐵ˊ, 𝑛ˊ)⨁𝐵ˊ  
                                                                                                        If X ≠Xˊ, the tag send a fail signal to the      .                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                       
                                                                                                        reader                                                                                                    
                                                                                                        Else  

                                                                                                        Calculate: 

                                                                                                                    𝐷 = 𝑀⨁ 𝑁 ⨁𝑛ˊ                                   
                                                                                                                    𝐶 = (𝐼𝐷𝑇 + 𝐼𝐷s)⨁(𝑛ˊ + 𝑁)               

                                                                                                                    𝑌 = Rot(𝐶, 𝑛ˊ)⨁𝐶   

                                                                                         4.  D||Y       
    
 5.  Calculate: 

       𝑁ˊ = 𝐷⨁𝑛⨁𝐺n+1  

       𝐶ˊ = (𝐼𝐷𝑇 + 𝐼𝐷s)⨁(𝑛 + 𝑁ˊ)             

       𝑌ˊ = ROT(𝐶ˊ, 𝑛)⨁𝐶ˊ  
      If Y≠Yˊ, the reader send a fail signal to the  

      tag 

      Else 

      Mutual authentication is successful  

      Update secret keys as follows:                                                           

      𝐺n
old = 𝐺n, 𝐺n

new = 𝐺n+1, 𝐺n+1
old = 𝐺n+1,                                                                

      𝐺n+1
new = 𝑁ˊ, 𝐼𝐷S

old = 𝐼𝐷S, 𝐼𝐷S
new = 𝑁ˊ + 𝑛 + 𝐼𝐷S.     

                                                                         

                                                                        6.  Success signal       

 

                                                                                                              7. Update secret keys as follows:                  
                                                                                                                    𝐺n = 𝐺n+1, 𝐺n+1 = 𝑁, 

                                                                                                                      𝐼𝐷S = 𝑁 + 𝑛ˊ + 𝐼𝐷S 
 

 

Figure 1. Mutual Authentication Protocol 
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                    Snew                                                                  Sold                                                                    Tag                               

 
 

1. Generates random number R  

     Calculates: 

      𝐸 = 𝐼𝐷S⨁𝑅 

      𝐹 = 𝐺n⨁𝐺n+1⨁𝑅  

      𝑈 = 𝑅𝑂𝑇(𝐹, 𝑅)⨁𝐹  

                                                                2. E||U                                                              
                                                                                                                  3. E||U                                                              

                                                                                                   

                                                                                                            4.  Calculate: 

                                                                                                                   𝑅ˊ = 𝐸 ⊕ 𝐼𝐷S     

                                                                                                                   𝐹ˊ = 𝐺n⨁𝐺n+1⨁𝑅ˊ   
                                                                                                                               𝑈ˊ = 𝑅𝑂𝑇(𝐹ˊ, 𝑅ˊ)⨁𝐹ˊ 
                                                                                                                    If U = Uˊ its mean the received 

                                                                                                                 message is correct.                                                                                                               

                                                                                                                                Calculate:   

                                                                                                                  𝐽 = 𝐺n⨁𝑅´                                                          
                                                                                                                 𝐾 = 𝑃𝑈𝐹(𝐽)   

                                                                                                                             𝑆 = 𝐽⨁𝐾                                                                                                           

                                                                                                                             𝑇 = (𝐼𝐷𝑇 + 𝐼𝐷𝑆)⨁(𝑅ˊ + 𝐾)     

                                                                                                        5. S||T       
                                                      

                                                   6. S||T       

7. Calculate  Kˊ and Tˊ: 

     𝐾ˊ = 𝑆 ⨁ 𝐺n ⨁ 𝑅   

     𝑇ˊ = (𝐼𝐷𝑇 + 𝐼𝐷S)⨁(𝑅 + 𝐾ˊ)  

     If  T ≠ T ˊ send a fail signal to 

     Sold 

     Else 

     Update secret keys as follow: 

      𝐺n = 𝐺n⨁𝑅  

      𝐺n+1 = 𝐾ˊ  
      𝐼𝐷S = 𝐼𝐷S + 𝑅 + 𝐾ˊ 
                                                        8. Success signal 

                                                                                          

                                                                                              9. Success signal 
 

                                                                                                        10.  Update secret keys as follows: 

                                                                                                                           𝐺n = 𝐽 

                                                                                                                           𝐺n+1 = 𝐾                                               

                                                                                                                           𝐼𝐷S = 𝐼𝐷𝑆 + 𝑅ˊ + 𝐾                                                                                                                            

Figure 2. Ownership Transfer Protocol 
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3. Security Analysis 

In this section, we will analyze the most important vulnerabilities in Zhang et al., 

protocol. 

 

3.1. Forward Traceability Attack 

Providing forward untraceability means, the old owner after successful ownership 

transfer cannot communicate and trace the tag. Therefore, the old owner should not have 

any information about the new secrets between the tag and the new owner. In this 

subsection, we will show that the privacy of the tag and the new owner will be 

compromised easily by the old owner. In following, the details of the attack will be 

described. 

 Step 1: First, the old owner saves all massages that received from the tag and the 

new owner. Therefore, the old owner knows {E, U, S, T}. 

 Step 2: The old owner extracts Rˊ using equation (33) and calculates Fˊ and Uˊ 
according to the equations (34) and (35). Then, the old owner compares U to Uˊ, if 
they are equal, the old owner has calculated Rˊ correctly. 

               𝑅ˊ = 𝐸⨁𝐼𝐷S                                                                                                       (33) 

             𝐹ˊ = 𝐺n⨁𝐺n+1⨁𝑅ˊ                                                                                             (34) 

             𝑈ˊ = ROT(𝐹ˊ, 𝑅ˊ)⨁𝐹ˊ                                                                                         (35) 

 Step3: Since the old owner knows the correct value of R, hence the old owner can 

calculate J  ́and K  ́according to the equations (36) and (37). 

              𝐽´ = 𝐺n⨁𝑅ˊ                                                                                                        (36) 

            𝐾´ = 𝑆⨁𝐽´                                                                                                           (37) 

 

With the above discussion, the old owner can calculate J  ́ and K ,́ which are the new 

shared secrets between the new owner and the tag. Hence the old owner can compromise 

the privacy of the new owner and the tag. 

 

𝐺n = 𝐽´                                                                                                                             (38) 

𝐺n+1 = 𝐾´                                                                                                                        (39) 

𝐼𝐷s
new = 𝐼𝐷s

old + 𝑅ˊ + 𝐾´                                                                                                (40) 

 

3.2. Impersonation Attack and Attack on anonymity and Traceability 

In this subsection, we will show that Zhang et al., protocol cannot prevent an attacker 

to perform Snew impersonation attack. Also, the authors claimed that in their protocol, an 

attacker cannot distinguish and track the tag. In the sequel, we will show that an attacker 

is able to obtain the tag's ID so anonymity of the tag is fail and hence the attacker can 

track the tag. Also, using the tag's ID, attacker can impersonate the tag. 

 

Learning Phase: 

Firs, the attacker eavesdrops the mutual authentication phase between the tag and the 

old reader and after one successful authentication phase, the attacker saves the exchanged 

messages between the tag and the old reader {A, X, D, Y, IDS
old}. Also, the attacker 

eavesdrops the ownership transfer phase and obtains IDs
new . Finally, the attacker by 

blocking E||U, prevents Snew from performing ownership transfer phase. 
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Attack Phase: 

 Step 1: The attacker by possessing A, D and IDS
old, extracts M⨁n and calculates 

N according to the equations (41) and (42). 

              𝑀⨁𝑛 = 𝐴⨁𝐼𝐷S
old                                                                                              (41) 

              𝑁 = 𝑀⨁𝑛⨁𝐷                                                                                                    (42) 

The attacker has IDS
new and IDS

old, therefore the attacker can calculate a random number 

n from equation (43) and obtain M by equation (44). 

             𝐼𝐷S
new = 𝐼𝐷S

old + 𝑁 + 𝑛                                                                                     (43) 

             𝑀 = 𝑀⨁𝑛⨁𝑛                                                                                                     (44) 

 Step 2: In the ownership transfer phase, the attacker impersonates Snew. To this 

aim, the attacker generates a new random number r and with knowing M and N, 
calculates E and U. Then, the attacker sends E||U to Sold. 

             𝐸 = 𝐼𝐷S
new⨁𝑟                                                                                                    (45) 

             𝐹 = M⨁N⨁𝑟                                                                                                     (46) 

             𝑈 = ROT(𝐹, 𝑟)⨁𝐹                                                                                             (47) 

 Step 3: Sold sends E||U to the tag and the tag extracts rˊ from equation (48). The 

tag calculates Uˊ and compares U to Uˊ, if they are equal, the tag calculates J, K 

and S and send S||T to Sold. 

              𝑟ˊ = 𝐼𝐷S
new⨁𝐸                                                                                                   (48) 

              𝐹ˊ = 𝐺n⨁𝐺n+1⨁𝑟ˊ

𝑈ˊ = ROT(𝐹ˊ, 𝑟ˊ)⨁𝐹ˊ                                                                                         (50) 

              𝐽 = 𝐺n⨁𝑟ˊ                                                                                                          (51) 

             𝐾 = PUF(𝐽)                                                                                                         (52) 

             𝑆 = 𝐽⨁𝐾                                                                                                             (53) 

             𝑇 = (𝐼𝐷𝑇 + 𝐼𝐷S
new)⨁(𝑟ˊ + 𝐾)                                                                          (54) 

 Step 4: Sold sends S||T to the attacker and the attacker can easily obtain K  ́and J ,́ 

which are shared secrets between the tag and the attacker. In the end, the attacker 

sends success signal to Sold. 

               𝐽ˊ = 𝑀⨁𝑟                                                                                                          (55) 

              𝐾ˊ = 𝑆⨁𝐽ˊ                                                                                                           (56) 

             𝐼𝐷𝑆 = 𝐼𝐷S
new + 𝑟 + 𝐾ˊ                                                                                        (57) 

 Step 5: Sold sends success signal to the tag. After receiving success signal, the tag 

updates keys and pseudonym and sets the status bit f to 0. 

             𝐺n = 𝐽                                                                                                                 (58) 

             𝐺n+1 = 𝐾                                                                                                            (59) 

             𝐼𝐷S = 𝐼𝐷S + 𝑟ˊ + 𝐾                                                                                            (60) 
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Therefore, an attacker can impersonate Snew and perform successful ownership transfer 

with the tag. Also, the attacker by knowing K and IDS
new, can easily obtain IDT from 

equation (54). So the attacker has tag's ID and the anonymity of the tag can be broken. 

The attacker now can track the tag since he/she has IDT and in every session can obtain 

IDS , n and N, hence can calculate Y and identify the tag. Also, the attacker can 

impersonate the tag since the attacker has IDT and can update IDS and obtain IDS
new, Gn 

and Gn+1. 

 

4. Conclusion 

Zhang et al., proposed a lightweight ownership transfer protocol that uses PUF 

functions and can be implemented on passive tags. Protocols that use PUF functions 

consider as powerful protocols because they can prevent lots of attacks. We discuss the 

security of Zhang et al., ownership transfer and show that the proposed protocol has some 

drawbacks. In this protocol, the old owner can easily compromise the new owner's 

privacy and communicate with the tag after ownership transfer so the protocol doesn’t 

provide forward untraceability. Also, this protocol is vulnerable to impersonation attack 

and an attacker can easily impersonate Snew and performs ownership transfer with the tag 

instead of Snew. Finally, we show that attacker can obtain the tag's ID and so the 

anonymity of the tag can be compromised by the attacker and the attacker can track the 

tag. Also, the attacker can impersonate the tag. 
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