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Abstract 

The lack of a cover bank with minimum detectability against various steganalysis 

methods is one of the major concerns in the field of secure communication. This paper 

introduces a method for preparing cover images with appropriate security. To this end, 

some important features of the image such as contrast, energy, and the use of fuzzy logic 

are considered by selecting the Harris threshold level. First, using each cover image, 

some images are obtained with different contrasts and a constant Harris threshold level; 

besides, in order to extract the above-mentioned features, the “Gray Level Co-occurrence 

Matrices” (GLCM) are calculated. Then, using the fuzzy logic, different security levels 

are presented for images. The images with different security levels could be stored in 

different image banks. Afterwards, to achieve lower detectability a stegangraphy against 

a steganalyzer technique, the difference were obtained between features of clean and 

stego images, and then to evaluate the performance of each feature, “Area Under the 

Curve” (AUC) values were calculated using the steganalyzer to the “Fisher Linear 

Discriminant” (FLD) classification. Actually, the cover bank is formed through cover 

classification based on an index pre-steganography security level. 

 

Keywords: Co-occurrence matrices, fuzzy logic, Harris corner detector, Fisher's linear 

discriminant classifier 

 

1. Introduction  

Security of steganography is influenced by different factors including the type of cover 

image, method of selecting a part of the cover to apply the changes, the way of 

embedding the message, and the number of changes caused by message embedding. The 

type of the image and selecting a part of it such as edges, or even the feature-points near 

the edges or corners to apply the changes is among the criteria that can be defined on the 

co-occurrence matrices. This leads to minimize the changes caused by embedding the 

message. The uncertainty of the fuzzy logic would create a range to define further 

conditions and rules. Tuning the parameters is one of the issues that must be considered. 

Since during data insertion, there exists no agreement between the capacity and the 

message size, there should be a method for selection a few covers. It is necessary to 

prepare a cover bank with an appropriate security level for a certain application before 

steganography. The issue of selecting an appropriate cover2 is of great interest and 

importance in steganography. Some research papers are focused on selecting the 
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appropriate cover considering the image texture as in [1]. It seems that statistical criteria 

would help more if it is taking into account. On the other hand, the maximum capacity, 

provided that it is balanced with security in steganography, is one of the objectives of 

designing the algorithms, as presented in [2] and [3]. However, to the best of our 

knowledge no one has discussed the issue of leveling the cover security before data 

embedding. The use of fuzzy logic in data hiding can be seen in some papers such as [4] 

in which, at the FIS output, sensitivity of the image edge for data hiding is discussed. 

Kharrazi et. al. discussed the issue of cover selection with three scenarios of no 

knowledge, partial knowledge, and full knowledge of the steganalyzer with the aim of 

maximum embedding rate and minimum detectability against steganalysis [5]. In this 

paper, the appropriate image are extracted. First, contrast and energy features of near 

some of the corners and edges of images have been calculated. Then leveling the cover 

security would be investigated using the fuzzy logic. To this end, statistical criteria are 

also considered as well as image texture. In the proposed method, regarding the 

importance of the co-occurrence matrices, the criteria capable of expressing the similarity 

of these matrices are used. Using the features of co-occurrence matrices and fuzzy logic, 

we categorized two forms VHS (Very High Security) and HS (High Security). Two banks 

5000 images will created each for VHS and HS. In this paper the cover bank is formed 

through cover classification based on an index such as pre-steganography security level. 

Now, to achieve lower detectability against steganalyzer system such a bank requires an 

aggregated evaluation using “Area Under the Curve” (AUC) value of each feature and 

“Fisher Linear Discriminant” (FLD) classification.  

The rest of the paper is organized as follows. In section two, the required concepts and 

definition such as fuzzy logic, required criteria, classifier, and Harris detector are 

presented. In the third section, the proposed method in selecting appropriate cover is 

presented while in section four the experimental results have been demonstrated. Finally 

section five concludes the paper.  

 

2. Concepts  

In this section, the concepts and definitions that have been used in this paper will be 

presented briefly.  

 

Fuzzy logic   

Unlike classical set theory that security has assessed in binary format (Secure and Not 

secure), sometimes you have need the different security levels. The fuzzy logic has been 

used for security leveling in several papers such as [1], [4] and [6]. The fuzzy logic relies 

on the theory of the uncertainty sets or, namely, the fuzzy sets. In this paper, a range of 

different security levels have been defined using to the uncertainty for estimating security 

value of any image. The Mamdani method is simple and intuitive, commonly is used in 

easy problems with two inputs and one output. The output of Mamdani method offers 

higher accuracy. In order to apply the fuzzy rules for system controlling, The Mamdanis 

Fuzzy Inference System (FIS) will be used.  

 
Indistinguishability and Security 

The system transparency represents the lack of significant difference before and after 

data embedding in the cover media. The two criteria of SSIM3  and PSNR4 of images are 

good measures for transparency since they can be eventually used to evaluate the images 

[7], [8] . From security viewpoint, not only there should be no significant difference 

between the cover and stego media, but they must be very close to each other from 
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statistical features. This is highly critical for features mostly used by steganalysis 

algorithms. To measure this fact, the subject of advantage of a warden in performing any 

detection before and after embedding a message in the cover can be examined as follows 

[9] and [10].  

 

𝐴𝑑𝑣𝐶,𝑆 =: Pr[𝑊𝐶 = 1] − Pr[𝑊𝑆 = 1] (1) 

 
   𝐴𝑑𝑣𝐶,𝑆(𝑊) indicates the “advantage of the warden” in distinguishing the stego signal 

from the cover one. In [11], indistinguishability was considered equivalent to security. 

Security implies the statistical significance caused by the distortion of message 

embedding. In many studies, a steganography system is called 𝑠𝑒𝑐𝑢𝑟𝑒 − 𝜀 if the relative 

entropy between the cover and stego distribution is at most equal to 𝜀. The signals C and 

S are considered as cover and stego signals; if the warden W can perform an activity on C 

and S with probability of  𝑃𝑟[𝑊𝐶 = 1] and 𝑃𝑟[𝑊𝑆 = 1], respectively and if the Equation 

(2) is established in a way that the value of 𝜀 is very small, then the signal C would not be 

distinguishable from the stego signal S; furthermore, when 𝜀 → 0 such that 𝜀 ≅ 0, then 

the full indistinguishability and, as a result, the perfect security will be achieved:  

 

Pr[𝑊𝐶 = 1] − Pr[𝑊𝑆 = 1] < 𝜀, 𝑖𝑓  𝜀 ≅ 0 ⇒  Pr[𝑊𝐶 = 1] = Pr[𝑊𝑆 = 1]  (2) 

 

As previously stated, a steganographic method is called perfect secure if 𝜀 = 0. Such a 

definition will result in numerous problems. Such a definition of security will be 

appropriate for the sequence of random bits, while it is not efficient for the covers such as 

natural images; because, there is a high dependency between the signal samples and these 

dependencies can be used even when the distribution keep unchanged as much as possible 

which causes to design an appropriate steganalyzer. The indistinguishability value shown 

in Equation (3) with 𝑆𝑜𝐼𝑠
5 is limited in the range of [0,1], where the value of 1 indicates 

the maximum similarity between the two images.  

 

𝐼𝑑𝑖𝑠𝑡𝑖𝑛𝑔𝑢𝑖𝑠ℎ𝑎𝑏𝑖𝑙𝑖𝑡𝑦 ∴  𝑆𝑜𝐼𝑠(𝐶𝑛×𝑚, 𝑀𝑘)  ⟶ 0, 𝑆𝑜𝐼𝑠(𝐶𝑛×𝑚, 𝑀𝑘) ≤
1  𝑖𝑓 Pr[𝑊𝐶 = 1] = Pr[𝑊𝑆 = 1] ⟹   𝑆𝑜𝐼𝑠(𝐶𝑛×𝑚, 𝑀𝑘) = 𝑃𝑒𝑟𝑓𝑒𝑐𝑡 𝑆𝑒𝑐𝑢𝑟𝑒   

(3) 

 

 Indistinguishability or 𝑆𝑜𝐼𝑠(𝐶𝑛×𝑚, 𝑀𝑘) indicates the security level. Moreover, 𝐶𝑛×𝑚 

and 𝑀𝑘  indicate the cover image with dimensions of 𝑛 × 𝑚 and the secret message with 

length of k, respectively. Also, according to Equation (2), the perfect security can be 

observed here as the Equation (3).  

 

AUC criterion  

In this paper, the AUC6 criterion, which indicates the area under the ROC7 curve, was 

used [12]. Regardless of the fact that the result of testing a steganography is a numerical 

value and how different it is from the previous and next steganography results, the use of 

the area value under the curve would facilitate the operation. Depending on the changes in 

the shape of the steganographies abundance curve as well as the normality or abnormality 

of the curves, the area under the ROC curve will be independent from various forms of 

the studied population and there will be only one significant parameter, which will be the 

area under the curve as well. The ROC diagram is a method to investigate the efficiency 

of the classifiers. Thus, the values of AUC8 will indicate the test status [13]. 

                                                           
5 𝑆𝑜𝐼𝑠 (Security of Image - Stego) 
6 Area Under Curve 
7 Receiver Operating Characteristic 
88 0.9-1 = excellent, 0.8-0.9 = good, 0.7-0.8 = fair, 0.6-0.7 = poor, 0.5-0.6 = fail 
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If the test is carried out ideally, AUC will be equal to 1, but when the noise is taken 

into account, the FP9 and FN10 results will influenced and also the AUC will be reduced as 

well.  

  
Classification and feature extraction 

Classification is considered as one of the important branches of artificial intelligence, 

which refers to putting a sequence of unknown features in a previously known class. 

Feature means a description of the objects, the aim of which is to classify them. The 

purpose of extracting the features is to reduce the image data11 and achieve better 

performance. In this paper, the features of color, features resulted from the co-occurrence 

matrices, FFT12 and FWT13 of image are used for detection. The color features included 

the mean, variance, skewness, and kurtosis, and the texture features included entropy, 

energy, contrast, and correlation [14], [5] . Most of the steganographic methods lead to 

changes in the low-value bit planes, thus eliminating the valuable bits would not lead to 

the loss of information related to the message signal. For example, for embedding the 

Jsteg14 algorithm [15], more than 90% of the changes caused by the message embedding 

have occurred in the first four bits. The main content of the images is located within the 

valuable bits, meaning that the low-value bit planes contain the noise information, high 

frequencies of the image, and information of the embedded message.  To classify images, 

different classifiers can be used [16]. The FLD is used to reduce the dimension [17], since 

FLD selects the best feature among several features and then reduces the multiple 

dimensions to a single one [18].  

 

Harris detector  

 Boundaries of the objects usually cause the changes in the pixels intensity, and edge 

detection is mainly used to identify these changes. One of the features of the edges is their 

lower sensitivity to the brightness changes compared to the color features, and thus it 

seems more appropriate to embed the secret message in the edges [19]. The algorithms 

that track the objects boundaries commonly consider the edges as a feature and 

representative of the object. Near some of the corners and edges of the image, there are 

prominent points known as feature points. Detectors of these feature points find the 

prominent points in the normal image. Harris corner detector is one of the detectors of the 

feature points used for three-dimensional reconstruction [20], [21], [22].  

 

3. Appropriate Cover Image  

Regarding the growth and efficiency of the steganalyzers, random selection of a cover 

medium for steganography reduces the originality and scientific nature of the process; 

thus, selecting a cover medium from a favorable data bank through a scientific process 

can be useful for promoting the steganographic methods and, similarly, reinforcing the 

design against different steganalyzers. Subsequently, using the contrast, fuzzy logic, and 

then the bank analysis of the obtained images, the cover image will be obtained with 

desirable security for information embedding.  

 

 
 

                                                           
9 False Positives 
10 False Negatives 
11 by certain features or the features of each segmented area such as color, texture, or shape in the 

image 
12 Fast Fourier Transform 
13 Fast Wavelet Transform 
14 LSB and DCT steganography 



International Journal of Security and Its Applications 

Vol. 12, No. 1 (2018) 

 

 

Copyright ⓒ 2018 SERSC Australia 25 

3.1. The Proposed Method  

Figure (1) shows the procedure of the proposed method. From each photography 

sample, several pictures are taken. However, for time-saving, it has been used from 

images of the well-known BOSS bank; then, from each image, the images with a constant 

Harris threshold and different contrasts are made. The values of the colors used in an 

image reveal that some of the colors might be used in mass in the image, and some others 

less. Increasing the contrast equalizes the use of various colors and the above-mentioned 

significant difference will no longer exist. One of the major tasks in processing the images 

is to increase the images resolution in order to achieve more accurate visual interpretation 

and vision. There exist several techniques for achieving this objective, the most important 

of which is the image contrast and filtering. First, different images of an image with 

different contrasts are considered, and the appropriate image is extracted from them and, 

accordingly, a bank of images will be developed. Then, selecting the cover image based 

on the steganalysis will be performed; in other words, those images that have less 

detectability against various steganalysis techniques will be selected for steganography. 

 

 

Figure 1. Generic Block Diagram of the Proposed Method 

3.1.1. Selecting Cover Images with High Security  

First, a set (initial bank) of the images is prepared. Next, the features of the images are 

extracted using the co-occurrence matrices, and then the bank of images is sorted based 

on the features of contrast and energy through the fuzzy logic, so that some of the corners 

and edges of the image (the feature points resulted from Harris detector) have the 

appropriate SSIM and PSNR of image during steganography at the close prominent 

points, and the images can be extracted from or maintained in the bank using a threshold 

level of contrast and energy (Figure 2).  
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Figure 2. Selecting Cover Image with Appropriate Security Using the 
Contrast and Energy Criteria 

Regarding the main task of contrast, which is the image resolution and transparency, it 

is very important to examine the contrast in steganography; because, high contrast, lonely, 

means high resolution of the image, the transparency and indistinguishability of which is 

very difficult to preserve so that even a minor change will be observable visually or 

statistically. Thus, the low contrast for a cover image will be appropriate for 

steganography. However, in case of high contrast and low energy, the changes will not be 

visible. The contrast defined with Equation (4) is obtained using the “Gray Level Co-

occurrence Matrices” (GLCM). i and j refer to the brightness levels of the two adjacent 

pixels, and 𝑝(𝑖, 𝑗) indicates the 2D histogram in GLCM. In fact, ∑ ∑ 𝑝(𝑖, 𝑗)𝑗𝑖  is the 

percentage of the paired pixels, and their brightness levels are different by (𝑖 − 𝑗). 

Therefore, the smaller the value of |𝑖 − 𝑗|, the smaller value of the contrast (𝑐 ↓) we 

have.  

 

𝐶 =  ∑ ∑ 𝑝(𝑖, 𝑗)(𝑖 − 𝑗)2
𝑗𝑖  , 0 < 𝑝(𝑖, 𝑗) ≤ 1 , 𝑖𝑓 |𝑖 − 𝑗| → 0 ⇒ 𝑐 ↓  (4) 

  

   Now, if the information is embedded as LSB in some adjacent pixels with close 

brightness levels, it will not be distinguishable due to little difference in the brightness of 

the adjacent pixels. In general, if 𝐶𝑐 and 𝐶𝑠 indicate the contrast of the cover image and 

the contrast of the stego image, respectively, then, according to Equation (2), we have:  

 

𝐼𝑓  𝑐𝑐 ↓ ∴ Pr[𝑊𝐶𝐶 = 1] ≅ Pr[𝑊𝐶𝑆 = 1]

⇒  𝐴𝑑𝑣𝐶,𝑆(𝑊𝐶) = : Pr[𝑊𝐶𝐶 = 1] − Pr[𝑊𝐶𝑆 = 1] = 𝜀 ≅ 0 ⇒ 𝑆𝑜𝐼𝑐 ↑
 

(5) 

 

Equation (5) shows that in case that the clean image has low contrast, the “advantage of 

the warden” in distinguishing has been resulted indistinguishably. This means that 

distinguish the cover and stego image is limited. The term 𝑆𝑜𝐼𝑐
15 refers to the security 

level of the clean image, and ↑ indicates the high security and very high security levels16 .  

But the value of 𝑝(𝑖, 𝑗) will be also effective in terms of being large or small. In order to 

observe the value of 𝑝(𝑖, 𝑗), it is better to examine the energy criterion (E), which is 

                                                           
15 𝑆𝑜𝐼𝑐  (Security of Image - Clear) 
16 Image security levels are determined to minimum value of 35 dB for PSNR and maximum value 

of 1 for SSIM 
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obtained by the gray level co-occurrence matrices (Eq.6). The energy specifies the images 

softness, and if all the pixels have equal brightness levels of k, then we will have E=1, 

according to p (k, k) = 1. Therefore, the more uniform the image area, the more uniform 

the distribution and the lower the value of E, and the smaller value of E, which means that 

𝑝(𝑖, 𝑗) is small as well.  

 

𝐸 =  ∑ ∑ (𝑝(𝑖 − 𝑗))2
𝑗𝑖  , 𝑖𝑓  𝑝(𝑖, 𝑗) ↓ ⇒ 𝐸 ↓  (6) 

 

   Now, the bigger the |𝑖 − 𝑗|, the higher the contrast (𝑐 ↑) :  

𝐶 =  ∑ ∑ 𝑝(𝑖, 𝑗)(𝑖 − 𝑗)2
𝑗𝑖  , 𝑖𝑓 |𝑖 − 𝑗| ≫  0 ⇒ 𝑐 ↑  (7) 

 

𝐼𝑓  𝑐𝑐 ↑ 𝑎𝑛𝑑 𝐸𝑐 ↓ ∴ Pr[𝑊(𝐶𝐶 ,𝐸𝐶) = 1] ≅ Pr[𝑊(𝐶𝑆 ,𝐸𝑆) = 1]

⇒  𝐴𝑑𝑣𝐶,𝑆(𝑊(𝐶,𝐸)) = : Pr[𝑊(𝐶𝐶 ,𝐸𝐶) = 1] − Pr[𝑊(𝐶𝑆,𝐸𝑆) = 1] = 𝜀 ≅ 0 ⇒ 𝑆𝑜𝐼𝑐 ↑
 

(8) 

 

Equations (5) and (8) are equivalent. With regard the fuzzy logic, different weights has 

been attributed them (“Very High Security” for Eq. 5 and “High Security” for Eq. 8). 

According to Figure 3, it has been considerd two inputs and one output for FIS. The 

inputs and output have Guassian form. The first input of FIS is the contrast in the range of 

0 ≤ 𝐶𝑛𝑡 ≤ (𝑆 − 1)2 where S is the size of gray level co-occurrence matrices and it's 

value is 8. The second input is the energy (E) where 0 ≤ 𝐸 ≤ 1. Also, The output is the 

security level of the cover image (Sec) and has five different values between 0 and 1 (0 ≤
𝑆𝑒𝑐 ≤ 1).  

 

 

Figure 3. Fuzzy Inference System (FIS) of the proposed Method with two 
inputs (Contrast and Energy) and One Output (Security) Gaussian Curve 

Membership Function 

As seen in the last column of Table (1-c), the probability of each output has been 

obtained regardding to the rules of inference resulted from simulation (including 20 rules) 

(Figure 4). For example, the probability of the VHS (very high security) level in this 

method has been calculated with regard to the number of the VHSs counted from among 

the 20 rules of inference as Pr[𝑆𝑜𝐼𝐶(𝐶𝑛×𝑚, 𝑀𝑘)] = Pr[𝑉𝐻𝑆] =
4

20
. In other words, the 

security level of the clean image with VHS weight has a probability of 
4

20
. 
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Table 1. FIS Inputs and Outputs 

 

 

Figure 4. 20 Rules of FIS Output 

(a) Input 1 : Contrast levels of cover image 

No Contrast Weight Contrast Range Summary 

1 Very High Contrast 22.7 < Cnt ≤  49 VHC 

2 High Contrast 9.5 < Cnt ≤ 22.7 HC 

3 Middle High Contrast 4.7 < Cnt ≤ 9.5 MHC 

4 Middle Low Contrast   2.8 < Cnt ≤ 4.7 MLC 

5 Low Contrast 1.2 < Cnt ≤ 2.8 LC 

6 Poor Contrast 0 < Cnt ≤ 1.2 PC 

    

  (b) Input 2 : Energy levels of cover image 

No Energy Weight Energy Range Summary 

1 Very High Energy  0.15 < Eng ≤ 1 VHE 

2 High Energy 0.06 < Eng ≤ 

0.15 

HE 

3 Middle High Energy 0.04 < Eng ≤ 

0.06 

MHE 

4 Middle Low Energy  0.01 < Eng ≤ 

0.04 

MLE 

5 Low Energy 0.005 < Eng ≤ 

0.01 

LE 

6 Very Low Energy 0 < Eng ≤ 0.005 VLE 

    

(c)  Output : Security levels of cover image 

No Security Weight Security Range Summ

ary 

Pr. 

1 Very High Security 0.8 < Sec ≤ 1 VHS 4/20 

2 High Security 0.5 < Sec ≤ 0.8 HS 6/20 

3 Middle High Security 0.1 < Sec ≤ 0.5 MHS 3/20 

4 Low Security 0.07 < Sec ≤ 0.1 LS 3/20 

5 Poor Security 0 < Sec ≤ 0.07 PS 4/20 
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 Figure (5) demonstrates the steganography security estimation graph based on the 

contrast and energy inputs. The images with appropriate contrast and energy that have 

high security (VHS and HS17) would be selected for the bank of cover images. 

 

 

Figure 5. Steganography Security Estimation Graph Based On the Contrast 
and Energy Inputs 

3.1.2. Selecting Cover Image Based On Steganalysis 

To improve the security of the steganography method, the images can be used for 

embedding so that a low detectability against various steganalysis techniques is achieved. 

In [5], the following criteria have been used for cover selection:  

 Number of Modification  

 Mean Square Error (MSE)  

 Prediction Error  

 Watson criteria  

 Structural Similarity Measure (SSIM)  

 

 In the present paper, regarding the importance of the correlation of the values of the 

image pixels, the feature extraction has been used along with the co-occurrence matrices. 

The co-occurrence matrices represent in some way the image probability distribution, 

which is a good criterion for cover selection. In fact, the cover image is selected so that 

the co-occurrence matrices representing the statistical distribution are close to each other 

as much as possible. The co-occurrence matrices represent the relationship of gray levels 

of the points in an image. This matrix is based on the conditional second-order estimation 

of the probability density function. For each image, four co-occurrence matrices of M1, 

M2, M3, and M4 are calculated in different directions of 0, 45, 90, and 135 degrees. In 

this method, after calculating the gray level co-occurrence matrices of the image, the 

features are extracted. According to several tests, the following criteria that are capable to 

explain the similarity of these matrices have been used:  

 Energy  

𝐸 =  ∑ ∑ (𝑝(𝑖, 𝑗))2
𝑗𝑖   (9) 

 Entropy  

𝐸𝑛 =  − ∑ ∑ 𝑝(𝑖, 𝑗)𝑙𝑜𝑔 𝑝(𝑖, 𝑗)𝑗𝑖   (10) 

 Contrast  

𝐶 = ∑ ∑ 𝑝(𝑖, 𝑗)(𝑖 − 𝑗)2
𝑗𝑖   (11) 

  Inverse difference moment18  

                                                           
17 According to table 1-C, is “High Security” 
18 namely, the homogeneity that was extracted as the features of each image at the beginning 
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𝐼𝐷𝑀 = ∑ ∑
(𝑝(𝑖,𝑗))2

|𝑖−𝑗|
,   𝑖 ≠ 𝑗𝑗𝑖   (12) 

 Maximum probability  

𝑀𝑃 = max (𝑝(𝑖, 𝑗)) (13) 

  Correlation  

𝐶𝑜𝑟𝑟 = ∑ ∑
(𝑖−𝜇)(𝑗−𝜇)𝑝(𝑖,𝑗)

𝜎2𝑗𝑖   (14) 

 Divergence criterion: This measure can be used in steganography for quantizing the 

statistical changes, which is the distance between the co-occurrence matrices 𝐶𝑑(𝑋) 

(cover image) and 𝐶𝑑(𝑆) (steg. image). 

(15) 

𝐷 (𝐶𝑑(𝑋), 𝐶𝑑(𝑆)) = ∑ ∑ 𝐶𝑖,𝑗
𝑑 (𝑋)𝑙𝑜𝑔 (

𝐶𝑖,𝑗
𝑑 (𝑋) − ∑ 𝐶𝑖,𝑗

𝑑 (𝑆)𝑗

∑ 𝐶𝑖,𝑗
𝑑 (𝑋)𝑗 − 𝐶𝑖,𝑗

𝑑 (𝑆)
)

𝑗𝑖

, 𝑖, 𝑗𝜖𝑦 

 

It should be noted that, not only the majority of the steganalysis methods can be 

expressed based on the co-occurrence matrices, but also the cover evaluation can be 

performed based on the steganalysis, which is the basis of our task in this section [23]. 

The main problem in using these matrices is their very large size. For instance, for the 8-

bit gray levels, this size is equal to 65636, so they cannot be directly used as the features. 

Therefore, the classification is eventually performed using AUC and FLD.   

   Since most of the steganographic method lead to some changes in the low-value bit 

planes, eliminating the valuable bits would not result in the loss of signal-related 

information; for instance, for the Jsteg embedding, more than 90% of the changes have 

occurred as a result of the message embedding in the first four bits. Hence, following the 

proposed method, by considering the effect of the above-mentioned criteria on selecting 

the appropriate cover with regard to the experimental results of the Jsteg embedding on 

the LC images and HC-LE images, the procedure was performed as in Figure (6):  

 

 

Figure 6. Classifying Images using FLD Classification and Calculating the 

Value of AUC 

3.2. Experimental Results 

First, the experimental results of “Selecting cover images with high security” section 

have presented. In a practical experience, three images were selected, for each of which 

four contrasts were considered. The Harris threshold level was considered as 1000. In 

each contrast, the number of the prominent points of the edges (feature points) would be 

different. By changing the Harris threshold level, the number of the feature points and 

other parameters would be changed; furthermore, increasing the number of the feature 

points would lead to the increase in the embedding rate as well as the changes in each 

Harris threshold level. Consequently, the security level would be changed. Finally, the 

above operation has been applied on 5000 images of the BOSS bank.  
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(a) 

 
(b) 

 
(c) 

Figure 7. Results of the Quite Similar Behaviors of Image Features (a) 1, (b) 
2, and (c) 3; with Different and Sorted Contrasts Based On Contrast and 

Energy Features of Each Image 
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As seen in the tables in Figure (7), the entropy and feature points (prominent points 

near the edges) as well as the other parameters have been changed with regard to the 

changes in the type of the image contrast. The diagram behaviors of each criterion in 

different contrasts of each image are almost similar. To compare the method, using the 

Jsteg algorithm, the information was embedded in the cover images with capacity of 25%, 

and the last two columns of each table are related to the PSNR and SSIM parameters of 

image. Although by reducing the contrast, the values of both PSNR and SSIM parameters 

of image are increased, but in case of a sudden increase in the contrast and reduction in 

the energy, the two PSNR and SSIM parameters of image will be still increased. Thus, at 

this stage, the images are sorted based on the LC19 or HC-HE20 in each image. According 

to the 5000 used images of the BOSS bank, two banks 5000 images will created each for 

LC and HC-LE.  

In this part, Experimental results of the effect of the given measures on selecting the 

appropriate cover (“Selecting cover image based on steganalysis” section) have provided. 

According to the flowchart in Figure (6), that be applied once on the LC bank and once on 

the HC-LE bank, the administrative procedure was performed as following:  

1. First, 5000 images (512 × 512) of the bank prepared in the first step of the proposed 

method were used; 

2. The Jsteg embedding was performed on all the images with rate of 25% (0.25 bits 

per pixel); 

3. All the mentioned criteria are calculated;  

4. Difference of the criteria related to the cover image and the image containing 

steganography are calculated; 

5. Values of the previous paragraph are arranged in an ascending order, and then 3000 

cover images as well as the stego image related to the minimum difference of the criteria 

are selected; 

6. 1500 images are used for training and the other half for testing;  

7. From these images, the feature vectors are extracted using WAM steganalysis; 

8. Using the FLD classification, the AUC values are calculated for each mode. It 

should be noted that the larger the AUC values of a classifier, the more favorable the 

efficiency of that classifier. As previously mentioned, the closer to 0.5 the AUC value, the 

poorer the efficiency of the steganalyzer;  

9. In the next step, 3000 images are selected randomly for classification, and the AUC 

values are calculated; 

10. The obtained results are shown in Tables (2) and (3):  

Table 2. AUC Values Obtained for WAM Steganalyzer Regarding to the 
Given Criteria in Jsteg Embedding (LC bank) 

AUC value  Criteria of selecting cover image 

0.643 D 

0.712 En 

0.758 MP 

0.792 Corr 

0.8 IDM 

0.81 C 

0.813 E 

0.827 Random Select 

 

                                                           
19 Low Contrast 
20 High Contrast - Lowe Energy 
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Table 3. AUC Values Obtained for WAM Steganalyzer Regarding to the 
Given Criteria in Jsteg Embedding (HC-LE bank) 

AUC value Criteria of selecting cover image 

0.643 D 

0.742 En 

0.773 MP 

0.817 Corr 

0.821 IDM 

0.83 C 

0.847 E 

0.859 Random Select 

 

As shown in Table (2) and (3), in case of selecting the cover randomly, then we will 

have 𝐴𝑈𝐶𝐿𝐶 = 0.827 and 𝐴𝑈𝐶𝐻𝐶−𝐿𝐸 = 0.859, meaning that the sender has embedded his 

secret message with no knowledge of the cover image. However, with an overlook at the 

values of the other criteria, the decreased efficiency of the WAM steganalyzer compared 

to the random selection mode would be perceivable. The best criterion in the above table 

is divergence (D) that has the lowest values; thus, considering the divergence criterion 

would increase the secure cover selection in the Jsteg (Eq. 16).  

 

Regarding the correlation between the adjacent pixels, considering up to 3 adjacent 

pixels for extracting the features would lead to the considerable improvement in the 

detection results. Comparing the proposed method on different image bases shows that the 

applied features have appropriate stability relative to the input image, while the methods 

such as WAM and SPAM lack such stability, indicating the reliability of these features.  

 

4. Conclusion  

An appropriate cover selection for steganography is an important issue in this field. In 

this paper, using co-occurrence matrices, contrast and energy of the near some corners 

and edges of the cover image (with Harris constant threshold level) was investigated. 

With regard the fuzzy logic, security level of each cover was determined. Then, the 

images with different security levels stored in different image banks. Finally, using FLD, 

each cover bank was assessed for Jsteg and WAM focusing on the features, Energy, 

Entropy, Contrast, Inverse difference moment, Maximum probability, Correlation and 

Divergence.  

The secured images bank will cause the security parameter to be considered before the 

start of steganography embedding. We evaluated two banks with security level, VHS and 

HS. The results showed that some steganalyzers such as WAM has low chance against 

some steganographic methods such as JSteg when we focused on the mentioned features. 

The results of this paper can be developed for different situations such as other features 

of images, other security levels and other steganalyzers and steganographic methods.  

 

 

 

(16) 

 𝐼𝑓 𝐴𝑈𝐶(𝑊𝐴𝑀,𝐿𝑆𝐵)
𝐷 ↓  ∴  Pr [𝑊

𝐴𝑈𝐶(𝑊𝐴𝑀,𝐿𝑆𝐵)
𝐷

𝐶 = 1] ≅ Pr [𝑊
𝐴𝑈𝐶(𝑊𝐴𝑀,𝐿𝑆𝐵)

𝐷

𝑆 = 1]

⟹ 𝐴𝑑𝑣𝐶,𝑆  (𝑊𝐴𝑈𝐶(𝑊𝐴𝑀,𝐿𝑆𝐵
𝐷

)

= : Pr [𝑊
𝐴𝑈𝐶(𝑊𝐴𝑀,𝐿𝑆𝐵)

𝐷

𝐶 = 1] − Pr [𝑊
𝐴𝑈𝐶(𝑊𝐴𝑀,𝐿𝑆𝐵)

𝐷

𝑆 = 1] = 𝜀 ≅ 0

⟹ 𝑆𝑜𝐼𝐶 ↑ 
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