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Abstract 

Security is one of the main concerns in the cloud computing platforms. To improve the 

cloud security various secure scheduling algorithms have been proposed in the literature 

which tries to improve the assignment of the cloud VMs to the workflow tasks. In this 

paper, a secure workflow scheduling scheme is provided based on the newly proposed 

Symbiotic Organism Search (SOS) meta-heuristic algorithm designed to solve numerical 

optimization problems. Our proposed secure workflow scheduling solution mainly tries to 

mitigate the makespan and the execution cost of the workflow execution and reduces the 

difference between the tasks requested security level and the VMs security level assigned 

for them. The extensive simulations exhibit the effectiveness of the proposed SOS-based 

secure workflow scheduling scheme against the PSO-based workflow scheduling in 

various scenarios.  
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 1. Introduction 

Cloud computing is a computing model, in which various virtual processing and 

storage resources are provided to the users based on the pay for use basis. In cloud 

computing, users can lease, use and release the required resources through internet or 

other networks in on-demand and pay-for-use model [1]. As indicated in figure1, the 

cloud computing services can be categorized into Infrastructure-as-a-Service (IaaS), 

Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS). In Software as a Service 

or SaaS consumers purchase the ability to access and use an application or service that is 

hosted in the cloud and is delivered as a service. In Platform as a Service or PaaS 

consumers buy administrator access to the platforms to be able to deploy their software 

and applications in the cloud to make it finally available to the users. However, in 

Infrastructure as a Service or IaaS customers try to control and manage the applications, 

operating systems, network and storage of the systems, except they do not control the 

cloud infrastructure [2].  

Cloud computing requirements of dynamic cutting and distribution of computing 

resources are owing to virtualization. The term virtualization refers to the abstraction of 

compute resources from applications and end users consuming the service. Virtualization 

creates plural subsets logically from the complete set of machine. These subsets that 
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behave same as real machines are called Virtual Machine (VM) [3]. In a cloud 

environment, a large number of users submit their computing tasks to the cloud system 

and efficient and reliable scheduling of these tasks is a challenge to cloud computing 

environment. 

 

Figure 1. Cloud Computing Architecture 

Task scheduling system is responsible to select the best suitable VMs (Virtual 

Machines) for the user’s tasks. Actually, a task scheduling system plays a very important 

role in how to meet cloud computing users’ task QoS requirements and use the cloud 

resources efficiently in an economic way to reduce both customer and service provides 

costs [4,5]. 

Cloud computing paradigm has gained interest in the scientific community for 

workflow simulation, image processing, data analysis and etc. Scientific workflow tasks 

are commonly represented as a directed acyclic graph (DAG) in which nodes represent 

application tasks and edges represent dependencies between these tasks [3]. One well-

known challenge for executing workflow applications on cloud is tasks allocation and 

scheduling, that is, making decisions for mapping computations to resources to optimize 

some performance metric, such that completion time, execution cost and Service Level 

Agreements (SLA) are satisfied [4]. 

The workflow scheduling problem in heterogeneous computing systems is an NP-hard 

optimization problem [5], because the amount of computation required to find optimum 

solutions increases exponentially as the problem size increases. Therefore, meta-heuristic 

methods such as particle swarm optimization (PSO) and genetic algorithm (GA) are used 

to solve the issue. Metaheuristic algorithms are approximate and non-deterministic. They 

are not problem-specific and their goal is to efficiently explore the search space in order 

to find near optimal solutions. PSO or Particle Swarm Optimization developed by the 

Kennedy and Eberhart [6], is a swarm-based optimization algorithm which operates based 

on the social behavior of flocks. Various PSO-based scheduling algorithms have been 

proposed in the literature which are analyzed in [7].  

SOS or Symbiotic Organism Search algorithm is another population-based 

metaheuristic algorithm which is newly presented for numerical optimization problems 

[8]. SOS is aimed to mimic the symbiotic relations such as mutualism, commensalism, 

and parasitism between organisms in the nature. It uses a population to converge to an 

optimal position and for this purpose applies mutualism, commensalism, and parasitism 

mechanisms to update the positions of the population. 

Security concerns are one of the important issues in the cloud computing which they 

can be the target of various internal and external security attacks[9, 10]. Secure 

scheduling tries to improve the scheduling security by assigning workflow tasks to the 

VMs based on the security level requested by the user which have submitted the 

workflow[11]. 
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In this paper, a security-aware SOS-based workflow scheduling algorithm is presented 

for the cloud computing data centers. The proposed scheme tries to optimize the 

makespan, security and execution cost of the workflow execution in cloud. On the other 

hand, it is aimed to allocate the workflow tasks to the VMs according to the security 

levels requested while reducing the cost and makespan of the workflow execution. 

Extensive simulations results conducted in the various scenarios indicates the 

effectiveness of our SOS-based secure workflow scheduling solution.   

The rest of this article is organized as follows: Section 2 presents related work in the 

meta-heuristic and secure scheduling, and section 3 and 4, respectively describe the PSO 

and SOS optimization algorithms. Section 5 presents the proposed SOS-based workflow 

scheduling algorithm. Experimental results are presented in section 6 and finally, section 

7 provides the concluding remarks. 
 

2. Related Works 

Many metaheuristic-based scheduling schemes are proposed in the literature, which 

some of them are aimed to provide a secure scheduling for cloud environment and the 

other try to optimize other objectives such as scheduling makespan, resource utilization 

and etc. 

For example in [12] Pandey et al. presented a scheduling heuristic based on PSO to 

minimize the total cost of execution of scientific application workflows on cloud 

computing environments. Moreover, they analyzed the cost savings and compared the 

result of their proposed solution PSO against Best Resource Selection’ (BRS) algorithm.  

Another PSO-based scheduling scheme called Revised Discrete PSO or RDPSO 

algorithm has been proposed by Wu et al. in [13] which tries optimize the workflow 

scheduling in cloud computing environment. In this algorithm, each particle not only 

learns from different exemplars, but also learns from the other feasible pairs for different 

dimensions. The applied algorithm can greatly reduce the search space which this 

enhances the algorithm performance. 

In [14] authors formulate the workflow applications scheduling problem in distributed 

data-intensive computing environments and designed a security constraint model for it. 

They performed several meta-heuristic adaptations to the PSO algorithm and provided a 

variable neighborhood version of PSO algorithm for producing efficient schedules. In this 

scheme, three security modes for data-intensive job scheduling are considered which are: 

Secure mode, Risky mode and c-risky mode. In secure mode which is a conservative 

approach to workflow scheduling, operations are scheduled only on computing resources 

which can truly have the security requirements. A job is assigned to an available 

computing unit, only if the condition security demand of the workflow operation be less 

than the security rank of the computing resource or data resource. In risky mode which is 

an aggressive method to workflow scheduling, operations are scheduled on any available 

computing or data resource and accept all possible risks. In c-risky mode, operations are 

scheduled to available resources taking maximum c risk, where c is a probability measure. 

In [15] authors incorporate trust factor in schedule,  to manage the life cycle of a 

workflow and improve the robustness and predictability of the overall scheduling system. 

This scheme consists of three main stages: plan evaluation, scheduling and monitoring. In 

the evaluation stage, each workflow is first decomposed into a set of plans which are 

capable of achieving the workflow goals. Then plans are evaluated to find the best 

probability it can succeed by applying the median values of cost, time and trust. Finally, 

the plan with the highest value is selected for scheduling. The scheduling stage applies 

genetic algorithm to find the optimized assignment of each task in the plan to an 

autonomous service agent, thereby maximizing the robustness of the schedule while 

meeting the constraints of deadline and budget. During the schedule execution, the 

Coordinator monitors for any exceptions that occur. If one is detected, the Coordinator 



International Journal of Security and Its Application 

Vol.11, No.2 (2017) 

 

 

44                                                                                                            Copyright ⓒ 2017 SERSC 

actively respond by following the exception handling rules, result in task reassignment, 

plan rescheduling or even reevaluation. 

In [16] authors try to integrate the trustworthiness of the nodes into a dynamic 

scheduling algorithm called Cloud-DLS. This algorithm is aimed to decrease the failure 

probability of the task assignments, and assures the tasks execution in a secure 

environment. It uses a Bayesian trust model to evaluate the trust degree of resource for 

general purpose Cloud computing and meets the requirement of user tasks in trust. This 

solution is a compiled time, static list scheduling heuristic, which has been developed to 

allocate a DAG‐structure application to a set of heterogeneous machines to minimize the 

execution time of the application. At each scheduling step, the DLS algorithm chooses the 

next task to schedule and the machine on which that task is to be executed by finding the 

ready task and machine pair that have the highest dynamic level.  

In [17] a trust‐based dynamic task scheduling model is proposed for the cloud 

computing environment. In this scheme the trust relationship between computing nodes is 

built, and the trustworthiness of nodes is computed using the Bayesian cognitive method. 

This scheme improves the traditional DLS algorithm by considering the trustworthiness of 

the resource nodes.  

In the next sections, we provide our proposed SOS-based secure workflow scheduling 

solution and compare its result with the PSO-based workflow-scheduling. For this 

purpose in the rest of this paper, we briefly describe both PSO and SOS algorithms. 

 

3. PSO Algorithm 

A metaheuristic algorithm employs iterative strategies to find solutions in a reasonable 

time and is aimed to provide better results than deterministic algorithms. These algorithms 

generally find approximate solutions faster than traditional exhaustive algorithms in terms 

of the computation time [18]. PSO or Particle Swarm Optimization which is introduced 

by Kennedy and Eberhart in 1995, is a population-based swarm intelligence metaheuristic 

algorithm. It is a powerful optimization technique for solving multimodal continuous 

optimization problems[19]. In PSO algorithm, in each iteration, each particle advances to 

a certain speed and particle tries to  get to the optimal location after some iterations [20]. 

As indicated in fig.3, each particle changes its searching direction based on the best 

searching experience of individual so far is called pBest, and the best result obtained so 

far by all particles in the population is called gBest [21]. 

 

Figure 2. Factors Affecting the Particle’s Next Location 

𝑣𝑖𝑑
𝑡+1

 = ω𝑣𝑖𝑑
𝑡  +c1r1× ( 𝑝𝑖𝑑

𝑡  - 𝑥𝑖𝑑
𝑡  ) + c2r2× ( 

𝑝𝑔𝑑
𝑡 - 𝑥𝑖𝑑

𝑡 ) 
(1) 

In equation 1, ω is the inertia weight, c1 and c2 are the acceleration constants, r1 and r2 

are the random numbers ranging between 0 and 1, in t-th iteration,  𝑝𝑖𝑑
𝑡  is the best position 

of particle and 𝑝𝑔𝑑
𝑡  is the best position of the whole particles in the population[22]. Also, 

iIn equation 1, xi = (xi1, xi2, …, xiD)t is the original position of i-th particle, t is iteration 
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number, 𝑥𝑖𝑑
𝑡+1 is the new position of i-th particle, vi = (vi1, vi2,…,viD)t  is the original 

velocity of i-th particle, and  𝑣𝑖𝑑
𝑡+1 is the new velocity of i-th particle. 

 

𝑥𝑖𝑑
𝑡+1 = 𝑥𝑖𝑑

𝑡  + 𝑣𝑖𝑑
𝑡+1 

 

(2) 

As indicated in equation 3, after new position is computed, its fitness is compared with 

the best personal fitness and is replaced with the best personal fitness is its fitness is 

better:  

 

𝑝𝑖𝑑 = {
𝑥𝑖𝑑

𝑡+1, 𝑖𝑓 𝑓(𝑥𝑖𝑑 
𝑡+1) < 𝑓(𝑝𝑖𝑑)

𝑝𝑖𝑑 , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 (3) 

 

In equation 3, 𝑝𝑖𝑑 is the best position of i-th particle presently. 

 

4. SOS Algorithm 

In [8] Cheng et al. propose the SOS (Symbiotic Organisms Search) algorithm which 

simulates the interaction among different organisms in the nature and consist of the three 

phases called Mutualism phase, Commensalism phase and Parasitism phase.  Generally, 

organisms rarely live in isolation and often relies on the other species for sustenance and 

even survival which is known as symbiosis. Like other population-based algorithms, the 

SOS algorithm applies a population of the candidate solutions to promising areas in the 

search space in the process of seeking the optimal global solution. Three phases of the 

SOS algorithm is indicated in the figure 3. 
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Figure 3. Symbiotic Organisms Search 

SOS begins with a randomly created initial population called the ecosystem and each 

of the organism indicates one candidate solution to the problem. Each organism has a 

fitness value, which shows the adaptation degree of the organism to the desired objective. 

Each organism in the ecosystem randomly interacts with the other organisms through all 

phases. The interaction defines the main principle applied in each phase, for example the 
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interactions which benefit both sides are performed in the mutualism phase. Also, the 

interactions which benefit one side and do not impact the other are conducted in the 

commensalism phase. However, the interactions which benefit one side and actively harm 

the other side is in the parasitism phase. The phases of the SOS algorithm have very 

simple mathematical operations and unlike the other meta-heuristic algorithms, SOS does 

not use parameters tuning which this enhances the performance stability. 

 

5. Proposed Workflow Scheduling Solution 

This section presents the proposed SOS-based workflow scheduling for cloud 

computing. This scheme is aimed to assign the workflow tasks to the best avaiable VM’s, 

to minimize the workflow makespan and the execution cost of the workflow. Moreover, 

our solution considers the  workflow tasks security requirrements in assignment to the 

VMs. For this purpose, the before mentioned objectives are considered in the fitness 

function. In each organism, the fitness value indicates the success level of each the 

existing solutions which determines the best solution. An optimal solution is a feasible 

solution which optimizes the objective function. In the proposed workflow scheduling 

solution, the fitness value of each organism can be computed by equation 4: 

(4) 

 

 

 

(5) 

𝐹𝑖𝑡𝑛𝑒𝑠𝑠 =  𝛼1 ∗ 𝑀𝑎𝑘𝑒𝑠𝑝𝑎𝑛 +  𝛼2
∗ 𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛𝐶𝑜𝑠𝑡 +  𝛼3
∗ 1/ 𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝐿𝑒𝑣𝑒𝑙 

∑ αi

3

i=1

= 1 

 

Moreover, as indicated in the equation 5 the total value of the objective’s coefficients 

must be one and each coefficients control the impact of each objective in the fitness value. 

To compute the makespan, the Expected Execution Time of each task on each VM 

should be determined. In this scheme, the Expected Execution Time of each task on each 

VM is indicated in the EET matrix. In this matrix, as indicated in equation 5, the etij 

parameter shows the execution time of the jth task on the ith VM.  

etij = 
𝑇𝑗

𝑉𝑀𝑖
 (6) 

Figure 4 indicates the Expected Execution Time matrix for 5 tasks and 5 VMs. 
 

EET T0 T1 T2 T3 T4 

VM0 0 et01 et02 et03 et04 

VM1 0 0 et12 et13 et14 

VM2 0 0 0 et23 et24 

VM3 0 0 0 0 et34 

VM4 0 0 0 0 0 

 

Figure 5. Execution Time Matrix 
 

In this scheme, we assume that there is a security management component in the cloud 

that can determine the security level of each VM applied in the data center to the cloud 

workflow scheduler. The security level of the jth VM can be specified as equation 7: 

 

VMSec(j) ε { 1, 2, 3, 4, 5 } (7) 

 



International Journal of Security and Its Application 

Vol.11, No.2 (2017) 

 

 

48                                                                                                            Copyright ⓒ 2017 SERSC 

The number which each VM can achieve dpends on the security mechanism that it 

presnets and when more secirity options can be granted then VM can accpet higher 

security values. Also, users which submit a workflow  for execution should provide a  

security requirenment vector as indicated below, which specifies the tasks security needs: 
 

2 3 1  2 

TreqSec (1) 𝑇𝑟𝑒𝑞𝑆𝑒𝑐 (2) 𝑇𝑟𝑒𝑞𝑆𝑒𝑐 (3) … 𝑇𝑟𝑒𝑞𝑆𝑒𝑐 (n) 

 

The security parameter of the fitness function which can be computed by equation 8 

indicates how much the VMs assigned to the tasks satisfy the user’s required security 

level.  

(8) 𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝐿𝑒𝑣𝑒𝑙 =  ∑ 𝑇𝑎𝑠𝑘𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝑖

𝑁𝑡𝑎𝑠𝑘

𝑖=1

 

 

In this equation, Ntask is the number of workflow tasks and 𝑇𝑎𝑠𝑘 𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝑖 indicates 

the security degree of the ith task assignment to a VM which can be computed using 

equation 9: 

(9) 

      𝑇𝑎𝑠𝑘𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝑖 =

{  
0                                   𝑉𝑀𝑆𝑒𝑐(𝑗) − 𝑇𝑟𝑒𝑞𝑆𝑒𝑐(𝑖) ≥ 0

1

𝑇𝑟𝑒𝑞𝑆𝑒𝑐(𝑖)−𝑉𝑀𝑆𝑒𝑐(𝑗)
   𝑉𝑀𝑆𝑒𝑐(𝑗) − 𝑇𝑟𝑒𝑞𝑆𝑒𝑐(𝑖) < 0

 

In this equation, VMSecj denotes the security level of the jth virtual machine and the 

TreqSec denotes the ith task requested security level.  

Our propose  workflow scheduling scheme tries to allocate each task to a VM that has 

the security level demanded by the user. When such allocation is not possible it tries to 

minize the Degree of Insecurity or the difference between the tasks requested security 

level and the assigned VM’s security level. Equation 11 indicates how the degree of 

Insecurity can be computed.  
 

𝐷𝑒𝑔𝑟𝑒𝑒 𝑜𝑓 𝐼𝑛𝑠𝑒𝑐𝑢𝑟𝑖𝑡𝑦

= ∑  (𝑇𝑟𝑒𝑞𝑆𝑒𝑐(𝑖)

𝑁𝑡𝑎𝑠𝑘

𝑖=1

− 𝑉𝑚𝑆𝑒𝑐(𝑗))  

(10) 

 

Where in this equation VMSecj denotes the security level of the jth virtual machine and 

the TSeci denotes the security request of the ith task. Also, in this equation, NTask 

exhibits the number of workflow tasks. 

As specified in equation 11, the workflow execution cost is considered as the total cost of 

each task’s execution on the elected VM: 

 (11) 𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛𝐶𝑜𝑠𝑡 =  ∑ 𝐶𝑜𝑠𝑡𝑖𝑗

𝑁𝑡𝑎𝑠𝑘

𝑖=1

 

 

In this equation, Ntask is the number of tasks in the workflow and 𝐶𝑜𝑠𝑡𝑖𝑗 is the cost of 

executing the ith task on the jth VM elected for execution. In this scheme, the execution 

cost of each task on each VM is specified in the cost matrix indicated in the figure 6. 

 

 
 

Cost T0 T1 T2 T3 T4 
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VM0 0 c01 c02 c03 c04 

VM1 0 0 c12 c13 c14 

VM2 0 0 0 c23 c24 

VM3 0 0 0 0 c34 

VM4 0 0 0 0 0 
 

Figure 6. Execution Cost Matrix 

In the proposed scheduling scheme, figure 7 indicates the structure of an organism in 

the ecosystem.  
 

 
 

Figure 7. Task to VM Assignment in an Organism 

 

6. Simulation Results 

This section presents the simulation results of the proposed scheduling algorithm 

conducted in MATLAB software in the various scenarios. In each simulation scenario, 

different number of the workflow tasks are assigned to different number of the VMs. 

Moreover, the following items are evaluated and measured in each scenario: 

 Execution cost 

 Makespan 

 Degree of insecurity 

Table 1 indicates the simulation parameters applied in the first scenario. In this 

scenario, 100 tasks are scheduled respectively on the 3VMs and 5VMs. Also, in both PSO 

and SOS-based workflow scheduling, 40 particles and organisms are applied respectively.  

Table 1. Simulation Parameters of the First Scenario 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 8 indicates the execution cost of the workflow with 100 tasks in the first 

scenario in the 200 iterations. Also, the results of the proposed SOS-based workflow 

scheduling are compared with cost of the PSO-based workflow scheduling. As exhibited 

in the figure 8, the proposed scheduling solution can mitigate the execution costs better 

than the PSO-based scheduling. It is obvious that when more VMs are applied in the 

scheduling, more cost is incurred. Figure 9 exhibits the degree of insecurity in the first 

Parameter Value 

Number of the tasks 100 tasks 

Number of the VMs 3VMs and 5 VMs 

Number of the particles 40 

c1 (PSO) 2.05 

c2 (PSO) 2.05 

w (PSO) 0.725 

Number of the organisms 40 

Number of the iterations 200 

α1 0.3 

α2 0.2 

α3 0.5 
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scenario. On the other hand, it shows the difference between requested security by user 

tasks and the security level of the VMs assigned for the workflow tasks.  

 

 

Figure 8. Execution Cost in the First Scenario 

 

Figure 9. Degree of Insecurity in the First Scenario 
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Figure 10. Makespan in the First Scenario 

As shown in figure 9 our solution can effectively reduce the insecurity in the workflow 

scheduling Figure 10 shows the makespan of the workflow execution in PSO-based 

workflow scheduling and SOS-based workflow scheduling in the first scenario. As shown 

in this figure our solution can reduce the makespan of a 100 tasks workflow execution on 

3 and 5 VMs better than PSO-based workflow scheduling. 

Table 2 indicates the simulation parameters applied in the second simulation scenario. 

In this scenario, a smaller workflow with 50 tasks is executed on the 4 VMs and 6 VMs. 

Again, 40 particles and organisms are applied in the PSO and SOS-based workflow 

scheduling algorithms respectively.  

Figure 11 indicates the execution cost of the workflow with 50 tasks in the second 

scenario which is executed for 200 iterations. The result of the proposed SOS-based 

workflow scheduling is compared with the PSO-based workflow scheduling.  As 

exhibited in this figure, the proposed scheduling solution can reduce the execution costs 

of the workflow execution, better than the PSO-based scheduling.  

Figure 12 shows the degree of insecurity in the second scenario. On the other hand it 

indicates the total difference of the security level asked by the workflow tasks and 

assigned by the scheduling algorithm which can be computed using equation 10. 
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Table 2. Simulation Parameters of the Second Scenario 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 11. Execution Cost in the Second Scenario 

  

Parameter Value 

Number of the tasks 50 tasks 

Number of the VMs 4VMs and 6 VMs 

Number of the particles 40 

c1 (PSO) 2.05 

c2 (PSO) 2.05 

w (PSO) 0.725 

Number of the organisms 40 

Number of the iterations 200 

α1 0.3 

α2 0.2 

α3 0.5 
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Figure 12. Degree of Insecurity in the Second Scenario 

 

 

Figure 13. Makespan in the Second Scenario  
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Table 3. Simulation Parameters  of the Third Scenario 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 3 indicates the simulation parameters applied in the third simulation scenario 

which a workflow with 25 tasks is used. Moreover, these tasks are scheduled to be placed 

on the 4 and 5 VMs. Also, 40 particles and organisms are utilized in both PSO-based 

workflow scheduling and SOS-based workflow scheduling. Figure 15 shows the 

execution cost of the 25 tasks workflow in the third scenario. As it is indicated in this 

figure, approximately both PSO and SOS algorithms achieve the same cost for the 

execution of the workflow. However, the cost of using 5 VMs in both algorithms is more 

than the 4 VMs.  

Figure 16 exhibits the degree of Insecurity in the third scenario computed using 

equation 10 in 200 iterations. Also, figure 14 indicates the workflow execution makespan 

in the third scenario in 200 iterations of the SOS-based and PSO-based workflow 

scheduling algorithms.  

Considering the results of the figures 8 to 17, it can be concluded that the proposed 

SOS-based workflow scheduling solution, can effectively reduce the cost, degree of 

insecurity and makespan of the workflow execution in various scenarios which various 

VMs are allocated to the different size workflow.  

 

 

 

 

Parameter Value 

Number of the tasks 25 tasks 

Number of the VMs 4VMs and 5 VMs 

Number of the 

particles 

40 

c1 (PSO) 2.05 

c2 (PSO) 2.05 

w (PSO) 0.725 

Number of the 

organisms 

40 

Number of the 

iterations 

200 

α1 0.3 

α2 0.3 

α3 0.4 
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Figure 15. Execution Cost in the Third Scenario 

 

 

Figure 16. Degree of Insecurity in the Third Scenario 
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Figure 17. Makespan in the Third Scenario  

7. Conclusion 

Cloud computing is aimed to provide high amount of virtualized computing and 

storage resources for the end users. These resources can be allocated dynamically based 

on the requirements and preferences of the consumers. For this purpose various 

scheduling algorithms have been proposed in the literature which considering the NP-

completeness of the problem, apply meta-heuristic algorithms. The ever increasing 

security attacks on computer networks and cloud data centers, increased the security 

concerns in the workflow scheduling problem which each tasks should be executed based 

on its security requirements. 

This paper presents a SOS-based secure workflow scheduling algorithm for cloud data 

centers which tries to optimize the cost, makespan and degree of insecurity of workflow 

execution. The results of the proposed workflow scheduling algorithm, is compared 

against the PSO-based workflow scheduling in several scenario which various number of 

workflow tasks are assigned to the different number of the VMs. The simulation results 

indicate the effectiveness of the proposed SOS-based secure workflow scheduling in 

decreasing the cost and makespan of the workflow and improving the security level of 

task to VM assignments.  

In the future research and studies, we will study the secure workflow scheduling 

problem in hybrid clouds which a private cloud tries to dynamically achieve some 

resources from the public cloud.  
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