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Abstract 

Cloud computing is one of the most important technologies which supports reliability, 

scalability, ease of deployment and cost-efficient to business growth. Despite its benefits, 

cloud computing still has open and remain challenges on ensuring confidentiality, 

integrity, and availability (CIA) of sensitive data located on it. As a solution, the data is 

encrypted before sending to the cloud. However, the normal searching mechanism could 

not get through the encrypted data. In this paper, Searchable Encryption (SE) techniques 

which allow accessing data on encrypted cloud were reviewed. Nine SE techniques were 

presented with different issues and challenges on achieving secrecy and efficiency of SE. 

Four factors with their characteristics of SE were also identified for novice reader as a 

guidance of their future works. 
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1. Introduction  

Cloud computing is one of advent technologies that support easy deployment 

application systems with a low-cost implementation which offer Pay-Per-Use basis [3], 

[4], [5], [6], [7]. The emergence of cloud or mobile computing dramatically emerges the 

growth of the mobile commerce, mobile learning, mobile health and mobile gaming [8] 

which acquire availability and reliability of services 24 by 7. These make cloud 

computing services on demand and in trend due to its scalability, dynamic provisioning, 

ease of integration and support multi-tenant [8]. 

Confidentiality, integrity, and availability (CIA) of personal information (e.g. identity 

number, telephone number, address)   are still remaining challenges faced in cloud 

computing [1]. Cloud computing is always considered as an untrusted or semi-trusted 

server since all the servers and storage are located physically at Cloud Service Provider 

(CSP) premise [3], [5]. This untrusted server tends to contribute to the privacy and 

security issues [3], [4], [5], [6]. One of the main security issues is data confidentiality. 

Data confidentiality is to ensure sensitive data (e.g. personal information) is safe from 

unauthorized access. Recently, cryptography or encryption is regarded as a promising 

method for data confidentiality [5], [7], [8].  

Cryptography or encryption is about to secure a communication over an insurer 

channel [9]. However, traditional search mechanisms do not work for encrypted data [10], 

[11]. One of the solutions is using Searchable Encryption (SE) which allow users to 

search on encrypted data stored in the cloud in a secure manner [4]. In this paper, the 

searchable encryption methods developed in the literature are reviewed and classified 

based on technique utilized. 
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Figure 1. Searchable Encryption Techniques 

The rest of this paper is organized as follows. We first review issues motivate to SE 

works and nine SE techniques with related works in Section II. In Section III, we discuss 

factors which affect SE performance. 4. Lastly, we conclude this paper with a suggestion 

on combination SE technique while applying SE in future works. 

 

2. Searchable Encryption (Se) 

SE is defined as searching for an encrypted data located on untrusted server or cloud 

without the server learn anything from the data [11]. In 2000, Song et al. proposed the 

idea of SE scheme which solves the issue on searching encrypted data on the cloud. 

According to C. Bosch et al. [12], SE scheme has six SE techniques (Fig. 1) and is still 

rapidly growing until now. These six SE techniques include Searchable Symmetric 

Encryption (SSE), Public Key with Keyword Search (PEKS), Identity-Based Encryption 

(IBE), Hidden Vector Encryption (HVE), Predicate Encryption (PE), and Inner Product 

Encryption (IPE). Moreover, a recent study [3] has regarded that Multi-keyword Rank 

Searchable Encryption (MRSE) as a new SE technique. Based on the literature review has 

been done for last seven years as shown in Fig. 2, we can see the intention from academia 

and industry in SE are tremendously increased from year to year. 

However, the techniques are shown in Figure 1 remains unchallenged issues. They are 

developed to maintain secure and efficient communication between client and server on 

cloud [11]. They also support single user architecture [11] and multi-user architecture 

[10]. In addition, works done to support single keyword search [11], [13], multi-keyword 

search and ranking [3], [14], [15], subset query and range query [16], [17] and fuzzy 

multi-keyword search [18], [19]. Most of the previous work done on SE to improve 

secrecy motivated by adversary activity [20], [21]. Some adversary activities include 

brute force attack [20], search/access pattern leakage [8], [21] and DDoS attack [5]. To 

proof that any scheme or algorithm developed was resistant enough from attacks or 

adversary activities, system model and threat model were constructed for experimental 

purposes [3], [14]. In other works, other techniques like Private Information Retrieval 

(PIR) [22] and Fully Homomorphic Encryption (FHE) [23] were considered in enhancing 

SE. 

 
2. 1. Symmetric Searchable Encryption  

Symmetric Searchable Encryption (SSE) allows the user to upload data to the cloud 

with provable secrecy by issuing isolated and hidden query [11]. Hidden query and 

isolation query allow the server to learn nothing about the plaintext except the ciphertext. 

The query is running as an encrypted query which called as trapdoors: trapdoors are 

always generated using secret key [11]. The SSE probabilistic algorithm as below: 
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 Keygen(1k): a key generation algorithm run by the data owner. It takes a security 

parameter k as input and outputs a secret key K. 

 BuildIndex(K, D): a keyword index generation algorithm run by the data owner. It 

takes a secret key K and a set of documents D as inputs and outputs a keyword index 

I. 

 Trapdoor(K, w): a keyword trapdoor generation algorithm run by the user. It takes a 

secret key K and a query keyword w as inputs, and outputs the trapdoor Tw for the 

keyword w. 

 Search(I, Tw): a keyword search algorithm run by the server. It takes a keyword 

index I and a trapdoor Tw as inputs and outputs a set of documents D(w) that 

contains query keyword w. , SSE is considered more suitable for outsourcing data of 

company or organization application system on the cloud or untrusted server [4], 

[11]. It supports client/server architecture. For example, Alice encrypts data with her 

secret key which generate by KeyGen algorithm. To encrypt data, two algorithms 

run: Enc algorithm and BuildIndex algorithm [4]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Framework of Searchable Data 

These algorithms generate ciphertext (encrypted data) together with an encrypted 

index. Then, encrypted data and its encrypted index were sent to the cloud. To access the 

encrypted data, Bob will runs a query or trapdoor by issuing Trapdoor algorithm. 

Trapdoor algorithm encrypts the query request to the server on behalf of Bob. Next, the 

search algorithm computes the Trapdoor with encrypted index before the result is 

returned. The framework in Figure 3 illustrates SE. 

SSE searching time was linear in the number of words in the message which consider 

as a practical solution. However, SSE face another security issue on statistical analysis 

(e.g. access pattern), one would run the same trapdoors for few times could expose to an 

adversary through statistic approaches. 

 

 

 

 

 

 

 

 

 

Fig. 1.  
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Figure 3. Research works on Searchable Encryption within 7 years 

To overcome the security issue in Song et. al scheme, Goh [24] construct a secure 

IND-CKA index associated to each encrypted data file called Z-IDX which utilized 

Bloom filter. This secure index is semantically security against adaptively chosen 

keyword attack (IND-CKA) and a slightly stronger IND2-CKA. On the other hand, 

Curtmola et al. [25],  revisited the SSE definition by using Oblivious RAM for stronger 

security definition which does not leak any information to the attacker/adversary. 

In recent works, S. Dai et al. [26] constructed two memory leakage-resilient searchable 

symmetric encryption (MLR-SSE) scheme based on SSE and physic unclonable functions 

(PUFs) [27]. The PUFs is an equal function like hash function where it applies one-way 

function. The one-way function was introduced by O. Goldreich et al. [28] where it has 

below criteria : 

 Easy to compute: There exists a deterministic P-time algorithm A such that on input 

x, A outputs f(x) (that is, A(x) = fix)) 

 Hard to invert: For every probabilistic P-time algorithm A', every positive 

polynomial p, and all sufficiently large n Pr(A'(f(U)).  

 

The combination of these two schemes enables high protection for the user’s private 

key and efficiency. Efficiency only achieves with generating the secret key in real time by 

PUFs.  

Furthermore, SSE has been applied to support secure channel between multiple located 

data [8]. C. Liu et al. [8] developed Multi-Data-Source DSSE (MDS-DSSE) to support 

dynamic social data such as chatting application system which proven secured against 

adaptive chosen-keyword attacks (CKA2). MDS-DSSE work was based on Dynamic 

Searchable Symmetric Encryption (DSSE) [29], which is developed to support searching 

on encrypted data for very large datasets without leakage any information to the 

unauthorized use. 

 

2.2. Public Key with Keyword Search 

Public Key with Keyword Search (PEKS) was introduced by Boneh et al. [13] in 2004. 

Boneh et al. were using receiver’s public-key for an encrypted message with keyword and 

the only receiver would allow decrypting using he/she private key. PEKS consist of 5 

probabilistic polynomial-time algorithms as below: 

 KeyGen(λ)→ (pkSE, skSE): Given a security parameter λ, the public/ private key 

pair (pkSE, skSE) is generated. 

 Enc(pkSE,m)→c: Given the public key pkSE and a message m, it generates a 

ciphertext c. 
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 PEKS(pkSE,w)→Sw: Given the public key pkSE and a keyword w, it generates a 

PEKS ciphertext Sw of w. 

 Trapdoor(skSE,w)→Tw: Given a keyword w and the private key skSE, it produces a 

trapdoor Tw. 

 Test(pkSE,Sw,Tw’)→{0, 1}: Given the public key pkSE, a searchable encryption 

ciphertext Sw, and a trapdoor Tw’, it outputs 1 (true) if w = w’ or 0 (false) 

otherwise. PEKS is mainly developed for data sharing scenario [4], [12], [13], for 

example putting mail on Email Service Provider like Gmail or Yahoo. With PEKS, 

Alice encrypts the data with Bob’s public key by issuing KeyGen algorithm. Once 

data requested by Bob through Trapdoor algorithm (query is in an encrypted 

manner) using Bob’s private key, Test algorithm will compare keyword search and 

return to Bob if success. 

 

Z. Deng et al. [10] used asymmetric searchable encryption to design multi-user 

searchable encryption scheme with keyword authorization (MSESKA). To construct a 

multi-user setting, 6 polynomial-time algorithms were used. H.Yin et al. [17] developed a 

secure index technique using Decisional Diffie–Hellman (DDH) and Bilinear Diffie–

Hellman (BDH) assumptions together with bloom filter technique in order to secure the 

search scheme. Chosen secret keys were generated randomly for every query trapdoors 

requested to the server.   This ensures the efficiency and enhanced the secure search 

scheme. 

In a different work, Secure Hybrid Indexed Search (SHIS) scheme was developed by 

W. Wang et al. [30] based on PEKS and DE. The main idea behind the SHIS is to reduce 

the search complexity on PEKS by applying Dynamic Index (DI) and Static Index (SI). SI 

is used for the first time search while DI is applied on the next query submission. 

 

2.3. Identity-Based Encryption  

Identity-Based Encryption (IBE) algorithm was initiated in 1984 by Shamir [31]. This 

scheme uses user’s identity as a key for encryption and decryption process. User’s identity 

key can be publicly accessed, which means that anyone can use it for sending a message. 

On the other hand, only the recipient with the private key can decrypt the message. For 

example, imagine the analogy of sending and receiving email, where recipient’s email 

address which based on the recipient’s name is used to send an email from the sender, 

while the recipient can open the email by using his/her email address. 

PEKS is one of the main SE techniques that developed based on IBE [13]. IBE system 

which constructed by Bilinear Diffie-Hellman (BDH) proved that PEKS in the random 

oracle model is semantically secure against a chosen keyword attack. X. Dong et al. 

proposed a secure, efficient and scalable data collaboration scheme (SECO), in order to 

overcome multiple users setting encryption, allow write and updating query including 

fine-grained access control issues in cloud communication. These only happened by 

adopting two-level hierarchical identity-based encryption (HIBE) [32]. With SECO, data 

was encrypted with multiple recipient’s public keys and only those users have the secret 

key would be allowed to access the data has been assigned to them. In this scheme, BDH 

was constructed in order to ensure SECO provides semantically secure and probabilistic. 

 

2.4. Hidden Vector Encryption 

Hidden Vector Encryption (HVE) is a type of predicate encryption (PE) that supports 

conjunctive equality and range of queries on encrypted data such as equality queries, 

comparison queries, and subset queries[33]. HVE is a specialized type of PE where 

ciphertext and token were associated with two vectors over attributes. At a higher level, 

the ciphertext matches the token if and only if the two vectors are component-wise 

equal[34]. 
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2.5. Predicate Encryption 

Predicate encryption (PE) allows users who use the public key on encrypted data 

without a private key. In a PE scheme, instead of using the full private key, the token is 

provided to a query server. The query server then performs a test to ensure token supplied 

were matched the ciphertext. If the test succeeds, the query server then forwards the 

encrypted data to the public key owner without revealing any information to the server 

[35]. 

V. Goyal et al. [36] introduced Attribute-Based Encryption (ABE) which allows the 

sender to define who should be able to read the data by setting up policy. In this scheme, 

an authority responsible to distribute the private keys together with sets of formulas over 

attributes and ciphertexts. A user with the distributed private key would able to decrypt 

the ciphertext as well as able to read the plaintext. 

X.A. Wang et al. [37] claimed that PE could achieve more sophisticated and flexible 

functionality compared to the traditional public key encryption by transforming PE to 

PEFKS for example. This transformation would allow the scheme to support multiple 

keyword searches which supporting conjunctive or disjunctive logical rather than the 

equal relation only. According to J. Katz [35] IBE, Anonymous IBE (AIBE) and attribute-

based encryption schemes support range queries which considered under PE’s framework. 

 

2.6. Inner Product Encryption (IPE) 

Inner Product Encryption (IPE) was first introduced by J. Katz et al. [35] which known 

as a cryptographic mechanism that allows more fine-grained [33] (facilitate user with 

access to the data which fulfill the needs and requirement of the task given) with control 

over access to encrypt data. IPE cryptographic or known as inner product computation are 

most used in PE, IBE and HVE [38]. J. Katz et al. also managed to construct attribute-

hiding schemes which handle disjunctions on polynomial-time predicates that are 

different from payload-hiding [33]. Payload-hiding is security notion to achieve stronger 

security level guarantees, where the ciphertext associated with an attribute that hides all 

information until the secret key is possessed to decrypt. Payload and attribute-hiding 

slightly different in a way of ciphertext conceal of the plaintext. For attribute-hiding, the 

associated parameter should be concealed together with the ciphertext while payload-

hiding only requires the plaintext concealed together with the ciphertext [39]. 

 

2.7. Multi-keyword Ranked Search Encryption  

Multi-keyword ranked search over encrypted cloud data (MRSE) was introduced in 

2014 by N. Cao et al. [14]. The main idea of this scheme was to allow users on search 

request and return documents with semantic multiple keywords through “inner product 

similarity” keywords. In order to secure and get the most relevant results retrieval, MRSE 

was adapted from secure k-nearest neighbor (kNN) technique to select the k nearest 

database records between database record (pi) and query vector (q). Secure inner product 

computation was adopted in order to set strict privacy requirement to ensure secrecy of 

cloud communication [14]. 

However, MRSE has three major drawbacks defined by R. Li et al. [3]. First, MRSE is 

using a static dictionary which needs the dictionary to rebuild for every additional 

keyword, result presented in out-of-order form which difficult for user to get the most 

relevant file and lastly, MRSE does not consider the weight of keyword and access 

frequencies where keyword’s file is not in the top list of the result. Therefore, R. Li 

proposed new flexible multi-keyword query scheme called MKQE to overcome MRSE’s 

drawbacks. MKQE have successfully solved the keyword dictionary expansion issue by 

implementing the partitioned matrices approach. Furthermore, MQKE uses the keyword’s 

weight in the index file to solve the out-of-order problem in the matching result set. 

 



International Journal of Security and Its Applications 
Vol. 11, No. 12 (2017) 

 

 

Copyright ⓒ 2017 SERSC Australia  85 

2.8. Private Information Retrieval 

Private Information Retrieval (PIR) protocol allows multiple readers to retrieve ith of 

nth bit data from multiple databases without revealing any information including 

access/search pattern to the server. PIR works significantly in smaller communication 

complexity than the obvious n-bit solution. It was first introduced in 1995 by E. 

Kushilevitz et al. [40]. Although data in PIR is always in a unencrypted manner while 

storing at the server, PIR has been referred by the most researcher in SE work because of 

its features to support secrecy and efficiency of SE. 

Fully Homomorphic Encryption 

FHE scheme is another technique to ensure the ciphertext size shorten and the 

complexity of decryption reduced through re-linearization (i.e. a process in reducing the 

size of the ciphertext back down to n+1) [41].  According to Gentry, FHE scheme security 

is strong enough and semantically secure [42].  Z. Brakerski [41] has applied FHE in SE 

by converting the symmetric ciphertexts into homomorphic ciphertexts without additional 

communication. X. Yi et al. [43] had developed single-database with PIR protocol using 

FHE  which allows data to be encrypted only bit by bit in block database. This contributes 

to communication complexity O(ylog m+yn/m) higher than O(log2n). Using PIR, 

communication is strictly smaller than n. 

In the other hand, L. Tajan et al.[22] combined PIR protocol and Somewhat 

Homomorphic Encryption (SHE) together with SE in order to hide the data store evidence 

which affected by the computation. 

 

3. Discussion 

Based on our review, we found that SSE and PEKS are the most popular SE techniques 

used among the rest SE techniques described in Section II. In general, SE technique is not 

limited to search data but can be extended to add, delete and edit the data in the cloud. SE 

technique should be applied accordingly to the needs of the application system: secrecy, 

efficiency, architecture and keyword search. The factors of SE technique and its 

characteristics are tabled in Table 1. 

 

Below are the characteristics for each of SE factor: 

 Encryption/ Decryption Complexity: SSE is using symmetric encryption, hence it 

would be combined with other scheme or technique to build complex encryption 

key. Work by S. Dai et.al. is one of the examples. On the other side, PEKS should 

be considered as complex encryption key where it applied asymmetric key. 

 Attack: “indexes known as semantic security against adaptively chosen keyword 

attack” (INDK-CKA) has been formulated by Goh as a security model of SE 

towards chosen keyword attack. This security model was used to prove scheme 

developed under SE was semantically secured. Furthermore, the scheme should also 

be considered constructed securely in the random oracle model under Decisional 

Diffie–Hellman (DDH) or Bilinear Diffie–Hellman (BDH) assumptions.  

 Access Control: IBE, HVE, PE and IPE technique are fine-grained access control 

technique which could be applied to support role-based function. By using access 

control technique, will limit user access to the data being defined for them.  

 Secret Key Size: The length of the key is closely related to the complexity of 

encryption and decryption. FHE should be considered in developing new SE scheme 

since it able to shorten the ciphertext and reduce the complexity of encryption and 

decryption to enhance the efficiency of SE. 

 Index Size: Using indexing will fasten the searching speed of ciphertext. However, 

the length of the index could impact the Query Time.   
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 Query Time: The efficiency of SE is strictly influenced by the query or searching 

time. Each data was associated with an index where index should be organized 

accordingly to enhance the efficiency. Tree structure, Static Index (SI) and Dynamic 

Index (DI) and Bloom Filter Array could be considered.  

 User Setting: How user would access the data is the another characteristic need to be 

considered. Single user vs multi-user setting, mobile user vs desktop user would 

impact the efficiency and secrecy factor. Z. Deng et al. studied how SE could 

support for multi-user architecture.  

 Database Setting: Database were located at a different location to support search 

engine architecture e.g. Google, Yahoo. At this point of setting, security issue would 

raise and most suitable SE technique recommended is PEKS with fine-grained 

access control implemented. 

 Single Keyword: Most earlier works in SE scheme such as SSE and PEKS were 

supported single keyword searching. Using XOR function limit the searching in 

order to tolerate minor typos while searching.  

 Multiple Keyword: “inner product similarity” is one of the methods applied to 

support multiple keywords. 

 Boolean Keyword: HVE and IPE would suitable to use to achieve Boolean keyword 

where query support conjunctive combinations of equality, comparison, and subset 

predicates. 

 Fuzzy Search: Due to the limitation on keyword searching e.g. search ‘netwrk’ 

instead of ‘network’, fuzzy search tolerate with minimum typos. Unigram or bigram, 

Bloom Filter with Storage (BFS) or Locally Sensitive Hashing (LSH) would be 

considered to achieve Fuzzy Search. 

 

However, for best implementation on ensuring privacy and efficiency, few techniques 

should be combined. This helps in constructing semantic security and boost efficiency on 

searching.   

For a further understanding of SE, we may refer a sample of library system where data 

collection is kept in a server with metadata (tag/index) for searching or crawling purposes. 

In SE, the way data is kept in the server by applying metadata (tag/index) is almost the 

same but in encrypted mode. 

Table 1. Factors of Searchable Encryption 

Factor Characteristic 

Secrecy Encryption/ Decryption Complexity [3],[8],[10],[26] 

Attack [5],[8],[20],[21] 

Access Control [3],[22] 

Efficiency Secret Key Size [3],[16],[26] 

Index Size [10],[19]  

Query Time [8],[19] 

Architecture User Setting [10], [22],[32] 

Database Setting [8], [29] 

Keyword 

Search 

Single Keyword [11], [13] 

Multiple Keyword [3], [14], [15] 

Boolean Keyword [16], [17] 

Fuzzy Search [18], [19] 
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In this paper, we only discuss the SE techniques without the schemes for each SE 

techniques. As we go in deep of this domain, we understand so many schemes formulated 

for each of the SE techniques. However, the scope of this initial work only covers the SE 

technique which we think good enough to provide an overview of SE for novice reader 

for their further reading.  

 

4. Conclusion 

We present nine SE techniques: SSE, PEKS, IBE, PE, IPE, HVE, MRSE, PIR and FHE 

as SE’s family. SE techniques allow the user search on the encrypted cloud. The main 

goal of these SE techniques is to build secure and efficient communication between user 

and cloud. Four (4) main factors were identified which affect the SE performance on the 

cloud: efficiency, secrecy, architecture and keyword search. With the aim to list all SE 

techniques from the year 2000 until recent years and factors influence SE performance, 

we hope to help novice readers to understand SE for their further reading. In conclusion, 

to develop proven and semantically secure scheme, the combination of SE techniques 

should be considered in future works.  
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