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Abstract 

In previous works, we’ve proposed and described the functional aspects of a mobile 

agent system to help improve the early detection of the first signs of DoS/DDoS flooding 

attacks in Cloud environment. This system consists of some distributed components 

working altogether to help improve the safety of virtualized Cloud Computing 

environments. In this paper, we detail the algorithms of its main components; an analyzer 

module, an alert module, a security events module and a moving module. The proof of 

concept was simplified as possible as it can be to ensure the effectiveness of our concept. 

We have used the libpcap C library to gather Ethernet frames and process Ethernet, IP 

and ICMP headers. The simulations concern the behavior of our system when the virtual 

environment is suffering an ICMP flooding attack. The results show how well our system 

can be aware of the variation of the ICMP packets cadence. 
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1. Introduction 

Cloud availability is the main metric to evaluate a Cloud provider’s quality of service, 

somehow particularly its level of security. Normally, a good Cloud services provider must 

not suffer more than 7h of unavailability per year. 

The cloud providers use the latest technologies to deliver better options and flexibility. 

The virtualization is one of the most interesting technologies used in Cloud Computing 

environments. It helps to respond instantly to their client’s demands. 

Cloud services are accessible from the Internet; the most unpredictable network in the 

world. Akamai’s state of the Internet reported some shocking statistics [3], a DDoS attack 

can reach an extent of 7 GB per second and last 21 hours in a row. This is a serious 

challenge for Cloud providers. 

To detect DoS and DDoS in Cloud environment, there are some classic techniques in 

the literature that are very interesting: 

1. Hop-count filtering: HCF is a filter dedicated to the classification of the traffic 

according to the number of jumps [14]. Initially, this filter was used to handle IP spoofing 

attacks, but since most DoS attack techniques send traffic with spoofed IP addresses, the 

filter can also be useful for detecting DoS attacks and DDoS. 

2. Confidence based filtering: CBF is a technique that detects any deviation of traffic 

from its normal form [15]. It is also an improvement of the HCF technique that considers 
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different fields in the package. CBF is based on a certain correlation between these areas 

that can be considered after a period. This correlation builds a normal profile and the CBF 

filter tries to detect any deviation from it. To be sure, the server will wait for a packet, the 

client and the server must pre-share a key and divide the time into slots. At the beginning 

of each slot, the client must calculate the port number using an algorithm and pre-shared 

key. 

3. Random port hoping: RPH is a technique that allows a server to change the port 

number when communicating with a legitimate client. First, this technique was used to 

hijack spies. Lee et al [16] used this technique to mitigate DoS and DDoS attacks. 

4. IP trace back: IP Traceability is a technique that tracks stolen packets to determine 

their true origin. 

DDoS attacks are usually used to deflect security devices from a main attack. We 

propose a system to lighten these devices work and take care of DDoS flooding attacks. 

This system is based on mobile agents. Each one of these mobile agents is responsible of 

a set of virtual machines (VM) and will analyses security events of these VMs alternately. 

Briefly, a mobile agent must run through some virtual machines and analyze every one of 

them. When it lands on a virtual machine, it must find and process some security events. 

Here, in every virtual machine we have a gathering module that filters arriving packets 

and save some header values when the type of the packet seems interesting. Nevertheless, 

the mobile agent may be processing a virtual machine while the attack may occur 

elsewhere. For this, anytime the mobile agent moves, it indicates the hosting machine on 

an information table, so, every virtual machine that is in distress. This affects the order of 

the lap taken between virtual machines.  

The following of the paper is organized as follows: first, there is a section about the 

related works. Secondly, we explain in the third section the problematic treated by our 

approach and we give a general overview of the modules that construct our system. 

Thereafter, in the fourth section, we run through details concerning the role of every 

subsystem and how they may interact. The fifth section encloses the algorithms of the 

main modules. And in the sixth section, results of our simulations are showed and 

discussed. 

 

2. Related Works 

Multi-agent systems are suitable to build distributed intrusion detection system [5]. 

Akyazi and Uyar proposed four methods to detect intrusions, three of them are based on 

mobile agents [9]. Each method deploys Snort like a probe. The mobile agent 

contributions in these works are the reduction of the network load thanks to bringing the 

analyzing near to the source of the attacks. Huang et al [6] published a demonstration on 

how multi-agent systems are precise and rapid. Agents can cooperate with security and 

administration devices. The concept of agent mobility opened another dimension for 

scientific research in intrusion detection. Venkateshwaran and al propose some algorithms 

to ensure the security of the interaction of mobile agents in the Cloud environment [10]. 

In [7], O’Malley et al show that for the same work, mobile agent systems are 5 times 

faster than multi-agent systems. The slowness is caused by communications and its 

maintenance. Subsequently, several studies have adopted this mobility within their dIDS. 

Zamani and al propose a mobile agent system based on danger theory [11] to build a 

system that’s able to face DoS/DDoS attacks. Kannadiga and Zulkernine [8] achieved a 

comparison between a mobile agent based dIDS and a central IDS (Snort). Mobile 

security agents were also raised in the latter work and the proposed solution is to 

authenticate mobile agents and encrypt data with a Java applet. Duraipandian and 

Palanisamy propose a distributed architecture based on mobile agents to detect different 

attacks [12]. The mobile agents will be deployed in different important nodes of the 

Internet to be the nearest to the source of the attack. Demir and al propose an 
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enhancement of the DoS/DDoS detection by demonstrating the importance of the 

locations in where mobile agents can be deployed [13]. 

 

3. The Mobile Agent System 
 

3.1. The Objective of the Proposed System 

Nowadays, the cloud computing environment is usually based on virtualization 

technologies. The benefits are numerous [9] which makes it easy for Cloud administrators 

to offer new services, lower the downtime caused by maintenance operations and all other 

benefits of using virtualization in a Datacenter. Using dedicated physical machines to host 

services is no more a best practice in today’s information systems usages. This is why in 

our architecture we based the proposed solution on Virtual Machines (VM) environment. 

Like we said in the introduction, the mobile agent must run through some virtual 

machines. These latter may be deployed on the same physical server or not. For the sake 

of an easier implementation of the proof of concept, we will limit the discussion to VMs 

on a same physical server. 

In a real environment, VMs are not solicited the same way, so it is obvious that 

analyzing a VM hosting a public web server will likely take more time than another VM 

hosting a service used internally or by a limited set of clients. Figure 1 represents a 

minimal and classic Cloud provider infrastructure.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. A Basic Cloud Provider Infrastructure 

Hence, VMs are grouped in different sets depending on how they must be checked. 

Every set will be handled by one mobile agent. So, we can notice that the number of VMs 

in a set affects the quality of service of its mobile agent. The more VMs a mobile agent 

must handle, the more time it will take to comeback on the same VM. In other words, the 

more VMs are in a set the less frequently the agent will check every VM. Now that we 

gave a general idea of our system, we will go into more details in the rest of our paper. 
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3.2. The Operating Mode of the Proposed System 

The proposed system is made of a set of subsystems. Each one has a precise role and 

can be established whether on the VMs, the mobile agent or the manager device. Figure 2 

describes the possible interactions between the subsystems. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Mutual Interaction of the Components of Our System 

* Security event collector: is deployed on every VM and is responsible of the gathering 

of information related to protocols ICMP, TCP and UDP. For ICMP, we collect only the 

ping request. For TCP, we collect every SYN request that hasn’t been acknowledged by 

the client. For UDP, we collect every datagram; 

* Alert subsystem: is also deployed on every VM, it helps to contact the mobile agent 

if the VM that hosts this subsystem is in a critical state. This subsystem can’t guess the 

location of the mobile agent, so it contacts the manager subsystem; 

* The manager subsystem: is deployed on a manager device. It is responsible of how 

the mobile agent moves from a VM to another one and keeps trace of its location. On its 

execution, the mobile agent doesn’t know all the VMs in its set; it only contacts the 

manager subsystem to get back the next VM ID it has to visit. This latter is the one with 

the most ancient date of visit; 

* Moving subsystem: is a component of the mobile agent. It helps to contact the 

manager subsystem to get back the next VM to visit when the mobile agent is done with 

the current one. Nevertheless, this is not the only reason for what the mobile agent will 

move, it can be because of a VM that is on critical state; 

* Listening subsystem: is also a component of the mobile agent. It helps it to get aware 

of an alert coming from a VM who’s in a critical state; 

* Analysis subsystem: is also a component of the mobile agent. It is responsible of 

analyzing security events that are collected on each VM. For our proof of concept, an alert 

will be triggered based on a threshold. 

 

4. General System Functional 

Three parts are principle for our system: the mobile agent, the virtual machine and a 

scheduling part. In every part, we place at least one module of our system. Figure 2 gives 

a global idea of this parts components and how the subsystems interact generally. 
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4.1. The Probe Subsystem 

This subsystem is the responsible module of filtering received packets and to gather the 

events that can interest the mobile agent when this one arrives. The probe subsystem is 

implemented in every monitored VM. It turns the Network Access Controller of the VM 

in promiscuous mode, sniffs and filters packets and save ICMP, UDP and TCP headers 

values in the event security database. This latter must be created in every VM. 

 

4.2. The Scheduling Subsystem 

To monitor some VMs, we can’t make the same mobile agent to move between a VM 

hosting a football web site to a VM hosting an e-commerce web site. It is obvious that the 

degree of criticism isn’t the same. So, some constraints have to be taken into 

considerations before regrouping some VMs in the same monitoring group: The analyze 

duration for every VM and the number of the VMs of a group. These two constraints 

define the quality of service of the mobile agent. Also, the scheduling subsystem manages 

the assignation of the VMs to the mobile agents. It records the IDs of the VMs belonging 

to the monitoring space of every mobile agent with the last moment of visit. Thanks to 

this, when a mobile agent finish analyzing a VM, this subsystem sends the ID of the next 

VM to analyze to the mobile agent. 

 

4.3. The Analyze and Detection Subsystem 

The Analysis and Detection Subsystem is the smart part of our system. It allows the 

mobile agent to analyze the security events of a virtual machine and make a decision in 

case of abnormal activity. Overall, there are two main approaches to intrusion detection: 

the anomaly approach and the signature approach. The last two aim to distinguish 

between legal and illegal traffic. There are many methods for detection, such as: statistical 

methods, flexible computer methods, knowledge-based methods, data mining methods, 

and machine learning methods [8], which is common to all these methods. apply a 

thresholding mechanism. belongs to an attack. 

To validate our model, we also apply a thresholding mechanism. The analysis consists 

in calculating the number of packets received in a time interval and the decision to 

compare this number to a threshold. If the number of packets exceeds the threshold, the 

mobile agent will send an alert. 

 

4.4. The Listening Subsystem 

The listening subsystem allows virtual machines (which are not being scanned by the 

mobile agent) to contact the mobile agent if necessary. A VM that is abnormally used 

sends a request to the scheduling subsystem. The latter is the one who manages the order 

of the VMs. It takes into account the alert, modifies the order of the virtual machines and 

sends the identifier of the next virtual machine. In the case where the mobile agent 

analyzes a VM that is in a critical state, rather than moving, the mobile agent clones itself 

and sends the clone to the VM which is also in an abnormal state, and thus right now. 

 

4.5. The Moving Subsystem 

The moving subsystem allows the mobile agent to communicate with the scheduling 

subsystem and retrieve the ID of the next virtual machine to be scanned. The mobile agent 

moves from one virtual machine to another when it completes the scan of a virtual 

machine or receives an alert from a virtual machine. In the first case, the mobile agent 

contacts the moving subsystem to return the ID of the next virtual machine. In the second 

case, the VM sends an alert to the moving subsystem. The latter contacts the mobile agent 

to immediately switch to this virtual machine. 
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5. The Subsystems Algorithms 
 

5.1. The Manager Subsystem 

This subsystem acts on three main sides: the allocation algorithm that help to choose 

the set where a new VM will be placed, En ending algorithm that a help a mobile agent to 

recuperate the identity of the next VM to visit and the receiving alert algorithm that help a 

mobile agent to receive alerts from VMs that are in critical states. 

1) Allocation algorithm: 

 * Estimation of the VM treatment duration 

 * Service quality estimation of the mobile agent on groups with 

 * VMs similar to the new one 

 * VM assignment to one of these groups 

2) Endings algorithms 

 * Reception of end of treatment from the mobile agent 

 * Querying the database to retrieve the identifier of the VM with the oldest date 

of visit 

 * Sending a move message to the mobile agent 

 * Store current VM identity 

 * Save the new date of visit 

3) Algorithm receiving alerts* 

 * Reception of a warning from a VM 

 * Reception of the identifier of the mobile agent responsible for VM 

 * Viewing the current location of the mobile agent 

 * Sending alert to the mobile agent 

 

5.2. Security Event Collector 

This subsystem collects security events from three types of packets ICMP, TCP and 

UDP. It has to record information stored in the header fields of each data unit on a 

database. This latter has three tables; each one concerns a protocol type. 

* Security event tables: 

 * ICMP: store the source IP address, type, code and the date of reception; 

 * TCP: store the source IP address, the destination port and the date of 

reception; 

 * UDP: store the source IP address, the destination port and the date of 

reception.  

 * The algorithm: 

 * Opening the network interface 

 * Applying the expression filter 

 * Test on the protocol fields of each captured packet 

 * Connecting to the database 

 * Storing information 

 

5.3. Analyze Subsystem 

This subsystem sends an alert each time a VM receives a number of ICMP/TCP/UDP 

packets that exceeds a threshold. This latter depends on how the VM is sought by its 

clients. It’s up to the administrator to properly well choose this value. The algorithm is: 

 * Connecting to the database 

 * Counting ICMP/TCP/UDP packets time intervals 

 * Comparing each result with the threshold 

 * If (ICMP / TCP / UDP) traffic exceeds the threshold, an alert notification will 

be sent. 
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6. Results of the Proof of Concept 

We didn’t implement yet the whole proposed system, but we have done a first test by 

implementing its two main subsystems; namely, the event collector and the analyze 

subsystems. These tests were done with using four VMs; one is used as the target, a 

second is used as the attacker, the others and the host machine are used as legitimate 

clients. 

 

6.1. Test of the Event Collector Subsystems 

Figure 3 shows how this subsystem responds to ICMP ping requests of different 

extents. On the left, the VM received only legitimate ping requests. On the right, we had 

proceeded to launch an ICMP flooding attack using hping3 [4]. In either ways, the 

subsystem was able to detect and store security event on the database. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Reception of ICMP Packets 

6.2. Test of the Analyze Subsystem 

This subsystem searches the information stored on the security event database and tries 

to detect the ICMP flooding. For this purpose, it calculates the duration of every 10 ping 

requests. When this duration is very low, the subsystem proceeds the same way but with 

every 100 ping requests. If it is also very low, it proceeds with 10000 ping requests and so 

on. Figure 4 shows the results of this mechanism.  
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Figure 4. Analysis of Received ICMP Packets 

The number of packets to calculate or the threshold that helps to detect the attack 

depends on how the target (i.e. The VM targeted by the ping requests) is solicited. In our 

test, the target is on a LAN with four other machines. So it is legitimate that we would 

then suspect and notify for an attack with the reception of the first 100 ping requests. 

Besides, we can see in the graph that for 100 packets the duration is too much low which 

is not normal in normal conditions. When the system moved to 1000 ping requests, we 

can clearly see that the duration is too low to not consider it as an attack. 

 

7. Conclusion 

The objective of our work is to increase the availability of Cloud services by enhancing 

the detection of DDoS flooding attacks. Our proposed system tries to take advantage of 

mobile agents and their ability to work in a distributed and collaborative way to keep an 

eye on Virtual Machine permanently. The simulations ensure the good response of our 

system when a deviation of the threshold value occurs. Future works will aim to first 

complete the implementation of our system. We have to analyze security events 

concerning SYN and UDP flooding attacks. We expect to integrate our system with an 

existing intrusion detection system. Like we said before, DoS and DDoS attacks are 

usually launched to deflect targets attentions from an organized and principle attacks. We 

want to see how our system can help the main IDS node to detect DoS/DDoS flooding 

attacks and relieve it so that it takes care of other more intelligent attacks. 
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