International Journal of Security and Its Applications
Vol. 11, No. 11 (2017), pp.31-40
http://dx.doi.org/10.14257/ijsia.2017.11.11.03

Security Problems of SOA Applications

Muhammad Qaiser Saleem

College of Computer Sciences and Information Technology, Al Baha University,
Al-Baha, Saudi Arabia
muhammad.qgaiser.saleem@gmail.com

Abstract

Service Oriented Architecture has gained the popularity in the market because
workflows of a business process can easily be realized by the composition of services.
Post-development stages express the real strength of the SOA paradigm when a new
business process can be realized by just composing existing services and a new
application is developed by just assembling existing reusable services. However; due to
increase in the number of services, connectivity between the services also increases which
causes the rise of the security risk exponentially. Security, which is one of the most
important aspects of any software system, is often neglected or given less importance
while developing SOA applications. This paper compiled the work of different researchers
working in the area of SOA security. The focus of the paper is to present the security
problems of SOA applications highlighted by the several authors. These security problems
must be addressed for the development of secure Services Oriented applications.

Keywords: SOA Application, SOA Security, SOA Security Standards, Model Driven
Security

1. Introduction

In today's market, the Information Technology (IT) environment is Network/Internet-
centric. Cloud computing, Service Oriented Architecture (SOA), and Software as a
Service (SaaS) etc. are popular architectural styles. This Internet/Network-centric IT
environment provides the IT agility which is the hot demand of today's business [1, 2].
Currently, SOA is the best available IT environment for enterprises for achieving agility,
interoperability, and other goals. SOA paradigm promises “1) rapid application
development to significantly enhance corporate agility 2) automated business processes
and 3) multi-channel access to applications” [3].

Business and IT domains can easily merge in SOA environment which facilitates the
application development. Software applications are deployed over the Internet as a
service. To develop business applications, these services are composed/integrated within
or across organizations to form Internet-based systems [4]. The paradigm of SOA
promises inter-operability and integration ensuring the availability of resources in the
form of services over the network. The SOA paradigm utilizes services as a fundamental
element for developing applications [5] and makes the application development easy by
coupling services over the Internet or intranet [6]. A business application can be
developed as a runtime orchestration of a set of services. Moreover, SOA has transformed
the Internet from being a repository of data to a repository of services [7]. In addition to
that, SOA is also a design model where application logic is encapsulated within service
which interacts via a common communication protocol [8, 9]. Post-development stages
express the real strength of the SOA paradigm when a new business process can be
realized by just composing existing services and a new application is developed by just
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assembling existing reusable services [3]. Furthermore, SOA is an architectural style in
which software applications are developed by integrating the loosely coupled reusable
services through their standard interface. Services are independent of platform, location,
language, location. Furthermore, these services may be requested from the provider or
locally developed.

Along with all the positive aspects of SOA, it is also a very complex environment
where software applications are comprised of several distributed components such as web
servers, databases, and storage nodes, computing nodes etc. and these components are
distributed across different independent administrative domains. Furthermore, SOA is a
loosely-coupled, complex, heterogeneous, distributed architecture which is composed of
complicated firewalls topologies, and intermediate server where organizational resources
and assets are visible by business services [6, 10]. Managing such a complex environment
IS not an easy task.

Security, one of the most important aspects, is often neglected or given less importance
while developing SOA applications. With the increase in connectivity among the services,
security risks rise exponentially. Business services located in various businesses are
composed to form application, these businesses have their own security infrastructure [6].
These security infrastructures may work among each other or not, it is a big question.
Furthermore, loose coupling nature of SOA paradigm also affects the security of business
applications. Web services are re-configurable, re-useable and have to serve in several
different scenarios. Same would be the case expected for security control i.e. it should be
fit in the new situations and realizes the security objectives in the different environment
[11], however, is security control work in the new scenario? it is a big question.
Moreover, to enforce the security goals, several security implementations , security
protocols, access control models are emerged during the past few years [6, 10]; however,
focus of these SOA security protocols and security standards is towards technological
level [12], i.e. they do not deal with the high level of abstraction.

The objective of this work is to highlight the security problems of the SOA
environment highlighted by different researchers in their work. These security problems
of the SOA environment must be addressed for a secure development of SOA
applications.

Initially, in section 2, the paper presents an overview of the SOA environment, its
architecture, building blocks, and standards, so a reader can have an idea of the SOA
environment. Later on, in section 3, the security problems, which SOA applications are
facing in these days, are discussed in detail. These security problems are divided into nine
groups with a suitable title.

2. Service Oriented Architecture

In SOA environment, software applications are comprised of reusable, loosely coupled
services which are integrated through their standard interface. Services are independent of
location, platform, and language; moreover, they may be locally developed or requested
from the provider. A software application can be realized as a runtime orchestration of a
set of services. Services are used but not owned by the user and they reside on the
provider's side [13-15]. The SOA is also called a “Find, bind and invoke paradigm” [4,
16] as shown in Figure 1.
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Figure 1. Collaboration of Services in an SOA Environment [4, 16]

Service provider, publish the description of service in a service registry. Service
consumer/user search the service according to their description in the registry and use the
services if found [4].

2.1. Building Block of SOA

A service is the basic building block of SOA paradigm. A service can be defined as “A
service is an implementation of a well-defined piece of business functionality, with a
published interface that is discoverable and can be used by service consumers when
building different applications and business processes” [17]. These services are regarded
as platform-independent, autonomous, computational elements that can be programmed,
published, described, discovered, and orchestrated using standard protocols for building
software applications [18]. In [15] authors describes different characteristics of a service
such as discoverable, interoperability, self-contained etc. A service must contain these
characteristics for an ideal SOA implementation; however, in practice, SOA application
relaxes or limits these characteristics. In [17] authors called these characteristics as
service-level-design principles and enlist many more properties for services.

Technically, a service consists of three parts: 1) Contract: It provides the formal and
informal specification of the service. 2) Interface: It is a technical representation of the
operations provided by the service which a client can invoke. 3) Implementation:
This is the actual logic of service [16] as shown in Figure 2.
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Figure 2. Essential Service Elements [16]

An SOA paradigm can be implemented with different technologies like the Common
Object Request Broker Architecture (CORBA), Web services and JINI (pronounced GEE-
nee; loosely derived from the Arabic for magician) etc. as represented in Figure 3 [15].
However, Web services technology is a widespread instantiation of an SOA [15, 19]. Web
Services has high interoperability, well-defined abstraction layer approach, and broad
industry support [20]. Due to broad industry acceptance of Web services, web services
and SOA names are used interchangeably [3] which is a common misunderstanding.

SOA
Web .
Services CORBA Jini e
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Figure 3. SOA and SOA Technologies [15]

2.2. SOA Standards

There are several XML based standards which lies the foundation of the Web Services
technology e.g. SOAP (Simple Object Access Protocol), UDDI (Universal Description,
Discovery, and Integration), WSDL (Web Services Description Language) etc. [11, 15] as
can be seen in Figure 4.
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Figure 4. Protocol Stack of Service Discovery, Description, and Invocation
[11]

WSDL is used for the service interface description, SOAP messages are used for the
communication between services and UDDI is used for the description and discovery of
services into/from the service registry. Service provider; publish the description of service
in a service registry. Service consumer/user search the service according to their
description in the registry and use the services if found [4].

3. Security Problems of SOA Applications

After having a brief discussion about the SOA environment, the core of this paper is
presented in this section i.e. the security problems of SOA environment. Different
authors, working in the area of SOA security have highlighted several security problems
of SOA application. For the sake of simplicity, these security problems are grouped into
nine separate groups and given a suitable title. A detailed discussion is provided below.

3.1. Security is not Unified with Software Engineering Process

Ideally, security must be unified along the software engineering process for SOA
application development. However; in practice, it is implemented in an ad-hoc manner i.e.
during the implementation phase or during the system administration phase or sometimes
it is outsourced [21].

In many cases, security is left to the developer and added after the implementations of
functional requirements. The development of SOA system is very complex; which a
developer alone cannot meet anymore. Sometimes security is added at the time of
integration of distributed applications. SOA applications are coupled over various
protocols and network technologies, just adding security to software applications is
not a realistic approach [6, 22] because all the required security information is not
available at the downstream phases [6, 23]. This approach degrades implementing
and maintaining the security of the system [24]. Security goals are very complex,
which would make the SOA application easily prone to error. Moreover, finding,
removing or repairing security defects towards downstream would be a tedious task
and it would increase the cost as well [6].

3.2. Security Objectives are not Defined at “Business Process Modelling” Level

Business process modeling is defined as “a set of activities and execution constraints
between these activities”. It is considered as a foundation of an organizational work-flow
[12]. Several well defined and standardized notions are available in the market to model a
business process UML is one of the examples of these notions. These notions are used by
the business domain expert to model the business process depicting certain business
logic.

To model the security objectives, business process modeling is the most appropriate
layer [12]. Empirical studies reveal that the security requirements can be specified
by the Business Domain Experts at high levels of abstraction [21]. However, while
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modeling the business process, the focus is towards modeling of functional
requirements of the software system and the “notion of security” is often neglected.
It is happening due to several reasons e.g. no currently available business process
modeling language has the ability to model the security objectives [25] and the
business domain expert may not be a security expert [21, 26]. Furthermore; two
different and disjoint models are created one for security model and the other for system
models, moreover, these models are expressed in different ways i.e. a security model is
represented as a structured text whereas a system a model is graphically represented in a
modeling language like a UML [21].

It is obvious that the security expert and business domain expert, both should define
their requirements i.e. business requirements and security requirements collaboratively
during business process modeling. The business domain expert is facilitated with the
several standardized and well-defined notations for service orchestrations which are
available in the market. However, the problem is the currently available business
process modeling standards are unable to capture security goals as the first-class
citizen during the business process modeling. As a result, security experts only able
to specify security goals at a very technical level causing loss of valuable security
domain knowledge [10].

3.3. Differences on “Notion of Security”

Business analyst (business domain experts) at one side and technical people (Security
experts and developer) at another side; have differences on the notion of security.
Business people define security goals at very abstract level i.e. in the context of business
logic to achieve some business goal. Whereas, technical people want to realize these
security goals through some technical means i.e. through some implementation or
algorithm or protocol [11]. For example “authorization” is defined by a business analyst
for accessing an application. Technical people have several choices for the
implementation of “authorization” i.e. four-eyes-principle or a certificate based
authorization mechanism etc. There may be a different implication for implementing a
particular authorization mechanism, maybe from a juristic point of view or any other
point of view. It may require the re-organization of the whole business process [11].

3.4. Security Requirements are Specified in “Non-Formalized” Way.

In practice, while modeling the business process modeling, security objectives are
specified in “non-formalized” way. Normally these security objectives are specified by
the business department as an unstructured text. As natural language is ambiguous, one
can derive several meaning from it. If these security specifications are misunderstood by
the IT security department, an error-prone and a complicated coordination process
between both departments arise. This result in a loss of security requirement sovereignty
by the business department which is the owner of the application [27].

3.5. Problems in Current Security Standards for Web Services based SOA
Applications

To build a business application, Web Services located in various businesses domains
are connected. These businesses domains have their own security infrastructure [6]. To
enforce the security goals, several SOA security access control models, protocols, and
security implementations have been developed during the last few years [6, 10]. However,
the problem is, the focus of these security access control models, protocols, and security
implementations are towards the technological level, they do not provide a high level of
abstraction. [12, 28]. This approach will lead to security vulnerabilities. It justifies
spending more effort in defining security objectives in pre-development phases, where
finding and removing an error/bug is easy and cheaper [29]. Furthermore, mastering these
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security access control models, protocols, and security implementations is also a daunting
task [12, 28].

Currently, plenty of standards like WS-Security, XACML, and WS-Trust etc. are
available in the IT market to fulfill the security requirements of SOA applications based
on Web Services. However, these Web Services-based SOA security standards mainly
have two kinds of limitations. Firstly; they only provide the technical details of
these security requirements and do not provide low-level abstractions about them.
Application design is not their focus, their concern is to abstract the heterogeneity
of the middleware platform. It means; business domain expert cannot utilize them
during defining the functional requirements; he has to adopt some other means to
represents the security requirements. Secondly; enormous growth in these security
standards and their inter-dependencies issues make it daunting task for developers
for mastering and utilizing them [28].

3.6. Unclear Security Objectives for SOA Applications

Numerous security objectives for the SOA environment can be found in the literature
e.g. Confidentiality, Integrity, Availability, Auditing, Non-Reputation etc. These SOA
security objectives may be different for different stakeholder like business process
experts, vendors, consultants, security experts etc. Moreover, these SOA security
objectives can be related to some specific deployment, technology, business case,
governance etc. Unclear SOA security objectives result in unclear security implication
which is mentioned as one of the topmost issues that limit the SOA benefits and hence
slow down the adaption of it in the IT market [1].

Furthermore, current Model Driven Security (MDS) approaches do not describe the
consistent selection of security objectives for SOA environment. In MDS approach, a
business processes model is enhanced with security objectives [12].

3.7. Inability of the current Business Process Modelling Languages to model the
Security Objectives

Currently, business process analysts express the business logic of the SOA applications
with the help of a general purpose modeling languages e.g. Business Process Modeling
Notions (BPMN) or UML [30]. A general-purpose modeling language has a broader
scope which results in several limitations. For example, there may be a situation where
these languages are not appropriate for modeling the specific domains e.g. real-time,
security, etc. Moreover; there may be a situation where the syntax and semantics of the
elements of these languages are not able to express some specific concepts of particular
systems. Furthermore; elements of these languages are normally too abundant and too
general, there may be a situation when these elements may be restricted or customized
[31].

Currently it is possible to express some characteristics of SOA applications as a part of
business process models such as service orchestration and choreography; however, it is
not possible to express the security goals as a part of business process model [10].
“Currently available business process modeling languages do not have the ability to
capture security goals [25]¢. Similarly, currently available business process
modeling tools such as MagicDraw do not cater all the characteristics of a software
system; security is one of them [20].

3.8. Security is Not Defined during Services Composition Modeling

SOA applications are basically a composition of services which are scattered across the
Internet. Several web services composition frameworks/methods are proposed [32-35];
however, the notion of security is neglected in almost all of them i.e. security objectives
are not defined during the services composition modeling. These frameworks just
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describe the different combinations of steps/phases for services composition, however;
they do not define the security objectives during the business process modeling of SOA
applications. People [36] are presenting framework, where they are trying to define the
security objectives along the services composition modeling; however, they only define
the security along the business process modeling and do not provide any information
regarding the security implementation.

3.9. General Security Problems of SOA Applications

Few general security problems of the SOA Applications are discussed in the following

paragraphs.

a) In practice, security requirements are implemented in the system with a
programming language dependent handcrafted fixed code. Such inflexible code
cannot meet the unforeseen challenges of an SOA environment such as patchy
platform technologies, change in business logic or workflow variations etc. [37].

b) Basically, SOA applications are virtual-organizations; the security challenges of
SOA applications cannot be met by relying on Proven Patterns and Best Practices
[11].

c) “Loose Coupling” is one of the prominent characteristics of SOA paradigm which
also affects the security of SOA applications. Web services are re-configurable and
re-useable and they have to serve in multiple different scenarios. Same would be
expected from security control i.e. it should be served in the different environment,
which is not practical [11].

d) The security objective, “Authorization” is the only focus of the current security
modeling approaches which is not feasible to enable a comprehensive verification of
security policies [12]

4. Conclusion

This paper has compiled the work of several researchers working in the area of SOA
security. Several security problems of SOA environment are presented which are
highlighted by the several prominent authors working in the area. We believe our efforts
will benefit IT practitioner as well as the researcher as well. It will facilitate the IT
practitioners in understanding the security problems faced by SOA applications to
develop secure SOA applications. Furthermore, our efforts will also facilitate the
researchers in the area of SOA security to get the ideas about the research focuses; it will
serve as a basis for understanding and further improvements in the said areas.
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