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Abstract 

Cloud computing is an emerging technology that facilitates companies in the IT sector 

and Education Sector. Authorization is a major security concern in any organization. The 

small organization is not interested to implement bulky access controls that are utilized a 

large amount of bandwidth and cost.In this paper, we had analyzed the problem of 

authorization computation complexity and so we give an efficient light weighted 

authorization method. Authorization process involves number of rules validation before 

providing access to resources. We propose an Authorization process that is less complex 

then exiting Authorization access control methods, in which we use predicate logic rule-

set, which reduce the policy misinterpretations and policy misconfigurations. In which we 

enable the architecture with fixed policy rules and user-defined policy rules. We did 

target the small organization for design this framework. In this paper we consider case 

study of educational system and in which we find better results than other authorization 

systems. 
 

Keywords: Authorization, Predicate Logic, Authorization Rule Sets, Cloud Computing, 

Authorization Framework. 

 

1. Introduction  

Cloud computing is a pool of resources internally connected and shared with multiple 

parties; resources are easily provisioning and de-provisioning to the clients. Cloud 

computing is completely based on virtualization technology and authorization is major 

security concern as it growing worldwide.  

In the current developing scenario, most of the organization interested to build own 

cloud environment that is called ‘Private Cloud.' Rather than taking the service from a 

third party, a big organization interested in building their infrastructure, software or 

platform cloud that require a large budget and a lot of skilled resources. Due to this 

reason, cloud computing technology is growing rapidly and improving to accommodate 

most of the organization requirements. While there are a variety of benefits to adopting 

cloud computing, there are also many challenges facing cloud computing are security and 

privacy issues such as authentication, authorization, and accounting. So we need a secure 

access control for cloud computing technology. 

 This paper describes an authorization framework and generic architecture for our case 

study, which is much closely related to any academic organization and that has to be 

interested to build own cloud environment within the organization. Any organization have 

their own data and interested to be make it confidential and secure so most of the 

organization do not have trust in third-party cloud service provider and interested to 

develop own cloud infrastructure within organization and maintain and run this cloud 

service with minimum human effort. They do not need highly complex, and bulky 

security mechanism because they need to access all resources within the organization and 
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by the internal employee only. We already proposed authentication protocol for same 

infrastructure [1] and in this paper we proposed an authorization framework that will 

manage and maintain with minimum human effort and very much cost effective for any 

academic organization. This is authorization process consumes less memory and time 

during a large amount of client authorization process. 

 

2. Related Work 

      Our proposed authorization framework is quite similar to previous research work 

done in the same domain. In 2001 jajodia et al. [2] proposed a flexible authorization 

Framework (FAF) called FAF to enforce various access control policies within an 

integrated data store. Similar to this paper other web service access control, involves 

logical languages [3], [4], [5] and context-aware models [6]. Some other access control 

models use eXtensible Access Control Markup Language (XACML) [7] and Security 

Assertions Markup Language (SAML), but XACML are used for the access control 

mechanism. XML knowledge is requiring writing rules in XACML, because all access 

control policies must be expressed in XML only. Our model does not require these 

constraints for user/administrator. In 2006, Weider D. Yu et al. [8] proposed a new 

language ARSL to overcome the previous issues in implementing authorization in Web 

Services. David W. Chadwick et al.[9] proposed a privacy-preserving authorisation 

system in which user can set their privacy policies and then enforce them so that 

unauthorized access is not allowed to their data. In this system, they designed Master PDP 

(policy decision point) which resolves policy conflict and user_PDP to make 

authorization decision that will enforce by PEP (Policy enforcement point). 

     Similar work is done in Grid environment by Mustafa Kaiiali et al. [10] proposed 

Grid Authorization graph techniques in which they use Hierarchical Clustering 

Mechanism (HCM) to handle repetitions in checking security rules but HCM is not 

entirely free from repetitions  and cannot handle OR-based security policies then they 

proposed Grid Authorization Graph to overcome HCM limitation in same paper. Umer 

Khalid et al. [11] introduced an architecture for secure and privacy-enhanced 

authentication and authorization architecture in which they use IDMS (identity 

management system), token mechanism and certificate authority to authenticate the user. 

For authorization, token forwarded from the authentication server to the authorization 

server. Authorization server received an encrypted access token and decrypt the token  

using symmetric to get user ID then authorization server checks for policies against user 

ID. Based on policies using policy combiner algorithm that result in the permit, deny or 

undefined.   

In 2013 Amal Alsubaih et, al. [12] proposed an Authorization as a Service for Cloud 

Environment, in which they use prolog-style stratified logic programming rules to define 

the authorization policies which is similar with FAF.  In this paper they designed 

permission formation architecture that includes information about Role store, Role 

Hierarchy, Permissions, Business Task, etc. they included consistency check 

Completeness Check and conflict check. Nelson Mimura Gonzalez et al. [13] proposed a 

framework for authentication and authorization based on credentials in cloud computing. 

In this paper, they established a relationship between entities, attribute, identities, and 

credentials. Based on credentials they stated that what action an object can perform in 

cloud environment and credentials can also define rules and policies that an entity has to 

follow within the context of cloud, which includes financial obligation, legal aspect, and 

operational directives. 

In 2014 Ehtesham Zahoor et al. [14] proposed a CATT Framework includes trust and 

temporal aspects. This model can handle different qualitative, quantitative, and periodicity 

based temporal constraints. They are also presented architecture for authorization policy 

evaluation using DECReasoner Tool.Various number of authorization systems are 
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available in current scenario but time to compile authorization rules and ambiguity is still 

a big problem. Because cloud is dealing with very large number of users per second so 

still we need a new authorization method and architecture for minimizing these two 

problems. So we did start our work to resolve this problem and developed a new 

framework for authorization system.  

 

3. Proposed Work 

Authorization is a process by which only authorized user/client will access the 

resources. The resource may be files/ machine / software, etc. we assume that cloud 

environment is secure and only authenticated user/client will send an access request to the 

server. Within which authorization server will check the authorization rule set to verify 

that access request have sent by an authorized user/client only. In this paper, we proposed 

authorization framework in which user/client privacy and data are hidden from other 

users. We provide the framework that resolves policy inconsistencies and conflicts within 

authorization rule sets. The basic idea of our solution is given in Figure 1. In which we 

define the Authorization Policy Store, contains the following information. 

Role:  user role by which access request is generated. 

Object: Object is representing user that associated with the particular role. 

Resources: resources may be file/ machine/ software, etc. here we select the file as 

resources. 

Role Hierarchy (optional): role hierarchy information is stored in the database but it is 

optional because some organization is not required to define it. 

General Policy: general policy defined by the organization based on role or role 

hierarchy. 

User Defined Rules:  these rules are defined by resources owner. The owner is not have 

right to give permission to another user /client. It includes date and time of start and end 

of this access permission. 

Conflicting permission check:  it is based on “conflict of interest” principals. 

All set of authorization rules: it will include all rules sets defined by the general policy 

scheme and user-defined rule set.  

In this paper, we use predicate logic (so called first order logic) to defined rules for 

authorization. 

Why we select predicate logic? 

1. It defined rules without policy misinterpretation (no ambiguities). 

2. It defined rules without policy misconfigurations. 

3. Predicate logic is abstract, flexible and extensible. 

4. Its enforcements mechanism with proofs. 

In above authorization framework, all rules are stored in authorization policy store in 

the form of predicate logic expressions. The compiler will compile all rules and store in 

compiled authorization rule set. When user/client send access request, then it will check 

and validate in a layer of “compiled authorization rule set”. User (resources owner) will 

grant permission to another user for access resources that created (OR having authority) 

by that user. 
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Table 1. Grammar 

a. Formal Grammar for Predicate Logic (as per our architecture) 

𝐕𝐚𝐫𝐢𝐚𝐛𝐥𝐞:               𝐯 = 𝐱|𝐲|𝐳 … 

𝐂𝐨𝐧𝐬𝐭𝐚𝐧𝐭:             𝒄 =  𝒓𝟏|𝒓𝟐|𝒓𝟑. . . . . . |𝒐𝟏|𝒐𝟐|𝒐𝟑. . .. 

𝐓𝐞𝐫𝐦 ∶                    𝒕 =  𝒗|𝒄 

𝐏𝐫𝐞𝐝𝐢𝐜𝐚𝐭𝐞𝐬             𝐏 =  𝐀|𝐎|𝐑|𝐇𝐑|𝐅 |𝐎𝐖 

                              𝐀 = 𝐀𝐜𝐜𝐞𝐬𝐬, 𝐎 = 𝐎𝐛𝐣𝐞𝐜𝐭𝐬, 𝐑 = 𝐑𝐞𝐬𝐨𝐮𝐫𝐜𝐞𝐬, 𝐇𝐑 =
𝐇𝐑 𝐝𝐞𝐩𝐭,  

   𝐅 = 𝐅𝐢𝐧𝐚𝐧𝐜𝐞 𝐃𝐞𝐩𝐭/𝐀𝐜𝐜𝐨𝐮𝐧𝐭 𝐃𝐞𝐩𝐭 

                               𝐎𝐖 =  𝐎𝐰𝐧𝐞𝐫             𝑨𝒕𝒐𝒎: =
 𝑷𝒕𝟏, 𝒕𝟐, 𝒕𝟑. . . . . . 𝒕𝒏  , 𝒘𝒉𝒆𝒓𝒆 𝒏 𝒊𝒔 𝒕𝒉𝒆 𝒂𝒓𝒊𝒕𝒚 𝒐𝒇 𝑷. 

 𝐄𝐱𝐩𝐫𝐞𝐬𝐬𝐢𝐨𝐧: ȹ = 𝑨𝒕𝒐𝒎| ¬ ȹ | ȹ Ʌ ȹ | ȹ 𝑽 ȹ | (ȹ →  ȹ) | ȹ 
↔  ȹ | ∀ ȹ | Ǝ ȹ 

 

 

Figure 1. Authorization Framework 
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Table 2. Formal Notations 

𝑶𝒐𝟏 ∶   𝑶𝒃𝒋𝒆𝒄𝒕 𝒊𝒔 𝒐𝟏 

𝑶(𝒐𝟏∨𝒐𝟐)  ∶  𝑶𝒃𝒋𝒆𝒄𝒕 𝒐𝟏 𝑶𝑹 𝒐𝟐 

𝑨𝒓𝟏 ∶  𝑨𝒄𝒄𝒆𝒔𝒔 𝒓𝒆𝒔𝒐𝒖𝒓𝒄𝒆 𝒓𝟏 

𝑨𝒐𝟏,𝒓𝟏 ∶  𝑨𝒄𝒄𝒆𝒔𝒔 𝒓𝒆𝒔𝒐𝒖𝒓𝒄𝒆 𝒓𝟏 𝒃𝒚 𝒐𝒃𝒋𝒆𝒄𝒕 𝒐𝟏 

𝑨𝒐𝟏,𝒐𝟐 ∶  𝒐𝟏 𝒂𝒄𝒄𝒆𝒔𝒔 𝒂𝒍𝒍 𝒓𝒆𝒔𝒐𝒖𝒓𝒄𝒆𝒔 𝒐𝒇 𝒐𝟐 

b. Derivation of Authorization Rules 

Hierarchical system 

In the below mention tree structure represent objects and resources based on access 

permission. Here o1,o2,o3,o4,o5,o6,o7  represent objects and r1,r2,r3,r4,r5 represent 

resources.Here R1= r1, r4 and 𝑅2=r1, r4, r5.  

Based on below hierarchical structure If o4 access R1 (r1, r4) then o2 can also access 

R1 and o2 have the right to access the o4 object. 

 

 

Figure 2. Hierarchical Structure of Object and Resources based on        
Access Permission 

Ao2,o4 Ʌ Ao4,R1  →  Ao2,R1     (Transitive Rule) 

If o5 access r5 then o2 can also access r5 and o2 have the right to access the o5 object. 

Ao2,o5 Ʌ Ao5,r5 →  Ao2,r5     (Transitive Rule) 

If o2 having right to access R1 and r5, then we can write  

 Ao2,R1Ʌ Ao2,r5  → Ao2,R2      (Summation Rule) 

Where R2= R1 Ʌ r5 

Similarly for o3: 

Ao3,r1 Ʌ Ao3,R3 → Ao3,R4      (Summation Rule) 

Where R3=r2, r3, and R4= R3Ʌr1 

Similarly for o1: 

Ao1,R2  Ʌ Ao1,R4   →  Ao1,R5     (Summation Rule) 

Where R5=R2ɅR4 (R5=r1, r2, r3, r4, r5) 

 

In programming implementation we need a algorithm to calculate access true or NOT 

true. We use following algorithm for our implemtation model. In Algorithm 2, we use it 

for hierarchical structure to find that object is having authority to access resource yes/no. 
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In our arcitecture we store each object position in our database and fetch that information 

when we want to calculate result value. 

 

Algorithm 1 

 

 

 

 

 

 

 

 

 

We consider object position as root postion because if any sub node having access right 

to resource then only root have right to access that resource. We start tree travarsal from 

object postion in step 2.4. when any node or leaf node having value r (in step 2.5)we stop 

travarsal and change value of result in step 2.6. 

 

c. Optimization of Rule Sets 

This is one of the essential features of our proposed work in which we will optimize 

our rule set that on the basis of minimum checking or scanning of rules we will check the 

authorization of any user. 

Table 3. Object and their Access Resources 

 
  

We take above mention table 3 as example to explain this feature. 

For resources r1: 

Rule 1: If object is o2 then access r1 

Oo2 → A o2, r1 

Rule 2: If object is o1 then NOT access r1 

Oo1 → ¬ A o1, r1 

Input: Name of object and name of resource r 

Output: true /NOT true in result variable 

 

Algo: 

2.1        Let result =NOT True; 

2.2        Fetch object position from database. 

2.3        Consider object position as root node. 

2.4            Start tree traversal from root to leafs (lowest level). 

2.5                  If (node = r)  

2.6                  result=true;                 // break the loop// 

2.7             End traversal; 

2.8        return result; 

 

 

 NOTE: 

 In our model each and every object is have their fixed position in hierarchical tree 

structure (as you know, we consider architecture of educational institution). We store 

each object position in our database in table format structure. 
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Rule 3: If object is o3 then NOT access r1 

Oo3 →¬ A o3, r1 

Rule 4: If object is o4 then NOT access r1 

Oo4 → ¬ A o4, r1 

Rule Optimization: We can integrate these four rules into single rule:- 

No object can access r1 except access by o2 OR 

For all x in set of O except x=o2 cannot access resources r1 

 ∀ x ((x ϵ O Ʌ x ǂ o2) →¬ A x, r1 ) 

 

d. Syntax Tree of Authorization Rules 

In this part, we will draw syntax tree for the purpose of designing compiler for this 

predicate logic formulation. 

For Example: 

∀ x ((x ϵ O Ʌ x ǂ o2) →¬ A x, r1) 

 

 

Figure 3. Syntax Tree for “∀𝐱 ((𝐱 𝛜 𝐎 Ʌ 𝐱 ǂ 𝐨𝟐)  → ¬ 𝐀 𝐱, 𝐫𝟏)” 
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4. A Case Study of Feasibility of Proposed Work 

 

 

Figure 4. Generic Architecture for Proposed Authorization Framework 

We consider an educational system in which multiple departments are running with 

their responsibilities. In an education institute consist of various departments like account 

department, HR department, registrar office and various branch wise department. Here we 

consider two department HR department and account department as sample execution of 

proposed authorization system as shown in given Figure 4. 

Following Terms are used to define this framework: 

Resources:                              ri | i ∈ {1,2,3 … n} 
Resource Sets:                         Ri | i ∈ {1,2,3 … n} 
Authorization rules:              ari | i ∈ {1,2,3 … n} 
Authorization Rule Sets:       ARi  | i ∈ {1,2,3 … n} 

Objects:                                    oi | i ∈ {1,2,3 … n} 
Object Sets:                              Oi   | i ∈ {1,2,3 … n} 

Authorization Servers:           ASi | i ∈ {1,2,3 … n} 

Owner:                                    OWi  | i ∈ {1,2,3 … n} 
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Here we consider the resources as files created by department employee’s (view as 

objects). In this framework, we will find some roles/responsibilities/designations in the 

department as objects and different file records as resources. We are having some 

responsibilities of account department like account manager, credit and collection 

manager, Payroll Manager, Tax accounting. 

Table 4. Object with their Authorized Resources  

Object/Responsibility/role (O) Access Resources 

Account Manager ( o1) OR AM Student Records(r1), Employee Records(r2), 

Employee Monthly Salary(r3),  etc. (all 

Documents) 

Credit and Collection Manager( o2) 

OR CCM 

Students Records (r1), Student Fee Collection (r5), 

Govt. And Other organization funds(r8) 

Payroll Manager (o3) OR PM Employee Records(r2), Employee Monthly salary 

Calculated (for each month)(r4) 

Tax Accounting ( o4) OR TA Employee Monthly Salary (r3), Employee Monthly 

salary Calculated (for each month)(r4), College 

other Expenses(r6), Purchasing and selling(r7) 
 

Above mention table explains the Authorized Access permission for each object. Each 

resource associated with their owner, which create the resource or having the right to give 

permission to access for other objects.  We create this table based on assumptions, and it 

will vary from each organization. 

Table 5. Resources with their Owner 

Resources (Files)  ( R ) Owner of Resource ( OW) 

Student Records (r1) OR Stu_R Account Manager (o1) 

Employee Records(r2)  OR Emp_R Account Manager (o1) 

Employee Monthly Salary (r3)   OR EMS Account Manager (o1) 

Employee Monthly Salary Calculated(for each 

month) (r4) OR EMS_ Cal 

Payroll Manager (o3), Account 

Manager (o1) 

Students Fee Collection(r5) OR Stu_FC Credit and Collection Manager( o2), 

Account Manager (o1) 

College Other Expenses (r6)  OR COE Account Manager ( o1) 

Purchasing and selling (r7)  OR PAS Account Manager ( o1) 

Govt and other Organization funds (r8) OR 

GAOF 

Account Manager ( o1) 

 

In above mention, table describes the ownership of each resource. In which account 

manager having ownership of each resource because account manager is a higher level in 

account department. 

After describing and formulating these tables, we will start to write authorization rules 

for each object. Rules are associated with each resource because request always generated 

for resource and be checked at Resource Storage server. 

 

5. Comparison with Other Authorization Methods 

In our proposed model, there is no requirement of the knowledge of any 

programming language. Where as XACML based authorization model requore knowledge 

of XML Language. Using our model we reduce the cost of education or small 

organization because if they hire a third party for authorization purpose then they need to 

pay a considerable amount for this service.  The predicate is very simple and 
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understandable logic language that has very simple syntax to write any new authorization 

rules. It has no ambiguity and consistent style. It is flexible and easily extensible. Unlike 

the authorization provided by “.NET framework” this framework decouples the 

authorization rules for the corresponding organization. Authorization rules and code for 

implementing rules are same. 

 

6. Result and Analysis 

In this section, we evaluated scalability and performance of proposed framework and 

the developed compiler for parsing authorization rules set. The following graph shows no 

of functions and time in milliseconds in a single access rule. We draw this Figure 5 using 

several input files. Each file had a single rule with number of constraints. The above 

diagram shows that as well as we increase the no of functions time increases gradually 

and maintain the performance linearly. Its shows our framework is easily scalable and 

retains the scalability with minor changes in time to execute the functions. 

 

 

Figure 5. Time Vs No. Of Functions 

 

Figure 6. No. Of Rules Versus Time 

The second graph (Figure 6) we draw to see that if no of rules increases then what 

effect on our framework. This graph shows the tradeoffs between number of rules in files 

and time in msec. Here we can see that as we increase the number of rules, the rules 

checking time increase gradually but it is better as compared to other framework where 

time increase exponentially. 

After theses two we will draw a graph (Figure 7) between no. Of predicate rules 

executed versus time require for execution in our framework.  
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Figure 7. No. of Predicate Versus Time Graph 

The data obtained from above experiments shown in the Figure 7. The time increasing 

as well as no. of predicate execute for each rule is increasing.  

 

7.  Conclusion 

Authorization is a significant security issue in cloud environments, and customers are 

ready to pay big amount for this service. But this is a big headache for a small 

organization that moves to cloud service. By using this framework, they can manage 

authorization process with minimum effort and cost. The main features of our proposed 

framework are authorization rules consistent, complete and conflict check. 

Implementation of our framework in any organization is smooth and comfortable to 

maintain the authorization process. The time to generate code in a high level language is 

not a major overhead, and other authorization methods adopt this framework cab based on 

attribute based, role-based, content based, etc.  
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