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Abstract 

Based on the idea of the encryption algorithm, a new method for data storage in cloud 

computing is designed. First of all, gives the cloud data security framework in 9 steps; 

secondly, the data encryption and data decryption algorithm is designed by combining the 

multiplication, addition, update algorithm and the specific operation; thirdly, combining 

the index and scanning technology and according to the reverse order strategy design a 

data retrieval algorithm. Experimental results show that the proposed method in data 

encryption, data decryption, data retrieval and other aspects of the implementation of the 

efficiency is significantly higher than the BGV algorithm, and more suitable for the safe 

storage of cloud data. 
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1. Introduction 

Cloud computing provides on-demand services for cloud computing users by using 

virtualization technology and distributed computing technology to build a huge pool of 

resources to integrate computing resources in the network idle[1]. Cloud users only need 

to purchase or lease the computing resources they need without having to care about the 

sources and management of these resources. It freed from the pressure of the cloud users 

from infrastructure management and maintenance work, so that users can focus more on 

their core business [2]. Therefore, more and more enterprises, institutions choose cloud 

computing services as its information resource management service providers and cloud 

computing services has become an important business in the field of IT. IBM, Amazon, 

Google, Microsoft and other companies have also launched their own cloud computing 

service [3-4]. 

In order to promote the development of cloud computing faster and better, cloud 

computing security issues have to be effectively resolved. At present, the research 

institutions, government organizations and cloud service providers have invested a lot of 

manpower and material resources to study and solve the security problem of cloud 

computing [5]. In order to promote the healthy and rapid development of cloud computing 

and cloud storage services, and to provide safe and effective personal information service 

for individuals, businesses and society, various research institutions, enterprises have put 

forward cloud security solutions or suggestions[6]. 

Kumar proposed a comprehensive cloud computing security framework. The 

framework includes three parts, cloud security objectives, cloud security services and 

cloud security evaluation system. Among them, the cloud security service system is the 

most critical, from three levels of infrastructure services, basic services and application 

services to ensure the security of cloud computing[7]. 

Ryoo proposed a secure cloud architecture. The framework uses isolation mechanism, 

encryption mechanism and VPN channel mechanism to isolate store the data in the cloud , 
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and establish a virtual private channel for user communication to ensure the security of 

data transmission[8]. 

The cloud security storage model based on encryption storage ensures safe storage of 

data. However, due to the data is stored in the cloud data center, which set up obstacles 

for the use of cloud data. In order to facilitate the user to retrieve ciphertext in the cloud, 

the researchers propose a search encryption mechanism, which supports the data 

encryption algorithm [9]. 

The data in the cloud is stored in the encrypted data, and the decryption key is saved by 

the data of the main users, avoiding the risk of data leakage, but it brings a lot of 

inconvenience to the cloud. To this end, the researchers proposed the concept of proxy re 

encryption to solve the problem of sharing[10]. 

The cloud security data storage scheme based on the encryption mechanism and proxy 

re encryption scheme can solve the inconvenience caused by the encrypted data storage to 

a certain extent, but it still can not make the ciphertext is as convenient and efficient as 

the plain text[11]. 

The concept of the homomorphic encryption is proposed, which brings the dawn for 

the convenient use of the ciphertext. Encryption, also known as secret computing, which 

refers to the implementation of the related operations in the cipher text results, and the 

same operation of the text message to obtain the results, and after the encrypted 

encrypted. Therefore, the user can manipulate the cipher text like the plain text[12]. 

Martini proposed a fully homomorphic encryption algorithm based on the ideal lattice, 

and the algorithm to regain the new. This fully homomorphic encryption scheme is the 

first fully homomorphic encryption scheme since the concept has been proposed[13]. This 

scheme points out the direction for the research of the encryption of the state, and then a 

lot of the whole encryption schemes are improved and optimized based on the perfect 

lattice[14-15]. 

Based on the theory of fault tolerant learning, Chen uses the non - linear technology to 

construct an all - state encryption scheme which is independent of the ideal lattice.The 

proposal of this scheme has influenced the development process of the research of 

homomorphic encryption. In this scheme, the dimension reduction technique is adopted, 

which can shorten the cipher text and reduce the complexity of decryption[16]. 

Ruboczki uses asymptotic linear efficiency to establish a FHE, which is the prototype 

of BGV. Because the program's security parameters of each gate calculation circuit are 

almost linear, BGV scheme has a very strong practicality[17]. IBM release of the 

encryption software package, which is based on the BGV program to achieve[18]. 

Along with the continuous development of the technology of the encryption, The 

application research of the encryption scheme also has a great breakthrough. Microsoft 

researchers have developed a system based on the encryption of the system design[19]. 

After that, the MIT researchers have realized the query computation of the non decryption 

data, and solved the practical problem of the whole encryption for the first time[20]. After 

that, Japan's Fujitsu graduate student issued a high speed encryption technology[21]. 

In this paper, based on the research of the cloud storage security, we use the theory and 

idea of the encryption to design a new algorithm and model in cloud data encryption and 

data retrieval. 

 

2. Design of Cloud Data Storage Framework based on the Technology 

of Encryption 

In the cloud data storage model based on the technology of the encryption using the 

“client encryption-cloud storage mode ". This model avoids the risk of data transmission 

in the transmission of the plaintext. In the entire cloud computing network, the user's data 

is in the form of the ciphertext. Its confidentiality has been guaranteed at the initial stage. 
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In the process of data encryption, a more mature and practical encryption algorithm is 

adopted. 

As shown in Figure 1, this is the cloud data storage framework model based on the 

technology of encryption. 
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Figure 1. The Homomorphic Encryption Model Cloud Data Storage 
Framework Proposed in this Paper 

In the framework in Figure 1, before users upload the data to the cloud they first 

encrypt data, and then the data are transmitted to the cloud server in the form of the 

ciphertext，and according to the user category ,these data are stored to the user's rented 

storage space. When users need to use the data, then they sent retrieval or updates and 

other requests to the cloud server . 

The specific process of data processing in cloud storage model is as follows: 

The first step, cloud authentication center distribute the public encryption key and  the 

the private decryption key to cloud users. When cloud users use cloud storage services, 

they should first apply to the cloud authentication center for the key. In order to facilitate 

the processing of cipher later, cloud authentication center for cloud users to distribute the 

key to the user's encryption key to the cloud server. 

Second step, client encryption. Customers according to public key encryption and 

encryption algorithm to encrypt the data transmitted to the cloud. 

Third step, encrypted data transmission. The cloud storage model uses the current 

public network transmission, no need to build a new transport channel network, and due 

to the data is in the form of ciphertext, it does not require additional security measures to 

increase security in the transmission process. 
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The fourth step, after the data arrived to the cloud, cloud data storage center according 

to the user's categories to store the data to the user's rented storage space , and the user's 

public key is stored in the user public key base to prepare the user to retrieve and update 

the data.  

The fifth step, during data retrieval, the user sends the request information to the cloud 

retrieval server, which is transmitted in plain text mode or transmitted by the cloud 

storage side encryption public key encryption mode. 

The sixth step, the cloud retrieval server encrypt the plaintext. Encrypted separately 

based on the public key base and the encryption algorithm, then generate the cipher 

keyword group. Each cipher key corresponds to a user's encrypted database to search 

separately. 

The seventh step, cloud data storage center collect the results of retrieval. If the search 

results of the information is the ownership of the user, that is, the user has a cipher 

decryption key, the results can be directly returned to the user application. If the search 

results are not applied to the user data, the implementation of the eighth step. 

The eighth step, data authorization. Because the search results are not owned by the 

users, and the need to issue an application to the data master to obtain data authorization. 

If the data master reject the user request, that is, return to the "no relevant information or 

search results are not readable (not authorized)" and other information. If the data master 

authorized the user apply , then the implementation of the ninth step. 

The ninth step, proxy re encryption. Cloud storage center retrieve the results M1 for 

proxy re encryption, generating the ciphertext result M2, which is the ciphertext 

information based on application user encryption public key encryption and then return to 

the application users.   

It can be seen from the above process, data encryption and data retrieval are the most 

important two steps. Subsequent chapters will detail the two steps of the algorithm design. 

 

2. Design of Data Encryption Algorithm 

Based on fully homomorphic encryption and BGV scheme based on LWE, designed to 

meet the characteristics of fully homomorphic encryption algorithm, the algorithm is 

divided into five parts: parameter selection, key generation, encryption algorithm, 

decryption algorithm and cipher algorithm. 

The first step, set the parameter selection set, as shown in the formula (1): 

},,,,{:)1,1( 1 Lj

L PPPPP 
                                                                                   (1) 

Here, jP  is used to represent the parameters of each layer, and can be expressed as 

follows: 

},,,,,{ 0 MerrP jjLj                                                                                                 (2) 

Here, from Lr  to 0r  represent a decreasing mode sequence, j represents the 

distribution which the ring dimension is je , and the calculation of M is 

 rnM log)12(  . 

Second step, generating key )(PK .The key generation algorithm is divided into two 

parts. First, generate the encryption and decryption key jT and jP  for each layer. 

Secondly, combinate the encryption and decryption keys that generated by each layer to 

generate algorithm encryption and decryption key kT and kP . 

The encryption and decryption key of each layer generate 
2

qk RT  and 
2 N

qk RP , 

here the expression of R  is as follows: 
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Here, e  is the power of 2. 

Encryption and decryption key generation algorithm is as follows: 
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The third step, the processing of the encryption algorithm is as follows: 
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The fourth step, the processing of the decryption algorithm is as follows: 

)2mod)mod,((:),,( *

Tjk TdndPPE                                                                  (6) 

The fifth step, the design of the computation algorithm of the ciphertext is as follows. 

),,,,,( 21 nk dddgPE   is used to express the ciphertext, the result gD  obtained from 

the computation of the ciphertext nddd ,,, 21   in the operation of the function g  is 

equal to the plaintext result gN generated by the plaintext nnnn ,,, 21   in the operation 

of the function g  after decryption.  That is : 
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Encryption algorithm is the core of the whole fully homomorphic encryption 

algorithm, so the ciphertext computation algorithm is the most complex. The most 

complex algorithm in the ciphertext computation algorithm is the operation function 

},,{ refreshmultiaddg  . In the function, add  represents the add operation, multi  

represents the multiply operation, and the refresh  represents the update operation. 

In the fully homomorphic encryption scheme, both the ciphertext and the key are 

vectors, the definition of the ciphertext product is a tensor ji dd   , the corresponding 

key is TT  , so the product will lead to the rapid growth of the ciphertext dimension, 

refresh is a method of reducing the noise by using the key exchange and the mode 

switching technology to reduce the dimension of the cipher text to the original dimension. 

The ciphertext calculation function g  is composed of a series of addition, 

multiplication and update functions, when the addition or multiplication is performed on 

the ciphertext xd and yd , first determine whether the ciphertext xd and yd are at the same 

level , if they are, it indicated that they have the same key and corresponding to the same 

key jT ; if they are not , it  indicated that the key are different, and need to do the update 
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operation to convert the cipher text to the same level. After that, can perform an addition 

operation or a multiplication operation: 











xyxS

xyxS

rddd

rddd

mod

mod
                                                                                                     (8) 

At this point, the corresponding key of the ciphertext Sd  is jT  . Finally, the results are 

updated to reduce the dimension and reduce the noise. 

   

4. Design of Data Retrieval Algorithm 

There are three sub algorithms in the data retrieval algorithm: inverted index algorithm, 

cipher text scan algorithm and search sorting algorithm. 
 

4.1 Inverted Index 

Index file is the core technology of full-text retrieval. At present, the most widely used 

full-text indexing model is inverted index. Inverted index, also call reverse index, is a 

kind of index structure which is use key words as the index keys and the list access portal, 

and used to store the mapping of a keyword in a document or a set of documents in a full 

text search. 

The inverted index structure is composed of index files and inverted files, and the 

index file is made of entries and record data which is consisted of logical record pointer. 

Logical record pointer point to logical address of the inverted file.The inverted file 

contains information about the document that contains the corresponding entry, mainly 

about document address, word frequency and entry position. 

Inverted index structure is based on plaintext retrieval, the indexed words are stored in 

plain text, to facilitate the attacker to analyze the text. 

For security reasons, in this paper, we design the inverted index structure of the 

ciphertext as shown in Figure 2. 
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Figure 2. The Inverted Sort Structure 
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The entries in the index file are stored after encryption to ensure the security of the 

index entry.The encryption of index entries is done by the cloud server, which can be used 

by the symmetric encryption mechanism.The cloud index server s responsible for the 

security of the index library. Because the user data is encrypted with the asymmetric 

encryption algorithm, the  same entry corresponding to the data master of different user 

data is different, and its ciphertext is also different. Therefore, the incidence relation of 

the inverted document in the inverted file of the index base is more complex than the 

traditional inverted file. A inverted document information record should include at least 

the "user number", "document address" and "update flag" and other information, in the 

beginning of the search for the text, then according to the document address  to retrieve 

statistical entry information such as word in different documents. The "update flag" is 

designed based on the operation of the cipher text. Because the data is constantly 

changing, the inverted file information of the index base should be changed accordingly. 

When the user data is updated, the update flag is changed (from 0 to 1). This indicates that 

the corresponding document information has changed, and it needs to be re scanned. 

 

4.2 Ciphertext Scaning 

The ciphertext scanning is to query the specified key from the ciphertext set. If the key 

is in the document, then record the related information of the key words like address, 

frequency. Ciphertext linear search algorithm is usually used to assume ciphertext 

scanning , and it can be judged whether the key word is in the query document and the 

number of times by means of a pair of one to one cipher key word matching. 

The linear search algorithm ),( ETGd  of the ciphertext is a linear comparison of the 

cipher text, to determine whether include the query keywords T. However, the general 

encryption algorithm does not support linear computation, so we should construct the 

linear mapping function ),( ETTrapUT  of the query keywords before the ciphertext 

retrieval, and then execute linear query. 

Encryption algorithm is different, and its key word linear mapping function is also 

different, so the process of linear retrieval of the text is more complex. The cipher text 

retrieval process based on the encryption mechanism is more convenient because 

homomorphic encryption support ciphertext calculation, and plaintext linear search 

algorithm ),( nETG  can generate the ciphertext linear search algorithm ),( ETG dd  by the 

calculation of ciphertext algorithm ()Eval , so as to complete the calculation of the key 

words T. 

 

4.3 Search Index 

Because cloud computing environment has a huge amount of data resources, users will 

get a lot of data information when retrieving relevant information, however, many of them 

are useless or the correlation is not high to users. For this, the cloud storage service 

providers providing users with the data of the search results also sorting the data by 

correlation, and return to the users the most needed or higher correlation value of data . 

Because of the massive data resources in the cloud computing environment, the user 

will get a lot of data and information in the retrieval of relevant information, where there 

is a lot of information to the user is useless or related degree is not high, so the cloud 

storage service providers in providing search results for user data, but also for sorting data 

in accordance with the relevant degree of the user, the user needs most related higher 

values of the data back to the user. 

In the calculation of the correlation degree of information retrieval often use the 

"weight" as an important reference factor of the degree of correlation. Weight is a 

reference factor that reflects the importance of keywords in a document, and the size of 

the weight value depends on the frequency of keywords in the document. 

http://fanyi.baidu.com/#zh/en/_blank
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The weight formula is jiji gw ,,  . 
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Although the frequency reflects the importance of keywords in a certain extent, this 

frequency and weight dependence between the calculation is not accurate. In the 

framework of calculating the keyword weight, the frequency and the inverse frequency 

are the most common, In order to improve the accuracy of the weight calculation, the 

following methods are used here: 
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The ciphertext document set is },,,{ 21 neeeE  , each document is composed of a 

number of key words, the query key set is },,,{ 21 nkkkK  , the corresponding weight 

vector is },,,{ 21 nK wwww  . The similarity formula for calculating the computing 

document jd  and the query set ik  is as follows: 








n

i

niji

Kdij

ww

wwkesim
j

1

**

),(

                                                                                               (10) 

Therefore, the formula of the similarity between the ciphertext document set E and the 

query set K  is: 
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5. Experimental Results and Analysis 

In order to verify the effectiveness of the cloud storage security method based on the 

encryption algorithm proposed in this paper, next, expand the experimental study. The 

computer hardware configuration required for the experiment is: dual core CPU, 3.0GHz 

single core frequency , 8GB memory, 1T hard disk, the computer software is configured 

as: Windows 7 operating system, CloudSim simulation environment. 

In order to form a contrast with the method of this paper, we choose the most ideal 

BGV algorithm as the contrast algorithm. 

First of all, test the effect of the two algorithms in data encryption. 

The encryption key space is gradually increased from 100MB to 700MB according to 

the step size is the speed of 100M, and the time of data encryption is compared between 

the two algorithms. The results of the comparison curve are shown in Figure 3. 
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Figure 3. The Comparison Result of Data Encryption Time between the Two 
Kinds of Results 

From the results in Figure 3, we can see that with the gradual increase of the key space, 

the encryption time of the BGV algorithm increases gradually from 0.2 seconds, and the 

encryption time increases rapidly. When the key space is increased to 700MB, the 

encryption time has reached 1.38 seconds. 

For the cloud storage data based on homomorphic encryption algorithm encryption 

method, with the increasing of the key space, its encryption time is also increased, but the 

increase amplitude was significantly less than the BGV algorithm. When the key space is 

increased to 700MB, the encryption time is also less than 0.7 seconds. 

Next, to test the effect of the two algorithms on data decryption. 

The encryption key space is gradually increased from 100MB to 700MB according to 

the step size is also the speed of 100M, comparison of the two algorithms in the 

implementation of data decryption time, the results of the comparison curve are shown in 

Figure 4. 
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Figure 4. Comparison Results of Data Decryption Time of the  
Two Algorithms 

From the results in Figure 4, we can see that with the gradual increase of the key space, 

the decryption time of BGV algorithm increases from 0.1 seconds, and the encryption 

time increases rapidly. When the key space is increased to 700MB, the decryption time 

has reached 0.38 seconds. 

For the cloud storage data decryption method based on homomorphic encryption 

algorithm, with the increasing of the key space, the decryption time is also increased, but 

the increase was significantly less than the BGV algorithm. When the key space is 

increased to 700MB, the decryption time is also less than 0.15 seconds. 

Finally, compare the performance of the two algorithms in data retrieval. 

Data retrieval times from the 200 times start gradually increased to 600 times at the 

speed of 100 times. Compared to the data retrieval time in the two algorithms, the results 

of the comparison curve are shown in Figure 5. 
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Figure 5. Data RetrievalTime Comparison Results of Two Algorithms 

From the results of Figure 5, we can see that, with the increase of the retrieval times, 

the retrieval time of BGV algorithm is gradually increased from 2.8 seconds, and the 

increase amplitude is rapidly expanding. When the number of searches is increased to 600 

times, the retrieval time has reached 13.5 seconds. 

For the cloud storage data retrieval method based on the encryption algorithm proposed 

in this paper, because of the design of the three step method, especially the inverted sort 

method, the increase of retrieval time is far less than the BGV algorithm. When the 

retrieval times is increased to 600, the retrieval time is still only 4.4 seconds. 

Based on the above three sets of experiments, we can prove that the cloud storage data 

retrieval method based on the encryption algorithm in this paper has better performance in 

data encryption, data decryption and data retrieval, for the safe storage of cloud data has a 

stronger applicability. 

 

6. Conclusion 

Aiming at the security problem of cloud computing data storage, this research work is 

carried out, and a new storage framework based on the idea of the encryption algorithm is 

designed. The two most critical content in the framework of as the focus of research, 

respectively, set the data encryption and data decryption algorithm design and the design 

of the data retrieval algorithm. In the design of data encryption and data decryption 

algorithm, the strategy of combining the operation of multiplication, addition and update 

algorithm is adopted. In the design of data retrieval algorithm, adopt the method of index, 

scan and sorting. A comparison experiment with BGV algorithm is performed, 

experimental results show that the proposed method for cloud storage data retrieval based 

on homomorphic encryption algorithm in data encryption, data decryption, data retrieval 

has a better performance. 

 

Appendix 

This paper is a revised and expanded version of a paper entitled [Research on the 

Method of Cloud Computing Storage Security based on the Homomorphic Encryption 
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Method] presented at The 5th International Conference on Cloud-Computing and Super-

Computing (SecTech 2016), 24-26 November 2016，Jeju Island, Korea. 
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