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Abstract 

Cybersecurity is important for information dissemination, privacy and the human life. 

Managing cybersecurity related issues (such as banking hacks or phishing scams) during 

development, operation, and maintenance of cybersecurity models is a challenging task. 

Nearly no guidance is available on how to select, adapt, combine, and evolve 

cybersecurity models. This problem is due to the nature of cybersecurity models that are 

highly context-dependent. Therefore, cybersecurity models need to be adaptable and in 

accordance with the respective project goals. Consequently, encouraging decision makers 

to assign and plan human resources and technologies, and to enhance communication 

between relevant stakeholders. We defined a classification scheme, a global criterion for 

any cybersecurity model and then used it to compare a large set of cybersecurity models. 

Results showed that our scheme is able to identify cybersecurity models based on 

organizational needs. Furthermore, we found a research gap in regard to cybersecurity 

models that need to be implemented internationally. 

 

Keywords: cybersecurity implementation frameworks, cybersecurity strategy, threat 

analysis. 

1. Introduction 

Cybersecurity is used to refer to the integrity of our personal privacy, to security of our 

critical infrastructure, to military threats and to the protection of intellectual property [1]. 

The cyber attacker has the lead in digital realms while the defender has the advantage as 

he knows details of used cybersecurity models; thus he/she is able to setup adequate 

defenses ahead of time.  Recently, many breaches and incidents were reported:  Qatar 

National Bank has suffered a massive breach involving 1.4 GB of sensitive internal files 

being dumped online by unknown attackers in April 2016, Bangladesh Bank attackers 

hacked SWIFT Software on April 2016, TalkTalk in October 2015, and email disclosure 

by the Bank of England in May 2015. 50% of world breaches in the last year were caused 

by inadvertent human error, the main actor in cybersecurity models.  

The cybersecurity problem is challenging due to inability to create a fully real-world 

settings [2]. This could be due to improper adaptation of diverse cybersecurity models. 

Typical cybersecurity models focus on traditional information security aspects[3] [4], 

adherence to security policies [5] [4], defensive decision support models[6] [7]. Each of 

these models usually supports only a limited set of application purposes. Some of these 

models are deemed to be used at the organization level[8] while others could be used at 

the country level[9]. Several cybersecurity models are suitable for prediction[10] and 

decision making[11] [12]. 

The multitude of cybersecurity models available and the lack of guidance for selecting 

and adapting these models implies a need for getting a structured classification of 

available cybersecurity models. Therefore, supporting higher-level cybersecurity goals of 

an organization. Currently, it is not obvious for which usage purposes the cybersecurity 
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models are suitable, in which contexts they can be applied, and how to customize them. 

Moreover, the evaluation of many models are limited to specific contexts and is difficult 

to find in the literature. Consequently, cybersecurity decision makers have significant 

problems in identifying the appropriate set of cybersecurity models that is relevant to 

them. Furthermore, the lack of a uniform classification of cybersecurity models 

aggravates the communication regarding cybersecurity issues. 

  This article creates a structured classification and overview of available cybersecurity 

models. The reference [13] shed the light on a possible direction towards resolving this 

problem. He identified six factors that determine a good cybersecurity strategy which are: 

purpose and role of information security, societal trends, human elements, interaction and 

complexity, information security management and changing technologies.  Literature 

proposed many models in in different contexts; network infrastructure[14], security 

standards [15], and decision support systems[16]. The reference [17] proposed a 

comparison of several cybersecurity frameworks , however their work is limited. This 

article classifies cybersecurity models in order to achieve several objectives. These 

objectives are believed to enhance communication between related cybersecurity 

stakeholders, supports the identification of gaps, support the selection and adaptation of 

several cybersecurity models.  

First, we deduce a comparison criterion. Then we review a few cybersecurity models.  

Next, we evaluate studied modules. Finally, we conclude this paper. 

2.     Proposed Cybersecurity Classification Scheme 

To the best of our knowledge, there are no specific guidelines of the best aspects of 

cybersecurity models. cybersecurity goes beyond the boundaries of traditional 

information security[61] to include the person him/herself [60]. The reference [62] 

defined 100 requirements when considering end-to-end cybersecurity models. They 

discussed several questions to design a strong cybersecurity program that includes, among 

others; strategy, governance and control, standards and processes, laws and regulations, 

human resources and research and development. Recently, the reference [63] identifies 

different angles on which to see cybersecurity; technical and conceptual issues , 

cyberspace as a domain of content, and even the cybersecurity  context. 

Figure 1 shows the proposed classification scheme. First, we studied a large set of 

cybersecurity models. Then, we elicit common cybersecurity features among studied 

works. Next, we generalize features such that more abstract features cover the low level 

features (e.g. confidentiality covers encryption techniques features, etc.). After that, we 

added other features that could be added to enhance our classification scheme in regard to 

cybersecurity models research gaps. Finally, our rules(constraints) converts features to a 

list of criterion. Therefore, we devise the top 10 criterion based on studied works and 

proposed by this work. 

1. Basic security principles: cybersecurity model should support the heart of 

information security; confidentiality, integrity, and availability. 

2. Defense depth: information security must protect information throughout the life 

span of the information, from the initial creation of the information on through to 

the final disposal of the information. 

 

Figure 1. Proposed Classification Scheme 
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3. Defense strategy: proactive models should take proactive decisions in regard to 

possible incidents such as legislation and proper guidelines and recovery plans. 

Preventive models trigger prevention actions one a threat is detected. 

4. Cybersecurity controls coverage: selecting proper controls and implementing 

them will help an organization to bring down risk to acceptable levels. The 

ISO/IEC 27001:2005 model defines 133 controls. A good cybersecurity model 

should contain risk, administrative, logical and physical control components. 

5. Resilience: the ability of the model to be flexible with  unseen changes in 

technology, environment, attack methods, etc.[64], [65]. Resilient management 

systems and processes will provide greater protection against multidimensional 

attacks [66].  

6. Compliance: a compliance model follows a security standard or a best practice in 

a cybersecurity domain. Thus, allowing the cybersecurity model to make portable 

changes between security related standards or cybersecurity models. [67] . 

7. Tracking: the model should be able to detect if further modification is needed in 

security models or cybersecurity strategies. The tracking could be at the packet 

level up to the organizational level. 

8. Performance measurement: the ability to measure performance of security 

initiatives effectively at various organizational levels. It also should audit whether 

the security policy and strategies are being effectively implemented. 

9. Information classification: an important aspect of information security and the 

risk management is recognizing the value of information and defining appropriate 

procedures and protection requirements for the information. 

10. Cybersecurity implementation level: the level which security measures are being 

measured; the enterprise, national, or international level. The reference [66] 

indicated that security should be placed in a holistic setting. The reference [68] 

pointed out that cybersecurity requires a holistic approach. The references [17], 

[69]–[71]  showed that holistic approaches must be considered to cover various 

aspects of cybersecurity. 

3. Landscaping Cybersecurity Models 

There exist a variety of different cybersecurity models for different application 

scenarios, and it is a challenging task to create a landscape of existing models. The below 

gathered related literature is grouped into the following logical categories to facilitate a 

structured reading and analysis.  

3.1. Standard Models 

Security Maturity models are used to ensure that an organization has adopted a set of 

procedures or standards in the security domain. The Security Engineering Capability 

Maturity Model (SSE-CMM) is used to ensure that an organization applies in practice 

security engineering principles [3]. The SSE-CMM model has been approved as the 

ISO/IEC 21827 International Standard and henceforth, its certification is maintained by 

the International Systems Security Engineering Association (ISSEA). The ISO/IEC 21827 

additionally covers areas of concurrent interaction within the organization and other 

organizations, and the security project execution cycle [18]. The Information Security 

Program Maturity Grid (ISPMG) is a tool composed of five stages of security maturity 

and five measurement categories that may be used by management in evaluating an 

enterprise's maturity from the perspective of information security [19]. The Fraunhofer 

Institute for Software and Systems Engineering (ISST) has developed SMM to assess a 

company's IT security [20]. The Operationally Critical Threat, Asset, and Vulnerability 

Evaluation (OCTAVE®) is a risk-based information security strategic assessment and 
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planning. In OCTAVE®  model, the organization could set the security strategy based on 

the current evaluation of organizational risks[21].  

Security metrics are often qualitative methods to measure how an organization is 

secured. There are many guiding standards and good experiments of security metrics. The 

Federal Information Processing Standards Publication (FIPS PUB) FIPS 140-2, Security 

Requirements for Cryptographic Modules, specifies the security requirements for  

cryptographic module to protect sensitive information within computer and 

telecommunications systems[4]. The Information Technology Security Evaluation 

Criteria (ITSEC), Trusted Computer System Evaluation Criteria ITSEC is a structured set 

of criteria for evaluating computer security within products and systems used in Europe. 

The ITSEC criterion is currently superseded with the Common Criteria (CC) which is an 

ISO/IEC 15408 standard. The ISO/IEC 15408 computer security certification standard is 

a framework to specify security functional and assurance requirements. The Canadian 

Trusted Computer Product Evaluation Criteria (CTCPEC) is a combination of the TCSEC 

and ITSEC, a computer security standard published by the Communications Security 

Establishment to provide evaluation criteria for IT products. The Special Publications of 

the 800 series present documents of general interest to the computer security community 

and is based on ITIL's research, and governmental organizations. [22] 

The ISO/IEC 27001 is considered the key security standard for information security 

management. The ISO 22301 suggests to consider business continuing as well as 

availability. The ISO/IECC 20000-1:2011 information technology service management 

covers management aspects, such as change management, release management and asset 

management. The BS 10012 personal information management develops information for 

personal in accordance with data protection legislation. The Cybersecurity Information 

Exchange Framework (CYBEX) was proposed to provide a framework for information 

exchange on a global scale. It has five functional components; the information description 

block, discovery block, query block, assurance block, transport block. Several works  [23] 

[21] found that the current standards are broad and not effective for cybersecurity. 

Standard models are very generic; thus suitable customization should be applied to be 

accepted in certain organizational context. 

3.2. Decision Support Models 

In this category cybersecurity models could be grouped into three groups: the 

governance and management models, business alignment models, and optimization 

models. Many Information security models target the management perspective of 

information security. The reference [6] suggested a conceptual framework for information 

security management, which is composed of two major components: information security 

framework and the information security management program. The reference [7] 

proposed to manage security of an enterprise using a set of defined activities mapped to 

system security engineering maturity model. In the same category , proper controlling is 

suggested to ensure security governance[24], and information security management 

system evaluation [25] are being continuously explored to their crucial importance to 

cybersecurity.  

Many governments deploy Enterprise Architectures (EA) solutions to align between 

different IT projects (e.g. e-government projects) and government business, to ensure 

interoperability, avoid duplication, and identify Business-IT gaps. The reference [26] 

suggested a National EA  framework composed of architectures , principles and standards 

to compare the architecture of  Denmark and the Netherlands. The EA initiatives face 

complicated governance and insufficient support for the development, according to a case 

study by [27]. 

Several cost estimation models were proposed in order to find the optimum invest to 

mitigate possible threats. The reference [11] suggested a framework for valuation of IT 

security based on business process. The approach makes a trade-off comparison between 
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the cost of losing business opportunity and the cost of ensuring security to a specific level. 

The decision maker could be able to decide which security level to select according to 

cost benefit analysis. The reference [16] employed the game theory and the knapsack 

approach in order to highlight the weakness and strengths of different investment 

approaches in cybersecurity. By comparing the budget and the expected damage after 

conducting cybersecurity risk assessment, and optimal amount of investment could be 

obtained. The reference [28]  provided a model to the key requirement in security 

planning for any threat scenario and apply specific countermeasures. The reference [10] 

proposed Risk Assessment and Optimization Model (RAOM) to solve the security 

countermeasure selection problem, where variables such as financial cost and risk may 

affect the final decision of risk level. The reference [12]  optimized countermeasures in IT 

security planning to prevent or mitigate cyber-threats and a mixed integer programming 

approach is proposed for the decision making.  The reference [29] provides a 

mathematical model to suggest the best amount of investment in order to quantify 

potential damages to cyber space. The model makes a trade-off between cost of 

investment and the expected benefits.  The model showed that an organization should not 

invest more than 37% of expected loss. 

Decision support models target higher management and may lose proper 

communication with lower levels of cybersecurity systems. 

3.3. Privacy Models 

The Innovation Framework for Privacy and Cybersecurity Market Opportunities 

(IPACSO) model supports an innovation framework to enhance the overall innovation, 

engagement for industry and the research community, as well as management and 

deployment activities. It aims to support ICT Security innovators with State of the Art 

methodologies and best practices in their innovation process [30] 

The reference [1] showed the complexity of integrating the private and public in 

cybersecurity activities.  There are many parameters that need to be taken into 

consideration, including legislation, responsibility and accountability. It founds that there 

is fundamental disjuncture between the expectation of the two partners. Many models 

showed that not only technical issues affect the cybersecurity, but also human aspects. 

The human reliability and statistical quality control must be considered for better quality 

assurance [31] [9]. The references [5] [4] showed that several human factors such as 

behavioral, knowledge and situational characteristics affect human trust and thus the 

cybersecurity system. They build a risk assessment model based on the user, information 

technology analyst, defender and attacker in order to predict potential threats.  

Although privacy is one goal of a good cybersecurity model, privacy models of its own 

has conflicting goals with requested highly secured systems. 

3.4. Infrastructure Models 

Grid communications nowadays supports self-healing, energy reliability and security. 

Therefore, they are vulnerable to cybersecurity threats. Smart grids require high 

performing networks and connectivity and sophisticated protocols to support 

cybersecurity. The North American Electric Reliability Corporation (NERC) and the 

ISO/IEC 17799 specify guidelines for power systems. The Supervisory Control and Data 

Acquisition (SCADA) [32] systems are widely used in the industry for monitoring and 

controlling power grids. The Process Control System (PCS) implanted with a closed loop 

for ongoing tasks. Distributed control systems (DCS) are the complex combination of 

PCS and SCADA. A cyber impact analysis framework for electric smart grid using 

directed graph was proposed by [33]. Their model has three stages; synthesis, system 

analysis, and system validation. The reference [34] model provides control and data 

acquisition framework. It has three phases; real time monitoring, anomaly detection, 
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impact analysis and mitigation strategy. The model of [34] provides a vulnerability 

assessment model using attack trees to protect SCADA systems. Using the mathematical 

model probabilities could be calculated and thus countermeasures will be enforced. 

Although the infrastructures cybersecurity model saves cybersecurity systems‟ ground, 

they are too detailed and they might need additional resources for unneeded cybersecurity 

feature that does not support cybersecurity project goals. 

3.5. Enterprise Frameworks 

These models are proposed to be used at the organization level. The IBM® Center for 

the Business of Government reports that there is a need of CIO at the state level [35] . The 

IBM® security framework consists of five components: data, people, network, 

infrastructure, and process. The IBM® framework influence governance, risk 

management and compliance through complete IBM® solutions. The IBM® Framework 

and IBM® blueprint suggest a secure-by-design approach which means that 

implementation of this framework will need to use IBM® software and hardware 

solutions which finally limits the user needs in terms of costs and needed customization at 

the national level [36].  

Oracle® has a set of library guidelines and reference architectures called Oracle 

Reference Architecture (ORA) that can be used by organizations to plan and execute their 

IT initiatives. They suggest a conceptual architecture to show how architectural concepts 

are associated with information security within the ORA.[8] 

In addition, there are various available Enterprise Architecture (EA) frameworks vary 

in: completeness, visual aspects, simplification, and representation. The reference [37] 

define a matrix of stakeholders‟ viewpoints, and six main abstractions in describing 

information security. It does not consider explicitly security concerns. The Federal 

Enterprise Architecture Framework (FEAF) is a structure for organizing Federal 

resources. Security standards are part of FEAF components [38]. The Department of 

Defense Architecture Framework (DoDAF) focus is to understand complex EA models to 

facilitate decision making [2].  The Open Group Architecture Forum (TOGAF) describes 

guidelines, models and methods of developing EA[39]. 

The EA frameworks help to answer „what‟ questions not „how‟ questions as indicated 

by EA consultant company [40]. Moreover, most of the EA frameworks are used in 

financial and insurance sectors and to our knowledge they have been never  used 

specifically for cybersecurity on a national level [41].  

3.6. Generic Frameworks 

 A generic framework for strategy implementation was suggested in [42]. It includes 

these components:  devising rewards and incentives, shaping the corporate culture, and 

strategic leadership. Their framework is abstract and is more suitable to business 

strategies. 

The reference [9] suggested a generic cybersecurity framework consisting of a 

cybersecurity Management Framework (CSMF) overseen by a Security Framework for 

Protecting Business, Government and Society (SFPBGS). The CSMF provides a linkage 

between outputs of Social, Legal, Economic, Political, Technological (SLEPT) analysis 

and Strengths, Weaknesses, Opportunities and Threats (SWOT). The main goal of Trim‟s 

work is to allow mangers to incorporate counter intelligence and places risk in a 

manageable context. The McCumber Cube model is a conceptual model indicating 

assurance requirements [43]. It shows that the education, training and assurance should be 

in-line with information states and information characteristics.  

The U.S Computer Emergency Readiness Team (US-CERT) start cybersecurity threat 

prevention since 1980. At the same level, the EU cybersecurity strategy [44] is coupled 

with Europe 2020 strategy. International Telecommunication Union (ITU) suggests a 
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management framework for Organizing national cybersecurity. The ITU model depends 

on five factors: national strategy, government industry collaboration, deterring 

cybercrime, incident management capabilities, and culture of cybersecurity  [45]. Each 

element of the ITU framework recommends a policy, a goal and a specific step. An 

application of the ITU framework has been applied to other countries (e.g.  Morocco [46] 

). The ITU framework is a step by step management plan and is very abstract in the sense 

that no security engineering components are identified. 

Generic frameworks could be applied to many cybersecurity contexts; however, a 

proper cybersecurity strategy implementation must be in place. 

3.7. National Frameworks 

According to a recommendation by the European Network and Information Security 

Agency (ENISA), the ICT systems must be secured in Europe coherently across 

geographical borders and should be followed consistently over time [47]. The Agency 

helps in identification and analysis of threat trends over time, suggests policy 

implementation and infrastructure protection, but does not identify a specific framework. 

Most of the international information security strategies include guidelines in order to 

facilitate their implementation [48]–[52]. The reference [53] suggested an Awareness 

Toolkit as an approach to implement the strategy of South Africa. The  Department of 

Defense [54] has suggested the implementation of the strategy in phases to be executed by 

security implementation vendors coordinating with various related government 

organizations. Unfortunately, these strategies do not provide a clear implementation or 

performance controls to holistically monitor the implementation. The reference [55] 

proposed a model to align the Taiwanese national policy with standards of the ISO/IEC 

27001 and the BS 7799. Recently provide a holistic model cybersecurity model of multi-

tier missions comprised of multiple craft with heterogeneous movement and sensing 

capabilities [56]. A suggested implementation framework for Jordan was presented in 

[57]. Their framework is targeting Jordan only, needs a validation model, suggests a very 

high level organizational structure and does not widely address performance measures 

that monitor and control the implementation process.  

Table 1. Cybersecurity Models’ Comparison. Numbers in Columns Indicate 
Studied Models’ Sections 

     
2.1 2.2 2.3 2.4 2.5 2.6 2.7 

1 High average high high Average high high 

2 High high high low high average high 

3 Both both preventive preventive proactive both proactive 

4 Average average low low high average high 

5 Low low high high high average high 

6 High low low low high high high 

7 Low average low low high average high 

8 Average average high high high average high 

9 Average average high high high average high 

10 National 
enterprise/ 

national 

enterprise/ 

national 
enterprise national enterprise 

enterprise 

/ national 

 

The Integrated Governance, Risk and Compliance (iGRC) Consortium is doing an on-

going research program to protect the UK. The iGRC is using their integrated Enterprise 

information security management system, extended with the open interoperability 

Model # 

Criterion 



International Journal of Security and Its Application 

Vol.11, No.1 (2017) 

 

 

116  Copyright ⓒ 2017 SERSC 

protocol (GRCiP) along with network sensor technologies from participating companies. 

The goal is to automatize threat level and control status changes in real-time so that 

critical information infrastructure is made more resilient and be able to withstand the 

increasing number of attacks.  We consider this framework a mixed between management 

and technology however it is specialized in UK.[58]. The research on iGRC framework is 

still on-going and it does not address holistic performance controls.   

In the same category, the German IT protection Manual is a collection of huge 

documents (more than 3000 pages) from the German Federal Office for Security in 

Information Technology (BSI) that provide useful information for detecting weaknesses 

and combating attacks in IT environment [59]. 

National frameworks protect the cyberspace at the country level, but leaves risks of 

potential threats that could come from outsiders. They may be also subject to legacy and 

political issues in other countries in the cyberspace. 

4. Evaluation and Discussion 

We evaluate the models discussed in Section 3 using the proposed criteria in Section 2. 

Unfortunately, we cannot judge whether a cybersecurity model satisfies a certain criterion 

completely. Therefore, we grade the models as low, average and high to indicate the level 

of criterion satisfaction. From Table 1, decision support models (i.e. Section 3.2) are low 

in resilience criterion because it is deemed for optimizing cost and benefits. However, 

national models are high in several criteria because it has the ability to integrate with 

systems worldwide thus, they are sophisticated systems. Standard (i.e. Section 3.1) and 

generic (i.e. Section 3.6) models are considered guidelines; thus they have average 

controls. Standard models need further customization to be accepted in a certain country, 

or a domain while generic models are abstract. Privacy models (i.e. Section 3.3) are 

provided to protect the privacy of information, thus they got high in performance 

criterion. Infrastructure models (i.e. Section 3.4) provides preventive actions, thus they 

have low controls and compliance, and does not necessarily track possible change at 

higher cybersecurity strategies. Generally, national models (Section 3.7) have the highest 

performance among compared models. Although many models are proposed as part of the 

vision of the Europe 2030, or US, we did not come across a model that is found to be used 

internationally. 

Furthermore, we found that in many cases models are very technical and do not 

consider management dimensions of cybersecurity (Section 3.1 versus Section 3.2). 

Therefore, we found a linkage between management and technical levels. The previous 

 

Figure 2. Link between Management and Technical 

levels (Source XORCISM framework) 

 

Figure 3. A Ssample Cybersecurity Landscape 
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finding is also acknowledged by the XORCISM (eXpandable Open Representation of 

Cyber Information Security Management) framework. The XORCISM Model is built 

around various open information security data models, specifications, standards, 

frameworks, guidelines, architectures, best practices, protocols and vocabularies. Figure 2 

shows that in order to achieve an organization‟s goals the persons and IT assets should be 

harmonized. Risks are potentially related to IT assets, persons or the external 

environment. 

Figure 3 shows a sample cybersecurity landscape. It shows the relationship between 

the purpose of cybersecurity models and the dimension (or object) that the model covers. 

The reference [17] was proposed for the purpose of controlling cybersecurity models, yet 

it covers the product (partially), the resources (data and human), and the project goals. 

However, the reference [32] covers the product and the resource dimensions. 

Our evaluation deduced several implications. There is no complete cybersecurity 

model. A good cybersecurity model is a one that supports project and organization goals. 

Adapting various cybersecurity models requires diverse experts in different domains. One 

of major cybersecurity issues that remains open; the human who selects and adapts 

cybersecurity models. 

5. Conclusion 

This paper presents the first step towards developing a classification scheme 

landscaping cybersecurity models. We studied various cybersecurity models, ranging 

from infrastructure models till generic national models, and then built a comparison 

criterion for studied models. Results showed that our scheme is able to identify 

cybersecurity models based on organization needs. We found that there is no 

comprehensive cybersecurity model. Moreover, we found that there is an immense need 

for cybersecurity models at the international level. Future work will be in the area of 

refining and empirically evaluating the proposed classification. We recommend to build 

up a database of existing cybersecurity models based on our proposed classification 

scheme. 
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