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Abstract 

Malicious code detection is one of the important missions of malicious code analysis. 

Current researches on the detection of malicious code mostly focused on single classifier, 

whereas the single classifier is not suitable for the detection based on features of different 

types. We utilized multi-classifiers ensemble based on fuzzy integral to improve the 

accuracy of the detection framework. A framework based on the Choquet fuzzy integral 

was proposed to fuse the analysis results of the base classifiers with different features. 

And the genetic algorithm was used to obtain the fuzzy measure. Finally, the result of 

Choquet fuzzy integral was compared to a threshold predefined to determine the 

maliciousness of binary code. Experiment showed that the framework proposed in this 

paper could be used to determine the maliciousness of binary code more accurately. 

 

Keywords: Malicious code, Multi-classifiers ensemble, Fuzzy integral, Fuzzy measure, 
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1. Introduction 

Malicious code detection is one of the important missions of malicious code analysis, 

which laying solid foundations for situation awareness, threat intelligence and so on. At 

present, many domestic and foreign organizations have carried out a long and extensive 

research on the malicious code detection. But they usually focused on a single classifier 

to distinguish the malicious code and the benign code, which is difficult to guarantee the 

accuracy of the malicious code detection based on multiple features of different types. 

For example, lots of malicious code detection frameworks utilized system calls as a 

feature to determine the maliciousness of binary code. However, it is not reasonable to 

completely rely on system calls to counter all kinds of malicious code. The disassembly 

instruction also plays an irreplaceable role in the process of detection. 

First, targets descripted by different features are different. The target of disassembly 

instruction analysis is the disassembly instruction of the binary code. Whereas the target 

of system call analysis is the system call extracted from the disassembly instructions. The 

fewer steps to obtain the target object, the fewer interference. The developers of 

malicious code could resort to methods such as the conditional jump, the exception of the 

subroutine and so on to obfuscate the disassembly instructions. In this way, it is difficult 

to obtain the correct system call from the incorrect disassembly instructions. 

Second, implementation methods of malicious code function are different. Many 

functions of malicious code could be implemented with the assembly language directly 

without using system calls, such as changing the file structure, inserting code, encoding, 

decoding and so on. So it is impossible to locate system calls with corresponding 

functions. Therefore, malicious code detection based on the classification of single 

feature would lead to false positive. 
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In view of the situation mentioned above, in this paper we presented a detection 

framework based on multi-classifiers ensemble. In this way, each feature could be 

analyzed independently, and could be fused complementarily in the end. The rest of the 

paper is organized as follows. Section 2 provides a brief overview of the previous work 

related to the detection of malicious code. Section 3 introduces the basic of fuzzy 

integral, which plays an important role in the detection framework proposed by us based 

on multi-classifiers ensemble. Section 4 describes the architecture of static analysis which 

are sources of base classifiers and the implementation of the ensembled multi-classifiers. 

Section 5 describes the experiment and the analysis of experiment result. Finally, section 

6 concludes our work and discusses the future work. 

 

2. Related Works 

Malicious code detection is a hot topic in the field of information security. There are 

many studies tried to detect malicious code with various classifiers based on different 

features, such as file structure, disassembly instruction, flow graph and system call. 

File structure is an important factor measuring the maliciousness of binary code. With 

regard to a piece of normal code attached by malicious code, many data structures would 

be changed, such as the entrypoint of normal code, the segment size, the characteristic of  

segment etc.. Peter Szor listed some suspicious alignment of file structure in his 

monograph. [1] Which proved that the abnormity in file structure could be used to detect 

malicious code. 

Qiao Jin et. al., [2] built a binary program classifier that can differentiate packers and 

identify new packers as they emerge. They focused on the PE-header information of 

packed binary to obtain the relationship of different packers and PE-header patterns. 

Based on the observation that different packers have different PE-header styles, and 

programs generated from the same packer share common properties. They constructed 

decision tree to classify the packed code and unpacked code. Ashish Saini et. al., [3] 

regarded the count of suspicious section as one of the features to distinguish malware 

files from benign ones. Analysis of section information outputted two values for each 

section: virtual size and raw data size. If the difference between these sizes was huge 

enough, then the code would be regarded as suspicious. Authors took four classifiers as 

candidate classifier, including: naïve bayes, multi-layer perceptron neural network, 

decision tree and J48. 

Assembly instruction is the low-level representation of binary code. Each assembly 

instruction is composed of opcodes and operands. The opcode reveals the operation of 

each assembly instruction. So the detection relied on the assembly instruction mainly 

focused on the opcode. 

Muazzam Siddiqui [4] et. al., proposed a method using data mining technology to 

detect malicious code by identifying critical opcode sequence. The author used IDA Pro 

to obtain the disassembly code, and took the frequency of the opcode sequence appeared 

in the sample set (including normal code and malicious code) as the main feature 

selection criteria. They selected 1134 sequences, and calculated the frequency of the 

above sequences in the sample file. Finally, the author tested the logic regression, neural 

network, decision tree as a classifier to detect malicious code. Robert Moskovitch et. al., 

[5] resorted to IDA Pro as well to obtain the disassembly instruction. Then n-gram 

opcode sequences were extracted from the disassembly instruction. Authors selected 1-

gram, 2-gram, 3-gram, 4-gram, 5-gram and 6-gram as the feature respectively. In the end, 

they tested artificial neural networks, decision trees, naïve bayes, and their boosted 

versions, BDT and BNB as the classifier respectively. Igor Santos [6] et. al., proposed a 

method to detect the malicious code variant based on the frequency of opcode. The 

author first selected the length of the sequence of operations, and then calculated the TF 

for each length of n. Then the vector S=(o1, o2, o3, ... , on-1, on) that indicating the 
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frequency of operation sequences was calculated. After weighting the frequency of 

opcode sequence, the vector v=(wtf1, wtf2, wtf3, ... , wtfn-1, wtfn) that indicating the 

weighted opcode sequence was obtained. For the two programs that will be analyzed, the 

sequence of opcode were extracted as the feature vector v and u. The detection of 

malicious code variant was implemented by cosine similarity. 

Control flow is an important structure in the compilation process. The control flow 

graph is a directed graph. The node in the graph indicates the basic block. And the edge 

in the graph indicates the direction of the transfer to the basic block. The control flow 

graph characterizes the logic structure of the code, which is useful in the detection of 

malicious code. 

Shahid Alam et. al., [7] proposed ACFG (Annotated Control Flow Graph) and Control 

SWOD-CFWeight (Window and Difference Flow Weight Sliding) to detect malicious 

code. ACFG realized a fast matching of control flow chart without affecting the detection 

accuracy. SWOD-CFWeight alleviated the effect of the change of the frequency of the 

operation code to some extent. Gao et. al., [8] used a new subgraph isomorphism 

technique to analyze code control flow. The similarity measure could be realized by 

means of the subgraph matching, that is, the process of identifying the common subgraph. 

The similarity measure was obtained by the calculation of maximum common subgraph. 

Program always resorts to system calls to request the service of operating system 

kernel. The operation of malicious code on kernel objects have to be implemented with 

the help of system call as well. So the system call is an important way to describe the 

behavior of code. 

Surekha Mariam Varghese [9] et. al., represented a specific process as sequences of 

system calls. The system call frequency table was constructed for each sequence. The 

frequency of single system call in the trail of process execution indicated the state of 

specific process. The detection of abnormal behavior which represent malicious code was 

implemented with bayes model. Zhang Boyun [10] et. al., proposed a method of support 

vector machine based on rough set for malicious code detection. Through monitoring the 

implementation of malicious samples, the author tracked API system calls, using sliding 

window method to extract system call sequence. Due to the large size of the extracted 

sequence, the author used the rough set theory to eliminate the redundant features. Finally, 

the support vector machine was utilized to classify the malicious code. Yin Chuanhuan 

[11] et. al., obtained the system call traces by monitoring process. The normal trail was 

used to construct a fixed length model. Any deviation from normal mode was considered 

as an exception. Using sliding window to extract the unique sequence of length k from 

the system call path, the author chose k=10. The support vector machine with high order 

Markov kernel was used to detect malicious behavior. 

Different single classifiers were selected and adapted for malicious code detection 

based on a certain feature. With regard to the problem discussed in the introduction, it is 

difficult to deal with out of the weakness of single classifier. Multi-classifiers ensemble is 

one of the resolutions to achieve better performance. 

 

3. Basic of Fuzzy Integral 

For a classification problem accomplished by a number of classifiers, the classification 

accuracy could be improved by combining the output of multiple classifiers in a 

reasonable way. [12, 13] Towards combining the output of multiple classifiers, the 

weighted average is the traditional approach. The weighted average is essentially the 

Lebesgue integral with respect to the classical additive measure. The measure is defined 

in the discrete space composed by each classifier, and is determined by the weight of 

each classifier. This method is based on the assumption that the function of each 

classifier is independent of each other, so that the joint function of several classifiers is 

equivalent to the weighted sum of the individual classifiers. However, in many practical 
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applications, the interaction between a numbers of classifiers is not negligible. The fuzzy 

measure and fuzzy integral theory can take the non-negative and monotone set function, 

namely the so-called fuzzy measure to replace the common weight, and fuzzy integral to 

replace the common weighted average method. 

The fuzzy measure and fuzzy integral theory are a continuation of the classical 

measure theory. The classical measure theory is based on the Lebesgue measure and 

integral theory proposed by French mathematician Lebesgue. It is found that the additive 

in the classical measure theory is not easy to be grasped in some practical applications. In 

1965, the American control expert Zadeh proposed the concept of fuzzy set, which 

marked the birth of fuzzy mathematics and resulted in the production of fuzzy measure. 

In 1974, the Japanese scholars Sugeno first proposed a set of functions which use the 

monotonous to replace the additive condition, called the fuzzy measure, and defined the 

integral corresponding to  fuzzy  measurable.[14] Owing the characteristic of non-

additive of fuzzy measure, it not only reflects the importance of the individual classifiers, 

but also reflects the interaction between the classifiers. 

 

3.1.  Fuzzy Measure 

The additivity of classical measure is the condition of the concern. In some practical 

application this condition is too strong, and it limits its application range. In the 

measurement of subjective or non-repetitive experiments, the non-additivity is inevitable. 

The main feature of fuzzy measure is non additive. 

Let X be a nonempty set, F be a nonempty class of subset of X, and : [0, ]  F  be 

a nonnegative, extended real valued set function defined on F . 

Definition 1. [15]  is called a fuzzy measure on  ,X F  iff 

(1)   0   whenF ; 
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If  satisfies the condition (1), (2), (3), it is called a lower semicontinuous fuzzy 

measure. If  it satisfies the condition (1), (2), (4), it is called an upper semicontinuous 

fuzzy measure. If    1X  , it is called a regular fuzzy measure. 

Definition 2. [15]  satisfies the -rule on F  iff there exists 
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where sup = Esup (E)F , such that 
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(E ) (E) ( ) (E) ( )F F F          , 

whenever 

EF , FF , E FF , and E F  . 

Definition 3. [15]  is called a -fuzzy measure on F  iff it satisfies the -rule on F  

and there exists at least one set EF  such that  (E) < . -fuzzy measure is usually 

denoted by g . 

Definition 4. [16] A fuzzy measure  is called to be k-order additive or k-additive if its 

Möbius transform vanishes for any A ⊆ X such that |A| > k and there exists at least one 

subset A with exactly k elements such that m(A) ≠ 0. 

One of the reasons for the wide application of fuzzy integral is that the interaction 

between different attributes can be expressed by the fuzzy measure values of different 

attributes. 

Let  be a fuzzy measure on feature set X, it is said to be 

 additive if      E F E F     whenever E F  ;  

 superadditive if      E F E F     whenever E F  ; 

 subaddtive if      E F E F     whenever E F  . 

The superadditive of fuzzy measure indicates that the contribution of two sets of 

attributes combined together is less than the sum of the two set. That means the two 

attributes cooperated positively. The subadditive of fuzzy measure indicates that the 

contribution of two sets of attributes combined together is greater than the sum of the two 

set. That means the two attributes cooperated negatively. 

 

3.2.  Fuzzy Integral 

Definition 5.[17] Given a measurable space  ,X F , let  be a fuzzy measure on X,  

and f a nonnegative finite measurable function on X with range {a1,a2,…,an} where 

a1≤a2≤…≤an≤1. The Sugeno fuzzy integral of f with respect to  is defined by 

   
1

(s)
n

i i
i

fd a x f x a 


    
  . 

The Sugeno fuzzy integral is also denoted by   ( ) ( )s f x d x  or  s fd . 

Definition 6.[17] Given a measurable space  ,X F , let  be a fuzzy measure on X,  

and f a nonnegative finite measurable function on X with range {a1,a2,…,an} where 

a1≤a2≤…≤an . The Choquet integral with respect to   is defined by 

     1

1

(c)
n

i i i

i

fd a a x f x a 



   , 

where a0=0, and the Choquet integral is denoted by  c ( ) ( )f x d x  or  c fd . 

 

4. Detection Framework Based on Multi-classifiers Ensemble 

The essence of malicious code detection is the problem of classification, which 

distinguishes the malicious code from the normal code. Out of the weakness of detection 
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based on a certain feature, we chose features that complementary with each other to 

detect malicious code. We assume that there is a classifier for malicious code detection 

based on each feature. Then the problem of malicious code detection could be induced to 

the problem of multi-classifiers ensemble. 

 

4.1.  Overview of the Detection Framework  

The overview of the detection framework was presented in Figure 1. The code sample 

was statically analyzed to extract corresponding features in different levels. The features 

used to characterize the code including file structure, disassembly instruction, flow graph 

and system call. Then Base classifiers are utilized to distinguish the malicious code and 

the benign code based on each single feature. The output of each base classifier are a 

probability that the code sample belong to the malicious code. The multi-classifiers 

ensemble synthesize the outputs of each base classifier to obtain the final decision result. 

file structure

disassembly instruction

flow graph

 multi-classifier 

ensemble

system call

decision 

result

base classifier

base classifier

base classifier

base classifier

code 

sample

 

Figure 1. Framework Overview 

4.2.  Architecture of Static Analysis  

The multi-classifiers ensemble depends on the analysis of the code sample. We 

resorted to static analysis to extract the features of malicious code. Figure 2 is the 

architecture of static analysis, which is the foundation of the detection framework. 

With regard to a code sample, we analyzed its file structure first. File structure is an 

important data structure of malicious code. Lots of malicious code attached to normal 

code will change file structure to obtaining the chance to execute before normal code. For 

normal code, the execution will start from the section of text where the normal code 

located. Whereas the malicious code attached to the normal code has to extend the 

section of text or adds a new section. Besides finding a place to lay aside the malicious 

code, it is necessary to change the entrypoint in the field of file header to point to the 

malicious code. There are many other characteristic to describe the abnormal in file 

structure. We utilized a series of flags to mark the abnormality in file structure. 

Second, the section of text will be disassembled. The malware behavior analysis was 

composed of analysis in disassembly level and system-call level. Out of the finer grain, 

the analysis in disassembly level is indispensable to characterize the behavior of code. 

However, the effect of existing technologies in disassembly level is not good against the 

behavior composed of discontinuous instruction sequence. Taking into account the above 

situation, combined with characteristics of binary code we proposed a method of 

behavior analysis in disassembly level based on pattern matching with wildcards and gap-

length constrains, called CFG-refinedSAIL. The algorithm comparesd the opcode 

sequences in each basicblock of control flow with the opcode sequences of malware 

behavior in a refined way to find out the malware behavior in disassembly level. 

Intermediate representation is a kind of abstraction of disassembly instruction. Owing 

the prevailing of obfuscation technology, such as instruction insert, instruction 

permutation and instruction institution etc., will change the appearance of disassembly 

instruction. Whereas the intermediate representation will not change substantially. We 

took the control flow graph as the object of analysis. We followed the method proposed 
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by Silvio Cesare [18]. We used a distance metric based on the distance between feature 

vectors. The feature vector was a decomposition of the set of graphs into q-gram strings 

of the high-level source after decompilation. 

System call is an important feature to characterize the behavior of the code. The 

system call extracted by static analysis were constructed as a system call graph. Because 

the problem of subgraph isomorphic is NP-complete. [19] And with the observation that 

the system calls were executed in sequence. So we transformed the problem of sub-graph 

isomorphic to sequence matching. We modified the algorithm of Depth First Searching 

with backtracking to location the system call pattern. 

Based on the feature of different forms, we constructed 4 feature databases to store 

corresponding malicious feature. The extracted features were compared to the feature 

stored in corresponding database. Then each base classifier were used to distinguish the 

malicious code and the normal code separately. We selected the naïve bayes as the base 

classifier. 
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feature 
database of 

file structure

code

sample
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Figure 2. Procedure of Static Analysis  

4.3.  Fuzzy Measure Calculation based on Genetic Algorithm 

The calculation of fuzzy measure is the key point in the application of fuzzy integral. 

The algorithm of neutral network, quadratic programming and genetic algorithm all could 

be used to determine the fuzzy measure. The genetic algorithm is a stochastic global 

search method that mimics the metaphor of natural biological evolution. In the detection 

framework proposed in this paper, we selected the genetic algorithm to search the optimal 

solution of fuzzy measure . The genetic algorithm is composed of 4 elements. 

Element 1: Chromosome encoding and decoding. 

In the genetic algorithm, each problem solver is encoded as a chromosome. A position, 

or a set of positions in a chromosome is encoded as a gene. In the detection framework of 

malicious code based on multi-classifiers ensemble, the fuzzy integral is corresponding to 

a chromosome. And the value of the set function at each set in fuzzy measure is 

corresponding to a gene. We utilized binary encoding to transform a gene into a string of 
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bits. Let n be the size of feature set, so each chromosome is composed of 2
n
-2 genes 

which represents a nonnegative monotone set function. The other 2 sets are the empty set 

and the universal set. Out of there are 4 types of features we used, there are 14 genes. 

The length of bit string representing each chromosome relies on the precision of fuzzy 

measure. In this paper, we set the precision of the precision of fuzzy measure to be 0.001. 

The range of fuzzy measure was restricted to [0, 1]. According to the binary decoding 

method of genetic algorithm we needed 10 bits to present each gene at least. As there are 

14 genes needed to be represented, the length of each chromosome should be 140 bits. 

Element 2: Fitness function. 

The Fitness function is required in the genetic algorithm to assign a score of fitness to 

each chromosome in the population. The fitness values calculated by fitness function are 

then used in the process of natural selection to choose the potential solutions which will 

continue on to the next generation. In this paper the fitness function of chromosomes was 

calculated by 

   
1

1 e
 for simplicity. 

Element 3: Genetic operators. 

The genetic algorithm constructs a new generation chromosome from an old one 

following three steps: selection, crossover and mutation. 

(1) Selection. Chromosomes are selected from the population to be parents to 

crossover. The fitter the chromosome, the more times it is likely to be selected to 

reproduce. We selected rws (roulette wheel selection) as the selection operator to produce 

new chromosomes as offspring. 

(2) Crossover. The crossover operators recombine pairs of individuals with crossover 

probability to produce offspring. We utilized the one-point crossover as the crossover 

operator. If one crossover point is selected, string of bits from beginning of chromosome 

to the crossover point is copied from one parent, the rest is copied from the second 

parent. 

(3) Mutation. This operator randomly flips some of the bits in a chromosome. Given 

that mutation is generally applied uniformly to an entire population of bit string, it is 

possible that a given binary string may be mutated at more than one point. 

Element 4: Parameters for genetic algorithm 

There are some parameters need to be defined in the calculation, including: population 

size, number of generations, crossover probability and mutation probability. 

Population size indicates the number of chromosomes in population (in one 

generation). If the population size is not large enough, the genetic algorithm has a few 

possibilities to perform crossover and only a small part of search space is explored. On 

the other hand, if the population size is too large, the algorithm slows down. 

Number of generations indicates when the genetic algorithm stops. As the number of 

generation increases, the individuals in the population get closer together. 

Crossover probability indicates how often will be crossover performed. If there is no 

crossover, offspring is exact copy of parents. If there is a crossover, offspring is made 

from parts of parents' chromosome. 

Mutation probability indicates how often will be parts of chromosome mutated. If 

there is no mutation, offspring is taken after crossover without any change. If mutation is 

performed, part of chromosome is changed. 
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5. Experiments and Results 

In this paper, we selected the operating system Windows 7 (SP1) 32 bit, the processor 

is Core i3-3.30GHz Intel, the memory is 4.00GB. The sample in the experiment were 

collected from online. 

To evaluate the performance of single classifier and ensemble multi-classifier, we 

defined 4 concept described below: 

FP (false positive): the normal code was classified as malicious. 

FN (false negative): the malicious code was classified as normal. 

TP (true positive): the malicious code was classified as malicious. 

TN (true negative): the normal code was classified as normal. 

We chose three indexes to evaluate the performance of the model: 

FN
FNR

TP FN



, 

FP
FPR

TN FP



, 

TP TN
Accuracy

TP FN FN FP




  
. 

The genetic algorithm was utilized to calculate the fuzzy measure. The selected 

operators and parameters were listed in Table 1. 

Table 1. Operators and Parameters 

operator selection roulette wheel selection 

crossover single-point crossover 

mutation bit flip 

parameter population size 50 

crossover probability 0.7 

mutation probability 0.05 

number of generations 50 

The result of fuzzy measure calculated by genetic algorithm was showed in Table 2. 

Table 2. Fuzzy Measure 

Set  Set  

 0 {f2,f3} 0.234 

{f1} 0.224 {f2,f4} 0.654 

{f2} 0.149 {f3,f4} 0.537 

{f3} 0.727 {f1,f2,f3} 0.373 

{f4} 0.425 {f1,f2,f4} 0.849 

{f1,f2} 0.275 {f1,f3,f4} 0.913 
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{f1,f3} 0.317 {f2,f3,f4} 0.787 

{f1,f4} 0.769 {f1, f2,f3,f4} 1 

 

The single classifier of each feature was based on naïve bayes. The multi-classifiers 

ensemble was based on the Choquet fuzzy integral. The comparison was shown in Table 

3. 

Table 3. Test Result 

 FPR FNR Accuracy 

Classifier of files structure 8.3% 14.6% 89.1% 

Classifier of opcode 6.6% 7.5% 90.4% 

Classifier of control flow 12.0% 13.5% 87.3% 

Classifier of system call 6.7% 7.3% 90.4% 

Ensembled Classifier  1.7% 4.9% 97.1% 

 
The experiment results showed that the accuracy of base classifier of file structure was 

relatively weak. The false negative ratio of file structure was relatively higher than other. 

The reason is that there are many detection frameworks resort to file structure to detect 

malware. Whereas some malicious code don’t change the file structure in order not to 

trigger the alarm of the detection framework. 

The accuracy of base classifier of control flow graph was not good as well. The false 

positive ratio and false negative ratio were higher than others. The reason was ascribe to 

the insufficiency of control flow graph database. 

The accuracy of base classifier of opcode sequence and system call graph were the 

more effective way to detect malware compared with the other two featurs. 

The multi-classifiers ensemble based on Choquet integral achieved best accuracy. 

Because it utilized the complementary features to detect malware. 

 

6. Conclusion and Future Work 

In this paper, we proposed a detection framework to determine the malicious code. 

The framework took advantage of multi-classifiers ensemble to improve the accuracy of 

detection. The different features of the code were evaluated by base classifiers first. Then 

the Choquet fuzzy integral was used to fuse the result of base classifiers. The tests 

showed that the multi-classifiers ensemble could raise the accuracy effectively. 

In order to improve the performance of the detection framework discussed in this 

paper, there are several issues still need to be researched. 

(1) The improvement of base classifiers. In this paper we adopted naïve bayes 

algorithm as the base classifier to classify a certain feature to malicious or benign. 

Whereas there are many other algorithms could be used as the base classifier, including 

neural network, support vector machine, decision tree etc.. Whether the algorithms 

mentioned above could get better performance as base classifiers need to be investigated. 

(2) The selection of algorithm for multi-classifiers ensemble. We selected the Choquet 

integral to fuse the result of base classifiers, and genetic algorithm to compute the fuzzy 

measure. Whether there are some other algorithm could be used to ensemble the multi-

classifiers with better performance need to be researched. 
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