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Abstract 

Adhoc network is basically infrastructure less in nature and it is vulnerable to attacks. 

In such a network it is necessary to create the security autonomously without the 

involvement of centralized architecture. Address allocation, name resolution, services 

rendering, authentication and access control policies represent some of the 

functionalities that are supported by the Adhoc Networks. To solve the above issue, a 

novel security protocol is proposed for the Passionate network formation. Initial network 

formation done based on trust. For each newly added user authorization is performed 

using certificate generation. Authentication is carried out using certificate verification 

mechanism. Session key is used by all the nodes in the network, for the defended 

communication. Symmetric key encryption is used for data encryption. Asymmetric 

cryptography is used for session key encryption and signature generation. Session key 

updating is carried out based on expiration time.  To revoke the attacker from 

participating in the network, User revocation mechanism is contributed to the proposed 

security protocol. Security is enhanced with revocation capabilities. 

 

Keywords: Centralized architecture, Symmetric and asymmetric cryptographies, 

Defended protocol 

 

1. Introduction 

Adhoc network is created for a group of people who come together for some 

collaborative activity. This helps in establishing basic services and security infrastructure. 

For this purpose we can use the human interactions associated with the activity. Ad hoc 

networking presents two distinct challenges: 

1. The network must operate independent of an access point infrastructure. 

2. The network must operate independent of a pre-established or centralized network 

management infrastructure. 

Since the network population and topology are not known in advance nor can be 

preconfigured, so services in ad hoc environment cannot be centralized. Nodes may need 

to cooperate to provide functionality such as group communication replicated object 

storage, caching and remote object invocation. In fixed network encryption keys, 

certificates, authorization information stored in trusted repositories both local and global 
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are the key issues on which security depend. But in ad hoc environment, it is necessary to 

support key distribution for encrypting traffic in the wireless media and authentication of 

users and devices in the absence of a global identity database. To obtain useful results, 

the ability to route traffic from one node to another is not sufficient instead the problem 

of administration in ad hoc networks has received little attention. Applications such as 

interactive presentation collaborative editing, shared white boards and games are ideal 

candidates for operations in such as environment. Intentional interactions among users 

who have chosen to collaborate for some purpose are reflected by network. Our goal is to 

empower users to create computer networks with same ease, flexibility and spontaneity 

as the human interactions they are intended to facilitate. 

Passionate networking environment proposed five key challenges where each reflects 

some way in which a Passionate network differs from other well known infrastructure or 

mobile computing environments; and are given below: 

Network boundaries are poorly defined: “Coming up on a network” simply means 

enabling the network interface and connecting to and possibly authenticating with the 

networking infrastructure in conventional wired or wireless network. In an infrastructure 

less network, there is no natural equivalent. 

There is no planned network: Conventional networks are not built on an ad hoc 

basis; Logical and administrative boundaries suggest where services should be hosted and 

replicated. 
 

                                                    

 

Figure 1. Sample Adhoc Network 

Pre configuration of hosts doesn’t exist: Since these Passionate networks are created 

at anytime and anywhere: Information such as Network Access Identifier’s (NAI) or user 

principals of the participants, the host names and addresses of the nodes, available 

services and the nodes where they are hosted cannot be predetermined. Therefore, nodes 

and services cannot be preconfigured with this information. 

There are no central servers: Within an ad hoc network, there is no well defined 

primary version of an object to which all modifications must eventually be committed. In 

fact, users can be disconnected from their home infrastructure and operating in a 

Passionate networking environment at the same time. 

There are no experts: Users are notoriously bad at configuration, especially in an 

environment that poses complex security issues. Operation must be intuitive to non 

technical users. And hence it is necessary to minimize the inexpert users’ exposure to the 

administrative infrastructure and make necessary activities as intuitive as possible. 
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2. Related Work 

A defended Passionate ad-hoc network is presented, which is based on direct peer-to-

peer interaction, to grant a quick, easy, and defended access to the users to surf the Web. 

The literature shows the description of our proposal, the procedure of the nodes involved 

in the system, the security algorithms implemented, and the designed messages. This 

literature has taken into account the security and its performance. Although some people 

have defined and described the main features of Passionate ad-hoc networks, nobody has 

published any design and simulation until today. Passionate networking will enable a 

more natural form of wireless computing when people physically meet in the real world. 

[1] 

The design and implementation of public-key-(PK)-based protocols that allow 

authentication and key agreement between a sensor network and a third party as well as 

between two sensor networks. Our work is novel in that PK technology was commonly 

believed to be too inefficient for use on low-power devices.  The TinyPK system 

demonstrates that a public-key based protocol is feasible for an extremely lightweight 

sensor network. Incorporating the use of TinySec or any other symmetric encryption 

service for mote networks, TinyPK provides the functionality needed for a mote and a 

third-party to mutually authenticate to each other and to communicate defendedly. As 

part of solution, the efficiency of public operations are exploited in the RSA 

cryptosystem and design protocols that place the computationally expensive operations 

on the parties external to the sensor network, when possible. [2] 

In this literature, the energy cost of authentication and key exchange based on public-

key cryptography on an 8-bit microcontroller platform has been quantified. A comparison 

of two public-key algorithms, RSA and Elliptic Curve Cryptography (ECC), has been 

presented and mutual authentication and key exchange between two untrusted parties are 

considered such as two nodes in a wireless sensor network. Low-power microcontroller 

indicates that public-key cryptography is very viable on 8-bit energy constrained 

platforms even if implemented in software. It is found that ECC to have a significant 

advantage over RSA as it reduces computation time and also the amount of data 

transmitted and stored. [3] 

Passionate networking is a means for simple integration of devices and services into 

networks. It seems to be one way to achieve more flexibility, more mobility, a better 

usability and less administration effort. This paper provides a definition of Passionate 

networking and lists mandatory and optional features. It takes a closer look at the 

evolving technologies Jini (Java intelligent network infrastructure), JetSend, 

Inferno/Limbo, HAVi (Home Audio Video interoperability), and UPnP (Universal Plug 

and Play). Passionate is not used in the meaning of not constrained or voluntary but in the 

meaning of automatic or self-regulated. Therefore, Passionate networking is referenced 

here as the integration of services and devices into network environments with the 

objective of an instantaneous service availability without any manual intervention. [4] 

Most ad hoc networks do not implement any network access control, leaving these 

networks vulnerable to resource consumption attacks where a malicious node injects 

packets into the network with the goal of depleting the resources of the nodes relaying the 

packets. To thwart or prevent such attacks, it is necessary to employ authentication 

mechanisms to ensure that only authorized nodes can inject traffic into the network. A 

hop-by-hop authentication protocol called LHAP has been proposed for ad hoc networks. 

LHAP resides in between the network layer and the data link layer, thus providing a layer 

of protection that can prevent or thwart many attacks from happening, including outsider 

attacks and insider impersonation attacks. [5] 

A set of mobile terminals placed close to each other forms a Passionate ad hoc 

network on sharing resources, computing time in a limited space by following human 

interaction pattern. Passionate Networks are special case of ad hoc networks where the 
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network management is transparent to user. Our proposal is to provide a defended 

network without infrastructure and reject the false (untrusted/malicious) users. Security is 

based on the confidentiality, privacy, node cooperation and anonymity. And to achieve 

reliable communication and node authorization: user authentication and key exchange 

mechanisms for node authorization are needed in mobile ad hoc networks. 

 

3. Passionate Network Formation 
 

3.1. Overview of a Network 

The network users1 (also sometimes referred as node if required) and services may 

vary with time because a user can join and leave the network at wish. The network 

formation mainly consists of three phases in order to provide defended transfer of data 

from one user to other. 

Joining a User: The system is based on IDC (IDentity Card) and certificate. IDC 

contains both public and private components. The public component contains Logical 

Identity (LID), which is unique to each user and allow others to identify it.  If there is no 

existing network then a user should initiate him/her in order to create it. User is 

sometimes referred as node in the paper as required. 

Services Discovery: A user can know the services by asking the other users about the 

services available with them. Since we do not maintain a central server here the services 

can be rendered using Web Services Description Language (WSDL). Most of the 

parameters of services aren’t transparent instead they need manual configuration. 

 

Figure 2. Architecture of Passionate Adhoc Network 

Trust Establishment: Trust relationship can be asymmetric and can change over time 

depending on node’s behavior. There are only two Trust levels in the system as follows: 

1. Zero level: Since there is no authentication process done by the devices there is no 

trust and the trust level is put down. 

2. First level: Here the authentication process is performed and the devices trust each 

other. 

We also have two validity levels as follows: 

1. Zero level: The key is not valid because it has neither been obtained in the 

validation process of nor a trust device. 
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2. First level: The key is valid because it has obtained the pre-authentication phase 

through a trusted device. 

 

3.2. Network Formation 

The network is created using the information provided by users, hence, each node is 

identified by an IP address and the servers are shared using TCP connections. Each node 

learns the identity card of other known nodes, public key and LID, after the 

authentication process. This information is updated and completed throughout the 

network nodes. The first node is responsible for setting the global settings of Passionate 

network and changes to standby mode in order to service the requests. Each node needs 

to configure its own data by them. The process is clearly explained through the data flow 

diagram given below. 

 

Figure 3. Data Flow Diagram for Network Formation 

4. Protocol and Network Management 

The user must determine whether to create a new network or participate in an existing 

one only after the validation/registration process of the user in the device has done. 

Services of the nodes starts only after the session key is generated and waits for the 

requests from other nodes if wanted to join the network. The node that belongs to the 

network responsible for validating new nodes data perform a diffusion process to the 

nodes within its communication range until the data reach all nodes in the network. This 

process allows verifying the validity and uniqueness of the new node’s data. Several tasks 

are to be performed after the authentication of the node in which some of them are: 

• Displaying the nodes (nodes/users). 

• Updating/Modifying the trust of the nodes. 

• Update the information of nodes present in the network. 

• Process the request of certificates from other nodes. 
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4.1. Operation of Protocol 

We used a model based on the asymmetric infrastructure of public keys which is 

mainly used for distributed and key management processes in order to provide defended 

connections. The protocol operates as follows: 

Generation of IDC: Users provide their details in the registration process. After the 

registration process, users generate IDC. The IDC contains public and private 

components. It also contains the user’s name, public key (Ki), the formation and 

expiration dates, an IP proposed by the user, and the user signature. The public 

component contains a Logical Identity (LID), which is unique for each user and allows 

nodes to identify it. Public, private key pair is generated using RSA algorithm. 

Sharing IDC: A new user wants to join to the existing network. It executes 

Generation of IDC process initially. New user trusts the user in the existing network and 

provides its IDC encrypted using the public key the existing user. Existing user decrypts 

the IDC using private key. 

Certificate Generation: Existing user authorizes the new user by providing certificate 

to the new user. Certificate consists of IDC with signature of the existing user. Signature 

is generated using the private key of the existing user. Existing user provides IDC and get 

certificate in the similar way as the new user. 

Certificate Verification: When a user joined to the network, wants to access the 

services available in the network, the user gets the access only after the verification of the 

requesting user’s certificate. 

Defended Session Key Sharing: If the verification of the certificate is successful, 

then session key is shared to the requesting user defended by encrypting the session key 

using the public key the verification requesting user. 

Defended Data Sharing: Service providing user encrypts the data using the session 

key using AES algorithm and sends it to Service requesting user. Service requesting user 

decrypts the data using session key. 

 

4.2. Session Key Updation and Revocation 

Session Key Update: Session key (Ks) have three fields: Formation time, session key 

and period. If the network initiated user detects that the session key is expired and 

required to be in the network even after expiration then user generates the new session 

key, encrypts it using the old session key and broadcast it to avoid duplications. 

Session key Revocation: Session key has an expiration time, so it is revoked 

periodically. Session keys do not expire simultaneously in all nodes, instead avoids 

network flooding initiated by many nodes simultaneously when the session key is to be 

revoked. The life time of session key is 

Ti = Fe - Fc      where, 

Ti- lifetime of session key 

Fe- Session key expiration time 

Fc- Session key formation time 

 

4.3. Malicious Node/User Revocation 

Each user in the network maintains the revocation list. Revocation list contains the 

identity of the attackers. If a user is identified as the attacker, he/she should be eliminated 

from the network as shown in the figure above.  Particular user’s unique identity is 
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updated to the all the users existed in the network.  All users in the network update their 

revocation list.  When the attacker enters into the system for any service, revocation list is 

verified.  If the user existed in the revocation list, that user will not get the service. 

 

Figure 4. Clear View of Protocol Operation 

5. Performance Analysis 

The analysis is taken after running a set of tests to validate performance of the protocol 

operations. The protocol has been developed using Java programming, whose mobility, 

multi-platform, and interoperability, features are useful to deploy the protocol. The tests 

are carried out with a PC where all the nodes are joined/created virtually. 

 
 

 

Figure 5. Runtimes Comparison (Cryptography c Operations) 
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Figure 5, shows the comparative graph of the measurements we have used in the 

nomenclature as: operation, algorithm used, key size, device, size of text etc. 

We have grouped the data according to the type of operations: key formation, 

asymmetric encryption, symmetric encryption, asymmetric decryption, symmetric 

decryption, key signature and key verification. 

The network is expected to be a small or medium-sized network, so it would require a 

small memory to work within the network. The devices running this protocol must have a 

minimum of volatile memory. 

 

 
 

Figure 6. Maximum Numbers of Stored Nodes versus Available Memory 

The above figure shows the maximum number of nodes that can be stored depending 

on the available memory capacity of the device when the percentage of memory 

availability for data storage is 30%. 

 

5.1. Memory Consumption during Network Formation 

The node that generates the network uses more memory because it is in charge of 

sending two messages for the authentication process, one with the symmetric encryption, 

and another with asymmetric encryption. 

 

Figure 7. Memory used by Both Nodes from the Certificate Formation to the 
Data Transfer between them 

The above figure shows the used memory, when a new node joins the network, by 

both nodes from certificate formation to data transfer. 
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6. Conclusion 

Defended, autonomous the Passionate network has been proposed to be compatible for 

ad hoc networks. Session key has been use for defended communication. Authentication 

and authorization has been done using certificate. Symmetric key encryption has been 

used for data encryption. Asymmetric cryptography has been used for session key 

encryption and signature generation. Session key updating has been carried out based on 

expiration time. Revocation of the malicious user has been contributed. 
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