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Abstract 

In order to improve the recognition rate of user identity authentication system, a user 

identity authentication method based on the combination of mouse and keyboard 

behavior is proposed. First of all, the characteristics of the two indicators of the mouse 

and keyboard are extracted, and then realizing the use of support to the rationale for the 

establishment of an identity authentication device, and finally test through a number of 

user identification and authentication. The results show that this method can improve the 

recognition rate of the user identity authentication, which greatly reduces the error rate 

and rejection rate and the results are obviously superior to the traditional method. 
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1. Introduction 

With the increase of people's dependence on computer technology and network 

information resources, the problem of computer security and user identity authentication 

is becoming more and more important. Bio-metric authentication technology, which is 

popular in the past few years, has gradually received attention from the initial fingerprint 

recognition to the subsequent recognition of the gesture of the voice of the palm. Typing 

characteristics, that is, the rhythm of people on a computer keyboard. Because of its 

uniqueness, it is also included in the field of bio-metric authentication technology [1]. 

Clicking characteristics is the key to the computer keyboard, because it is unique and 

more important. Meanwhile, it does not need additional equipment, when the software is 

implemented, it has a hidden feature, that is, the user can not know whether the system 

uses this technology, so as to avoid illegal invasion of the damage and forgery. In order to 

improve the security of identity card, a user training and authentication of user training 

authentication is proposed, which is based on the behavior of mouse keyboard and mouse 

and keyboard. Then, the user of the vector machine support (SVM) is used to carry out 

the identity authentication. The system uses a flexible structure layout, allowing the user 

to carry out the two development on the basis of the original parts of the system, which 

has a good portability. The experiment proved that the system’s using the double 

indicator composite certification has a higher accuracy. 
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2. Optimized SVM Algorithm 

Obviously this is a straight line, in the determination of the W value and b value, the 

only X value can be satisfied (1), when using the other X value , it’s greater than zero or 

less than zero, so other X values are divided into two categories, not to meet the 

conditions of formula(1) . 

The above W and X values are one-dimensional, and the SVM is given a new 

definition of this parameter, which extends the original W value and X value to the 

multidimensional, and gets the following objective function: 

1 2 3
( , , , . . . . . . , ) 1 2 3 ...

n
X x x x x n n  、、

                                                                          (2) 

1 2 3
( , , , . . . . . . , ) 1 2 3 ...

n
Y y y y y n n  、、

                                                                          (3) 

1 2 3
( , , , . . . . . . , ) 1 2 3 ...

n
A a a a a n n  、、

                                                                          (4) 

1 1 1 2 2 2
* * * * ... . . . * *

1 2 3 ...

n n n
W y a X y a X y a X

n n

   

 、、
                                                                          (5) 

, 1 *W X b C E                                                                                                          (6) 

In the formula, C and E are real numbers, here are two new values A and Y, and it is 

not hard to see that W and X have become multidimensional, (6) is equivalent to the 

original (1), which will not meet (6) type of multidimensional X into two categories. 

Vector X user was defined as an n-dimensional value, the characteristics of the user 

operation of the mouse or keyboard, such as user (left click time = T1). Suppose there are 

two users: A and B, a three set of mouse keyboard feature sample X1, X2, X3, a set of 

samples on the corresponding one type (2), such as X1= (x1, X3, x1, X2, X3, x2), X3= 

(x1, X2, x3). It should be noted that the xn values in different samples are not necessarily 

equal, but they are the same type of values (e.g., the mouse or keyboard features), and the 

number of data in parentheses must be equal. As for the number of data for the custom, 

for example, adding a double click on the data for x4, then X1= (x1, X3, X2, x4, x1, X3, 

X2, x4), X3= (x1, X2, X3, X4). In the same way, there are three groups of mouse 

keyboard feature sample X4, X5, X6. The number of samples can be varied, but the 

mouse or keyboard feature in the sample must be relevant, and the total sample number is 

6. Come and see the formula (3), (4), due to a total sample of 6. Therefore, (3), (4) n 

formula brackets for 6, namely the total number of samples determined it, (3), (4) in 

parentheses value to six samples with corresponding to the six samples, such as y 

corresponding to X1 Y1, as well as a A1, other samples can be judged by this kind of 

push, now the above correspondence are summarized as follows: 

1 1 2 3 1 1
( , , )X x x x y a  

2 1 2 3 2 2
( , , )X x x x y a  

3 1 2 3 3 3
( , , )X x x x y a  

Second: 

4 1 2 3 4 4
( , , )X x x x y a  

5 1 2 3 5 5
( , , )X x x x y a  

6 1 2 3 6 6
( , , )X x x x y a  

For the value of Y, count like this: the corresponding Y are assigned to 1, 

corresponding to the -1, or in turn, that is, y1=y2=y3=1, y4=y5=y6=-1 or y1=y2=y3=-1, 

y4=y5=y6=1. The value in the A is automatically generated by the user training program 

for the user. This case takes the user a Y as the standard of 1. 
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Look at formula (5), putting the AB relation data into (5) on the right , you can draw 

on the left side of the W value. (5) is the certification formula. (6) the formula W is the 

(5) W, B for user training program automatically generates a, C and e values for the 

custom algorithms, X represents the user authentication of a new set of samples. Note 

that it is only the authenticated users that decided W which of the two users. This is 

because (6) and (1) are in the same rule, the solution to two kinds of problems, such as w 

in this case is obtained by the AB sample, and it only certified AB. Then putting data into 

(6), then only it is greater than the formula on the left side of the certification, it can get 

through. 

Sort out the behavior data collected, and convert them into the format of the algorithm. 

Because the SVM algorithm is the classification problem of solving the two kinds of 

samples, so it can be used to distinguish two samples from one line. For multiple users, 

they take this approach to determine the identity of the current user, such as user 1. And 

the current training sample is in 6, then the user 1 of the training sample and the 

remaining 5 user training samples were classified was put in line calculation, and then 

use these 5 categories to determine the sample, where the need to pay attention to that: 

training sample must be kept odd number, if the current user training is less than the odd 

number, the system will automatically call stub sample to make up. If the classification of 

the line to the user 1 of the votes cast more than half (a line is equivalent to a vote), then 

it is judged as 1 users. 

The optimization of the algorithm, the parameters of the (2) - (6) type are determined 

as shown in Table 1. 

Table 1. All Kinds of Sub Parameter Values are Determined 

 X y a W 

Value 

determination 

Directly 

determined by the 

user mouse data, as 

the condition of 

the 

Depending on 

the X 

corresponding 

to the user to 

determine the 

1 or -1, it is 

set value for 

the known 

conditions 

Will correspond 

to X, y into the 

program 

automatically 

generated, the 

value is not 

determined 

Will be all X, y, 

a into the 

program 

automatically 

generated, the 

value is not 

determined 

The 

corresponding 

formula 

(2)、(5)、(6) (3)、(5) (4)、(5) (5)、(6) 

 b C E  

Value 

determination 

Will be all X, y, a 

into the program 

automatically 

generated, the 

value is not 

determined 

Custom by 

the program 
Fixed to 0.01  

The 

corresponding 

formula 

(6) (6) (6)  

From the above table, we can see that the X can be changed in these parameters (above 

X can be defined, that is, the number of mouse indicators and the definition of the mouse 

index), C (program definition), and the rest of the parameters are either fixed or by other 

parameters. 
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3. Identity Authentication System based on Mouse Keyboard 
 

3.1.  System Description 

System has two main processes which are training module and authentication module. 

Training and certification must be carried out in a specific scene, each scene is 

corresponding to a specific mouse or keyboard behavior indicators, such as: left click, 

right click, right click, wheel, etc., the system provides 9 scenarios for training and 

certification. The user must complete the specified operation according to the instructions 

given by the scene. The system will automatically shield the corresponding behavioral 

data for non specified operation, authentication or training, and the user can not complete 

the current certification or training. Because of the characteristics of SVM algorithm, the 

system can give an evaluation according to the training data. The user can decide whether 

to train again according to the result of this assessment. In the training condition, the user 

needs to give the current account privileges and the security level required to set up the 

authentication when the user completes the whole scene. Authentication status, the user 

needs to provide their own account and password and password based on the prompt 

completion of the certification process of the corresponding level of security. The 

calculation of the training data, the classification and judgment of the authentication data 

are all optimized by the SVM algorithm. The system software flow chart is shown in 

Figure 1. 
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Figure 1. System software process 

3.2.  User Information Collection and Analysis 

System provides a total of 9 scenarios for the user's training and certification. Every 

scene of the design we are built on a certain background is to avoid the use of the process 

of boring and complex. They are: Grandpa's meal (double-click the image), according to 

the dots and dashes (mouse track), brother of the count test (click on the picture), strength 

training (mouse wheel operations), sister of shopping (right click on the image), mental 

arithmetic training (keyboard keys related indicators), pet market big rush (mouse track), 

my gesture password (locus), the traditional password character (keystroke feature). Each 

scene is corresponding to one or more specific behavior indicators, in the scene, the user 

must be given in accordance with the tips of the scene to complete the corresponding 

operation, for non specified operation, the scene will give a hint of operational errors, the 

corresponding behavior of the operation data will be discarded. The scene indicators are 

selected after the test. When using these indicators for identity authentication, the sample 
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data is small, the collection of natural data is also reduced, so that in the process of 

training and certification, it can save a lot of time. These indicators are selected, in the 

identification of the test, they are not in the same effect, so we use the safety level of 

these indicators for the use of these indicators to classify for better results. It will be 

classified as high security level, the effect of a general or lower level of security. Such 

users in the authentication, only through a set of good security level of the corresponding 

scene, do not need to pass through the whole scene, compared to the training time it can 

also save a lot of time. 

By using a specific scene environment, combined with the global keyboard hook 

(WH_KEYBOARD_LL) and the global mouse hook (WH_MOUSE_LL), we can 

accurately collect the behavior data we want. In the scene environment. Users need to 

complete a series of operations according to the tips given by the scene, such as: click the 

left mouse button, click the right mouse button, double-click the left mouse button, scroll 

mouse wheel, move the mouse cursor, enter a predetermined password string, etc.. In the 

scene, each step operation in the single scene, the scene of the switch, all of which have 

ability of control, so it can be very precise positioning of the user's current behavior data 

generated by the user's current time, and then you can classify these behavioral data 

according to the calculation of the data format. 

The analysis of user behavior data is the core of the whole system. In the third section, 

the optimized SVM algorithm is used to process the collected user behavior data, and 

then the user is authenticated. 

 

4. System Simulation 

Randomly select 10 users, so that the 10 users were in full scene training operation and 

their behavior data collected. Then use the behavior data of these six individuals, and 

carry out the sub index of the number of times to record the corresponding certification 

results and make an analysis of the results. 

Because the classification result is not ideal, so the system only considers C greater 

than or equal to 1 and less than or equal to 32, this system is defined as 5 indicators: left 

click the time, left click the time, right click the time, wheel speed, the key time. For 

these indicators we know that there are a total of 31 combinations, the following test data 

given in part, as shown in Table 3, Table 2. 

Table 2. Standard Rate (X, C=1, =1) 

instruction 

The correct 

recognition 

rate of the user 

User rejection 

rate 

Other user 

correct 

blocking rate 

Other user 

error rate 

Left click 80% 20% 65% 35% 

Left double 

click 
61% 39% 77.3% 33.7% 

Right click 81.6% 18.4% 72.3% 27.7% 

Wheel 

movement 
80% 20% 58.9% 42.1% 

clicking time 71% 29% 70.1% 29.9% 
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Table 3. Standard Rate (X, C=32, =1) 

instruction 

The correct 

recognition rate 

of the user 

User 

rejection 

rate 

Other user 

correct 

blocking rate 

Other user 

error rate 

left click time 68.3% 31.7% 73.6% 26.4% 

left double click 

time 
61.6% 38.4% 80.6% 19.4% 

right click time 81.6% 18.4% 68.3% 31.7% 

wheel movement 

rate 
96.6% 3.4% 55.3% 44.7% 

clicking time 86% 14% 60% 40% 

Through the Table 2 and Table 3 result comparison, it is not difficult to see that the 

correct recognition rate and other users correct interception rate in the C value changes 

become a reciprocal relationship through the C value analysis resulting in changes in the 

value of C which is set to 1 optimal. 

The X dimension and the index of the experimental results are more complex, there 

are too many possibilities from the actual test results of 31 kinds of combinations. Select 

the best combination, the final choice of the optimal combination is: X index number =2, 

the index is the right click on the time and the key, C value is 1, the test results are shown 

in Table 4: 

Table 4. The Accuracy of the Double =2 (X, C=1) 

instruction 

The correct 

recognition 

rate of the 

user 

User 

rejection 

rate 

Other user 

correct blocking 

rate 

Other user 

error rate 

right click time and 

clicking time 
91.6% 6.9% 80.6% 9.4% 

From Table 3, 2, 4, we can see that the system has a good effect on the user identity 

authentication in the double indicator system. The experimental results show that 

compared with the single index, the system adopts the double index composite 

authentication, the accuracy of the system is improved and the system error rate and the 

rejection rate are all reduced. 

 

5. Conclusion 

This paper proposed and implemented a kind of identity authentication system based 

on the behavior of the mouse keyboard. The effect of the identity authentication is better 

by the experimental verification of the two kinds of indicators. The system has a good 

portability of the system through the use of a specific scene to shorten the training time 

and the use of the optimized SVM algorithm to achieve user information analysis. The 

next work is to improve the accuracy of the certification, which will continue to conduct 

in-depth analysis and testing of the behavior of the mouse keyboard, looking for more 

stable indicators. 
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