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Abstract 

With the coming of the big data era, the data processing in large scale comes out with 

a new challenge. However, string matching still plays an important role in the network 

security and information retrieval fields, because of the large size of pattern set with the 

overhead of memory and access memory time. Improving the string matching algorithm to 

adapt to the large scale tasks is desirable and meaningful. In this paper, we present and 

implement a parallel algorithm of multiple string matching based on multi-core platform. 

In addition, this work focuses on the partition of pattern set by using genetic algorithm 

through the internal relation of the patterns to reduce the memory overhead and 

execution performance. Compared with the classical ones, our experiments on both high 

and low hit-rate data demonstrate that the performance of algorithm enhances about on 

average by 20%-40% in general. Besides, the proposed algorithm reduces the memory 

cost on average by 4%-20%. 
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1. Introduction 

The application of big data has already begun to gradually permeate every aspect of 

our work, business and lives. Its impact also spreads to the field of the network security, 

information retrieval and so on. However, big data processing and analysis capabilities 

are far less than the ideal level. The rapid growth of data becomes a challenge to large 

data processing technology. String matching is facing an urgent requirement of 

improvement, applied the core technology of Network Intrusion Detection System 

(NIDS), Anti-virus System and other applications. However, some of previous studies 

focus on a small size of pattern sets, the emerging applications require larger scale 

efficient algorithms to process pattern matching problems [1]. 

The performance of the classical multiple string matching algorithms is decided by the 

three main factors as follows: the number of the pattern, the minimal length of the pattern 

and the size of the alphabet [2]. Moreover, the distribution of alphabet in the text would 

also affect the performance [3]. With the rapid increasing of the size of pattern set in the 

application based on multiple pattern string matching, the space occupancy problem of the 

main matching algorithm is becoming more and more prominent. Consequently, large 

memory access overhead leads to a dramatic decreasing in the performance of algorithms. 

The problem is to optimize the memory overhead and memory access time in the 

condition of keeping the access time of state transition table with the time complexity 

O(N) and ensuring the random access. 

Our work presents a novel parallel algorithm for multiple string matching that spends 

more time in preprocessing phase to reduce the overhead in matching phase. The 
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proposed parallel algorithm is based on the set partitioning. We use a DFA-based AC 

algorithm [4] as the exemplification to implement the parallel algorithm and extract the 

pattern set from open source project NIDS Snort [5] to experiment. 

The paper is organized as follows: background and related work are presented in 

Section 2. In Section 3, the detailed implementation of the algorithm is introduced. 

Experimental methodology and results are given in Section 4. Finally, the conclusions of 

this work are presented in Section 5. 

 

2. Related Works 
 

2.1. Aho-Corasick Algorithm and Optimization 

Aho-Corasick (AC) Algorithm is a classical algorithm of multiple string matching 

invented by Alfred V. Aho and Margaret J. Corasick. There are two specific 

implementations of AC Algorithm: Deterministic Finite Automaton (DFA) and Non-

deterministic Finite Automaton (NFA). Because of the deterministic linear time 

complexity O(N) and fixed size of state transitions table, string matching based on the 

DFA model is desirable [6]. Although AC Algorithm has a time complexity of O(N), 

where N is the sum of the matching text and all of the pattern set, it requires a large 

memory to store the state transition table, which is a limitation to memory space. The 

state transition table will be generated in preprocessing phase. Our work will optimize the 

state transition table in the preprocessing phase, and we design a DFA-based parallel 

algorithm. 

A deterministic finite automaton A can be described as 5-tuple. It consists of Q, Σ, δ, 

q0, F [7]: 

 The Q is a finite set, its every element is called a state.  

 The Σ is an alphabet, its every element is named an input symbol.  

 The δ is a transition function in the form of δ: QΣ  Q. 

 The q0 (q0Q), included in the Q set, is a non empty set of initial states.  

 The F (FQ), a set of accept states, is a non empty set of final states included in the Q. 

In optimization works, some solutions have been proposed in literature [8–10] to 

accelerate the execution speed in AC algorithm. Considering the scalability of speed, the 

number of patterns and the pattern length, the work [8] presents a speed hardware-

implementable pattern matching algorithm for content filtering applications. The designed 

algorithm is based on Bloom Filter, which is a memory efficient multi-hashing data 

structure. 

Report [9] proposes a memory-efficient multiple-character-approaching architecture 

called TDP-DFA, consisting of multiple parallel DFAs. TDP-DFA reduces the 

complexity obviously through efficient representations of the transition rules in each 

DFA. Hua et al. [10] introduce a string matching algorithm that achieves high throughput 

while limiting both memory-usage and memory-bandwidth by moving away from a byte-

oriented processing of patterns to a block-oriented strategy. 

Moreover, there are also some approaches in literature [11–14] to optimize memory. 

By observing, the size of state transition table could be reduced by partitioning the pattern 

set into multiple subsets, and subsets implemented into multiple AC-based DFAs [11, 13]. 

Tuck et al. [12] propose to save the memory overhead of non-existing transitions by 

utilizing bitmap compression and path compression on AC automaton. Tan et al. [14] 

present an approach to partition the AC-DFA into several AC-based DFAs to reduce the 

memory overhead through bit-split. Besides the conventional architectures, in order to 

overcome the performance neck-bottle AC algorithm is implemented on specialized 

hardware like GPU [15, 16], field-programming gate arrays (FPGA) [17–19], 

combination with CPU and GPU parallel platform [20] and so on. 
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2.2. Parallel DFA on Multi-core Architecture 

Multi-core CPU is a single chip integrated with multiple CPU cores. Each CPU core is 

a separate processor. Each CPU core can possess its own separate cache, the cache of the 

same multiple CPU cores could be shared. By cores communicating directly via a shared 

memory, multi-core computers make space for acceleration exists [21].  

In modern multi-core hardware architecture, memory for multiple CPU cores is shared. 

CPU core are generally symmetrical, and therefore belong to a shared memory multi-core 

symmetric multi-processor (SMP). In the multi-core hardware architecture, if wanted to 

give full play to the performance of the hardware must be multithreaded execution, so that 

each CPU core has a thread executing at the same time. 

Single-core and multi-threading on a different, more threads are executed in parallel on 

multi-core physically, is a real sense of parallel execution, and at the same time there are 

multiple threads in parallel. Single-core and multithreaded on a staggered multi-threaded 

execution, in fact, only one thread is executing at the same time. Through utilizing the 

parallelized multiple string matching algorithms, multi-core architecture will be able to 

exhibit a better performance. 

AC Algorithm is one of the commonly used multiple string matching algorithm which 

is appropriate to be parallelized [22]. According to the description above, each core with 

user memory space can be a capable container for DFA. Each DFA on the core also can 

work independently through data parallelism. The Figure 1 is a parallel DFA design based 

on the multi-core architecture. 

 

 

Figure 1. DFA on Multi-Core Architecture 

2.3. Set Partitioning with Genetic Algorithm 

Set Partitioning Problem (SPP) is a classical NP Hard Problem. The partition of the set 

is to divide the set into a number of subsets which cover all the elements of the set and are 

mutually exclusive. There are some solutions of heuristic algorithm to solve it, such as 

Genetic Algorithm (GA), Ant Colony Optimization (ACO) [23] and Particle Swarm 

Optimization (PSO) [24]. 

Genetic algorithm is a simulation of natural selection and biological evolution of 

evolutionary, which were originally developed by Holland (1975) [25]. Genetic algorithm 

is initialized by a population with possible solution, and a number of individual 

components consist of the population through gene encoding. Each individual is decided 

by a chromosome entity. Since the modelling work of the gene encoding is complicated, 

we tend to make it simple, such as binary code. The population of the generation after 

generation, according to the principle of survival of the fittest, has evolved more 

approximated solution.  

In every generation, according to the individual problem domain fitness size to select 

individuals, and genetic operators from Nature Genetics help to crossover and mutate for 
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next generation. It generates the new population represented the solution. This process 

will lead to that the previous generation is more propitious to the environment through the 

processing as nature evolution. The best individual after being decoded in the last 

generation of population can be used as a near-optimal solution of the problem.  

Basic procedure of the genetic algorithm is described as following:  

Step 1: Initialize the population and calculate the fitness of each individual in the 

population; 

Step 2: Select the excepted individual as parents to operate for crossover operation from 

the population; 

Step 3: Crossover between the parents selected in previous step, and mutate by 

probability; 

Step 4: : Calculate the fitness of changed individual in the population; 

Step 5: Update the population by replacing with the individual with better fitness and 

eliminating the worse ones, repeat Step 2-5 until the population reaches to the 

termination condition. 

We improve the GA to adapt to the SPP in the parallel algorithm and take memory 

overhead expression as the fitness function. We also design the crossover and mutation 

operation to improve the performance, and propose the terminal function to get a feasible 

solution. 

 

2.3.1. Initial Character: The work [26] classifies the pattern set by the initial character. 

Each category is used to make a DFA, it ignores the pattern set situation which initial 

characters of patterns is distributing sparsely. 

 

 

Figure 2. Distribution of length from Snort 

2.3.2. Length and Length Pattern Grouping Metric: HyunJin Kim et al. [27] consider 

the pattern lengths, partitioning the target pattern set into two subsets respectively for 

short and long patterns. For the bit-split parallel pattern matching engine, it is required to 

optimize the memory overhead to suit the proper bit-split string matcher types for the two 

subsets. 

The work presented in [28] focused on a method that partitioning the pattern set to 

makes each string matcher on each core has the average length which is close to the 

average length of total pattern by pattern grouping metric. It regards the average length of 

the total patterns length as the pattern grouping metric. The used states also average on 

each DFA. It maintains that the main influential factor of the throughput is the latency of 

state transitions. And the memory overhead is proportional to the number of states and the 

number of bits in each next state pointer. Therefore, it only takes consideration of the 



International Journal of Security and Its Applications 

Vol. 10, No. 4 (2016) 

 

 

Copyright ⓒ 2016 SERSC  271 

factor of length and number of states. Considering the situation with only few long 

patterns, we cannot allocate one separate core to process them.  

 

2.3.3. Greed Algorithm and Dynamic Programming: The paper [29] maintains that the 

speed of string matching algorithm mainly depends on the number and minimal length of 

patterns. They proposed a heuristic algorithm using dynamic programming and the greedy 

algorithm techniques, to divide patterns set and choose an optimal string matching 

algorithm for them. It keeps balance of the running time on each core, to minimize total 

time. 

Figure 2 plots the distribution of pattern set’s length from Snort. It implies that its 

distribution is sparse. There is still possibility of improving performance. To solve the 

problems remaining above, we proposed a new heuristic based algorithm - Parallel 

algorithm of multiple string matching based on set-partition with GA. The internal 

relation of the patterns and the sparse distribution of the patterns’ length are two more key 

factors we concerned. 

 

3. Parallel Multiple String Matching Algorithm Based on Set-Partition 
 

3.1. Preliminary Knowledge 

A representation scheme should be considered first, the following two critical problems 

are closely related to the performance of the algorithm. 

3.1.1. Optimal Patterns Set Decomposition Problem: The set partitioning problem in 

this work is a multi-objective optimization which also is the both key problem and NP-

hard problem. 

To describe the problem we use the symbol from the classical DFA definition as 

follows: 

 P: state set, |P| means the length of P, memory costs |P|*log2|pi|, stands for the longest 

length of pi. 

 Σ: character set, |Σ| means the length of Σ. 

 Ti: state transition table on Corei, |Ti| means the length of Ti. 

State transition table gets a size equal to maxiumstate*alphabetsize, so 

|T|=|P|*|Σ|*log2|pi| is the cost each time, when it accesses the memory of transition state 

table. Because of the complex relationship between P and Σ, |Σ| and |P| are hard to 

improve separately, but it can be cooperatively optimized to a suitable level in each core 

with a heuristic method. 

 We divide the set of pattern into   subsets. Each subset is assigned to an independent 

core on the processors. The optimal pattern decomposition is a decisive factor to reduce 

the execution time of the parallel algorithm to the minimal possible degree. 

A set is divided into n disjoint subsets {P1, P2, …, Pn} which are requirements of the 

elements of these subsets {p1, p2, …, pn} in the greatest possible small, the goal function 

of this task: 

 

Figure 3. Example of a Pattern Set Aggregate 
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G(P)=Min(Max(|Pi|*|Σ|*log2|pi|)), pi P                                             (1) 

subject to : 

 


n

i
ijp

1

1                                                                                      (2) 

where pij denotes i-th pattern assigned to subset Pj, that means each pattern only can be 

assigned to only one subset Pi. 

],1[,, NjiPP ji                                                      (3) 

Any two pattern subset Pi and Pj have no common part.  

 

3.1.2. Optimization Memory Cost with Recombination: The internal relation of the 

patterns on the partition-based DFA has more influence to the performance. For example, 

from Figure 3 we illustrate a pattern set :{ her, his, she, her}. Now we assign them to two 

cores, aiming to the comparison between the two allocating scheme. The front one costs 

10 units size of memory, but the back one costs 9 units size of memory. Memory cost is 

also closely related to the time complexity according to the analysis of Section 3.1.1. 

It is obvious that the combination between pattern set are the mainly factor to 

determine the performance of multiple string matching algorithm in data parallelism 

multi-core architecture. The distribution of the length of pattern set effects the 

performance of algorithm after the partitioning of pattern set, so we develop a heuristic 

algorithm to take advantage of considering the character we discussed above. 

 

3.2. The Implementation of Parallel Algorithm 

The algorithm includes three mainly phases as following:  

 Pre-process phase: decomposing the pattern set into n subsets to prepare for the next 

phase;  

 Parallel processing phase: building n DFAs on n cores, each core can play a role of 

multiple string matcher;  

 Matching phase: parallel string matching on each DFA and reduce the result from all of 

the cores. 

 

 

 

Figure 4. Representation of Solution 

3.2.1. Decomposition Pattern Set with GA: We design a representation of the 

chromosome to generate solution which also subject to the limitation. NCore and NPat stand 

for the number of cores and the number of patterns respectively. The length of solution n 

is computed from log2NCore*NPat. pi is represented with log2NCore bits to locate which 

subset it will be put in. 

For example, as Figure 4, it uses 2 bits per pattern because of the number of core is 4. 

p2’s expression of status s2s3 is binary (10)2 which means p2 will be put in the 2nd subset.  

The binary code represents as (s0s1…sn-1sn)2 using l to denote log2NCore, and the 

calculation expression is as follows: 
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Initial Population and Parent Selection  

As Algorithm 1 describes, the initial population Pop0 is built by a randomly approach. 

The Lchrom stands for length of chromosome and |Pop| stands for the size of population. Set 

Pop0 is initializing to be an empty set, for each individual in the Pop0, it will randomly 

generate a chromosome sequence whose element has a limitation on the range of value 

from 1 to Lchrom. Each new created individual will join set Pop0 until all of the individuals 

have been generated.  

Algorithm 1 is called as the initializing original population P0. 

1: Set Pop0 = φ 

2: for each i[1,|Pop|] do 

3:     Set Individuali = new Individual 

4:     for each j[1, Lchrom] do 

5:          randomly select a integer r, r[0, NCore-1]   

6:          Individuali j  <= r 

7:      end for 

8: Pop0<= Pop0  Individualj; 

9: end for 

Crossover and Mutation Operation  

Simply, we regard the top two individuals in the sorted population by fitness as the 

parents. In Figure 5, after reserving the part AB, A-AB and B-AB have the same 

length, which will be divided into two parts (C and D) by the random position r. Set C 

from start to r in A-AB and set D from r to end in B-AB. 

 

Figure 5. Crossover Procedure 

Mutation operation is similar to the operation of initializing population, but it randomly 

change the chromosome according to the probability of the mutation as Algorithm 2 

describes. 

Termination Function  

By utilizing the Pearson Product-moment Correlation Coefficient (PMCC) to estimate 

the two nearly fitness sequence, we can describe the degree of linear correlation between 

two variables. The Pearson correlation coefficient between the two variables is defined as 

the quotient of the covariance and standard deviation between the two variables. As the 

following equation: 

YX

YX

YX

yx

YXEYX








)])([(),cov(
,


                                           (5) 
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Algorithm 2 is called “Individual Mutation”. 

1: for each i[1, Lchrom] do 

2:     generate a float number p, p[0,1]  

3:     if p<mutation probability then 

4:           randomly select a integer r, r[0, NCore-1] 

5:           Individualij  <= r 

6:     end if 

7: end for 

As we observe, the distribution of  is subject to normal distribution, we use T test 

from statistics to judge the criterion of termination here. Once the T value is determined, 

we can learn whether the solutions of populations tend to be stable from result with the p-

value. The T test equation is described as following: 

NS
t 0

_


                                                                                (6) 

where 
_

 is the sample mean from a sample {
12211 ,,, ,
 nnNnNnNnNn xxxxxx  ，， } 

of size N. S is the ratio of sample standard deviation over population standard deviation.  

is the population standard deviation of the data, and  is the population mean, denoting 

the newest solution 
nn xx ,1

 .  

The null hypothesis H0:=0, the solutions of populations tends to be stable, and the 

alternative hypothesis, H1:0. If the null hypothesis is accepted, the result comes out to 

be that the solutions of populations tends to be stable.  

 

3.2.2. Construct DFA on Multi-core Architecture: DFAs, which are built with pattern 

subsets, will be assigned to each core to process in parallel. The pattern subsets after 

being partitioned are to be built the automation. We divide the pattern set according to the 

number of core, and each core is responsible for running a DFA and stores it in the RAM 

memory. As the Algorithm 3 describes, after allocating the DFA space according to the 

size of pattern set in memory block, we append patterns to the corresponding DFA. 

Matching up with existing states firstly, then we add new state for the rest of the pattern 

bytes. At last, we build DFA through generating state transition table. 

Algorithm 3 is named as “DFAs on Multi-core”. It is described as following.  

//step 1. 

allocate DFA space in memory 

//step 2. 

for each core on each processor do  

 if not match up with existing states than  

     add new state for the rest of the pattern  

 end if 

 Build automation Ai with Pi, 

end for 
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Figure 6. Comparison of the Size of State Table 

3.2.3. Parallel Matching Algorithm: In matching phase, we try to achieve a goal that all 

of the computing resources are fully utilized. Before matching text, as the Algorithm 4 

illustrates, we load the matching text into shared memory from the disk. Every DFA on 

core reads and processes the matching text from the shared memory in runtime. Once one 

of the DFA finishes processing, partial result of matching stores in each thread to record 

the count. When all the threads are finished, the master node core reduces all the result 

generated by DFAs from other cores, since the union of all   is the complete set.   

Algorithm 4 is called as “Text Matching Algorithm”. 

1: for each DFAi on each core do 

2:     while DFAi not finish reading Text T from shared memory. do 

3:           rPi DFAi search T, search Text T with DFAi built by Pi  

4:    end while 

5: end for 

6: rP  rP1  rP2 …rPn, reduce all the result rPi from DFAs 

 

4. Experiments and Results 

In this section, we make experiment to evaluate the execution time of matching and 

memory overhead of the proposed algorithm. The algorithm is implemented in C 

programming language and tested on a computer which is installed operating system with 

Linux kernel version 4.0 and equipped with an Intel(R) Core(TM) i5-4590 CPU @ 

3.30GHz, 3301Mhz with 4 cores and 8GB RAM memory. The pattern set is extracted 

from the Snort rule library (version 2.9). 

 

4.1. Analysis of the Memory Overhead 

Figure 6 illustrates that in different scale of pattern set, the size of state transition table 

optimized by proposed algorithm is smaller than origin one. With the increasing of the 

size of pattern set, the memory overhead, which is spent by state transition table, 

gradually gets a reduction from about 4%-20%. 

The case used in this experiment applies a 4-core environment, we randomly select a 

pattern set from Snort with variable lengths as follows: {1000, 2000, 4000, 6000, 7985}. 

It reaches the highest value of memory optimization pattern set in size 2000 compared to 

origin situation where the memory reduced by about 20%, and in the case where the 

pattern set size reaches 7985 with memory optimization, it gets almost 4% memory 

reduction compared to the origin one.  
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It is easy to see the pattern set in all of the cases in length always has effect. It indicates 

that proposed algorithm is effective to memory usage optimization. Since the different 

distribution of features to pattern set, the effect of the pattern set optimization will receive 

the impact. When all patterns from the pattern set are the same, the optimization of the 

algorithm has no effect. However, because each feature of pattern in sets is unique, there 

is no two completely same pattern in the pattern set. As mentioned above, the proposed 

partition-based parallel algorithm has considerable effect in general. 

 

4.2. Change of Variable Core Number 

Figure 7 shows that in variable number of core, the execution time has different growth 

trend. It means that the proposed parallel algorithm could be more efficient as the number 

of core increases. 

 

Figure 7. Comparison of Execution Time between Different                              
Numbers of Core 

  
                           (a) Low hit rate                                       (b) High hit rate 

Figure 8. Analysis of Execution Time with Hit Rate 

In this case we randomly generated an around to 90% hit rate matching text mixed 

from pattern set and the Bible text in a 100 MB size. From Figure 7, we can see that in the 

same pattern set, the larger the size of pattern set is, the more obvious the difference of 

execution time between different numbers of cores will get. For example, when the size of 

pattern set is set to 4000, in range of core number from 2 to 4, the ratio of escape time is 

5:3:2. However, when the size is set to 7985, the ratio is 6:3:1, we can clearly see the 

larger pattern set size is, optimization results are in better execution time.  

The larger size pattern set has, available space of combinations for allocating gets 

greater, so does optimized space. When meeting the same number of core, with the 

pattern set size growth, the execution time of matching also follows the growth. However, 

it may be drawn from Figure 7, the greater the number of cores is, the more steady growth 

trend will be, on the contrary, it has the trend of increasingly steep.  
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Due to the increasing number of cores, subsets for partitioning getting more as well as 

the space for combination getting larger, resulting in that the optimization of effect is 

better. With the size of pattern set enlarging, the 2-core case increases apparently, while 

the growth of other two cases is slightly. Compared with 2 cores, the proportion 4 cores to 

2 cores of matching time can be up to six times. We can also learn that with the scale of 

pattern set increasing, the speed-up rise rapidly. 

 

4.3. Analysis with High and Low Hit Rate 

Figure 8(a) and 8(b) demonstrates the execution time between origin parallel AC 

algorithm and the proposed algorithm with the low hit rate and the low hit rate matching 

text respectively. We randomly generated matching text by the hit rate 10% and 90% 

from pattern set and the Bible text, the size of which is 100 MB, and using the same set of 

pattern. 

The experimental results show that the range of the execution time in 10% hit rate is 

0.3 second to 2.7 seconds, and in 90% gets 0.3 second to 26 seconds. The hit rate has a 

significant impact on matching speed of the DFA. We can also see that the proposed 

algorithm has more or less effect in optimization of execution time. The proportion of 

execution time optimization with high hit rate is also very similar with low hit rate. 

With the increment of pattern set size, the optimization effect of execution time 

steadily has no proportional increment, but the reduce of execution time reaches a peak 

point when the size increase to 6 × 10
3
. The reason is that in the case of a low hit rate, the 

result led by the partitioning optimization scheme in 6 × 10
3
 size and the characteristics of 

matching text. 

In Figure 8(a), with the size of pattern set ascends, the execution time of the proposed 

algorithm is reduced on average by approximate 1.0%-42.4%, and the reduce of execution 

time reaches a peak point when the size increase to 6 × 10
3
. 

 

5. Conclusions 

In this paper we propose a parallel string matching algorithm, mainly by decomposing 

the pattern set with GA on multi-core architecture to reduce the memory cost, and 

improve the performance. The processing of the irregular distribution of the characteristic 

such as average length and initial character of the pattern set makes the algorithm more 

adaptive.  

The proposed algorithm is tested in environment with the variable number of core and 

different sizes of pattern set. It gives an example to develop an efficient parallel algorithm 

through a heuristic set partitioning method. As a result, the enhanced performance of the 

proposed algorithm can be useful for the IDS[30-31], Anti-virus System ，and so on. 
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