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Abstract 

Aggregate signatures allow n signatures on n distinct messages from n distinct signers 

to be aggregated into a single signature that convinces any verifier that n signers do 

indeed sign the n messages, respectively. The major advantage of utilizing aggregate 

signatures is to address the security of data and save bandwidth and computations in 

sensor networks. Recently, people discuss aggregate signature in certificateless public 

key setting. But some existing certificateless aggregate signature schemes are not secure. 

In this paper, we analyze the security of Zhang et al.’s certificateless aggregate signature 

schemes, and propose a new certificateless aggregate signature schemes, and prove the 

new scheme is existentially unforgeable under adaptive chosen-message attacks under the 

assumption that computational Diffie–Hellman problem is hard. Furthermore, in signing 

equation of the proposed scheme user’s partial private key and secret value are directly 

combined with the signed message. So, the scheme is also secure against some inside 

forgery attack. 

 

Keywords: Digital Signature; Aggregate Signature; Certificateless aggregate signature; 

Security; Bilinear Maps 

 

1. Introduction 

To surmount the key escrow problem in identity-based public key cryptography, AI-

Riyami and Paterson originated certificateless public key cryptography [1], there also is a 

key generation center (KGC) to help users to produce private keys. But, KGC only 

provides the partial private key. The full private key is generated by the user himself 

through using the partial private key from KGC and the secret information from himself.   

  Aggregate signature was first invented by Boneh, Centry, Lynn and Shacham [2]. It 

combines n signatures from n different signers on n different messages into a single small-

size signature. The single small-size signature is used to examine whether the n signers 

did sign the n messages, respectively. Aggregate signatures are useful in secure routing [7] 

and certificate chain compression [2]. The primary advantage of aggregate signature is in 

saving bandwidth. Such aggregate signature is a good solution for networks of small, 

battery-powered devices where communication over energy-consuming wireless sensor 

networks channels [9]. For instance, in unattended wireless sensor network, the lack of 

real-time communication and resource constraints bring security and performance 

challenges [19]. To prevent an attacker from altering the data accumulated, forward secure 

signature [20] is used to sign the accumulated data. But this also causes storage and 

communication overheads due to the accumulation of the signature of individual data 

items. Aggregate signature scheme may be developed to address this issue by aggregate 

the signature of different data items to a single small-size signature.   

After the first aggregate signature scheme proposed by Boneh and colleages, a number 

of aggregate signature schemes were proposed [3, 4, 8, 10, 11, 12, 13]. Recently, people 

discuss aggregate signature in certificateless public key setting. Some certificateless 

aggregate signature (CLAS) schemes are proposed [5, 14, 15, 16 ]. Xiong et al. [14] 
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contributed a certificateless aggregate signature with constant pairing computations. 

However, He et al. [6] showed that an adversary in Xiong et al. scheme who knows 

master key could forge a valid certificateless aggregate signature for any message under 

any identity.  In [16] Zhang et al. proposed a new certificateless aggregate signature 

scheme. But in the signing equation of the scheme, signer’s partial private key and secret 

value are separated from the signed message. So, Zhang et al.’s scheme is vulnerable to 

inside attack. The two certificateless aggregate signature schemes [5] proposed by Gong 

et al. are suffer from same flaws of Zhang et al.’s scheme. Therefore, it is necessary to 

construct novel certificateless aggregate signature scheme which is provably secure. In 

this paper, we propose an improved scheme based on Zhang et al.’s scheme [16], and 

prove that the proposed scheme is existentially unforgeable under adaptive chosen-

message attacks under the assumption of the computational Diffie-Hellman problem 

being hard. Furthermore, in signing equation of the proposed scheme signer’s partial 

private key and secret value are directly combined with the signed message. So, the 

proposed scheme is also secure against some potential inside forgery attack. In the era of 

big data it is vital of data security [21], the secure certificateless aggregate signature 

(CLAS) schemes are important to dig data. 

The rest of the paper is organized as follows. Section 2 introduces cryptographic 

hardness assumptions and the definition and security model of certificateless aggregate 

signature. Section 3 reviews Zhang et al.’s certificateless aggregate signature scheme and 

shows that Zhang et al.’s scheme is vulnerable to inside attack. The improved 

certificateless aggregate signature scheme is proposed in Section 4. Section 5 discusses 

the security of improved scheme. Finally, Section 6 concludes this paper. 

 

2. Preliminaries 
 
2.1 Bilinear Maps and Complexity Assumption 

Let 1G  and 2G
 
be additive group and multiplicative group of the same prime q order, 

respectively. A map 1 1 2:e G G G   is called a bilinear map if it satisfies the following 

properties:  

(1) Bilinear: ( , ) ( , )abe aP bQ e P Q  for all 
1,P Q G , , qa b Z  .

 

(2) Non-degeneracy: There exists 1,P Q G such that ( , ) 1e P Q  . 

(3) Computable: There exists an efficient algorithm to compute ( , )e P Q for any 

1,P Q G . 

Computational Diffie-Hellman (CDH) Problem: Given a generator P of an additive 

cyclic group G with order q , and given ( , )aP bP  for unknown , qa b Z  , to compute 

abP . 

 
2.2 Definition of Certificateless Aggregate Signature Schemes 

In accordance with [16], A certificateless aggregate signature scheme includes a KGC, 

an aggregating set U of n users 
1, , nU U  and an aggregate signature generator. There 

are six algorithms: Setup, Partial-private-key-extract, userkeygen, sign, aggregate and 

aggregate verify.  

Setup: This algorithm run by KGC, given a security parameter  , outputs a master key 

and a list of system parameters params. 

Partial-private-key-extract: This algorithm executed by KGC, given a user’s identity 
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iID , a parameter list params and a master-key, outputs the user’s partial private key 
iD . 

Userkeygen: An algorithm run by a user, given the user’s identity 
iID , picks a random 

i qx Z   and produces the user’s secret value/public key /i ix P . 

Sign: An algorithm executed by each user 
iU  in an aggregating set U . Its inputs are 

the parameter list params, a message {0,1}im   , 
iU ’s identity 

iID , his public key 
iP  

and his signing key ( , )i ix D . The output is a signature 
i  on message 

im , which is valid 

under 
iU ’s identity 

iID  and his public key 
iP . 

Aggregate: An algorithm run by the aggregate signature generator, given an aggregate 

set set U of n  users 
1, , nU U , the  identity 

iID  of each 
iU , the public key 

iP  of 
iU , 

and a signature i  on a message 
im  under  identity 

iID  and public key 
iP  for each user 

iU U , outputs  an aggregate signature  on messages 
1, , nm m . 

Aggregate verify: Given an aggregate set U of n users 
1, , nU U , the  identity 

iID  of 

each 
iU , the public key 

iP  of 
iU , an aggregate signature  on messages 

1, , nm m , the 

algorithm outputs true if the aggregate signature is valid, or false otherwise. 

  

2.3 Security Model of Certificateless Aggregate Signature Schemes 

Based on the security model of certificateless signature scheme [1], there are two types 

adversaries 1A  and 2A  for CLAS. Type 1 adversary 1A  does not have access to the master 

key, but he can replace the public key of any user. While type 2 adversary 2A  has access 

to the master-key but cannot perform public key replacement. 

The security of CLAS scheme is modeled in the following two games between a 

challenger S  and an adversary 
1A  or 

2A . 

Game 1 (For Type 1 Adversary) 

Setup: The challenger S  executes this algorithm, given a security parameter  , the 

algorithm outputs a master key and the system parameter list params. Then, S  sends 

params to the adversary 
1A  while holds the master key secret. 

Attack: The adversary 
1A  executes a polynomial bounded number of queries in an 

adaptive manner. 

Partial-private-key-queries: When 
1A  queries the partial private key of a user with 

identity 
iID , S  outputs the partial private key 

iD  for the user. 

Public-key queries: When 
1A  queries the public key of whose identity is iID , S  

outputs it. 

Secret-Value queries: When 
1A  queries the secret value of a user whose identity is iID , 

S  outputs the secret value ix  (It outputs  , if the user’s public key has been replaced). 

Public-key-replacement queries: For any user with identity 
iID . 1A  can select a new 

public key 
iP  for him and record this replacement. 

Sign queries: When 
1A  queries a user’s (whose identity is iID ) signature on a message 

im , S  generates a valid signature i  on message im  under identity iID  and public key 
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iP . 

Forgery: 1A  outputs a set of n  users 1{ , , }nU U U    with identities set 

1{ , , }ID nL ID ID   and corresponding public keys set 1{ , , }PK nL P P   , n  message 

set 1{ , , }M nL m m   , and an aggregate signature 

. 

1A  succeeds if and only if 

(1)  
 is a valid aggregate signature on message 1 , , nm m 

under 

identities 1 , , nID ID 
 and the corresponding public keys 1 , , nP P 

 chosen by 1A . 

(2) At least one identity, let be 1 IDID L  , has not been submitted during the 

partial-private key queries and the signature on 1m 
 under 1ID 

and the corresponding 

public key 1P
 has never been queried during the sign queries. Here 1P

 denotes the 

public key of the user 1U 
 whose identity is 1ID

. 

Game 2 (For Type 2 Adversary) 

Setup: Given a security parameter   , S  runs the algorithm to obtain a master-key and 

the system parameter list params. Then S  sends params and the master-key to the 

adversary 
2A . 

Attack: The adversary 
2A  executes a polynomial bounded number of queries in an 

adaptive manner. 

Public-key queries: When 
2A  queries the public key of a user (whose identity is 

iID ) 

of his choice. S outputs the public key 
iP  for this user. 

Secret-Value queries: When 
2A  queries a user’s (whose identity is iID ) secret value, 

S outputs the secret value 
ix  for the user. 

Sign queries: When 
2A  queries a user’s (whose identity is iID ) signature on a message 

im , S  replies with a signature i  on message im  under identity iID  and public key iP .  

Forgery: 2A  outputs a set of n  users 1{ , , }nU U U    with identities set 

1{ , , }ID nL ID ID    , public keys set 1{ , , }PK nL P P   , n  message set 

1{ , , }M nL m m   , and an aggregate signature 

. 

2A  succeeds, if and only if 

(1)  
 is a valid aggregate signature on message 1 , , nm m 

under 

identities 1 , , nID ID 
 and the corresponding public keys form the set 

1 , , nP P 
chosen by 2A . 

(2) At least one identity, let be 1 IDID L  , has not been submitted during the secret-

value queries. The signature on 1m 
 under 1ID 

 and the corresponding public key 1P
 

has never been queried during the sign queries.  

Definition A CLAS scheme is existentially unforgeable under adaptive chosen-

message attack if and only if the success probability of any polynomial bounded 

adversary in any of the above two games is negligible.  
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3. The Security of Zhang et al. Certificateless Aggregate Signature 

Scheme 

In this section we analyze the security of Zhang et al.’s certificateless aggregate 

signature scheme. Zhang et al.’s scheme is a typical one that is vulnerable to inside 

forgery attack. 

 

3.1 Brief review of Zhang et al.’s Scheme 

In [16], Zhang et al. proposed an efficient certificateless aggregate signature scheme 

that consists of the following six algorithms. 

Setup: Given a security parameter l, the KGC chooses a cyclic additive group 1G  

which is generated by P  with prime order q , chooses a cyclic multiplicative group 2G  

of the same order and a bilinear map 1 1 2:e G G G  . The key generation center (KGC) 

also chooses a random 
*

qZ  as the master-key and sets =TP P , chooses 

cryptographic hash functions 
*

1 1:{0,1}H G , 
*

2 1:{0,1}H G , 
*

3 1:{0,1}H G . The 

system parameter list is 1 2 1 2 3params=( , , , , , , , )TG G e P P H H H . The message space is 

*={0,1} . 

Partial-Private-Key-Extract: This algorithm accepts params, master-key   and a 

user’s identity 
*{0,1}iID  . It generates the partial private key for the user as follows: 

(1)  Computes 1= ( )i iQ H ID . 

(2)  Outputs the partial private key =i iD Q . 

UserKeyGen: This algorithm takes as input a user’s identity iID , selects a random 

*

i qx Z  and sets his secret value/public key as =i i ix P x P . 

Sign: To sign a message iM   using the signing key ( , )i ix D , the signer, whose 

identity is iID  and the corresponding public key is iP , first chooses a state information 

 (for our scheme, we can choose some elements of the system parameters as  ), then 

performs the following steps: 

(1)  Chooses a random 
*

i qr Z , compute =i iR r P . 

(2)  Computes 2= ( )W H  , 3= ( || || || || )i i i i iS H M ID P R . 

(3)  Computes = + +i i i i iV D xW rS . 

(4)  Outputs =( , )i i iR V  as the signature on iM . 

Aggregate: Anyone can act as an aggregate signature generator who can aggregate a 

collection of individual signatures that use the same state information  . For an 

aggregating set U (which has the same state information  ) of n  users 1,..., nU U  with 

identities 1,..., nID ID  and the corresponding public keys 1,..., nP P  and message-signature 

pairs 1 1 1 1( , =( , )),...,( , =( , ))n n n nM R V M R V   from 1,..., nU U , respectively, the aggregate 

signature generator computes 
=1

=
n

ii
V V  and outputs the aggregate signature 

1=( ,..., , )nR R V . 

Aggregate Verify: To verify an aggregate signature 1=( ,..., , )nR R V  signed by n  user 
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1,..., nU U  with identities 1,..., nID ID  and corresponding public keys 1,..., nP P , on 

messages 1,..., nM M  with the same string  , the verifier performs the following steps: 

(1)  Computes 2= ( )W H  , and for all ,1i i n   compute 1= ( )i iQ H ID , 

1 3= ( || || || || )i i i iS H M ID P R . 

(2)  Verifies 
?

=1 =1 =1
( , )= ( , ) ( , ) ( , )

nn n

T i i i ii i i
e V P e P Q e W P e S R   . 

(3)  If the equation holds, outputs true . Otherwise, outputs false . 

 

3.2 Attack on Zhang et al.’s Scheme 

According to the concept of inside attack on aggregate signature proposed in [17, 18], 

there is an inside attack on Zhang et al.’s scheme. 

Let 1ID  and 2ID
 
be identities of two signers 1U , 2ID , respectively.

 1U  and 2U  

declare that they produce a certificateless aggregate signature 1 2( , , )R R V   on 

messages 1 2( , )M M for 1 2( , )ID ID . In the light of the design of Zhang et al.’s scheme, 

Of course, 1U  and 2U  should sign 1M , 2M , respectively. But, 1U  and 2U may 

maliciously do as following:    

1. 1U  and 2U  Choose 1 2, R qr r Z   and compute 1 1R r P   and 2 2R r P  ,  

2. 1U  and 2U  cooperate to compute 

2= ( )W H  , 1 3 1 1 1 1( || || || || )S H M ID P R  , 2 3 2 2 2 2( || || || || )S H M ID P R   

1 1 1 2 2V D xW r S    ,  2 2 2 1 1V D x W r S    . 

Note they have not signed 1M  and 2M , respectively. 

3. They declare that they generate certificateless aggregate signature 1 2( , , )R R V   

on messages 1 2( , )M M
 
for 1 2( , )ID ID . Here 1 2V V V    . 

In fact, 1 2 1 2V V V V V V       . So, the verification equation 

 1 2 1 2 1 1 2 2( , ) ( , ) ( , ) ( , ) ( , )Te V P e P Q Q e W P P e S R e S R     

holds, 1U  and 2U  successfully forge an aggregate signature for 1 2( , )ID ID  on 1 2( , )M M . 

So, Zhang et al.’s scheme is subjected to inside forgery attack. 

 

4. A New Certificateless Aggregate Signature Scheme 

To overcome the flaw of Zhang et al. scheme [16], in this section we construct a new 

CLAS scheme which can be regard as an improvement of Zhang et al. scheme. The new 

scheme consists of six algorithms, Setup, Partial-private-key-extract, UserKeyGen, Sign, 

Aggregate, Aggregate Verify. KGC performs Setup algorithm and Partial-private-key-

extract algorithm to generate the system parameter and user’s 
partial private key. n 

distinct signers generate n signatures on n distinct messages. On obtaining the n 

signatures, anyone can act as an aggregate signature generator to aggregate the n  

individual signatures into a single signature.  

Setup: Given a security parameter  , the KGC chooses a cyclic additive group 1G  

which is generated by P  and a cyclic multiplicative group 2G  . 1G  and 2G  have the 

same order q . Then, KGC chooses a bilinear map 1 1 2:e G G G   and random 
*

qs Z  as 

the master key and sets system public pubP sP , picks four cryptographic hash functions  
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*

1 1:{0,1}H G , *

2:{0,1} qH Z , 
*

3 1:{0,1}H G  ， *

4 1:{0,1}H G
. 

The system parameter list is 1 2 1 2 3 4( , , , , , , , , )pubparams G G e P P H H H H . The 

message space is 
*={0,1} . 

Partial-Private-Key-Extract: Given master key s  and a user’s identity 
*{0,1}iID   , 

this algorithm generates the partial private key for the user as follows: 

(1)  Computes 1= ( )i iQ H ID . 

(2)  Outputs the partial private key i iD sQ . 

UserKeyGen: Given a user’s identity iID , This algorithm picks a random 
*

i qx Z  as 

the user’s secret value, and computes his public key as i iP x P . 

Sign: After choosing a state information w , A signer with identity iID  and public key 

iP , signs a message im   using the signing key ( , )i ix D
 
by the following steps: 

(1)  Chooses a random 
*

i qr Z , computes =i iR r P . 

(2)  Computes 2 2= ( , , , )i i i i ih H m ID P R
, 3 3= ( , , , )i i i i iH H m ID P R

, 4( )T H w  

(3)  Computes 2 3=i i i i i iV h D x H rT  . 

(4)  Outputs =( , )i i iR V  as the signature on im . 

Aggregate: For the same state information w  and an aggregating set U ( which has the 

same state information w ) of n  users 1, , nU U  with identities 1, , nID ID  and the 

corresponding public keys 1, , nP P  and message-signature pairs 

1 1 1 1(( , ( , )), , ( , ( , ))n n n nm R V m R V    from 1, , nU U , respectively, any aggregate 

signature generator can computes 
=1

=
n

ii
V V  and outputs the aggregate signature 

1=( , , , )nR R V . 

Aggregate Verify: To verify an aggregate signature 1=( , , , )nR R V  signed by n  

user 1, , nU U  with identities 1, , nID ID  and corresponding public keys 1, , nP P , on 

messages 1, ,mnm , the verifier executes the following steps: 

(1) Computes 1= ( )i iQ H ID , 2 2= ( , , , )i i i i ih H m ID P R  , 3 3= ( , , , )i i i i iH H m ID P R ,            

for all ,1i i n  , and 4( )T H w .  

(2)  Verifies 
?

2 3i=1 =1 =1
( , )= ( , ) ( , ) ( , )

nn n

i pub i i i ii i
e V P e T R e P h Q e H P   . 

(3)  If the equation holds, outputs true . Otherwise, outputs false . 

 

5. Security Proof 

Theorem 1. In the random oracle model, our certificateless aggregate scheme is 

existentially unforgeable against type 1 adversary under the assumption that the CDH 

problem in 1G  is intractable.  
 
 

Proof. Let 1S
 
be a CDH attacker who receives a random instance ( , , )P aP bP  of the 

CDH problem in 1G .  1A  a type 1 adversary who interacts with 1S  as modeled in Game 1. 

We show how 1S
 
may use 1A  to solve the CDH problem, i.e. to compute abP . 
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Setup: Firstly,
 1S  sets system public pubP aP

 
and 

selects 1 2 1 2 3 4( , , , , , , , , )pubparams G G e P P H H H H
.
 

Then he sends params to 1A . 

Attack: 1A
 
performs following types of queries in an adaptive manner and we consider 

hash functions 1H , 2H
, 3H and 4H  as random oracles. 

1H  queries:
 1S  keeps a list 

1

listH  of tuples ( , , , )j j j jID Q c . On receiving a 1H  query 

on iID
 
the same answer will be given if the query has been recorded on the list 

1

listH . 

Otherwise, 1S  selects 
i qZ   at random and flips a coin {0,1}ic  . If 0ic  , 1S

 
sets 

i iQ bP , adds ( , , , )i i iID Q c  to  
1

listH and returns iQ  as answer. Otherwise, sets 

i iQ P , adds ( , , , )i i i iID Q c  to 1

listH and returns iQ  as answer. 

   2H
 
queries: 1S

 
keeps a list 2

listH  of tuples ( , , , , )i i i i im ID P R  . Whenever 1A
 

queries 2( , , , )i i i iH m ID P R , the same answer will be given if the query has been recorded 

on the list 2

listH . Otherwise, 1S selects a random 
i qZ  , adds ( , , , , )i i i i im ID P R   to 

2

listH  and returns i  as answer. 

3H
 
queries: 1S

 
keeps a list 3

listH  of tuples ( , , , , , )i i i i i im ID P R   . When 1A
 
queries 

3( , , , )i i i iH m ID P R , the same answer will be given if the query has been recorded on the 

list 3

listH . Otherwise, 1S
 
picks a random 

i qZ  , computes ,i iP 
 
adds 

( , , , , . )i i i i i im ID P R    to 3

listH  and returns i  as answer. 

    4H
 
queries: 1S

 
keeps a list 4

listH  of tuples ( , , )i i iw T  .This list is initially empty. 

Whenever 1A
 
issues a query 4( , , )i i iH w T  , the same answer will be given if the query 

has been recorded on the list 4

listH . Otherwise, 1S selects a random 
i qZ  , computes 

,i iT P
 
adds ( , , )i i iw T   to 4

listH  and returns iT  as answer. 

Partial-Private-Key queries:
 1S  maintains a list 

listK  of tuples ( , , , )j j j iID x D P . When 

1A  queries a Partial-Private-Key for iID  , the same answer from the list 
listK  will be 

given if the request has been asked before. Otherwise, 1S
 
first does an 1H query on iID  

and finds the tuple ( , , , )j j j jID Q c  on 1

listH , then does as follows: 

(1) If 0ic  , abort.  

(2) Else if there’s a tuple ( , , , )j j j iID x D P  on 
listK , set ,i i pubD P  and return iD  as 

answer. 

(3) Otherwise, compute i i pubD P , set i ix P  , then return iD  as answer and add 

( , , , )j j j iID x D P  on 
listK . 

Public-Key queries: On receiving a Public-Key query on iID , if the request has been 

recorded on the list 
listK , the same answer will be given. Otherwise,

 1S  does as follows: 

(1) If there’s a tuple ( , , , )j j j iID x D P  on 
listK  (in this case, the public key iP  of iID  is 
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 ), choose 
' *

i qx Z , compute 
' '

i iP x P , return 
'

iP  as answer and update 

( , , , )j j j iID x D P  to 
' '( , , , )j j j jID x D P . 

(2) Otherwise, choose 
*

i qx Z , compute i iP x P ,return iP  as answer, set iD   and 

add ( , , , )i i i iID x D P  to 
listK . 

Secret-Value queries: On receiving a Secret-Value query on iID , 1S
 
first makes 

public-key query on iID  , then finds the tuple ( , , , )i i i iID x D P  on 
listK  and returns ix  as 

answer (Note that the value of ix  maybe  ). 

Public-Key-Replacement queries:
 1A  can choose a new public key for the user whose 

identity is iID . On receiving a Public-Key-Replacement query, 1S  first finds the tuple 

( , , , )i i i iID x D P  on 
listK  (if such a tuple does not exists on 

listK  or iP  , 1S first makes 

Public-Key query on iID , then 1S  updates iP  to 
'

iP . 

Sign queries: On receives a Sign query on im
 
by user with identity iID  . 1S  first 

recovers ( , , , )i i i iID Q c  from 1

listH , ( , , , , )i i i i im ID P R   from 2

listH   and then generates 

the signature as follows: 

(1) If 0ic  , chooses 
*,i i qt d Z , sets 

1( )i i i i pubR t d P P P   , 3i i iH Q , 

i i iT t Q and adds ( , , , , , )i i i i i i im ID P R Q  on 3

listH , and ( , , )i i iw T t on 4

listH computes 

i i i iV d Q , outputs ( , )i i iR V  . Here i  is recovered in   ( , , , , )i i i i im ID P R   from
 

2

listH . 

(2) If 1ic  , randomly chooses 1iR G , sets i i i pub i i i iV P P R      , outputs 

( , )i i iR V  . Here i  is recovered from
 ( , , , , . )i i i i i im ID P R    on

 
3

listH , i  is recovered 

from
 ( , , )i i iw T   on

 
4

listH  

Forgery: Eventually, 1A  returns a set U of n users, whose identities form the set 

1{ , , }ID nL ID ID   and the corresponding public keys form the set 1{ , , }PK nL P P   , 

n messages form the set 1{ , , }m nL m m   , a forged aggregate signature 

1{ , , , }nR R V     . It is required that there exists {1, , }I n such that 1A  has not 

asked the partial private key for IID . And 1A has not made sign query on ( , , )I I Im ID P  
. 

Without loss of generality, we let 1I  . The forged aggregate signature must satisfy  

2 31 =1 =1
( , ) ( , ) ( , ) ( , )

nn n

i pub i i i ii i i
e V P e T R e P h Q e H P      


    .

 

Where 

1= ( )i iQ H ID 
, 2 2= ( , , , )i i i i ih H m ID P R    

, 3 3= ( , , , )i i i i iH H m ID P R    
, 4= (w )T H 

. 

1S  recovers ( , , , )i i i iID Q c   
 from 1

listH , ( , , , , )i i i i im ID P R     
from 2

listH , 

( , , , , , )i i i i i im ID P R       
 from 3

listH  and ( , , )i i iw T   
from 4

listH  for all ,1i i n  . 
1S  

proceeds only if 1 0c  , 1ic   for all
 ,2i i n  . Otherwise,  

1S  aborts. 

Because the forged certificateless aggregate signature must satisfies  

2 31 =1 =1
( , ) ( , ) ( , ) ( , )

nn n

i pub i i i ii i i
e V P e T R e P h Q e H P      


   

 
We have that  
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1

21 1 2 31 =2 =1
( , ) ( , )( ( , ) ( , ) ( , ))

nn n

pub i pub i i i ii i i
e P h Q e V P e T R e P h Q e h P         


     

And by our setting, 1 1Q bP  , 21 1h   , 31 1h P  , ,T P   and for all
 ,2i i n  , 

i iQ P  , 2i ih   , 3i ih P  . So, 1S  can compute  

1

1 1 2 1
( ) ( ( ))

n n

i i pub i i ii i
abP V P P R             

 
     . 

 

Theorem 2. In the random oracle model, our certificateless aggregate scheme is 

existentially unforgeable against type 2 adversary under the assumption that the CDH 

problem in 1G is intractable. 

Proof. Let 2S  be a CDH attacker who receives a random instance ( , , )P aP bP  of the 

CDH problem in 1G , and has to compute the value of abP . 2A  a type 2 adversary who 

interacts with 2S  as modeled in Game 2. We show how 2S
 
may use 2A  to solve the CDH 

problem, i.e to compute abP . 

Setup: Firstly, 2S  selects a random qZ  as the master-key, computes system public 

key pubP P . Then selects the system parameters 

             1 2 1 2 3 4( , , , , , , , , )pubparams G G e P P H H H H .  

Then he sends params and the master key   to 2A . Since 2A  has access to the master-

key, he can do Partial-Private-key-Extract himself. 

 
  
Attack: 2A  can perform the following types of queries in an adaptive manner and we 

need not model the hash functions 1H  as a random oracle in this case. 

2H
 
queries: 2S

 
maintains a list 2

listH  of tuples ( , , , , )i i i i im ID P R  . When 2A
 
queries 

2( , , , )i i i iH m ID P R , the same answer will be given if the query has been recorded on the 

list 2

listH . Otherwise, 2S selects a random 
i qZ  , and adds ( , , , , )i i i i im ID P R   to 

2

listH  , returns i  as answer.  

3H
 
queries: 2S

 
maintains a list 3

listH  of tuples ( , , , , , )i i i i i im ID P R   . When 2A
 

queries 3( , , , )i i i iH m ID P R , the same answer will be given if the query has been recorded 

on the list 3

listH  Otherwise, 2S selects a random 
i qZ  , computes ,i iaP 

 
adds 

( , , , , . )i i i i i im ID P R    to 3

listH  and returns i  as answer. 

4H
 
queries: 2S

 
maintains a list 4

listH  of tuples ( , , )i i iw T  . When 2A
 
issues a query 

4( , , )i i iH w T  , the same answer will be given if the query has been recorded on the list 

4

listH . Otherwise, 2S selects a random 
i qZ  , computes ,i iT P

 
adds ( , , )i i iw T   to 

4

listH  and returns iT  as answer. 

Public-Key queries: On receiving a Public-Key query on iID , if the request has been 

recorded on the list 
listK , the same answer will be given. Otherwise,

 
S  selects 

*

i qx Z
 

and flips a coin {0,1}ic  . If 0ic  , S  returns ix bP , adds ( , , )i i iID P c  to  
listK . 

Otherwise, computes i iP x P , and adds ( , , , )i i i iID x P c  to 
listK  and returns iP  as answer. 

Secret-Value queries: On receiving a Secret-Value query on iID , S
 
first finds 

the 
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tuple ( , , , )i i i iID x P c on listK . If 0ic  , S  aborts, otherwise, returns ix  as answer.
 

Sign queries: On receives a Sign query on im
 
by user with identity iID  . 2S  first 

recovers ( , , , )i i i iID x P c  on 
listK , ( , , , , )i i i i im ID P R   from 

2

listH  ,
 
( , , , , . )i i i i i im ID P R    

from 
3

listH  , and ( , , )i i iw T   from 
4

listH
, 
then generates the signature as follows: 

(1) If 0ic  , randomly chooses 1iR G , and i qd Z   , set 3i iH d P , adds 

( , , , , , )i i i i i im ID P R d d P on 3

listH , and  computes ( ) ( )i i i i i i i iV H ID d x bP R    , 

outputs ( , )i i iR V  . 

(2) If 1ic  , uses the standard sign algorithm to generate ( , )i i iR V  (because S  knows 

the full signing key of the user whose identity is iID ), outputs ( , )i i iR V  .    

Forgery: Eventually, 1A  returns a set U of n  users, whose identities form the set 

1{ , , }ID nL ID ID   and the corresponding public keys form the set 1{ , , }PK nL P P   , 

n  messages form the set 1{ , , }m nL m m   , a forged aggregate signature 

1{ , , , }nR R V     . It is required that there exists {1, , }I n  such that 1A has not 

asked the partial private key for IID . And 1A  has not made sign query on ( , , )I I Im ID P  
. 

Without loss of generality, we let 1I  . In addition, the forged aggregate signature must 

satisfy  

2 31 =1 =1
( , ) ( , ) ( , ) ( , )

nn n

i pub i i i ii i i
e V P e T R e P h Q e H P      


    .

 

Where 

    1 1= ( )iQ H ID 
, 2 2= ( , , , )i i i i ih H m ID P R    

, 3 3= ( , , , )i i i i iH H m ID P R    
, 4= (w )T H 

. 

2S  recovers ( , , , , )i i i i im ID P R     
from 2

listH , ( , , , , , )i i i i i im ID P R       
 from 3

listH  and 

( , , )i i iw T  from 4

listH  for all ,1i i n  . 
2S  proceeds only if 1 0c  , 1ic   for all

 

,2i i n  . Otherwise,  
2S  aborts. 

Because the forged certificateless aggregate signature must satisfies  

2 31 =1 =1
( , ) ( , ) ( , ) ( , )

nn n

i pub i i i ii i i
e V P e T R e P h Q e H P      


   

 
We have that  

1

31 1 2 31 =1 =2
( , ) ( , )( ( , ) ( , ) ( , ))

nn n

i pub i i i ii i i
e h P e V P e T R e P h Q e h P         


   

 

And by our setting, 21 1h   , 31 1h aP  , 1 1P x bP  , ,T P  and for all
 ,2i i n  , 

2i ih   , 3i ih aP  , i iP x P  . Hence, 2S  can compute  

1

1 1 1 2
( ) ( ( ) ( ))

n n

i i i i ii i
abP x V Q R x aP            

 
     .. 

Note Our certificateless aggregate scheme is secure against inside attack. Due to 

separation of user’s partial private key and secret value with messages, Zhang et al.’s 

scheme cannot withstand inside forgery attack. But, in signing equation of the new 

scheme, user’s partial private key and secret value are directly combined with the signed 

message. So, the new scheme is secure against inside forgery attack. In sensor networks, 

where with hostile sensors, signature scheme against inside forgery attack is vital to 

protect data. 
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6. Conclusion 

In this paper, we analyze the security of Zhang et al.’s certificateless aggregate 

signature scheme, give an improved certificateless aggregate signature scheme, and prove 

that the new scheme is existentially unforgeable under adaptive chosen-message attacks 

assuming the computational Diffie-Hellman problem is hard. Furthermore, in signing 

equation of the new scheme, user’s partial private key and secret value are directly 

combined with the signed message. So, the new scheme is also secure against some inside 

forgery attack. The new scheme may have applications where many different 

certificateless signatures need to be compressed into one single small-size signature. 
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