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Abstract

Primitive root is a fundamental concept in modern cryptography as well as in modern
number theory. Fermat prime numbers have practical uses in several branches of number
theory. As of today, there is no simple general way to compute the primitive roots of a
given prime, though there exists methods to find a primitive root that are faster than
simply trying every possible number. We prove the equivalence between the primitive
roots and the quadratic nonresidues modulo Fermat prime numbers. Therefore, the
problem of searching primitive roots is transformed into solving the quadratic residues
modulo Fermat primes, which is a much easier problem, having very simple solutions.
Theoretical analysis and experimental results verify our conclusion.
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1. Introduction

Number theory is an ancient branch of mathematics, studying the properties of
numbers. Primes have special importance in number theory, which are those natural
numbers that are greater than 1, with no positive factors except for 1 and themselves.
Though having a very long history, number theory was considered as useless in
application. However, this opinion completely changed after the 1970s, when the public
key cryptography was developed. Prime numbers are the basis for establishing several
public key cryptography schemes, such as RSA. Nowadays, number theory has many
important applications in the field of information security.

Pierre de Fermat, the famous French mathematician, first studied the Fermat numbers.
Fermat found that the first 5 Fermat numbers are all primes. Then he conjectured that all
Fermat numbers were prime numbers. The first five Fermat numbers are Iy = 3, I} = 5,
I =17, F3 = 257, F, = 65537, which are indeed primes. However, Leonhard Euler
proved in 1732 that I’y = 4294967297 = 641 x 6700417, which was not a prime. In fact,
as of 2015, the first five Fermat numbers are the only known primes in Fermat numbers
[1-4]. 1t is widely believed that no more Fermat primes will be found. Fermat prime
numbers have practical use in generating pseudo-random sequences of humbers. Research
focuses mainly on the primality of Fermat numbers in recent years [5-9].

Primitive root plays an important role in modern cryptography, such as the Diffie-
Hellman scheme. As of today, there is no simple general way to compute the primitive
roots of a given prime, though there exists methods to find a primitive root that are faster
than simply trying every possible number [10-11]. If m is a primitive root modulo p, then
the multiplicative order of m is ¢(n) , where () is Euler's totient function. This theorem

can be used to find primitive roots. At first, ;2(n) is computed. Then find the prime
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divisors of (1) , say py.pa. . . .. pr. Next compute ms()/Pi mod nfori =1,2,... k. If
the results are all not equal to 1, the number m is a primitive root. In fact, finding a quick
algorithm to compute primitive roots is considered as one of the most important problem
in the field of number theory.

The remainder of this paper is expanded as below. First we present preliminaries in
section 2. In section 3, we present the main results. Section 4 provides our proposed
scheme. The experimental results and analysis are presented in section 5. In section 6, we
get some conclusions.

2. Preliminaries

Definition 1 A Fermat number is defined in the form where n is a nonnegative integer.
If a Fermat number is a prime at the same time, it is called Fermat prime number.
F,=22" 41 (1)

For example, Fy = 3, I} = 5, Fy = 17, F3 = 257, )y = 65537are the only known five
Fermat prime numbers, while F5 = 4294967297 = 641 x 6700417 is just a Fermat
number.

According to Definition 1, F,, = 22" +1 . Therefore, F,, — 1 = 22" = 2% where
f: = 2™ Thus, the divisors of F,, — 1 = 2 are all the power of 2.

Forexample, Fy —1=2,F; —1 =22 F, —1=2* [} —1=2%F, — 1 =216
Therefore, £, — 1 has divisors of 1 and 2. #; — 1 has divisors of 1, 2, 4 and so on.

Definition 2 The totient function »(n) , which is also named Euler's totient function, is
defined as the number of positive numbers < n that are relatively prime to n.

For example, there are four totatives of 8, that is 1,3,5,7. S0 ¢(8) = 4.

For a number » = p*, which is a power of a prime, then
. o1
w(p")zp"(lfi;) )
For a prime number p, ¢(p) = p — 1, since each number < p is relatively prime to p.
For a number . = p*, which is a power of a prime, the numbers that have common

divisors with n are the multiples of p, that is p.2p,...,p" !p. Since there are p*1
multiples, then
) ) L ) 1
p(p) =pr—pt =pF(1 - o) ®3)
Definition 3 The smallest positive number X, satisfying
b" =1 (mod p) (4)

is called the multiplicative order of b modulo p, where b is an integer, and p a positive
integer with ged(b, p) = 1. The order of b modulo p is also written as ord,, (b).

The multiplicative order of b modulo p must be one of the divisors of p — 1, where b
is an integer, and p a positive integer with gcd(b, p) = 1. It can also be expressed as
ord,(b)|(p — 1). This is the consequence of Lagrange' theorem.

Obviously, if x is natural numbers, the number sequence 4* mod p has a period. For
example, 4 mod 5=4.42 mod 5= 1,4% mod 5 = 4, 4* mod 5 = 1.Thus, the number
sequence b* mod p is4,1,4,1...., the period of which is 2. When 1 appears in the
number sequence, a period is formed. According to Fermat’s Little Theorem, for each
natural number b , where b is not divisible by p, then #*=! = 1 (mod p). Therefore the
number of the position i — Lin the number sequence must be 1. According to Definition 2,
the multiplicative order of b modulo p is the smallest number, satisfying 6* = 1 (mod p).
The multiplicative order of b modulo p is exactly the period of the number sequence
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b mod p. Hence, the multiplicative order of b modulo p must be one of the divisors of
» — 1, where p is a prime.

Definition 4 Let b be an integer, and p be a positive prime with ged(b,p) = 1. If
ordy(b) = p— 1, bis called a primitive root modulo p.

Each prime number has at least one primitive root [12]. If p is a prime, it has ¢ (p — 1)
primitive roots, where () is the Euler totient function.

Definition 5 If there is an integer 0 < = < p, such that then q is the quadratic
residue modulo p.

22 = g (mod p) (%)

Lemma 1 (Euler's criterion) Let p be an odd prime integer, which is relatively prime to
p. Then

(6)

P —1 iff a is quardratic nonresidue mod p

p=1 (u) {l iff a is quardratic residue mod p
az =(-)=

Lemma 2 Let p> 3 be an Fermat prime and 0 < a < p be an integer, which is
relatively prime to p. If a is the quadratic residue modulo p, then p — « is also the
quadratic residue modulo p.

Proof. Since a is the quadratic residue modulo p, then according to Lemma 1,

e

-1
"7 =1 (mod p). Let IUT =, then

p—1

(p—a) T =(p—a)=p +ep'~tatep2a®+ -+ 1pa~t +al

Therefore, (p — (L)p‘%l mod p = a! mod p = ' =1 , that is, p—a is also the
quadratic residue modulo p.
Let p be a prime, then

(p—1)2=1 (mod p) (7

Proof. Since (p—1)>=p*—2p+1, (p—1)?modp=(p* —2p+ 1) modp=1.
Therefore, (p — 1) =1 (mod p).

3. Main Results

Lemma 3 For Fermat prime numbers p = 22" + 1, they have primitive roots.

plp—1)=22"""1 (8)
Proof. Since Fermat prime numbers 22" + 1have ¢(p — 1) = (22" )primitive roots.

. . ey - . g an J— an
According to the definition of Euler totient function, ¢(22") = 22" (1 — 5) =22""1

Therefore, Fyy = 3. Fy =5, F», = 17, F3 = 257 and Fy = 65537 have 1, 2, 8, 128 and
32768 primitive roots respectively.

Lemma 4 (Fermat's Little Theorem) If p is a prime number, b is a natural number and b
is not divisible by p, then

=1 =1 (mod p) 9)
Theorem 1 b is the primitive root of Fermat prime number p, if and only if

p—1

b2 =p—1 (mod p) (10)

Copyright © 2016 SERSC 441



International Journal of Security and Its Applications
Vol. 10, No. 3 (2016)

Proof. Sufficiency: assume by way of contradiction that b is not the primitive root of
Fermat prime number p, then according to Lemma 1 and Lemma 3, the multiplicative
order of b modulo pe {1,2,22,2% ... (p—1)/2} . In any case, we have

p—1

bz =1 (mod p). Therefore, if b'T = p—1 (mod p), then b is the primitive root of
Fermat prime number p.

Necessity: assume that b is the primitive root of Fermat prime number p. Let & = bpz;],
p—1

then &%= (b2 )2 =0b""1 . According to Lemma 4, »~!'=1 (mod p), then
k? =1 (mod p). Obviously, k has two possible values, i.e. 1and p — 1.

Since b is the primitive root of Fermat prime number p, the multiplicative order of b
modulo pisp—1, SOk = b*T mod p cannot be 1. Therefore, b = p—1 (mod p).
The proof is completed.

Corollary 1 b is a primitive root of a Fermat prime number p, if and only if b is the
guadratic non-residue modulo p.

Proof. According to Lemma 1 (Euler's criterion) and Theorem 1, clearly, If b is the
primitive root of Fermat prime number p, then if and only b is the quadratic nonresidue
modulo p.

Lemma 5 There are the same number of quadratic residues and nonresidues modulo an
. —1..
odd prime number p. And they are 1 mod p, 2% mod p, ..., (?’T)z mod p.

Theorem 2 If NV}, = 2% + 1 is prime, and £ > (), k must be a power of 2.
Proof. Assume by way of contradiction that if k has odd factor b, then
21\: +1= (2a.)b +1= (20 + 1)[20(b—1) _ 2(1((}—2) + 2a.(h—3) . }

Therefore, for a prime Ny, kK must be a power of 2.

4. The Proposed Scheme

Table 1 and Table 2 are are produced in such way: let r be the row number of the
table, and ¢ be the column number of the table. Each element in the Table 1 is equal to
r“ mod 5. The elements of Table 2 are equal to »“ mod 7 respectively.

It can be seen that there are ten laws in these tables:

(1) The elements in the first row are all 1, since 1* mod p = 1 mod p = 1. Or it can be
expressed that the period of the first row is 1.

(2) The elements in the last column are all 1, which is the result of Fermat's Little
Theorem.

(3) The elements in the last row are p — 1, 1,p — 1,1,..., which can also be expressed
that the period of the last row is 2.

(4) In the middle column, the elements are divided into 2 equal sets, each set having
(p — 1)/2 numbers, containing 1 and p — 1 respectively. For example, in Table 2,
there are three 1 and three 6 in the middle column. This is the result of Euler's
criterion.

(5) The elements appearing in the second column are all quadratic residues modulo p.
For example, in Table 1, 1 and 4 appear in the second column, which are all
guadratic residues modulo 5. This is the result of Lemma 5.

(6) For those rows, the numbers of which are quadratic residues modulo p, the middle
elements are all 1. For example, in Table 1, the elements of the 1st and 4th row are
all 1, which is also the result of Euler's criterion.
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(7) When p is a Fermat prime number, the number of each row is either quadratic
residues modulo p or primitive roots modulo p. For example, in Table 1, 1 and 4 are
all quadratic residues modulo 5. 2 and 3 are all primitive roots modulo 5. This is the
result of Corollary 1.

(8) When p is a Fermat prime number, if the elements in the middle column are 1, the
row number of them are quadratic residues modulo p. And if the elements in the
middle column are p — 1, the row number of them are the primitive roots modulo p.
This is the result of Theorem 1.

(9) The period of each row is one of the divisors of » — 1.For example, in Table 2, there
are 4 periods, that is 1, 2, 3 and 6, which are all divisors of 6.

(10) The row numbers are the primitive roots modulo p, if the period of these rows are
» — 1. This is the result of Definition 4.

Table 1. Modular Power Modulo p (p=5)

r® mod 5 1 2 3 4
1 1 1 1 1
2 2 4 3 1
3 3 4 2 1
4 4 1 4 1

Table 2. Modular Power Modulo p( p=7)

r“ mod 7

1

OO 0| WIN|IFP |

(S I O B OO Y Y I NG N Y XY

| O | P | O ||k W

[EE I NCT I O I G I OO N 'S

o|lw (N la|~|[kRL g
RPlRrlRr|Rr|Rr R,

2
3
4
5
6

When dealing with the problem of searching the primitive roots of a given Fermat
prime number, we can first find out the quadratic residues of this prime, which is
extremely simple.

For example, if we want to search the primitive roots of a given Fermat prime, say 17,
we just need to find out the quadratic residues modulo 17 first. The result includes 8
numbers, i.e. 1, 2, 4, 8, 9, 13, 15, 16. Then the remaining numbers between 1 and 16 are
all primitive roots modulo 17, i.e. 3,5, 6, 7, 10, 11, 12, 14.

Furthermore, we can speed up the searching process, using Lemma 2. Once we find a
guadratic residue modulo p, another number is determined at the same time.

For example, if we find that 1, 2, 4, 8 are all quadratic residues modulo 17. Then we
know that 17 — 1 = 16,17 — 2 = 15,17 — 4 = 13,17 — 8 = 9 are also quadratic residues
modulo 17. In this way, the searching time can be reduced by half.

For other Fermat prime numbers, the primitive roots can be found in similar way.

Copyright © 2016 SERSC 443



International Journal of Security and Its Applications
Vol. 10, No. 3 (2016)

5. Experimental Results and Analysis
5.1. Experimental Results

5.1.1. Existing Method: Since there is no general method to compute the primitive roots
of a given prime, the existing method to find the primitive roots is to try several times to
test whether a number is a primitive root modulo a prime. It can be described as follows:

For a prime p, first compute »(p), where () is Euler's totient function. Then find the
prime divisors of o(p), say pi.po.....pr . Next compute a?®)/Pi modp for
i=1,2,---, k. If the results are all not equal to 1, the number a is a primitive root.

For example, Let p = 17. If we want to find whether 2 is a primitive root modulo 17,
we first compute ¢(17) = 16. Then the set of prime factors of 16 is 2. Next compute
2¢0171/2 mod 17 = 2'9/2 mod 17 = 2® mod 17 = 1, therefore 2 is not a primitive root of
17.

Similarly, let » = 257. To find whether 2 is a primitive root modulo 257, we need to
compute 27(257)/2 mod 257 = 2299/2 mod 257 = 2'2® mod 257 = 1, therefore 2 is also
not a primitive root of 257.

If p = 65537 , we will need to compute
2#(65537)/2 116d 65537 = 232755 mod 65537 = 1to confirm that 2 is not a primitive root
of 65537.

5.1.2. Proposed Scheme: To test the results we proved above, some experiments are
conducted. We display the quadratic residues and primitive roots modulo Fermat prime
numbers in one picture. In each picture, quadratic residues are framed with square boxes,
and the rest are all primitive roots. Fermat number Iy = 3,7 =5, % =17 and
F3 = 257 are handled in Figure 1, Figure 2, Figure 3, and Figure 4 respectively. Figure 5
and Figure 6 show part of the quadratic residues and primitive roots of F; = 65537.

It can be seen that, in Figure 1, Figure 2, Figure 3, and Figure 4, there are exactly half
of the numbers are framed with square boxes, since each Fermat prime number £, has
(F,, — 1)/2 quadratic residues and the same number primitive roots.

As Fermat prime F, has 32768 quadratic residues and the same number primitive roots,
it is impossible to show them all in one picture. Therefore, part of the quadratic residues
and primitive roots are displayed in Figure 5 and Figure 6.

Figure 5 shows the first 256 quadratic residues and primitive roots of F, = 65537.
Figure 6 shows the last 100 quadratic residues and primitive roots of F, = 65537. From
the Figure 2, it can be seen that 1 and 4 are the quadratic residues of /7 = 5. So, 2 and 3
are the primitive roots of 1 = 5. In the same way, the set of quadratic residues modulo
171is {1, 2, 4, 8, 9, 13, 15, 16} and the set of primitive roots modulo 17 is {3, 5, 6, 7, 10,
11,12, 14}.

1| =2

Figure 1. Quadratic Residues and Primitive Roots of 3

[z] 2 3 [4]

Figure 2. Quadratic Residues and Primitive Roots of 5
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Figure 3. Quadratic Residues and Primitive Roots of 17
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Figure 4. Quadratic Residues and Primitive Roots of 257
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Figure 5. First 256 Quadratic Residues and Primitive Roots of 65537
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Figure 6. Last 100 Quadratic Residues and Primitive Roots of 65537
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5.2. Analysis of the Proposed Scheme

As is shown in the tables above, the proposed scheme just need to compute the
quadratic residues to find out the primitive roots of a given prime. While the
existing scheme needs to compute «#*)/2 mod p to confirm whether a is a primitive
root modulo Fermat prime p, wheree(p) = p — 1grows larger as p becomes larger.
So the computation is fairly large when p is a big number.

6. Conclusions and Future Works

In this paper, a simple searching scheme for finding the primitive roots modulo Fermat
prime numbers is proposed. We prove the equivalence between the primitive roots and the
guadratic nonresidues modulo Fermat prime numbers. Thus, the problem of searching
primitive roots is translated into solving the quadratic residues modulo Fermat primes,
which is a much easier problem, having very simple solutions. Furthermore, we can speed
up the process of computing the quadratic residues modulo Fermat primes, using a special
property displayed in Lemma 6. Later, we conduct some experiments to test our scheme.
In our experiment, we find out nearly all primitive roots modulo different Fermat primes.

In conclusion, the proposed scheme improves the searching speed of finding the
primitive roots modulo a special kind of prime, the Fermat primes. However, whether
there is other Fermat primes remain unsolved, besides the known 5 numbers. In addition,
developing a general algorithm to compute primitive roots is still considered as one of the
most difficult problem in the field of number theory, despite the great efforts devoted into
it.
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