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Abstract 

In the paper, we propose a new digital signature scheme based on factoring and 

discrete logarithms. Specially, we prove that the security of the proposed signature 

scheme is based on both the security of the ElGamal signature scheme and the security of 

the modified OSS signature scheme. This is the first scheme which can be proved that its 

security is based on two hard problems. Like Meta-ElGamal signature schemes, the 

proposed signature scheme can be extended to many kinds of scheme. The corresponding 

computations for our proposed scheme are also discussed. 
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1. Introduction 

A digital signature scheme is a protocol by which a signer can sign a signature for an 

electronic document by using his/her private key and a verifier can verify the signature of 

the electronic document by using the signer's public key. In 1976, Diffie and Hellman [3] 

proposed the concept of the digital signature. After that, Rivest [27], Rabin [26], Ong 

[24], ElGamal [5] and Schnorr [28] et al. proposed different kinds of digital signature 

schemes. The security of their digital signature schemes are based on either discrete 

logarithm problem or factoring problem.  

The earliest digital signature scheme based on discrete logarithm is proposed by 

ElGamal [5]. Afterward, many signature schemes based on discrete logarithm such as the 

Schnorr Signature Scheme [28] and the Digital Signature Algorithm (DSA) [21] were 

then proposed. Many different schemes based on the ElGamal scheme are also appeared. 

In 1994, Horster et al. [10] integrated all these approaches in a Mega-ElGamal signature 

scheme. They classified the entire ElGamal-like signature schemes into seven 

generalizations. At the same time, He and Kiesler [9] proposed two digital signature 

schemes and one of them is based on discrete logarithm problem. In many countries, the 

security of the digital signatures in their standards including DSA [22], GOST 34.10 [19] 

and KCDSA [17] are based on discrete logarithm problem. 

On the other hand, the earliest digital signature scheme based on factorization problem 

is proposed by three professors Rivest, Shamir and Adleman [27]. Afterward in 1979, 

Rabin proposed another signature scheme based on factorization problem [26]. In 1984, 

Ong, Schnorr and Shamir proposed an efficient digital signature scheme [24]. However in 

1987, Pollard and Schnorr [25] indicated that their scheme is insecure. In 1994, Naccache 

[20] proposed a modified scheme to improve the original OSS scheme. 

Up to now, the factoring problem and the discrete logarithm problem are still the 

security basis of many cryptographies and digital signature systems. Many countries in 

the world are doing their researches and writing programs to solve the problem of 

factoring and discrete logarithm. As we know for the factoring problem, we can factor 

155 digits [2], while for the discrete logarithm problem we can solve 87 digits [23]. 

Therefore, the digital signature schemes based on discrete logarithm problem will 

become insecure if one day the discrete logarithm problem can be solved by a developed 
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efficient algorithm. On the other hand, the digital signature schemes based on factoring 

problem will become insecure if the factoring problem can be efficiently broken. Assume 

there is a scheme of which the security is based on both discrete logarithm problem and 

factoring problem. The scheme will be still secure if any one of the discrete logarithm 

problem and the factoring problem is solved. Basically, we have no idea that which 

problem will be firstly broken. Thus, considering the best security, we should use the 

digital signature whose security is based on two hard problems. 

In 1988, McCurley [18] developed the first key distribution system based on both the 

discrete logarithm problem and the factoring problem. Instead of using a modulus number 

which is a large prime and used in [3], he used a modulus n which is the product of two 

large primes p and q. He adopted the ElGamal cryptosystem to achieve the same security 

level. As a result, we have to solve two problems if we want to break the system. One is 

the factoring problem to factor n into p and q. The other is the discrete logarithm problem 

in the subgroups of Zp* and Zq*. However, there are two disadvantages in the McCurley 

scheme. One is that the public-key size is much larger. The other is that the computing 

time is much longer. 

In 1992, Brickell and MeCurley [1] constructed an interactive identification scheme in 

which the security is based on both discrete logarithm problem and factorization problem. 

Like the Schnorr identification scheme [28], they use a prime modulus p. Instead of only 

one large prime factor, p – 1 has two large prime factors p' and q'. 

In 1994, Harn [6] proposed a digital signature scheme of which the security is based on 

both discrete logarithm problem and factorization problem. His algorithm combines the 

RSA [27] and ElGamal [5] signature schemes. Unfortunately in 1996, Lee and Hwang 

[15] indicated that there is a drawback on the security of Harn’s scheme. If the discrete 

logarithm problem can be broken, anybody can forge the signature for any chosen 

message. They also proposed an algorithm to improve Harn’s scheme. 

At the same year in 1994, He and Kiesler [9] also proposed a digital signature scheme 

of which the security is based on both discrete logarithm problem and factorization 

problem. Their system constructs the basic structure of ElGamal digital signature scheme 

upon the exponential part. It increases one more hard problem, factorization problem, 

from the ElGamal signature scheme of which the security is based on discrete logarithm 

problem. This system then becomes two-hard-problem-based system. However in 1995, 

Lee and Hwang [14] indicated that their security is based on only discrete logarithm 

problem. If the discrete logarithm problem can be broken, an attacker can obtain the 

secret key of the system. At the same time, Harn [7] also indicated that their system is 

insecure and their security is based on only factorization problem. Similarly if the 

factorization problem can be broken, an attacker can obtain the secret key of the system. 

Even in 1996, Laih and Kuo [11] indicated that their system can be broken without 

solving either factorization problem or discrete logarithm problem.  

In 1997, Laih and Kuo [12] proposed a new digital signature scheme based on two hard 

problems. Their scheme is still secure till now. However, the drawback is that their 

system is too complicated. Not only the public/private-key size is too large but also the 

computing time is too long. 

In 1998, Shao [29] proposed two digital signature schemes based on the discrete 

logarithm and factorization problems. Specially, he used two equations to evaluate two 

parameters of the signature. The relationship between the public key and the private is 

also special. However in 1999, Lee [13] indicated that both schemes are insecure. The 

secret key can be evaluated under that situation that the factorization problem can be 

broken. Li and Xiao [16] also showed that the two schemes are insecure. If one valid 

signature is known, one can forge a valid signature of a randomly chosen message. 

In 2001, He [8] proposed a digital signature scheme based on the discrete logarithm 

problem and the factorization problem. However, Sun [29] indicated that the scheme is 

based on only discrete logarithm problem. If the discrete logarithm problem can be solved 
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and one valid signature is known, we can then forge a signature for any chosen message 

by using the known signature. At the same time, Ding and Laih [4] also mentioned that 

He’s scheme is insecure if the discrete logarithm problem can be solved. They used 

another algorithm that can also forge a signature for a chosen message with one known 

signature to break He’s scheme. 

In the paper, we propose a new digital signature scheme based on factoring and 

discrete logarithms. Specially, we can prove that the security of the proposed signature 

scheme is based on both the security of the ElGamal signature scheme and the security of 

the modified OSS signature scheme [20]. Like Meta-ElGamal signature schemes [10], the 

proposed signature scheme can be extended to many kinds of schemes. The corresponding 

computations for our proposed scheme are also discussed. 

 

2. The ElGamal and the Modified OSS Digital Signature Schemes 

Since the security of our schemes is on the basis of ElGamal digital signature scheme 

and the modified OSS signature scheme, we introduce these two schemes in this section. 

Notice that each digital signature scheme has its name, such as The ElGamal Signature 

Scheme, and three phases that are Parameters and Key Generation phase, Signature 

Generation phase and Signature Verification phase. The Parameters and Key Generation 

phase is for the system or the signer. The Signature Generation phase is for the signer, and 

the Signature Verification phase is for the verifier. In the parameters and key generation 

phase, the private key is chosen by the signer and the public key is computed from the 

private key. In the signature generation phase, the signer uses her/his private key at least 

once to sign the signature for the message. In the signature verification phase, there is at 

least one congruence equation to check whether the signature for the corresponding 

message is valid or not. 

 

2.1 ElGamal Digital Signature Scheme 

In 1985, ElGamal [5] proposed a well-known digital signature scheme based on 

discrete logarithm problem. The detailed scheme is described as follows. 

 

Algorithm 1. The ElGamal Signature Scheme 

1. Parameters and Key Generation Phase 

(1) A signer or a system firstly chooses a large prime p and a number g such that g 

is a primitive element of GF(p). Then she or he publishes the two numbers p 

and g. 

(2) Signer's Keys 

(A) Private Keys: x  Zp
*
 

(B) Public Keys: y  g
x
 mod p 

2. Signature Generation Phase 

Assume m is the message to be signed. 

(1) The signer chooses a random integer k with gcd(k, p – 1) = 1. 

(2) Compute r  g
k
 mod p. 

(3) Compute s such that m  xr + ks mod p – 1 (or s  k
–1

(m – xr) mod p – 1). 

Then, (r, s) is the signature for the message m signed by the signer. 

3. Signature Verification Phase 

Anyone can verify whether (r, s) is a valid signature of the message m by checking 

the congruence  

g
m 
 y

r
r

s
 mod p. 

If it holds, (r, s) is a valid signature of the message m. 

Notice that  

g
m
  g

xr+ks
  g

xr
g

ks
  (g

x
)

r
(g

k
)

s
  y

r
r

s
 mod p. 
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The ElGamal signature scheme is claimed that its security is based on the discrete 

logarithm problem. If the discrete logarithm problem can be solved, the ElGamal 

signature scheme is then broken. However, it is just believed that the security is based on 

the discrete logarithm problem. We can just describe that it seems to be secure if the 

discrete logarithm problem cannot be broken. We cannot prove that it is really based on 

the discrete logarithm problem. If we can prove that “if the ElGamal signature scheme can 

be broken, the discrete logarithm problem can then be solved”, we can completely prove 

that the security of the ElGamal signature scheme is based on the discrete logarithm 

problem. However, the ElGamal signature scheme is well known and used for many 

years. Thus, we can trust it. 
 

2.2 The Modified OSS Signature Scheme 

In 1984, Ong, Schnorr and Shamir proposed an efficient digital signature scheme 

[24]. The scheme is called “OSS digital signature scheme.” They used the congruence x
2
 

+ky
2
  m mod n to evaluate the signature (x, y) for the message m, where k is the public 

key and n is a product of two large prime numbers p and q. It was claimed that its security 

is based on factoring problem. If we can factor n into p and q, their scheme can then be 

broken. Unfortunately, the original OSS was proven to be insecure by Pollard and 

Schnorr [25]. They used a recursive algorithm to evaluate the values x and y for a message 

m. 

In 1994, Naccache [20] proposed a modified scheme to improve the original OSS 

scheme. He used k(x) to substitute the value k, where k(x) is a non-polynomial function of 

x. Thus, the checking congruence of the verification phase becomes x
2
 + k(x)y

2
  m mod 

n. His scheme is secure under the Pollard-Schnorr attack. In general, we believe that the 

security of the modified scheme is based on factoring problem. The detailed algorithm of 

the modified scheme is described as follows. 

 

Algorithm 2. The Modified OSS Signature Scheme 

1. Parameters and Key Generation Phase 

(1) A signer firstly chooses two large primes p and q. She or he then computes n = 

pq and publishes the value n. 

(2) Let f be a one way hash function with c-bits length output. 

(3) Signer's Keys: 

(A) Private Keys: u1, u2, …, uc  Zn. 

(B) Public Keys: k1, k2, …, kc, such that kiui
2
  1 mod n, i = 1, 2, …, c. 

2. Signature Generation Phase 

Assume m is the message to be signed. 

(1) The signer randomly chooses integers r1, r2, …, rt with gcd(ri, n) = 1, i = 1, 2, 

…, t. 

(2) Compute xi  )(
i

i
r

m
r   mod n, i = 1, 2, …, t. 

(3) Calculate {ei} (= (ei1, ei2, …, eic)) = f(xi), where  {0, 1}, i = 1, 2, …, t. 

(4) Compute yi  
1

( )( )
ij

j i

e i

m
u r

r

  mod n, i = 1, 2, …, t. 

Then, ({x}, {y}) is the signature of the message m. 

3. Signature Verification Phase 

Anyone can verify whether ({x}, {y}) is a valid signature of the message m by the 

following steps. 

(1) Evaluate {ei} (= (ei1, ei2, …, eic)) = f(xi), i = 1, 2, …, t. 
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(2) Check whether all the t equations  

2

1

2
)( i

e

ji ykx
ij




  4m mod n, i = 1, 2, …, t 

hold. If they hold, ({x}, {y}) is a valid signature of the message m. 

Notice that  

2

1

2
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e

ji ykx
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i
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m
r  22

11

)())((
i

i

e

j

e

j
r

m
ruk

ijij

 


 mod n 

 
2)(
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mod n 

 
2)(

i

i
r

m
r  2)(

i

i
r

m
r  mod n  4m mod n. 

 

3. The Proposed Scheme 

In this session, we propose a digital signature scheme of which the security is based on 

two assumptions. The difference, compared with other schemes, is that the security of the 

proposed scheme can be proved. Moreover, we will also extend our scheme to many 

different digital signature schemes.  

In section 3.1, we will introduce our first scheme, basic scheme, and prove that it is 

based on both the discrete logarithm problem and the factorization problem. In section 

3.2, we show the extended schemes that are extended from our basic scheme. In section 

3.3, we will have a discussion on the security of the basic and extended schemes. 
 

3.1 Basic Scheme 

As we described, the basic scheme is our first scheme. It is also the “normal-mode” 

scheme. Truly speaking, we cannot directly show that our proposed scheme is based on 

both the discrete logarithm problem and the factorization problem. However, we can 

prove that the security of the basic scheme is based on both the security of the ElGamal 

signature scheme and the security of the modified OSS signature scheme.  

We know that the security of the ElGamal digital signature scheme is believed being 

based on the discrete logarithm problem and the security of the modified OSS signature is 

believed being based on the factorization problem. For many years, they are still secure 

and well used. Many experts have been trying to break them but unfortunately they are 

fail. Thus we can believe that both the ElGamal digital signature scheme and the modified 

OSS scheme are secure. Therefore, we can believe that our basic scheme is secure and its 

security is based on two hard problems. 

 

Algorithm 3. The Basic Scheme 

1. Parameters and Key Generation Phase 

(1) Let p be a large prime such that p = 4p1q1 + 1, where  is a randomly chosen 

number, p1 = 2p2 + 1, q1 = 2q2 + 1 and p1, p2, q1, q2 are distinguished large 

primes. 

(2) Let n = p1q1 and g  Zp
*
 such that g

n
  1 mod p, 1p

g  1 mod p and 1q
g  1 mod 

p. 

(3) Randomly choose a value x such that 1 < x < n and gcd(x, p – 1) = 1. 

(4) Compute y  
2xg  mod p.  

(5) Signer’s Keys: 

(A) Private Keys: x, p1, q1. 
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(B) Public Keys: y, p. 

2. Signature Generation Phase 

Assume m  Zn
*
 is the message to be signed. 

(1) The signer randomly chooses an integer k such that 1 < k < n and gcd(k, n) = 1. 

(2) Compute r  g
k
 mod p. 

(3) Find s' such that  

 m
2
  x

2
r

2
 + ks' mod n. (1) 

(4) If s'  QRn, evaluate s that such s
2
  s' mod n. 

(5) If s'  QNRn, go to step 1. 

Then, (r, s) is the signature of the message m. 

3. Signature Verification Phase 

To verify that (r, s) is a valid signature of message m, one can simply check the 

following congruence. 

pryg srm mod
222

 . 

If it holds, (r, s) is a valid signature of the message m. 

Note: From Eq. (1), we know that m
2
  x

2
r

2
 + ks

2
 mod n. Therefore, the verification 

congruence is  

pryg srm mod
222

 . 

 

As to the bit length of the designed parameters, we recommend that |p| = 1024, || = 

1~ 32 and |n| = 990 ~ 1022, where |i| denotes the bit length of i. 

In the signature generation phase, the evaluated s' in Eq. (1) must be QRn so that we 

can compute its root s to be one parameter of the signature. If the evaluated s' is not QRn, 

we have to choose another integer k. It takes time to determine whether s' is QRn and 

evaluate its root s if s' is QRn. To solve these problems, we will especially give a 

discussion in section 4. 

As we described, the security of our basic scheme is based on both the ElGamal 

digital signature scheme and the modified OSS scheme. If one day the discrete logarithm 

problem is broken, our basic scheme can be transformed into the modified OSS scheme of 

which the security is based on factorization problem. On the other hand, if one day the 

factorization problem is broken, our basic scheme can be mapped into the ElGamal digital 

signature scheme of which the security is based on discrete logarithm problem. In the 

following two lemmas, we show that our basic scheme is based on both the ElGamal 

digital signature scheme and the modified OSS scheme. 

 

Lemma 1. If the discrete logarithm problem can be solved, the security of the basic 

scheme is equivalent to the security of the modified OSS scheme. 

Proof. 

(1) Assume the discrete logarithm problem can be solved. We can then get the value x
2
 

from the public key y  
2xg  mod p. (Note that we can get the value b from a = g

b
 

mod p if a is known and the discrete logarithm problem can be solved.) 

(2) Let f be a function to solve discrete logarithm problem (i.e. a = g
f(a)

 mod p). Thus, x
2
 

= f(y) and k = f(r). 

(3) From Eq. (1), we know that 

m
2
  x

2
r

2
 + ks' mod n. 

Since s' = s
2
, we can rewrite the equation as 

x
2
r

2
 + ks

2
 = m

2 
mod n. 

By using the function f, we can get k from f(r) and it becomes 

x
2
r

2
 + f(r)s

2
 = m

2 
mod n. 

From dividing by x
2
, we can get 

r
2
 + (f(r)/x

2
)s

2
 = m

2
/x

2 
mod n. 
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Let m' = m
2
/x

2
 and g be a function such that g(r) = f(r)/x

2
. The equation then 

becomes 

r
2
 + g(r)s

2
 = m' mod n, 

where (r, s) is the signature of the message m and m' can be obtained by m if the 

discrete logarithm problem can be solved. Therefore, the security of the basic 

scheme is equivalent to the security of the modified OSS scheme if the discrete 

logarithm problem can be solved. (Note that in the modified OSS scheme, the 

verification function is x
2
 + k(x)y

2
 = m mod n, where (x, y) is the signature of the 

message m.)   

 

Lemma 2. If the factorization problem can be solved, the security of the basic scheme is 

equivalent to the security of the ElGamal digital signature scheme.Proof. 

(1) Assume the factorization problem can be solved. We can then get the value p1, q1, 

p2, q2 from n = p1q1 and p1 =2p2 +1, q1 = 2q2 +1, where n = (p - 1)/4. (Note that we 

can obtain the value b from b
2
 = a mod n if a  QRn is known and the factorization 

problem can be solved.) 

(2) Let X = x
2
 mod n, M = m

2
 mod n, R = r

2
 mod n and R’ = r

2
. (Note that |R'| = 2|r|, 

where |R'| and |r| represent the bit length of R and r.) Thus we rewrite our basic 

scheme as follows. 

Algorithm. The Basic Scheme (Rewritten) 

1. Parameters and Key Generation Phase 

(1) Let p be a large prime such that p = 4p1q1 + 1, where  is a 

randomly chosen number, p1 = 2p2 + 1, q1 = 2q2 + 1 and p1, p2, 

q1, q2 are distinguished large primes. 

(2) Let n = p1q1 and g  Zp
*
 such that g

n
  1 mod p, 1p

g  1 mod p 

and 1q
g  1 mod p. 

(3) Randomly choose a value X such that 1 < X < n and gcd(X, p – 

1) = 1. 

(4) Compute y  g
X
 mod p. (Note: y  

2xg  mod p) 

(5) Signer’s Keys: 

(A) Private Keys: X. 

(B) Public Keys: y, p. 

2. Signature Generation Phase 

Assume m  Zn
*
 is the message to be signed. 

(1) The signer randomly chooses an integer k such that 1 < k < n 

and gcd(k, n) = 1. 

(2) Compute r  g
k
 mod p. 

(3) Find s' such that 

 M  XR + ks' mod p - 1.  (2) 

(4) If s'  QNRn, go to step (1). 

Then, (r, s') is the signature of the message m. 

3. Signature Verification Phase 

To verify that (r, s) is a valid signature of message m, one can 

simply check whether the following congruence holds. 

pRyg RM mod''  , 

where  = 2
-1

s
2
 mod n. If it holds, (r, s) is a valid signature of the 

message m. 

Note:  

(A) In the original basic scheme, the verification equation is  

pryg srm mod
222

 . 
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(B) Since n is odd, we know gcd(2, n) = 1. Thus 2
-1

 mod n is 

existence. 

(3) Since the basic scheme can be written as an ElGamal scheme if the factorization 

problem can be solved, we can induce that the security of basic scheme is equivalent 

to the security of the ElGamal scheme if the factorization problem can be solved.   
 

3.2 Extended Schemes 

Like Meta-ElGamal, we extend our basic scheme to many kinds of digital 

signature schemes of which the security is based on two assumptions. The security of 

our basic scheme is based on both the ElGamal digital signature scheme and the modified 

OSS scheme. It can be regarded as the combination of the ElGamal scheme and the 

modified OSS scheme. Thus, some extended schemes can be regarded as the combination 

of the Meta-ElGamal schemes and the “Meta-modified OSS” schemes. Like what we 

described, if the discrete logarithm problem is broken, these schemes can be transformed 

into the “Meta-modified OSS” schemes. If the factorization problem is broken, these 

schemes can be transformed into the Meta-ElGamal digital signature scheme. Thus these 

schemes can be taken apart. However, some extended schemes cannot be taken apart. 

These schemes will be regarded as insecure and the security of these schemes will be not 

based on two assumptions. 

Here, we will discuss what kinds of extended schemes can be regarded as secure 

schemes. Like the second generalization (i.e. number of variant) of Meta-ElGamal 

scheme [10], we can let the extended signature schemes be A  x
2
B+kC mod n and 

the values of A, B, C be the permutation of (M', R', S'), where M' = m
2
, R' = r

2
 and S' 

= s
2
. In Table 1, all the permutations are shown. At the same time, the 

corresponding equations  

Dr
2
+Es

2
  Fm' mod n 

Table 1.  Permutation of Three Parameters 

No signature A B C D E F verification 

1 m
2
  x

2
r

2
+ks

2
 M' R' S' 1 g(r) 1 

2 2 2

 mod  m r sg y r p  

2 m
2
  x

2
s

2
+kr

2
 M' S' R' g(r) 1 1 

2 2 2

 mod  m s rg y r p  

3 s
2
  x

2
r

2
+km

2
 S' R' M' 1 -X

-1
 -g(r)X 

2 2 2

 mod  s r mg y r p  

4 s
2
  x

2
m

2
+kr

2
 S' M' R' g(r) -X

-1
 -X 

2 2 2

 mod  s m rg y r p  

5 r
2
  x

2
s

2
+km

2
 R' S' M' X

-1
 -1 g(r)X 

2 2 2

 mod  r s mg y r p  

6 r
2
  x

2
m

2
+ks

2
 R' M' S' X

-1
 -g(r) X 

2 2 2

 mod  r m sg y r p  

 

on Meta-modified OSS schemes are also shown in table 1, where  

m' = m
2
/x

2
, X' = x

2
, g(r) = f(r)/x

2
  

and f is a function to solve discrete logarithm problem (i.e. a = g
f(a)

 mod p). 
 

For example, the no. 2 of the extended scheme in table 1 can be written as 

follows. 
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Algorithm 4. The Extended Scheme (no. 2) 

1. Parameters and Key Generation Phase 

(1) Let p be a large prime such that p = 4p1q1 + 1, where  is a randomly chosen 

number, p1 = 2p2 + 1, q1 = 2q2 + 1 and p1, p2, q1, q2 are distinguished large 

primes. 

(2) Let n = p1q1 and g  Zp
*
 such that g

n
  1 mod p, 1p

g  1 mod p and 1q
g  1 mod 

p. 

(3) Randomly choose a value x such that 1 < x < n and gcd(x, p – 1) = 1. 

(4) Compute y  
2xg  mod p.  

(5) Signer's Keys: 

(A) Private Keys: x, p1, q1. 

(B) Public Keys: y, p. 

2. Signature Generation Phase 

Assume m  Zn
*
 is the message to be signed. 

(1) The signer randomly choose an integer k such that 1 < k < n and gcd(k, p – 1) = 

1. 

(2) Compute r  g
k
 mod p. 

(3) Find s' such that  

 

 m
2
  x

2
s' + kr

2
 mod n. (3) 

(4) If s'  QRn, evaluate s that such s
2
  s' mod n. 

(5) If s'  QNRn, go to step 1. 

Then, (r, s) is the signature of the message m. 

3. Signature Verification Phase 

To verify that (r, s) is a valid signature of message m, one can simply check the 

following congruence. 

pryg rsm mod
222

 . 

If it holds, (r, s) is a valid signature of the message m. 

Note: From Eq. (3), we know that m
2
  x

2
s

2
 + kr

2
 mod n. Therefore, the verification 

congruence is  

pryg rsm mod
222


 

In addition to the second generalization, the forth generalization of the Meta -

ElGamal can be also applied to our extended schemes. Except that, other 

generalizations cannot be put on our extended schemes. 
 

3.3 The Security of the Proposed Schemes 

As we described, the security of our proposed scheme is based on two hard 

problems. The main point is that we sign the signature by two keys in two different 

places. In the first place, we use the private key x to compute the value s' by the 

equation m
2
  x

2
r

2
 + ks' mod n in our basic scheme. To get the value s' by the above 

equation, the value x
2
 must be obtained. The difficulty in obtaining the value x

2
 

form the public key y  
2xg  mod p or other public parameters is equivalent to the 

difficulty in solving the discrete logarithm problem. In the second place, we use the 

private key p1 and q1 to find the square root s of value s'. The difficulty in obtaining 

the private key p1 and q1 from the public value n = p1q1 is equivalent to the 

difficulty in solving the factorization problem. The difficulty in evaluating s that 

such s
2
  s' mod n is also equivalent to the difficulty in solving the factorization 

problem.  
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To reach the security based on two hard problems, it is important to use two 

different keys to sign a signature. Compared with others, many insecure schemes 

use only one key to sign a signature in the signature generation phase. In this case, 

the designed schemes may be insecure.  
 

4. Discussion for Computations 

In this section, we discuss the computation for our proposed signature schemes. 

In our proposed schemes, we have to determine whether s'  QRn or s'  QNRn. It 

costs us much computation time. After determining that s'  QRn, we have to 

evaluate s that such s
2
  s' mod n. This also takes computation time. If we can find 

an algorithm depending on the special parameter on our proposed scheme to 

compute the value s efficiently, this will speed up our signature signing. 

We have found an algorithm to compute the value s specially. This algorithm 

depends on the designed parameter in our proposed scheme. However, it is not truly 

efficient. Even in such case, we still describe the algorithm as follows and hope one 

day an efficient algorithm can be found. 

 

Algorithm 5. Computing square root for special parameters. 

Assumption: n = p1q1 such that p1  q1, where p1 = 2p2 + 1, q1 = 2q2 + 1 and p1, p2, 

q1, q2 are distinguished large primes.  

Goal: (1) Randomly choose y  Zn
*
 and determine whether y  QRn.  

(2) Computer x such that x
2
  y mod n if y  QRn. 

Steps: 

(1) Let 2
22 2 mod 
2

1
' p

qp
p


  and 2

22 2 mod 
2

1
  ' q

qp
q


 . 

(2) Randomly choose y  Zn*. 

(3) Determine whether the congruence  

 1mod12 py
p
  (4) 

holds. If it does not hold, go to step 2. 

(4) Determine whether the congruence  

 1mod12 qy
q
  (5) 

holds. If it does not hold, go to step 2. 

(5) y  QRn and x = CRT(xp, xq; p1, q1), where 

 xp  y
p'
 mod p1 

and 

 xq  y
q'
 mod q1. 

Therefore we can obtain the value x and y such that y  QRn and x
2
  y mod n. 

Verification. 

(1) Let z  22qp
y mod n. By using CRT, we can evaluate z  CRT(zp, zq; p1, q1), 

where zp  1mod22 py
qp

 and zq  1mod22 qy
qp

. Since the order in p1 is (p1) 

= 2p2, we have 

 zp  1

2mod
mod222 py

pqp
. 

Because q2 is an odd number, thus 

 zp  1mod2 py
p

. 

In the same way, we can conclude that 

 zq  1mod2 qy
q

. 

(2) If y  QRn, there must exist a value x such that x
2
  y mod n. Thus we know 

that  
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 1
2

1

mod
1

2 pyy

p

p



 .  

Since y  x
2
 mod n, we can conclude that  

 
1

2 1

1

12 2
1 1 1( ) mod ( ) mod 1 mod .

p

p py x p x p p


    

In the similar way, we can conclude that 1mod12 qy
q
 . Therefore  

 z  CRT(zp, zq; p1, q1)  CRT(1, 1; p1, q1)  1 mod n. 

(i.e. y  QRn  1mod12 py
p
  and 1mod12 qy

q
  ny

qp
mod122  ) 

(3) If z  1 mod n, then  

 zp  1mod22 py
qp

  1 mod p1 

and  

 zq  1mod22 qy
qp

  1 mod q1. 

Thus, we know that  

 zp  1mod2 py
p

  1 mod p1 

and  

 zq  1mod2 qy
q

  1 mod q1. 

(i.e. ny
qp

mod122   1mod12 py
p
  and 1mod12 qy

q
 ) 

Therefore, we can conclude that ny
qp

mod122   iff 1mod12 py
p
  and 

1mod12 qy
q
 . 

(4) If z  1 mod n, then 

 nyy
qp

mod
122 


. 

Since p2q2 + 1 is an even number, there exist a value  

 x  2

122 qp

y  mod n  (6) 

such that x
2
  y mod n. Hence, y  QRn (i.e. ny

qp
mod122   y  QRn) 

Therefore, we can conclude that ny
qp

mod122   iff y  QRn. 

Consequently, we can summarize that 

(A) y  QRn iff 2

11 mod  py p  and 2

11 mod  qy q , 

(B) y  QRn iff 2 2 1 mod  p qy n . 

(i.e. ny
qp

mod122   1mod12 py
p
  and 1mod12 qy

q
  y  QRn.) 

(5) If y  QRn, from Eq. (6) we know that x  2

122 qp

y  mod n such that x
2
  y mod 

n. By using CRT, we can evaluate x  CRT(xp, xq; p1, q1), where  

 xp  1
2

1

mod
22

py

qp 

  

and  

 xq  
2 2 1

2
1mod

p q

y q


. 

Since the order in p1 is (p1) = 2p2 and the order in p1 is (q1) = 2q2,we have xp 

 y
p'
 mod p1 and xq  y

q'
 mod q1, where  

 2
22 2 mod 
2

1
' p

qp
p


  

and 

 2 2
2

1
'    mod  2

2

p q
q q


 .  
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Notice that: 

(1) In step 1, the values p' and q' can be pre-computed. 

(2) The step 3 and step 4 is to determine whether ny
qp

mod122  . The 

congruence ny
qp

mod122   holds if and only if both the following two 

congruence hold. 

 1mod12 py
p
 , 

 1mod12 qy
q
 . 

(3) Eq. (4) is to determine whether y 
1pQR  and eq. (5) is to determine whether y 


1qQR . 

(4) The probability that 1mod12 py
p
  hold is 1/2 and the probability that 

1mod12 qy
q
  hold is also 1/2. Thus the probability that both 2

11 mod  py p  

and 2

11 mod  qy q  hold is 1/4. Therefore, the probability that the chosen y 

belongs to QRn is 1/4. (i.e. Prob(y  QRn) = 1/4.) 

(5) If Ordn(y) | p2q2, we can conclude that  

(A) the value y must be QRn (because ny
qp

mod122  ) and 

(B) 
2 2 1

2  mod  
p q

y n


 must be QRn (because 
2 2

2 2

1

2( ) 1 mod  
p q

p qy n


 ). 

(6) If Ordn(y) can not divide p2q2, then there must be no solution for x. 

(7) This algorithm can be used in the situation that Ordn(y) is an odd value. 

(8) This algorithm can be used in the situation that both p1 and q1 are odd primes. 
 

5. Comparison 

In this session, we make some comparisons between RSA scheme, the ElGamal 

scheme and the basic one of the proposed schemes. In Table 2, the compared items 

are the security basis, the complexity of signature generation phase and the 

complexity of signature verification phase.  

RSA scheme is the simplest one in the three schemes. Its security basis is the 

factoring problem (FAC). Assume the modular composite number used in the 

signature generation phase and in the signature verification phase is n''. It needs 

only one exponentiation computation under the modular n'' in the signature 

generation phase. It needs also only one exponentiation computation under the 

modular n'' in the signature verification phase.  

The security basis of the ElGamal scheme is the discrete logarithm problem 

(DLP). Assume the modular prime number used in the signature verification phase 

is p'. In the signature verification phase, it needs one exponentiation computation 

under the modular p', one inverse computation under the modular p'-1, two 

multiplication computations under the modular p'-1 and one addition computation 

under the modular p'-1. In the signature verification phase, it needs three 

exponentiation computations under the modular p' and one multiplication 

computation under the modular p'. 
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Table 2  Complexity Comparison 

Schemes 

Items 

RSA 

Scheme 

ElGamal 

Scheme 

Proposed 

Scheme 

Security Basis FAC DLP FAC and DLP 

Signature 

Generation 
Expn''  1 

Expp'  1 

Invp'-1  1 

Mulp'-1  2 

Addp'-1  1 

Expp  1  4 

Invn  1  4 

Muln  2  4 

Sqrn  (1 + 1  4) 

Addn  1  4 

1CRT

3Exp

5Exp

11

1

1







qp

q

p

 

Signature 

Verification 
Expn''  1 

Expp'  3 

Mulp'  1 

Expp  3 

Mulp  1 

Sqrp-1  3 
Expn: Exponentiation computation under the modular n. 

Invn: Inverse computation under the modular n. 

Muln: Multiplication computation under the modular n. 

Sqrn: Square computation under the modular n. 

Addn: Addition computation under the modular n. 

1 1
CRTp q : Chinese remainder theorem computation under the modular p1  q1. 

 

The security bases of the proposed scheme are both the factoring problem and the 

discrete logarithm problem. Assume we can find s' such s'  QRn directly in the 

signature generation phase of our basic scheme. It needs one exponentiation computation 

under the modular p to compute the value r. It needs one square computation under the 

modular n to compute the value m
2
. It also needs one inverse computation under the 

modular n, two multiplication computations under the modular n, one square 

computation under the modular n (assume x
2
 can be pre-computed) and one addition 

computation under the modular n to compute the value s'  k
-1

(m
2
 –x

2
r

2
) mod n. 

However in average, we need four times to get s' such that s'  QRn. Thus, except 

the requirement for computing the value m
2
 is still one square computation under 

the modular n, we need four exponentiation computations under the modular p to 

compute the value r. We also need four inverse computations under the modular n, 

eight multiplication computations under the modular n, four square computations 

under the modular n and four addition computations under the modular n to compute 

the value s'  k
-1

(m
2
 – x

2
r

2
) mod n. Besides this, we have to determine whether s'  

QRn and compute the value s which is the square root of s'. By using our algorithm 

in session 4, it needs (assume 2 2
2

1
 mod  2

2

p q
p


 and 2 2

2

1
 mod  2

2

p q
q


can be pre-

computed) four exponentiation computations under the modular p1 to test whether 
2

1' 1 mod  ps p  and two exponentiation computations under the modular q1 to test 

whether 2

1'  1 mod  qs q in average since Prob( 2

1' 1 mod  ps p ) = 

Prob( 2

1'  1 mod  qs q ) = 1/2. After finding s' such that 2

1' 1 mod  ps p  and 

2

1' 1 mod  qs q , we still need one exponentiation computation under the modular p1 

to compute sp 
2 2 1

2
1'  mod  

p q

s p


, one exponentiation computation under the modular 
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q1 to compute sp 
2 2 1

2
1'  mod  

p q

s q


 and one computation by using Chinese remainder 

theorem under the modular p1  q1 to compute s = CRT(sp, sq; p1, q1).  

In the signature verification phase, it needs three exponentiation computations 

under the modular p, one multiplication computation under the modular p and three 

square computations under the modular p – 1 to check whether 
2 2 2

 mod  m r sg y r p . 

 

6. Conclusion 

In this paper, we proposed a digital signature scheme and proved that it is based 

on factoring and discrete logarithm problems. This is the first scheme which can be 

proved that its security is based on two hard problems. We also extended our basic 

signature scheme to many extended schemes. The drawback of our proposed 

schemes is that (1) we have to determine whether a number belongs to the Quadratic 

Residue of a composite number and (2) we have to evaluate the square root in the 

signature-generation phase. Aiming to this, we discuss and propose an algorithm on 

it. Compared with Harn’s scheme [6], our proposed schemes combine the ElGamal 

and the modified OSS schemes together while Harn’s scheme string up the ElGamal 

and the RSA scheme. Compared with Laih and Kuo’s scheme [12], our schemes are 

much easier while their schemes are more complicated. 
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