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Abstract 

In this work, we extend the widely accepted security model of Bellare, Pointcheval and 

Rogaway (2000) in order to prove the security of smart-card-based roaming 

authentication (SRA) schemes. More specifically, in this extended model, we provide 

formal definitions of authenticated key exchange and user anonymity for SRA schemes, in 

order to capture side-channel, offline dictionary, and other common attacks. We then 

present a new SRA scheme and prove its security in our extended model. To the best of 

our knowledge, our proposed scheme is the first provably-secure SRA scheme that 

achieves user anonymity. We conclude by demonstrating that our scheme is also 

computationally efficient relative to other similar published schemes without a security 

proof. 

 

Keywords: Authentication scheme, Roaming service, User anonymity, Smart card, 

Two-factor security 

 

1. Introduction 

Advancements in mobile computing and other communications technologies have 

resulted in the increasing popularity of lightweight devices with wireless communication 

capabilities [1]. To fully enjoy the convenience of mobility, wireless devices travelling 

outside the geographical coverage of the home network should be provided with a 

seamless roaming service in the visited foreign network. Typically, there are three parties 

involved in a roaming process: a mobile user, the foreign agent, and the home agent. 

While security challenges in providing seamless roaming are not new, they are still a topic 

of current interest. More specifically, authenticated key exchange between a mobile user 

and a foreign agent should be achieved with the assistance of the home agent to prevent 

illegal usage of the network and to protect subsequent communications. The challenge of 

authenticated key exchange in mobile roaming systems is complicated by the need to 

ensure the anonymity of the mobile user is preserved. Anonymity is a property that is 

important not only in roaming services, but many other applications too (e.g. location-

based services, anonymous web browsing, and e-voting). 

Not surprising, roaming authentication schemes are a subject of active computer 

science research, and examples of roaming authentication schemes for smart cards include 

those presented in [2-19]. Smart-card-based schemes have attracted the attention of 

researchers due to their potential to be widely deployed. A key security requirement for 

such schemes is to guarantee that only a user who is in possession of both a smart card 

and the corresponding password can be authenticated by their home agent; thus, 
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establishing a session key with the foreign agent. A smart-card-based roaming 

authentication (SRA) scheme that meets this requirement is said to achieve two-factor 

security. To capture the notion of two-factor security, the adversary against SRT schemes 

is assumed to be able to either extract the sensitive information in the smart card of a 

mobile user possibly via a side-channel attack [20, 21] or learn the password of the 

mobile user through shoulder-surfing or by employing a malicious card reader, but not 

both. Clearly, there is no way to prevent the adversary from impersonating a mobile user 

if the information in the smart card and the password of the mobile user are both disclosed. 

Designing roaming authentication (and other cryptographic) schemes and proving their 

security are, however, time-consuming and error-prone [22-25]. This is, perhaps, why 

most published schemes either provide no formal security proof [2, 3, 5, 7, 8, 11-16] or 

fail to achieve important security properties such as authentication, user anonymity, 

session-key security, two-factor security, and resistance against offline dictionary attacks 

[2, 3, 26, 4, 27, 6-8, 11, 12, 14-17]. Some schemes [4, 6, 9, 10, 17] have been proven 

secure using formal method tools, which is known to suffer from limitations such as 

undecidability and intractability. Thus, using such an approach could lead to a false 

positive result. At the time of research, Xie et al.’s (2014) scheme [18] is the only 

provably-secure SRT scheme proven secure, but it has not been proven to provide user 

anonymity. 

Our contributions in this paper are two-fold: 

1. We formulate a security model for the analysis of SRA schemes. Our model extends 

the widely accepted model of Bellare, Pointcheval and Rogaway [28] to incorporate 

user anonymity property and the notion of two-factor security. Note that the original 

Bellare-Pointcheval-Rogaway (BPR) model for authenticated key exchange (AKE) 

captures offline dictionary attacks and many other common attacks, and readers are 

referred to Ref. [29] to understand how a key exchange scheme that is not secure 

against an offline dictionary attack cannot achieve the AKE security in the BPR model. 

Our extension of the BPR model provides two security definitions, one for the AKE 

security and one for user anonymity.  Both definitions capture the notion of two-factor 

security as they are defined considering the adversary’s capability of corrupting users’ 

smart cards. Authentication, session-key security, perfect forward secrecy, known-key 

security, and resistance against offline dictionary attacks by insiders/outsiders 

properties are implied by the AKE security. 

2. We present the first SRA scheme whose AKE security as well as anonymity are 

formally proved in the extended model and random oracle model under the 

computational Diffie-Hellman (CDH) assumption. Our provably-secure scheme is also 

computationally efficient and, as we demonstrate in this paper, is among the best 

performing schemes that provide both anonymity and perfect forward secrecy. 

 

The remainder of this paper is structured as follows. The next section describes our 

extended model. In Section 3, we present our proposed scheme along with cryptographic 

primitives on which the security of our scheme relies. We conclude with a comparative 

efficiency and security of our scheme and other similar published schemes in Section 4. 

 

2. Our Extended Security Model for SRA Schemes 

Here we describe a security model extended from the BPR model [28] to capture the 

security properties of SRT schemes. 

Participants and long-lived keys. Let HA  be the home agent, FA  be the foreign agent, 

U  be the set of all mobile users registered with HA , and 
{ } { }= HA FA E U

. We 

assume that each entity EE  is identified by a string, and E  and EID
 are used 



International Journal of Security and Its Applications 
Vol. 10, No. 3 (2016) 

 

 

Copyright ⓒ 2016 SERSC  195 

interchangeably to refer to this identifier string. To capture the notion of user anonymity, 

we also assume that: (1) each mobile user MU U  has its pseudo identity MUPID
 (in 

addition to its true identity MUID
) and (2) the adversary A  is given only MUPID

 but not 

MUID
. A mobile user MU  may run multiple sessions of the authentication and key 

exchange protocol of the scheme (hereafter called the key exchange protocol or simply 

the protocol), either serially or concurrently, to establish a session key with FA . Thus, at 

any given time, there could be multiple instances of MU , HA  and FA .  We use 
i
E  to 

denote instance i  of entity EE . Instances of MU  and FA  are said to accept when they 

compute a session key in an execution of the protocol. We denote the session key of 
i
E  

by 
i
Esk

. Before the protocol is ever executed, each MU U  selects its private password 

MUpw  from the set of all possible passwords PW  while HA  generates a master secret x , 

establishes a shared secret HFk
 with FA , and issues a smart card to each MU U . 

Partnering. Two instances are regarded as partners if they participate in a protocol 

execution and establish a (shared) session key, and these two instances share the same 

session identifier ( sid ). The latter is a unique identifier of a protocol session and usually 

defined as a function of the messages transmitted in the session. Let 
i
Esid

 denotes the sid  

of instance 
i
E

, and two instances, 
i
MU

 and 
j
FA

, are partners if (1) both instances have 

accepted and (2) 
ji

MU FAsid sid
. 

Adversary capabilities. The probabilistic polynomial-time (ppt) adversary, A , is in 

complete control of communications between protocol participants. The adversary’s 

capabilities are modeled using the below oracle queries, and the adversary does not need 

to know the true identity of a user to make oracle query to an instance of the user. We also 

remark that only the Execute  query models passive attacks against the protocol, and the 

Send , Reveal , 
CorruptLL

, 
CorruptSC

 queries model active attacks against the 

protocol. 

 Execute (
i
MU

,
j
FA

,
k
HA

): This query executes a normal protocol run between 
i
MU

, 
j
FA

 and 
k
HA

. Upon completion of the protocol execution, the transcript will be 

returned to A . 

 Send (
i
E

, m): Upon receiving m, the instance 
i
E

 proceeds according to the protocol 

specification, and any output by 
i
E

 is returned to A . A query of the form Send  

(
i
MU

,start) prompts 
i
MU

 to initiate the protocol. 

 Reveal (
i
E

):  This query captures the notion of known key security. 
i
E

, upon 

receiving the query and if it has accepted, returns the session key, 
i
Esk

, to A . 

 CorruptLL
(E): This query captures the notions of forward secrecy, unknown key share 

attacks and insider attacks. The adversary will receive the long-lived secrets of entity E 

as a result of this query. 

 CorruptSC
(MU): This query, capturing the notion of two-factor security, results in the 

return of information stored on MU’s smart card. 
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 TestAKE (
i
E ):  This query is used to define the indistinguishability-based security of 

session keys. If 
i
E  has accepted, then depending on a randomly chosen bit b, A  is 

given either the real session key 
i
Esk  (if b = 1) or a random key drawn from the 

session-key space (if b = 0). 

 TestID ( MU ):  This query is used to determine whether the protocol provides user 

anonymity (or not). Depending on a random bit b chosen by the oracle, A  is given 

either MU ’s identity used in the protocol executions (if b = 1) or a random identity 

drawn from the identity space (if b = 0). 

MU  is corrupted if both 
CorruptLL

( MU ) and 
CorruptSC

(MU) have been queried, 

and HA  (resp. FA ) is corrupted when 
CorruptLL

( HA ) (resp. 
CorruptLL

( FA )) is asked. 

Authenticated key exchange (AKE). The AKE security of a key exchange protocol P  

also depends on the notion of freshness, where a fresh instance is one that holds a session 

key which should not be known to A  (i.e. an unfresh instance is one whose session key, 

or some information about the key, is revealed). 

Definition 1 (Freshness). An instance 
i
E

 is fresh unless one of the following occurs: 

1. A  queries Reveal (
i
E ) or Reveal (

j
E

), where 
j
E

 is the partner of 
i
E ; 

2. A  queries 
CorruptLL

( FA ) or 
CorruptLL

( HA ) before 
i
E

 accepts. 

3. A  queries both 
CorruptLL

( MU ) and 
CorruptSC

(MU), for some MU U , 

before 
i
E  accepts. 

The AKE security of the protocol P  is defined in the context of the following two-

phase experiment: 

Experiment 0ExpAKE
: 

Phase 1. A  makes any oracle queries at will, with the following restrictions: 

1. No query to the TestID  oracle. 

2. No TestAKE (
i
E

) query if the instance 
i
E

 is not fresh. 

3. No Reveal (
i
E

) query if A  has already made a TestAKE  query to 
i
E

 or 
j
E

, 

where 
j
E

 is the partner of 
i
E

. 

Phase 2. Once A  decides that Phase 1 is over, it outputs a bit b  as a guess on the 

hidden bit b chosen by the TestAKE  oracle. A  is said to succeed if b b . 

Let 
SuccAKE0  be the event that A  succeeds in the experiment 0ExpAKE

. Let 
AKE
PAdv

( A ) denote the advantage of A  in breaking the AKE security of protocol P  and 

be defined as 
AKE
PAdv

( A ) = 2  ,PrP A  [
SuccAKE0 ] − 1. 

Definition 2 (AKE security). A key exchange protocol P  is AKE-secure if 
AKE
PAdv

( A ) 

is negligible for any ppt adversary A . 
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User anonymity. As we have previously noted, AKE security (Definition 2) does not 

imply user anonymity; thus, an AKE-secure key exchange protocol does not necessarily 

provide user anonymity. Hence, a new, separate definition is necessary to capture the user 

anonymity property. Our definition of user anonymity is based on the notion of cleanness. 

Definition 3 (Cleanness). A mobile user MU  is clean unless one of the following occurs: 

1. A  queries 
CorruptLL

( HA ). 

2. A  queries both 
CorruptLL

( MU ) and 
CorruptSC

(MU). 

In order to model user anonymity even against FA , Definition 3 does not restrict A  

from asking a 
CorruptLL

 query to FA . 

We use the following experiment to formalize the user anonymity property: 

Experiment 0ExpID
: 

Phase 1. A  is allowed to ask any oracle queries, except to the TestAKE  oracle. In 

addition, A  is neither allowed to make the TestID ( MU ) query when MU  is not 

clean nor 
CorruptLL

 and 
CorruptSC

 queries against HA  and MU  if it has already 

made the TestID ( MU ) query. 

Phase 2. A  outputs a bit b  as a guess on the hidden bit b chosen by the TestID  oracle, 

once it decides that Phase 1 is over. 

Let 
SuccID0  be the event that A  succeeds in 0ExpID

 (i.e. b b ). Then, we define the 

advantage of A  in breaking user anonymity of protocol P  as 
ID
PAdv

( A ) = 2  ,PrP A  

[
SuccID0 ] − 1. 

Definition 4 (User anonymity). A key exchange protocol P  provides user anonymity if 
ID
PAdv

( A ) is negligible for any ppt adversary A . 

 3. Our Proposed Scheme 

This section presents our proposed SRA scheme. 

3.1. Preliminaries 

Computational Diffie-Hellman (CDH) assumption.  Let G  be a cyclic group of prime 

order 
q

, and 
g

 be an arbitrary generator of G . (In practice, G  could be either a 

multiplicative group over an ordinary finite field or an additive group on an elliptic curve, 

though it is written multiplicatively in this paper.) Informally stated, the CDH problem for 

G  is to compute 
xyg G

 when given two elements 
2( , )x yg g G

, where x  and 
y

 are 

chosen at random from 
*
qZ

. We say that the CDH assumption holds in G  if it is 

computationally infeasible to solve the CDH problem for G .   More formally, we define 

the advantage of an algorithm A  in solving the CDH problem for G  as 
CDHAdvG ( A ) = 

Pr [ A ( G ,
g

,
xg

,
yg

) = 
xyg

]. We say that the CDH assumption holds in G  if 
CDHAdvG ( A ) is negligible for all ppt algorithms A . We denote by 

CDHAdvG ( t ) the 

maximum value of 
CDHAdvG ( A ) over all algorithms A  running in time at most t . 
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Message authentication codes. A message authentication code (MAC) scheme   is a 

pair of efficient algorithms ( Mac ,Ver ) where: (1) Mac  takes as input an -bit key k  

and a message m , and outputs a MAC (also known as a tag)  ; and (2) Ver  takes as 

input a key k , a message m , and a MAC  , and outputs 1 if   is valid for m  under k  

or outputs 0 if   is invalid. Let 
CMA
Adv ( A ) be the advantage of A  in violating the 

strong existential unforgeability of   under an adaptive chosen message attack. More 

precisely, 
CMA
Adv

( A ) is the probability that A , who mounts an adaptive chosen message 

attack against   with oracle access to 
( )kMac

 and 
( )kVer

,  outputs a message/tag pair 

( m , ) such that: (1) kVer ( m , ) = 1 and (2)   was not previously output by the oracle 

( )kMac
 as a MAC on the message m . We say that the MAC scheme   is secure if 

CMA
Adv

( A ) is negligible for every ppt adversary A . Let 
CMA
Adv

( t ) denote the 

maximum value of 
CMA
Adv

( A ) over all adversaries A  running in time at most t . 

Symmetric encryption schemes. A symmetric encryption scheme   is a pair of efficient 

algorithms ( Enc , Dec ) where: (1) Enc  takes as input an -bit key k  and a plaintext 

message m , and outputs a ciphertext c ; and (2) Dec  takes as input a key k  and a 

ciphertext c , and outputs a message m . We require that kDec
 ( kEnc

 ( m )) = m  holds for 

all 
{0,1}k

 and all mM , where M  is the plaintext space. 

Cryptographic hash functions. Additionally, our scheme uses three cryptographic hash 

functions 
*:{0,1} {0,1}F 

, 
*:{0,1} {0,1}H 

, and 
*:{0,1} {0,1}I 

, where  is as 

defined for   and  ,   is the bit-length of session keys, and   is the bit-length of 

MUSID
 (see the registration phase of our scheme below). These hash functions are 

modelled as random oracles in our security proofs. 

3.2. Description of the Scheme 

The public system parameters for our scheme include: (1) a cyclic group G  of prime 

order 
q

, and a generator 
g

 of group G , (2) a MAC scheme   = ( Mac ,Ver ), (3) a 

symmetric encryption scheme   = ( Enc , Dec ), and (4) three hash functions F , H  and 
I . These public system parameters are fixed during initialization and are known to all 

network participants. As part of the initialization, HA  selects the master secret key 
*
qxZ

, 

computes the corresponding public key 
xX g

, and shares an -bit secret key HFk
 with 

FA . 

3.2.1. Registration Phase 

A mobile user MU  registers itself with the home agent HA  as follows: 

1. MU  chooses its identity MUID
 and password MUpw

, and submits MUID
 to HA  

via a secure channel. 

2. HA  computes MUSID
 = ( )F xEnc

(
||MU HAID ID

) and issues MU  a smart card 

loaded with { MUSID
, X , HAID

, G , 
g

,  ,  , F , H , I }. 

3. MU  replaces MUSID
 with MUTID

= MUSID   I(
||MU MUID pw

). 
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3.2.2. Authentication and Key Exchange Phase 

Whenever MU  roams in a foreign network, it needs to perform this phase with FA  

and HA  to gain access to the network - see Figure 1: 

Step 1. MU  inserts its smart card into a card reader, and inputs its identity MUID
 and 

password MUpw
. Next, MU  retrieves the current timestamp 1T

, chooses a random 

number 
*
qaZ

, and computes 

 

Figure 1. The Authentication and Key Exchange Phase of Our Proposed 
Scheme. 

aA g , 

a
MHK X , 

1( || || )MH MHk F T A K
, 

( )( || ) ( || )MU MU MU MU F x MU HASID TID I ID pw ID ID  Enc
, 

( || || )
MHMH k MU MU FAC SID ID IDEnc

. 
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Then, MU  sends 1 1, , ,HA MHM ID T A C
 to FA . 

Step 2. FA  retrieves the current timestamp 2T , chooses a random number 
*
qbZ

, and 

computes 

bB g , 

2 1( || || || )
HFFA k FAID T B M Mac

. 

FA  then sends 2 2, ,B,FA FAM ID T 
 and 1M  to HA . 

Step 3. HA  verifies that (1) 1T
 and 2T

 are fresh and (2) 2 1( || || || , ) 1
HFk FA FAID T B M  Ver

. 

If either verification fails, HA  aborts the session. Otherwise, HA  computes 
x

MHK A  

and 1( || || )MH MHk F T A K , decrypts MHC  with key MHk , and checks if the decryption 

produces the same FAID
 as in 2M

. HA  aborts if the check fails. Otherwise, HA  

decrypts MUSID  with key ( )F x  and checks if this decryption yields the same MUID
 as 

produced through the decryption of MHC . When both IDs match, HA  computes 

( || || ||
MH

MU
HA k HA FAID ID A Mac

 )B  and 
( || || || )

HF

FA
HA k HA FAID ID B A Mac

, and sends 

3 , , , MU
HA FA HAM ID ID B 

 and   
4 , , , FA

HA FA HAM ID ID A 
to FA . 

Step 4. FA  verifies that 
( || || || , ) 1

HF

FA
k HA FA HAID ID B A  Ver

. If the verification fails, FA  

aborts the session. Otherwise, FA  forwards 3M
 to MU , and computes the shared 

secret 
b

FMK A
 and the session key 

( || || )FMsk H A B K
. 

Step 5. MU  computes 
a

FMK B
 and 

( || || )FMsk H A B K
 if 

( || || || ,
MHk HA FAID ID A BVer

 

) 1MU
HA 

, and aborts the session, otherwise. 

3.2.3. Password Update Phase 

Our scheme is design to facilitate cyber hygiene by allowing mobile users to change 

their passwords anytime. 

1. MU  inserts smart card into a card reader and enters MUID
, current password 

MUpw
, and new password MUpw

. 

2. The smart card computes 
( || ) ( || )MU MU MU MU MU MUTID TID I ID pw I ID pw   

 

and replaces MUTID
 with MUTID

. 

4. Concluding Remarks 

In this paper, we proposed an extension of the model of Bellare, Pointcheval and 

Rogaway [28] in order to formally capture security requirements for smart-card-based 

roaming authentication (SRA) schemes. This allows us to formally define user anonymity 

and the AKE security, while capturing the notion of two-factor security. We also proved 

the security of our proposed SRA scheme in the extended model, which demonstrated that 

the scheme achieves user anonymity and AKE security. 
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Table 1. Comparative Summary: Efficiency and Security 

Scheme 
Computation Security proof 

MU  MU FA HA   AKE Anonymity 

Our scheme 3 1 1 3E S M H    6 3 6 6E S M H    Yes Yes 

XHBDW [18] 3 2 4E S H   6 7 8E S H   Yes No 

XHTBY [17] 3 2 4E S H   8 9 8E S H   

Computer 

security 

approach 

No 

HKKL [16] 3 2 7E S H   6 9 12E S H   No No 

E: modular exponentiation/scalar-point multiplication 

S: symmetric encryption/decryption 

M: MAC generation/verification 

H: hash function evaluation 

Table 1 summarizes the computational requirements and the security proofs for 

existing SRA schemes that provide both user anonymity and perfect forward secrecy. 

Although the XHBDW scheme [18] was designed to work in an additive group on an 

elliptic curve, we do not differentiate between modular exponentiations and scalar-point 

multiplications in our efficiency comparison since one can easily derive an elliptic curve 

version of other schemes by replacing a modular exponentiation with a scalar-point 

multiplication. For example, the cyclic prime-order group G used in our scheme can be 

replaced with an additive group on an elliptic curve as mentioned in Section 3.1. Modular 

exponentiation is more expensive than other operations considered in Table 1, such as 

symmetric encryption/decryption, MAC generation/verification, and hash function 

evaluation. The total number of modular exponentiations required in XHTBY [17] is 8 

while the number is reduced to 6 in the other schemes. Our scheme is comparable to the 

XHBDW scheme, since a MAC generation/verification is almost as fast as a hash 

function evaluation and a symmetric encryption/decryption is usually more expensive 

than a hash function evaluation (see http://www.cryptopp.com/benchmarks.html for 

Crypto++ benchmarks for some of the most commonly used cryptographic algorithms, 

such as HMAC, SHA1, DES and AES). The XHBDW scheme may be efficient, but it is 

proven secure in a model that captures only the AKE security and not user anonymity. To 

the best of our knowledge, our scheme is the first provably-secure SRA scheme that 

achieves both AKE security and user anonymity. 
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