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Abstract

Portable devices are today used in all areas of life thanks to their ease of use as well as
their applications with unique features. The increase in the number of users, however,
also leads to an increase in security threats. This study examines the threats to mobile
operating systems. Addressing the four mobile operating systems (Android, Apple OS
(i0S), Symbian and Java ME) with the highest number of users, the study provides
statistical information about the features of the corresponding operating systems and
their areas of use. In the study, the most important threats faced by the mobile operating
systems (Malware, Vulnerabilities, Attacks) and the risks posed by these threats were
analyzed in chronological order and the future-oriented security perspective was
suggested..
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1. Introduction

The internet, used by ourselves in all areas of our daily lives, has shown a great
improvement in recent years. Accordingly, the devices to connect this virtual environment
have undergone a great change and the use of mobile devices has quite increased. Almost
all communication and processes can be carried out through the mobile tools (documents,
social network, online shopping etc.) facilitating the daily life. The increase in this
number, however, brings along some security problems.

The unknown Wi-Fi settings, accepting all unidentified applications, connecting to
untrusted sites and downloading applications from such sites can be listed as the major
ones of these problems. It is of great importance that certain safety precautions should be
taken for the mobile tools in which private information and documents of the users are
stored. This study examines the operating systems of the most-preferred mobile tools and
the threats towards these operating systems and provides detailed information about them.

Chapter 2 discusses in detail the mobile operating systems that are, currently, most
widely used. The Chapter 3 focuses on the threats to mobile operating systems and their
functions and analyses the types of these malicious software, vulnerabilities and the
attacks made. Chapter 4, however, examines the future status of mobile OSs based on
their security levels.

2. Mobile Operating Systems Versus Computer Operating Systems

Operating systems (OS) are the software-based interfaces necessary for users to
manage, use and operate the hardware units. Figure 1 shows the common structure of an
operating system. If the hardware to be managed is portable device such as Smart Phone,
Tablet PC, PDA etc., the operating systems of such devices developed to enable these
devices to run as a personal computer are also called Mobile Operating System (Mobile
0S).
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Figure 1. Operating System Common Structure

The number of mobile devices is increasing day by day thanks to their portability, ease
of use and the increase in their features with the advancing technology. With this increase,
great development and changes have occurred in the operating system preparing the
ground for meeting the demands of users. Figure 2 shows the usage rates of personal
computer operating systems and mobile OSs by years.
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Figure 2. Usage Rates of all Operating Systems by Years [1]

Figure 3 shows the usage rates of the operating systems used between 2010 and 2014.
The values shown in the figure are the values obtained at the end of each year. For
example; while Mobile OS usage is 3.80 % at the end of 2013, this rate increases to 4.80
% at the end of 2014. Among the operating systems used for personal or corporate
purposes, the significant advantage of Windows draws attention. However, it is observed
that the mobile OSs are increasingly being used more and even, considering the first three
months of 2015, its usage rate increases to 5 % [1, 2].
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Figure 3. Mobile OS Usage Averages by Years [2]

Figure 4 shows the market analysis dated March 2015 (Market Share Statistics for
Internet Technologies) of all mobile operating systems in use today. Accordingly; while
Android OS, one of the mobile OSs, is the most widely used mobile OS with a rate of
47.51%, it is followed by iOS with a rate of 41.97%. It is seen that the other mobile
operating systems Java ME (3.49%), Symbian (3.31%) and Windows phone (2.57%)
ranks as, respectively, the third, fourth and fifth. There are other mobile OSs which are
not included in this chart but in use (Black Berry, Samsung, etc.). However, their usage
rates are lower than the others [3]. This study analyses iOS and Android operating
systems which constitute the two most widely used operating systems.
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Figure 4. Mobile OS Market Share Ratios Including the First
Three Monthsof 2015 [01]

2.1. Android Mobile OS

As an open-source code operating system, Android is a Linux-based mobile OS and is
developed by Google. Android uses Linux version 2.6 for the core system services such
as security, memory management, process management, network stack and driver model
[4]. In addition, it serves as abstraction layer between the core, hardware and software
stack created using the C programming language and other layers.

Abstraction layer includes timing and libraries. The timing contains the core libraries
providing functionality in the basic libraries created using the Java programming
language. These libraries work according to their functions in a virtual machine (Dalvik
Virtual Machine) for each Android application [5]. It offers a wide, rich and innovative
opportunity to the developers for top-level applications used by various components of

Copyright © 2016 SERSC 15



International Journal of Security and Its Applications
Vol. 10, No. 2 (2016)

the Android system such as Libraries, Media Libraries and 3D libraries. Moreover,
Android offers a wide variety of free and available features such as device hardware,
access location information, constantly running background services, timing warning
systems and adding notifications to the status bar. All applications are written using the
Java programming language [6].

2.2. Apple Mobile OS

First developed in 2007 by Steve Jobs, the founder of Apple, iOS is a mobile operating
system used only in Apple-branded products (iPhone, iPod, iPad) for now [7]. In analogy
with the other operating systems, iOS architecture is built on four platforms integrated
with each other [8]. The first platform, Cocoa Touch, provides the basic infrastructure
used by the applications. For example; it constitutes the layer written using C language
providing an object-oriented support for file management, network operations and more.
This layer includes Map Kit, iIAD, Game Kit, Events (Touch), View Controllers and
UIKit. The Media Layer constitutes the section that enables using Audio, Animation
video and Image formats (JPEG, PNG, TIFF) and documents. Core Services (Core OS) -
the third layer-, Core operating system and the core service layers contain iPhone OS-
specific basic interfaces for low-level data types, startup services, network connection and
accesses. These interfaces are usually C-based and core-centered and they offer
technologies involving SQLite and POSIX threads as well as access to UNIX sockets.
The Media Layer which constitutes the last layer of Apple iOS, however, contains the
basic technologies used for 2D and 3D drawings and audio and video support. This layer
contains C-based technologies such as OpenGL ES, Quarts and Core Audio. In addition,
there is an Objective-C based animation engine and a core Animation application in this
layer.

In addition to all these features, Apple Cloud Computing allows direct installation of
all information and documents thanks to its iCloud system allowing data storage and in
the context of mobile application development, Apple's iCloud system (2013 Apple Inc.)
explores the limitations that may occur [9].

2.3. Java ME

Java Platform Micro Edition (JavaME or formerly J2ME) operating system was
designed by Sun Microsystems for mobile and embedded devices (Blu-RayDisc Players,
Printers, etc.) and its usage areas has significantly increased thanks to its flexible structure
[10]. It consists of seven layers including Java ME system "Application Layer",
"Configuration Layer" which contains very specific APIs and has java language virtual
machine features and minimum class libraries, "Profile Layer" which supports high-level
services and is built on the configuration layer, “Optional Packages Layer” which
involves functions or specific applications independent from Profile or Configuration (i.e.,
Java APIs for Bluetooth, Location APIs for J2me, J2ME Web Services), Vendor specific
classes, Native Operating System and Hardware. In addition to its flexible user interfaces,
its rich and robust security in terms of functionality and its support for network and
offline applications, Java ME is also designed in a way to be used on many portable
devices and to improve the performance of the device used.

2.4. Symbian

Symbian is a mobile operating system using open source code. Symbian which is an
open source software written using the C ++ programming language, was first developed
in 1977. It had become very popular until the end of 2010. After this date, its place was
largely taken by Android [11].

Symbian is composed of layers such as OS Libraries, application Engines, KVM,
Servers, symbian OS Base-Kernel and Hardware. Being used for many portable devices
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from the date it was developed until 2010, Symbian is also known as a software with an
outstanding security among the mobile OSs.

2.5 Windows Phone

It is an operating system developed by Microsoft for smart devices. This 32-bit
Windows CE 5.0-based mobile operating system which was first developed for PDAs is
now used by the Smart Phones and touch devices. In 2003, it was named as Windows
Mobile. Windows Mobile experienced a drop against its rivals by the end of 2010 and
Microsoft has gradually renovated this operating system by a decision taken and put it on
the market as Windows Phone [12].

As it started using the .Net Compact Framework structure, Windows Phone has had
many features and advantages. For example, its coding language is able to integrate the
written applications into mobile devices thanks to its independent compilation structure
(Common Language Runtime -CLR). Windows Phone is moving towards becoming a
promising operating system thanks to the special libraries, enhanced device protection and
software security features of .Net Framework oriented for developing mobile applications
[13].

Table 1 shows the comparison of some features of mobile operating systems. It is seen
from the table that the majority of the software used are open source software. Another
important point is that none of these mobile operating systems, except for Apple and
Windows, produce mobile device and that, the OS-based structure is only different in
Apple and Microsoft.

Table 1. Comparison of the Mobile Operation Systems

. . Windows .
Android 10S Symbian Java ME
Phone
Open Source Closed Source  Closed Source  Open Source Open Source
Code Code Code Code Code
Application Application Application Application Application
Download: Download: Download: Download: Download: Free
Google App Apple Store Windows Phone Nokia Symbian
store or Free Store or Free

User Defined No User Defined No User Defined User Defined User Defined
Reorganization Reorganization Reorganization Reorganization Reorganization
Mobile Device is Mobile Device is Mobile Device is Mobile Device is Mobile Device is

not special to special to not special to not special to not special to
Google Apple Microsoft Symbian Sun
Foundation or ~ Microsystem
Nokia
OS Based: OS Based: OS Based: OS Based: OS Based:
Linux Darwin WindowsNT Linux Linux
No Device No Device No Device No Device No Device
independent independent independent independent independent
system updates  system updates ~system updates  gystem updates  SYStem updates
Access to Access to Access to Access to Access to
external storage: external storage: external storage: external storage: external storage:
YES NO YES YES YES
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3. Threats of Mobiles Operating System

As all devices with a internet connection, there are also a wide variety of threats to the
smart devices using mobile operating system. In line with the portable devices, the
malicious software industry is also growing both in technological and structural terms.
These threats are discussed in three main categories including Malware, Vulnerabilities
and Attacks (Figure 5).

THREATS OF MOBILE

OPERATING SYSTEMS

Device-Hardware Hardware-based

Software Device-independent

— Virus

Worm Software-based

— Spyware User-based

Figure 5. Threats of Mobile Operating Systems

3.1. Malware

Malicious Software (Malware) are, in its simplest expression, the malicious software
aimed at private specific information which disturb users, may cause breakdown of the
device and lead to results such as causing information and documents belonging to the
user to be stolen or become unusable [14]. These illegal software which are not installed
by the user are used for all attacks from the outside taking advantage of the vulnerabilities
in the device or system. The major ones of these software are Trojans, Worms, Virus and
Spyware. The first known malware is Cabir which was created for the Symbian operating
system in 2004. Cabir is a malicious software which infected the Nokia 60 series and
affected many smartphones. This worm writes the word "Cabire" on the screen of the
phone infected and uses Bluetooth connection to spread itself [15]. Apple is more
protected against OS malware software thanks to its closed system. The OS which
becomes the target of Malware attacks most is Android OS. The biggest reason for this is
that the applications can be obtained from many secure-insecure sources.

- Trojans: The main purpose of Trojan software is not to spread themselves but to seize
the device management and information. With this aspect, they differ from the worms and
viruses. The most widely used spyware are, in this respect, the keyloggers. The purpose of
these software transmitted under the cover of another file and unintendedly activated by
the user is to get the device entirely under control in the background. These malware are
generally carried inside a more innocent software and not noticed by the user. For this
reason, while downloading an application necessary for the smart devices, it is of utmost
importance to use checked and reliable software. However, this is a little harder for the
Android devices. Because, those who use such devices are also able to download
applications from elsewhere other than the Google App Store. And even, since they can
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recognize the external units such as USB or SDcard, the Trojans can also get into the
devices through such devices and create a vulnerability in the system. This is a bit more
difficult for iOS compared to the Android devices. Because Apple Store constitutes the
only option to download application [16].

- Virus: These are the malicious software which have some features such as penetrating
into the existing documents and sending them elsewhere, distorting their contents and
making them unusable and slowing down the hardware elements. For the spread of
viruses, infected programs should also be installed in other devices. In other words, the
infected program must also be sent to other devices by the user. For example; in 2010, the
"Zombie" virus infected more than 1 million smartphones in China and caused a loss
amounting to $300,000 per day. Besides its numerous damages, it also leads to data loss,
data leakage and even disruption of the conversation [17].

- Worm: Worms which are counted among the malware contain harmful and
misleading instructions. The worms affecting mobile devices do not require user
interaction in order to be effective and are usually transmitted through the text messages
(SMS) or picture messages (MMS). Worm is actually a kind of virus. However, it does
not require user interaction to reproduce itself. For example, clicking on a file or opening
a plug-in sent by e-mail activates the worm. A security vulnerability in the operating
system would be sufficient for Worm infection. The Worm penetrates using this
vulnerability and integrates itself into a service running in the operating system. After this
stage; it can act as a spy inside the device, send the required information to the center
managing itself, cause clogging and slowing down in the Internet bandwidth through
creating an unnecessary data flow and degrade the performance of the device.

- Spyware: Spyware software are used to collect information on a specific subject.
Though specifying that they are used for advertising and promotional purposes (adware)
or to provide better service to users (cookies), these software collect information about a
person or organization and send those information to someone else without their consent.
In this sense, it works like a Trojan and can be used by malicious people. It is also a
software aimed at taking control of the devices infected.

In the studies performed by security firms, it is seen that malware software are not only
used by hackers but also created by the profit-oriented "teams™ making cooperation in this
regard. For example; in an incident in 2013, the Trojan ‘'botnet Trojan-
SMS.AndroidOS.Opfake.a’ enabled the spread of the malware software
'‘Backdoor.AndroidOS.Obad.a" through sending a spam containing the malware to its
victim list [18]. Figure 6 shows the top malware categories of published by CISCO.
Trojan software are seen at the highest level among the malware software with a high rate
of 64 %. [19].
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Figure 6. Rates of Malware Software Affecting Mobile OSs [19]
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3.2. Vulnerabilities

The weaknesses occurring in the system security procedures, internal controls, design
and applications are among the security vulnerabilities in the device. These vulnerabilities
can be grouped under several headings. In the present study, the analyze is carried out in
two main categories including device-hardware vulnerabilities and mobile operating
system and application (software) vulnerabilities:

3.2.1. Device-Hardware Vulnerabilities

The most-encountered problem which should be considered first in this regard is the
agedness of the device. Because, the manufacturers do not support the devices
manufactured before a certain date. Therefore, the device may not receive security
updates.

The second issue, however, is the inability of the mobile devices in assuring the safety
of the ports they use while connecting to a network or the Internet. The fact that the
mobile devices have generally no "navigation” limit used in the Internet environment and
there is no firewall to control this is an important vulnerability. A hacker can easily access
to the mobile devices via this unsecure port. In such cases, the software called "firewall"
which protect these ports must be used. Thus, the user will be asked for a permission
while connecting to the mobile device and will be able to see it. There may be
unauthorized changes (“jailbreaking" or " rooting™) on the mobile devices which are not
using a firewall. Jailbreaking which provides an escape for Apple iOS is the method
applied to obtain an application that does not belong to Apple (iTunes, App store.) or
cannot be downloaded due to some restrictions from any other source. This method
allows to have access to the operating system of the mobile device and this constitutes a
vulnerability. In addition, the "jailbroken" devices may not receive security updates of the
manufacturer and the devices without the necessary updates may become vulnerable to
threats [20].

3.2.2. Software Vulnerabilities: The out-datedness of the mobile operating system is
also an important vulnerability. Yet, the best known of the security vulnerabilities arising
from software is the use of an old Mobile OS and out-datedness. For example, an Android
supports application installation from Google Play or another file system. Since Google
file system is a protected area, the downloads or packages (APKs) from this area are
secure. However, downloading APK files from third-party application stores, mobile ad
libraries and local storage units (i.e., sdcard) is often unprotected. Such vulnerabilities are
tried to be met by the firms through new versions or patches.

The shared open source common components also constitute an important
vulnerability. Another vulnerability occurring in all open source software is in the design
of the system containing common open source components such as WebKit and Linux
kernel. These components have a reusable structure in order to reduce the costs and this is
a common practice in large open source systems such as Android. A vulnerability has
been discovered in WebKit or Linux, however, a patch was released in order to use in
solving this problem. Apple's iPhone-like WebKit and BSD kernel derivative (Darwin)
constitutes the common software components. The problem at this point is not its re-use
but where it is employed. In this regard, Android has put the patch model into practice
with a little delay [21].

The vulnerabilities occurring during the installation of APK files are very common.
The presence of a vulnerability known as "Check Time" of the package installer has also
been identified. This means that it is replaced by an open APK file or can be changed
during installation without the user's knowledge. This open package constitutes the
vulnerability of the installer and affects APK files downloaded from unprotected local
storage units [22].
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As shown in Figures 7, the vulnerabilities largely arise from the permissions given
during the installation of an application. Figure 7-(a) shows the permissions required
during the installation of an application downloaded from the Google Play to the Android
operating system [23]. All these permissions leave the device wide open to the malware.
Users should bear in mind that all permission given can be used by the malware.
Figure 7-(b) shows the permission display of an APK application. The system first start
the installation process of the APK file through the Package Installer and gets critical
information such as application name, application icon, application requests and security
permissions. When the user intends to install the application, he/she verifies his/her
authorization through these permissions and this is called "Time to Check”. In all Android
applications; the user selects "Next" to continue with the user setup process following this
step.
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Do you want to install this application? Do you want to install this application? It
It will get access to: will get access to
Allow this app to: PRIVACY

« Your messages
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Storage

Phone calls

Services that cost you money
« System tools

Cancel Install Cancel

(a) (b)

Figure 7. Some Required Permissions for a Mobile Application Downloaded
from Google Play Store (a) and an APK file (b)

When the user gives such permissions, a vulnerability occurs in the background and the
allowed package is replaced by a malware package. Following this process, once the user
clicks the "Install" button (“Time of Use"), the Package Installer which will install the
APK file installs a different application instead of the set allowed.

In the report released by Symantec; while the number of vulnerabilities affecting the
mobile operating system was 315 in 2011, this number increased to 416 in 2012.
However, this number declined to 132 with a decrease of 68 % in 2013. It is seen that the
number of vulnerabilities in the mobile tools has significantly decreased in 2013 [24]. The
major reason for this decline is that the companies (especially Android-Google)
developing mobile OSs have eliminated such wvulnerabilities through the patches
developed by themselves. At the same time, releasing updates at regular intervals for the
mobile OSs is the most important factor in maintaining security even against the newly-
released malware.
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3.3. Attacks

Attacks are the interferences made from outside using a variety of vulnerabilities. This
interference are all considered as an attack regardless of whether they are made through
malware software or they use vulnerabilities in the smart device or mobile operating
system. However, the terms "attack" is generally defines as the attacks made by the
hackers for obtaining users' private information without their knowledge.

The first real attack against smartphones was first made by two researchers called
Vincenzo lozzo and Ralf Philipp Weinmann in March of 2010 in order to steal a database
from a phone via SMS. This attack was made by looking at an error in the Safari Browser
of iPhone 3GS phones and it was aimed to upload the file sent by SMS to the server [25].

In November 2010, however, an attack was directed to the browser in the Android
operating system using a common vulnerability [26]. More recently, the first “over-the-
air” attack for GSM software which will lead to memory corruption has been introduced
again by Weinmann [27]. Moreover, Oberheide and Lanier has identified several different

attack vectors for the iTunes App Store [28].
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Figure 8. The Relationship Between The Number Of Mobile Device Users
And The Number Of The Attacks Between The 2nd Quarter Of 2012 And 3rd
Quarter of 2014 [29]

Figure 8 shows the relationship between the number of mobile device users and the
number of the attacks between the 2nd quarter of 2012 and 3rd quarter of 2014.
Accordingly, it is seen that the number of attacks hits the top in March and April of 2014,
however, and then starts to decline [29].

There are various classifications in terms of attacks. One of them is the classification
made by Becher which groups the attacks towards mobile devices in four main categories.
Hardware-based, device-independent, software-based, and user-based attacks [30].

-Hardware-based attacks: With a broad perspective, hardware-based attacks constitute
an element of mobile security. Even if the Mobile Device has any vulnerability, it cannot
easily reach to the user information, however, there is an access to the device.

-Device-independent attacks: These are the attacks independent from the device which
directly target the mobile device user. They intend to violate the privacy of the user's
personal data through wireless connection or wiretapping.

-Software-based attacks: An important part of the technical vulnerabilities on mobile
devices are the software-based attacks. Especially the increase in the number of mobile
web browser has led to an increase in the vulnerabilities used in this field.

-User-based attacks: Such attacks are not technical attacks. These constitute the
attacks made through cheating without using malicious software which are direct to the
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mobile device users. These attacks made through "social engineering” and aimed at
reaching to private information are today quite common [8]. A large number of the attacks
are not technical-based. For example; the Denial of Service (DoS) attacks are not directed
through applications or malware installed in smartphones but using the vulnerabilities
created by the malformed text messages [31].

In addition to these attack vectors, there are also other types of attacks. However, the
aim of all attacks are essentially to find the victim's vulnerabilities and to make attack
using a well-intended process and application.

-JTAG (Joint Test Action Group) Attacks: JTAG is the best-known hardware and
debug standard. Even though it provides a high control and observability, it also creates
vulnerabilities because of allowing for the control of the device at a deep level [32].

-Forensic Analysis: This is an attack vector targeting the privacy of the data stored on
the mobile devices. This vector applies to the cases where the attacker has physical access
to the device. The attacker takes the device of the user who do not realize this situation
under his/her control for a certain time. In such a case, the attacker can reach to the
information stored in the device. The second possibility is, however, to obtain the
confidential corporate data and personal conversations and today, some studies show that
this is the most commonly used method [33, 34].

-Phishing Attacks: This is a kind of attack formed by combining the words "Password"
and "Fishing". Phishing in the mobile applications is a threat related to the successful
attacks reported. This is an OS-independent method and can be used for all types of
devices. Such attacks are made through directing the user to the imitation websites instead
of the legitimate ones in order to steal their private information such as credentials, credit
card information, user name or password. There are some varieties of this attack such as
Similarity attack, Forwarding attack, Background attack and Notification attack [35].

-QR Code Based Attacks: This is an application which has become very popular
recently thanks to its large storage capacity due to the QR (Quick Response) code, ease of
production and distribution and the fast readability features. However, users usually are
not able to understand the type of knowledge contained in it while scanning QR codes
content of which are easily encoded. And this provides a suitable environment to direct
users to malicious URLs. Google Safe Browsing APl and Phishtank API increases the
speed in detecting phishing and malware attacks as well as malicious URLs (SafeQR)
[36].

-SSL Proxy Attacks: Secure Sockets Layer (SSL)/Transport Layer Security (TLS)
encryption used in many applications today (especially in internet banking) is a protocol
that generally reassures users and provides data security. SSL is an encryption scheme
and provides adequate security when implemented correctly. Otherwise, applications may
be encountered with security threats and unintended vulnerabilities occurs. If this code is
left unreviewed, the settings can be changed in an undesired manner and the information
which were presumed to be safe and transmitted can be stolen through communication
path [37].

4. Estimates for the Future

As the number and usage rates of the open source Mobile OS, the number of malware
is seen to show a substantial increase in parallel with them.

Android is a mobile OS that has a quite large area and number of use. However, the
number of security problems is also high. Even though Google has actually taken serious
steps on security with the patches and updates released by the latter, it is seen in the
reports released by the security firms such as Kaspersky and F-Secure as well as in Figure
9, that the malware software are still mostly (98.05 %) send over devices using this
operating system. The biggest reason for this arises from the open-source code
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application. Despite all its advantages, open source code contains lots of problems in
security terms.
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Figure 9. Malware Attacks on Mobil OS [29, 38]

It is certain that the security will become the most important factor in the
communication in the future. For this reason, considering the operation and information
security, the software like 10S are expected to find a significant place. Apple iOS offers
many advantages in terms of security thanks to its closed-code structure. Although its
users are restricted within the area of application, it is understood that it will be a
preferred OS in the future since it has a better performance compared to the Android and
is a less problematic system. Windows Phone, another closed system, is also expected to
show the same success it shown in personal computers with Windows also in the portable
devices in the future. At least, it is known that they endeavor a great effort in order to
emphasize the security. Although it doesn't have an open source code and blocks this
development to a certain degree, the increase to be realized by it in the security level will
provide a significant advantage in the future. As a language, Java is an effective and rapid
language forming the basis of the Android and used for many portable devices. A great
effort is given with J2ME in order to become an individual Mobile OS and a certain
success is achieved in this regard. However, a new open source OS should meet a great
number of requirements in terms of security. In this regard, it is not predicted to be as
successful as 10S. Is it better to become the most-widely used operating system or the
most reliable OS? This is the most important question that will determine the future.
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