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Abstract 

A quantum key distribution protocol with traditional Bob has been proposed recently 

by Boyer et al. using single-particle state. In this paper, a semi-quantum key distribution 

protocol is described, in which Einstein-Podolsky-Rosen (EPR) pairs of particles are 

utilized to generate a secret key in remote places. This extends the quantum key 

distribution protocol with traditional Bob where the single-qubit channel is replaced by 

the entangled EPR-pair channel. And quantum Alice is able to do any quantum 

operations, preparing quantum states and performing quantum measurement, but 

traditional Bob is not able to prepare and measure a particle in the computational basis, 

reflect the particles. Furthermore, entanglement states are used in our protocol. The 

analysis shows that our protocol is secure, which can avoid the beam splitter attack 

automatically, and the proposed protocol is more efficient than Boyer’s scheme. 
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1. Introduction 

Cryptography is a technical science which studies the construction of cryptograph and 

the analysis of it, studies the objective law of the change of the cryptogram, which mainly 

studies how to transmit information secretly according to the stipulation of the 

communication parties. It is also a kind of important secret means to carry out the special 

transformation of information. Thus far, it is trusted that the only proven unconditionally 

secure crypto-system is the one-time-pad technique. To employ this technique, the two 

distant communicating parties must have a secure method to exchange a secret key each 

other when a message needs to be encrypted. However, it is a very difficult thing to 

exchange the secret key between the two parties before a communication because they 

can't use a public channel to send a secret key to the public. Fortunately Bennett-Brassard 

(BB84) [1] pointed out how to use the properties of quantum mechanics for the purpose of 

the cryptography, independently rediscovered by Ekert (E91) using entanglement states [2] 

a few years later, which was the beginning of quantum key distribution (QKD), and had 

been proven to be unconditionally secure [3] when both parties are quantum. So far, there 

are many quantum key distribution (QKD) schemes have already been put forward [4, 5, 

6, 7, 8, 9]. 
The basic idea of quantum communication is proposed by Bennett et al., in 1980s and 

90s, and it mainly includes quantum key distribution (QKD) and quantum teleportation. 
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QKD can use quantum mechanics to make sure the communication is safe, which will 

enable two parties to produce a shared secret key that only they know at random, and it 

then can be used in encryption and decryption algorithms. QKD can realize the secure 

classic communication of the point to point way by one-time-pad, where the security has 

been strictly proved in mathematics, which is can‟t be done by the classic communication 

so far. Existing QKD technology can realize quantum key distribution in hundred 

kilometer scale, and it can also realize quantum key distribution network with the aid of 

optical switch technology. Taking the BB84 protocol as an example, which is also widely 

used at present, and the structure of its communication system can be described as Figure 

1.  
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Figure 1. Structure of a Quantum Communication System 

As can be seen from Figure 1, the above communication system establishes a point to 

point connection between two parties, generally named Alice and Bob, which hope to 

exchange secret keys. The connection can be constructed by the quantum public channel 

and classical public channel. Alice randomly generates a traditional bit stream and 

converts them into quantum states, and then sent them to the quantum channel. After 

receiving these quantum states of light, Bob can carry out some appropriate operations 

according to different situations, such as reflecting them, measuring and recording the 

results of the measurement and so on. The traditional public channel is mainly used to 

verify those correlations. If those correlations are large enough, it can be determined that 

the signal in the quantum channel is not being tapped by the third party basically. 

The development of QKD has mainly experienced four stages [10].  

(1) Theoretical scientists proved the security theory of the ideal or semi practical QKD 

system based on the principle of quantum mechanics. The above security analysis is based 

on the simplified mathematical physics model of the physical device (light source, 

channel, detector, etc.) of the two parties. However, these models usually do not match 

the actual physical devices, or can‟t simulate the actual physical device used in the QKD 

system completely. Hence the unconditional security of QKD in theory does not 

guarantee the security of QKD system in practice.  

(2) In order to improve the rate and increase the communication distance continuously, 

the experimental scientists improved the hardware technology of the quantum key 

distribution system in succession. At present, QKD has already walked out of the 

laboratory and being carried out a preliminary practical application, and there are at least 

three companies in the world are selling the commercial QKD system. For example, the 

Swiss election has used QKD to encrypt information since 2006, and South Africa's world 

cup also uses the QKD system to ensure information security in2010.  
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(3) Find security vulnerabilities in actual QKD system, and improve the software or 

hardware of the system to resist the actual security vulnerabilities. At present, the 

development of quantum key distribution is at this stage. How to check the shortcomings 

and fill the vulnerabilities of the actual security QKD system fully is one of the key 

research focuses in the current QKD field.  

(4) When the security of actual QKD system passes repeated testing and proof, 
quantum key distribution will be practical for encryption and decryption. In addition, the 

network of QKD, the QKD from the ground to the satellite, as well as how to 

communicate the QKD with the traditional optical network communication are also the 

very concerned problems that hope to be solved. Once the issues described above are 

resolved, QKD technology will really go to the application. 

Since Bennett and Brassard proposed the first QKD protocol BB84 protocol, QKD has 

become one of the most popular focuses in the quantum field, and also become the most 

easy to be applied in the quantum field, the most close to the actual technology. QKD 

depends on the physical characteristics of the quantum to ensure its theoretical security, 

but not to set any restrictions on the ability of Eve. However, most of the quantum key 

distribution protocols require that both the two sides have quantum capacity, but this often 

requires the use of tens of millions of quantum generating devices and operating 

equipment, which makes a lot of users feel afraid. So how to maximize the advantages of 

quantum cryptography, and how to reduce the cost, expand the application is becoming 

the primary task of the quantum research.  

What will happen when one party (Alice) has a quantum capacity and the other (Bob) 

is only a traditional one? In this case, how do the two sides need to interact? Can they 

complete the key distribution? If they can, is the key distribution protocol secure? 

Lately, several semi-quantum key distribution protocols (SQKD) [11–13] were 

proposed. For example, Boyer, Kenigsberg and Mor [11] introduced the idea of semi-

quantum key distribution using four quantum states firstly, and for convenience we refer 

to the protocol as BKM2007. The literature [11] put forward two QKD protocols with the 

constraint that one party only has the traditional ability, and proved the robustness of their 

protocols against attacks, namely, any attempt by the third party to obtain information will 

inevitably lead to some errors, which makes the legitimate users can discover the attack 

behavior. Subsequently Zou and Qiu et al., [13] has simplified the work of Boyer et al., 

namely, proposed a simplified version which only requires one quantum state, for 

convenience we refer to the protocol as ZQLWL2009. Zou et al., mainly proposed several 

different SQKD schemes in which one party can send three, two and one quantum states 

respectively, and the analysis showed these protocols are also completely robust. 

Compared with the classical protocol, in order to achieve a significant advantage, these 

protocols give an answer to how much “quantumness” a protocol is required to be. In 

these SQKD protocols, information passes through the quantum channel from Alice to the 

outside world, and then returns to Alice from the outside, where Bob can obtain a part of 

the channel information, no matter what time a qubit goes through the corresponding 

channel Bob can either choose to do nothing, or do one of the following two things: (1) 

Measuring the qubit in the computational basis {| 1 >, | 0 >}, the basis is also named 

“traditional” basis; (2) Reselecting a new qubit in the traditional basis and then send it. 

Bob is called traditional Bob If he is constrained to do only the processes (1) and (2), or 

do nothing and will not get any information of the quantum superposition of the 

computational basis states. If all the parties are traditional, Alice and Bob will use qubits 

to perform related operations in the traditional basis which would make the corresponding 

scheme be equivalent to an old-fashion traditional scheme, thus these operations 

themselves are considered to be traditional. So this kind of protocol is termed “QKD with 

traditional Bob” or “Semi-quantum key distribution (SQKD)”, and whose running 

environment can be described as Figure 2. 

javascript:void(0)
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Figure 2. The Running Environment of a SQKD Protocol 

It is proved that the SQKD protocols [11–13] is completely robust, which is the key 

step in the security analysis of their protocol.  We say a protocol is robust if any attempt 

by the third party to obtain the information of the INFO string (prior to Alice and Bob 

performing the error correction code operation) will inevitably lead to some errors, which 

makes the legitimate users can discover the attack behavior. Especially, Boyer, 

Kenigsberg and Mor [11] divided the robustness into three kinds of cases: completely 

robust, partly robust, and completely nonrobust. 

BKM2007 and ZQLWL2009 have the same drawbacks: the source of the photon is 

formed by the attenuated laser pulse, which contains more than two photons with a 

nonzero probability in practical, so this can cause the system be attacked by a beam 

splitter which has been discussed in the literature [14]. Using entangled photon pairs from 

parametric down-conversion, we are able to simulate a conditional single photon source 

[15] with a higher bit rate [16], while with a lower probability to produce multiple pairs of 

photons simultaneously. Therefore, the beam splitter attack can be automatically avoided, 

and the protocol is more efficient than BKM2007. On the other hand, because of the 

important study on the teleportation of the unknown quantum states [17], superdense 

quantum coding in communication [4] and QKD from Bell States [2]. At present, 

entangled states in multiple quantum systems have been widely considered as a very 

important resource in quantum communication and complex computation [18, 19], which 

has further stimulated the considerable interest of the quantum researchers on the SQKD 

protocol using Bell states. 

The remainder of the paper is organized as follows. In Section 2, we put forward an 

efficient SQKD protocol using Bell state which exploits the properties of the entangled 

photon pairs generated by quantum generator with high security key. In Section 3, the 

security of proposed protocol is discussed completely. In Section 4, we make an 

efficiency comparison with the BKM2007 and ZQLWL2009 protocols in detail. Finally, 

Section 5 discusses and concludes the paper briefly. 

 

2. Scheme for QKD with traditional Bob 

In order to allow Alice and Bob to exchange a truly secret key while preventing a 

eavesdropper from learning something about the shared key in the presented protocol, two 

fundamental tools will be incorporated: error correction code and privacy amplification. 

Error correction codes enable reliable delivery of traditional information over 

unreliable communication channels. In practice, communication channels are subject to 

various unavoidable noises, and thus errors may be introduced during transmission. Error 

correction codes provide a way of detecting and correcting errors. Since it was discovered 



International Journal of Security and Its Applications 

Vol. 10, No. 12 (2016) 

 

 

Copyright ⓒ 2016 SERSC 101 

in the 1950s, the error correction code has become an important subject, and a variety of 

different traditional error correction protocols have been put forward [20]. In this paper, 

the code [21] introduced by Sipser is used, and it is able to correct a constant part of the 

error efficiently with constant information rate. 

In 1988 Bennett, Brassard and Robert et al., [22] firstly proposed privacy 

amplification, which can be used to transform a longer partly-secret string Z, where the 

adversary may have some information about the string, into a shorter and more 

confidential one K based on open discussion. An excellent and simple privacy 

amplification protocol is to compute the secret key K and consider the result as the output 

of a public selected two-universal hash function [23]. A class F  of hash function from 

{0,1}n  to {0,1}l can be called two-universal, if ' ', {0,1}  ( )ny y y y    and uniformly 

distributed f  over F , we have  

' 1
Pr[ ( ) ( )]

2l
f y f y  . 

For example, suppose that F  is a two-universal hash function from the definition 

domain Z to the value range{0,1}l , and l  represents the length of the secret key K . First 

of all, one participant chooses an instance of F  at random, and then announces the 

instance to another participant publicly. Then, both participants obtain a high-security 

secret key (Z)K F . This simple method has been shown that, even though the third 

party has partial traditional information on Z, it can also yield a secret key K, and it is 

asymptotically optimal about the secret key K [22, 24]. In the presented protocol, the 

above simple method will be used. 

 

2.1. Security Requirements 

To define the security of the scheme, we can refer to the security definition put forward 

by Boyer et al. in Ref. [11]. We generally say a scheme is secure (also known as complete 

robust), if nonzero information obtained by the third party on the quantum information 

string (prior to error correction code operation performed by Alice and Bob) will 

inevitably lead to some errors, which makes the legitimate users can discover the attack 

behavior through bits test. Here we prove that our protocol based on the Bell state is 

completely robust. 

 

2.2. Semi-quantum Key Distribution Using Bell State 

As one of the most important resources in the processing of quantum information, the 

application value of quantum entanglement in quantum secure communication mainly 

appears as two aspects: On the one hand the shared quantum key can be realized directly 

based on entanglement distribution. On the other hand, it mainly appears the basis of 

remote quantum communication based on quantum repeater. The traditional quantum 

entangled state is a linear superposition state of the two photon states. As the two photons 

can be located at different locations in space, entangled photons can form a non-

traditional correlation with different regions, and this correlation can be used for secret 

Key sharing directly.  

To propose our key distribution protocol, first of all we describe simply the four 

polarization entangled states: 

1) 
1

| (| 00 |11 )
2

      ;  

2) 
1

| (| 00 |11 )
2

      ; 
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3) 
1

| (| 01 |10 )
2

     ; 

4) 
1

| (| 01 |10 )
2

     .  

Which are created directly using the parametric down-conversion by the method 

described in Ref. [13]. |    and |    are also known as Bell or EPR state. The concrete 

steps of the SQKD protocol using Bell state are described as follows. 

(1) Quantum Alice and traditional Bob let the Bell state |    and |    stand for a bit 

traditional information „0‟ and „1‟ separately. 

(2) Alice randomly selects a set of ordered 4 (1 )N n    EPR pairs on quantum state 

1
| (| 00 |11 )

2
      , where n  represents the required length of the INFO string, 0   

represents a fixed parameter, and then Alice transforms the ordered EPR pairs to two 

partner-photon sequences 1 2[ ( ), ( ), , ( )]NP H P H P H  and 1 2[ ( ), ( ), , ( )]NP T P T P T , where 

( )iP H  and ( )iP T  are two interconnected photons in the th ( 1, , )i i n  EPR pairs. We 

call 1 2[ ( ), ( ), , ( )]NP H P H P H  the home sequence or simply the H-sequence, and the 

other sequence is called travel sequence or the T-sequence for short.  

(3) For each qubit in the H-sequence, Alice randomly selects whether to apply the Pauli 

operation | 0 1| |1 0 |X      or to do nothing. We notice that by performing the Pauli 

operation X, it transforms the state  |    into |   . Then she stores the H-sequence and 

returns it to traditional Bob using a quantum channel. 

(4) After receiving a qubit, Bob can choose either to reflect it at random (we name the 

operation as “CTRL”) or to measure the qubit in the computational basis {| 1 >, | 0 >}, 

the basis is also named “traditional” basis and then send it again with the original 

state (we name the operation as “to SIFT it”). He records the results of the measurement 

which is completely secret to any other person. Qubits are sent one after another, i.e., only 

when Alice receives the previous qubit, she sends a qubit, and Bob resends a qubit at once 

when he receives it.  

(5) Alice uses an N-qubit recorder to save all the photons back from Bob. Then she 

announces it through a public traditional channel. 

(6) After hearing from Alice, Bob declares which qubits he chose will be performed the 

operation CTRL, and it is hoped that for approximately N/2 qubits of T-sequence, Bob 

will choose to reflect them at random. We refer to these qubits as TCTRL, and the 

corresponding qubits in the H-sequence is called HCTRL. We refer to the qubits Bob chose 

to perform the operation SIFT as TSIFT, and the correlated partner-photon is HSIFT. If the 

number of the TSIFT bits is no more than 2n, they will exit the protocol,  but this appears as 

a very small probability.  

(7) Alice checks the error rate of the TCTRL in the following way. She makes Bell 

measurement on the CTRL qubit (qubit in the TCTRL) and corresponding home qubit (qubit 

in the H-sequence), and compares the measurement result with the corresponding initial 

EPR state. If they are unequal, some errors may happen. If the error rate on the TCTRL is 

higher than a predetermined threshold PCTRL, Alice exits the protocol, otherwise proceed 

to the next step. 

(8) Alice measures particles of HSIFT and particles of TSIFT in the computational basis, 

and chooses randomly n HSIFT to be TEST qubits, then announces the positions of the 
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TEST qubits. Bob announces the results of his measurement (of TSIFT) corresponding to 

the TEST qubits. Alice makes a careful analysis of these results of the measurements. If 

they are indeed perfectly correlated, Alice and Bob can certain that the protocol has not 

been attacked by the third party. Otherwise they quit the protocol immediately. 

(9) Alice announces the measurement results of the remaining HSIFT. Bob obtains the 

raw key by comparing the measurement results of HSIFT and TSIFT, which is shown clearly 

in Table 1. Where IS denotes Initial state, MRH denotes Measurement result of HSIFT, MRT 

denotes Measurement result of TSIFT and, RK denotes Raw key. For instance, if the 

measuring result of HSIFT is „0‟, and the corresponding result on that of TSIFT is also „0‟ 

which is only known by Bob, then Bob can deduce the initial state is |   . And therefore, 

they can share a secret raw key „0‟. Both of them choose the first n raw key to be acted as 

information string. 

Table 1. Relations of the Initial State, Measurement Results and Raw Key 

IS MRH MRT RK 

|    0 0 0 

|    0 1 1 

|    1 1 0 

|    1 0 1 

(10) At last, Alice publishes error correcting code that can be used to modify the errors 

on the information string, and privacy amplification which can be used to generate a much 

shorter and highly secret key from the information string by transformation. They both 

use their information to extract the last l-bit secret key from the n-bit information string. 

For example, Alice selects a hash function F at random, which is from the definition 

domain {0,1}n  to the value range{0,1}l , and she publishes F to Bob. Then both of them 

can calculate the final secret key k through applying F to the information string, i.e., K = 

F(INFOstring). 

 

3. Security Analysis 

Quantum key distribution can make use of the principle of quantum mechanics to 

realize the unconditional security between the two sides of the communication, in which 

unauthorized third party can‟t eavesdropping on the key transmission. Even though the 

third party controls infinite computing power and storage capacity, this technology is also 

unconditionally secure. At present, single photon QKD protocol, entangled photon pair 

QKD protocol and continuous variable QKD protocol etc. have been proved to be 

unconditionally secure under the assumption of ideal light source, channel and detection 

model. But the unconditional security of these protocols requires three preconditions: (1) 

Experimental equipment (including single photon source, measurement devices, etc.) 

must be ideal, and can be trusted; (2) The third party can't get any information from the 

Bob or Alice labs; (3) The classical communication channel is available for authentication. 

Now, let we analyze the security of the proposed protocol. Firstly, when Alice sends T-

sequence to Bob, an eavesdropper Eve who wants to get the information of the initial 

states, can intercept the particle and then resend a false particle instead the original 

particle according to his measurement results. Because the state of particle about T-

sequence is 
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1

( ) (| 0 0 | |1 1|)
2 2i i i iT H H T

I
Tr                                      (1) 

where 1, ,i N . The state of the particle is not dependent on the initial entangled state, 

and all the measurements result carried out by the third party will not have the 

information of the initial state, which prevents Eve from knowing the secret key. On the 

other hand, we show that if the third party sends a false information to Bob, for instance, 

this false information is in the state | |1 | 0E d c      , where 2 2| | | | 1c d  , she will be 

detected by eavesdropping check. As if Bob chooses to reflect it, the state of the home 

particle and the false information is 

              * * 2 21
(| 0 0 | |1 1|) ( |1 0 | | 0 1| | 0 0 | |1 1|)

2
HE c d cd c d                      (2) 

When Alice and Bob make eavesdrop checking, Alice makes a Bell measuring for the 

home particle and false information, and she will have the same probability to get any one 

of the four Bell states with the equal probability, namely that is 1/4. So the error rate 

caused by the third party is 
3

4
. 

Furthermore, the most common attack from Eve is usually represented by a unitary 

operator UE, whose main role is to make the EPR particles and Eve auxiliary system 

entanglement. By the subsequent measurement of the auxiliary system, Eve can get the 

information of EPR system. The most general global state before Bob decides whether to 

SIFT or CTRL is of the form 

                    | | 00 | | 01 | |10 | |11 |HT E HT E HT E HT EA B C D                                    (3) 

where | A , | B , | C and | D are the selections of Eve for her system states, in which she 

doesn‟t have to make up her mind how to measure the corresponding particle states until 

both of them have been published. 

Suppose the initial state Alice preparing is |   . Eve applies the unitary operation UE 

to the qubit sent to Alice from Bob. If Bob chooses to measure, record the result and send 

it again, the global state before Eve‟s application UE is | 00 | |11 |HT E HT EA D     . Once 

Eve has applied UE, it must be such that 0| 00 | | 00 |E HT E HT EU A E     , or Eve‟s attack 

can be detectable, and similarly, 1|11 | |11 |E HT E HT EU D E     . Because of the linear 

features of quantum mechanics, if Bob chooses to reflect it (CTRL), then the final 

quantum state must be must be 0 1| | 00 | |11 |E HT E HT EU E E       . As 

0 1 0 1| | (| | ) | (| | )E HT E E HT E EU E E E E              and | HT    have probability 0 of 

being measured by Alice, 0 1| |E EE E    must hold. 

Similarly, if the initial state is |   , Eve applies the unitary operation UE to the qubit 

sent to Alice from Bob. If Bob chooses to measure, record the result and send it again, the 

global state before Eve‟s application UE is | 01 | |10 |HT E HT EB C     , Once Eve has 

applied UE, it must be such that 0| 01 | |10 |E HT E HT EU B E     , or Eve‟s attack can be 

detectable, and similarly, 0|10 | |10 |E HT E HT EU C E     . Because of the linear features of 

quantum mechanics, if Bob chooses to reflect it (CTRL), then the final quantum state 

must be must be 0 1| |10 | | 01 |E HT E HT EU E E       . As 

1 0 1 0| | (| | ) | (| | )E HT E E HT E EU E E E E              and | HT    have probability 0 of 

being measured by Alice, 0 1| |E EE E    must hold. 
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If the original state is | HT   , the final state must be 
0| | |E HT EU E    . If the 

original state is | HT  , the final state must be 0| | |E HT EU E    . Hence only those 

particles that are not associated with EPR particles in the Eve system can pass the check 

of legitimate users, so that Eve can't get any information from her subsequent 

measurements on it. 

In the imperfect quantum channel, the protocol is sensitive to the noise, and some 

errors may happen on the INFO string. The situation can be handled by the relevant error 

correction techniques (such as error correcting code). In the final step of the protocol, 

Alice returns an overview of the characteristics of the error correction code and the 

corresponding information string to Bob, the supplemental information make Bob can 

restore the true information string from its noisy version by standard methods. On the 

other hand, if Eve uses the same basis as Bob to measure the SIFT qubits, she will gain a 

certain amount of information of the INFO string without being detected. So to reduce 

Eve‟s partial information about the INFO string, the privacy amplification technique is 

needed. Using the above mentioned privacy amplification method from the two-universal 

hash function, both of them can exchange a highly secret key, that is to say, privacy 

amplification can transform the partially secure INFO string to a highly secure key by 

announcing a two-universal random function from {0,1}n  to {0,1}l  using the public 

communication channel. 

However, there are some hidden safety problems in the actual QKD system, which will 

result in the following two results: (1) The existing theoretical security analysis can‟t be 

applied to the actual QKD system directly, the security of the actual QKD system can‟t be 

proved, and its security code rate can‟t be accurately estimated; (2) The third party can 

use the security vulnerabilities that has not been included in the analysis of theoretical 

security in the actual physical device to steal information, and it's hard to be found. In 

short, the majority of QKD experimental devices are not ideal in the experiment, and 

these non ideal experimental devices may result in the information leakage of the side 

channel etc. On the basis of this, the secret information can be obtained by the third party 

who can‟t be detected by the legal communication party. Therefore, how to resist the side 

channel attacks based on experimental devices has become the top priority of the security 

analysis of QKD protocol. 

 

4. Efficiency Analysis 

A SQKD scheme based on Bell state is put forward in this paper, and the security of 

this scheme is guaranteed by a special technique, namely, the technique of generating the 

entangled photon pairs from parametric down-conversion. The scheme also involves 

entanglement swapping, which can improve the efficiency of QKD scheme. Overall, the 

scheme has the following characteristics.  

(1) The efficiency of the key distribution is improved. The efficiency of the previous 

QKD protocol distribution is relatively low. For example, in the BB84 protocol, the 

probability of the communication between the two parties using the same basis is 1/2, that 

is, up to only 1/2 of the particles can be used to get the key. In the EPR protocol, the 

probability of the two parties using the same basis is only 2/9, and the rest of the particles 

are used in the Bell theory to detect whether exist the eavesdropping on the quantum 

information is. 

(2) It uses the properties of quantum physics to solve the problem of the security and 

efficiency of the protocol. The protocol does not use the classical cryptography method to 

check the identity of the communication or the messages of the transfer. Instead, the 

techniques of entanglement state, error correction and privacy amplification are fully 
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utilized, where the entanglement state of particles are used to distribute the secret key, and 

the latter two are used to ensure the security of information. 

(3) It reduces the requirements for the channel and the device. The proposed protocol 

reduces the equipment cost of quantum communication system, further plays the 

advantage of quantum cryptography. So that it is more close to the practical application 

and the related techniques are also much easier to be achieved.  

Our protocol is efficient in that it uses all Bell states to distribute the key except those, 

approximately half of the Bell states, chosen for checking eavesdropping. This is different 

from the BKM2007 where only 
3

4
 of the particles are used as keys. We now study the 

efficiency of the protocol. Here we consider the efficiency definition introduced by 

Cabello in Ref. [25], 

                                                       s

t t

b

q b
 


                                                         (4) 

where sb  represents the length of the corresponding information string, tq  represents the 

number of the quantum bits transmitted over a quantum channel, and tb  represents the 

number of the bits transmitted over the classical channel. From analysis it is easy to know 

that the efficiency of the proposed protocol (approximate 
1

8
) is more efficient than that of 

the BKM2007 protocol (about 
1

16
) and not lower than that of the ZQLWL2009 protocol 

(about 
1

8
), which is shown in Table 2. 

From the perspective of theoretical research, the proposed protocol has made a new 

and interesting development for the idea of Boyer et al.‟s protocol based on Bell state, and 

gives an efficient and secure protocol; But from the point of view of practical application 

it may be difficult to realize because constructing a reliable quantum memory in the 

experimental quantum physics is still a main research goal [26–28], and current 

technology allowing storage time is still limited. In the future, we would like to explore 

the problems when implementing semi-quantum key distribution in the practical scenario. 

In conclusion, the entanglement of multiple quantum systems has been recognized as a 

very useful resource for quantum communication and fast computation, which motivates 

the considerable interest of more quantum cryptography researchers in the study of semi-

quantum key distribution protocols based on the Baer state using Bell states, and this kind 

of protocol can avoid the beam splitter attack automatically. Furthermore, it has also been 

shown to be secure for a general attack. The efficiency analysis shows that the proposed 

protocol is more efficient than the BKM2007 protocol. Although it is as efficient as 

ZQLWL2009, only single-particle states is used in ZQLW2009.  

Table 2. Efficiency of BKM2007, ZQLWL2009 and our Protocol 

 
tq  sb  tb  Efficiency 

BKM2007 8n  n  8n  1

16
  

ZQLWL2009 4n  n  4n  1

8
 

Our protocol 4n  n  4n  1

8
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With regard to the specific implementation, our protocol requires Bell state analysis. 

On the one hand, although the Bell measurement has not been solved in a general sense, 

but it has been implemented on certain techniques. In fact, entanglement swapping has 

already been implemented. So with the rapid development of quantum cryptography, our 

protocol is expected to be implemented under the current technical conditions. 
 

5. Conclusion and Expectation 

Based on the important works on quantum secret key distribution [2], quantum 

teleportationc[17] and superdense coding [4], we put forward a SQKD scheme by using 

Bell states, in which the EPR pairs of particles can be used to generate a secret key in 

remote locations, and it extends the QKD protocol with traditional Bob where the single-

qubit channel is replaced by the entangled EPR-pair channel. The robustness of the 

proposed scheme is discussed. We also have compared with Boyer‟s protocol and Zou‟s 

protocol in the Efficiency Analysis part of the paper, and given the security analysis 

according to the Boyer‟s robust definition in section. Using the entangled photon pairs as 

generated by parametric down-conversion, the beam splitter attack can be automatically 

avoided. From this point of view, the security of our scheme is stronger than that without 

Bell states. At the same time, we also present the comparison with other similar protocols 

in efficiency analysis, analysis shows that the proposed distribution protocol is efficient 

than BKM2007 scheme; although it is as efficient as ZQLWL2009, ZQLWL2009 is 

subject to the beam splitter attack. The presented protocol with Bell state can avoid the 

beam splitter attack automatically. 

The physical realization of the existing quantum secret communication is mostly based 

on the weak coherent light of the single photon level and the communication of entangled 

optical. The main hardware technologies include the weak coherent light source, 

entangled light source, transmission and detection, and the software aspect also includes 

the techniques of the final code extraction (coding). The main index to estimate a system's 

advancement is the ability to generate the secure final code. The final secure code per 

second generated from a system is proportional to the system repetition rate and per pulse 

rate. In addition to the error code rate and loss rate, the bit rate of each pulse is determined 

by the refinement and coding technology. At present, the error rate can be reduced from 

many aspects, such as improving the quality of light source coding, channel transmission, 

as well as synchronous detection, detector efficiency, etc. 

So far, the security of classical secure communication has not been proved by 

mathematics. However, we can realize the secure communication of strict mathematical 

proof by using the quantum mechanism. Although the key distribution distance reported 

by the existing system with weak coherent state as the source is not secure, but we still 

have other ways to solve the problem. The existing technology has been able to achieve 

the absolute security of quantum cryptography system, such as the decoy state method 

and the distribution method of entanglement pair, etc. In the future, the development of 

the ideal single photon source or entanglement source technology will greatly improve the 

efficiency and the practical performance of the quantum cryptography system. With the 

method of the quantum entanglement, the quantum relay technology based on refinement, 

transformation and storage will eventually realize the secure arbitrarily remote quantum 

communication and communication network. 
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