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Abstract 

Network security situation prediction is of great significance for the use of the Internet, 

and it is the focus of production and life issues. Under the guidance of the model 

combination forecasting method, In this paper, based on the Kalman filtering model a 

new method of network security prediction is presented, which is based on the theory of 

decision entropy. In this method, the Kalman state equation and measurement equation 

are constructed according to the key attributes of the network security state, and then 

combined with the decision entropy theory to predict the future state of network security. 

The experimental results show that the proposed method has high prediction accuracy 

and is suitable for the state prediction of network security. 
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1. Introduction 

With the rapid development of the computer, people's daily life has been inseparable 

with the network. The computer network has penetrated into all areas of people's lives, 

including scientific research, education, government, national defense and other fields [1]. 

In today's society is about to enter the era of cloud computing, the influence of computer 

network on society will be more and more big. With extensive distribution network 

system, network system structure is becoming more and more complex, the network is 

facing more and more attacks and threats faced by the network is becoming more and 

more serious, various network security incidents and vulnerabilities becomes more and 

more frequent, including hacker attacks, virus [2-3]. This not only damages the interests 

of individuals and enterprises, resulting in the loss of people's property, but also reduces 

the people's trust in the network. Ensuring network information security has become one 

of the important content of national information strategy [4]. 

For all kinds of network security issues, the traditional network security technology 

mainly has Vulnerability Detection Technology, Firewall Technology, Intrusion 

Detection Technology [5]. Vulnerability Detection Technology has improved the level of 

network security in a certain extent, but can only detect a certain network vulnerability, 

the limitation is great, unable to detect the whole network, so the vulnerability detection 

technology plays a limited role in improving network security [6]. Firewall between the 

internal and external network built a high wall, increases the degree of security of Intranet 

Network. However, the role of firewall in network security is limited. First of all, there is 

no wall can block bypass attacks, there are many intrusion techniques to bypass the 

firewall; Secondly, the firewall is a defense technology built between the internal and 

external network, can effectively detect the transmission of data packets between the 

internal and external networks, but the network attacks are helpless [8]. Therefore, the 

role of firewall to network security is limited. The development of Intrusion Detection 

Technology is although relatively mature, due to the intrusion detection equipment of 
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alarm information is massive, and the presence of false negatives, false positives and so, it 

could not reflect the true state of the network [9]. 

Network security situational awareness is a technology that can not only reflect the 

current network status, but also can predict the future development trend of the network 

security status. Therefore, the network security situation awareness has gradually become 

one of the hot spots in the field of network security. 

Nguyen developed a Security Situation Assessment and Response Evaluation (SSARE 

system), the situation assessment software system organically combines the attack 

detection, situation assessment and response evaluation in a wide area network [10]. By 

combining the security status of each host, using the hidden Markov model Nisbet 

described the possibility of security state transitions to determine the risk level of the 

network [11]. Singh proposed a network security situation assessment method based on 

asynchronous data stream, the multi-agent structure is adopted to analyze the 

asynchronous data streams from multiple data sources to obtain the network situation, so 

as to make the decision [12]. Boubiche proposed a network security risk detection model 

based on artificial immune system. According to the similarity of the network security 

situation and the human security, modeled on the human immune system to establish the 

clonal selection of network system, the use of antibody concentration to calculate the 

network security situation [13]. Sicari proposed a hierarchical network security situational 

awareness method based on IDS alarm log, from the service, host, system and other levels 

to assess the threat situation, and draw a picture of the security situation [14]. 

On the network security situation assessment and network security situation 

prediction and other aspects of the study, Cao carried out a comprehensive [15]. In the 

aspect of information fusion, Chin combines the simple weighted and gray theory, and 

proposes a new network security situational awareness framework [16]. Scott proposed a 

data fusion method based on multi level support vector machine, which can be used to 

solve the data fusion of multi-source heterogeneous sensor [17]. By using the method of 

model combination or combination of results, we can make full use of the information of 

time series to achieve the goal of improving the accuracy of prediction. Model 

combination method is to combine two or more models to form a new model. Fragouli 

combines grey system theory and Markov prediction theory, puts forward a new kind of 

Grey Markov model. The model uses grey theory to predict the trend of the future change 

tendency, using Markov prediction of random factors [18]. Lee combines the grey theory 

with the artificial immune theory, and puts forward a new gray artificial immune model. 

Result combination method refers to the combination of two or more prediction results in 

a loose coupling way, and the appropriate weight should be selected in the combination 

process [19]. Fernandez combined with the results predicted by Markov and ARMA, and 

achieved the desired effect [20]. 

Under the guidance of the model combination forecasting method, this paper combines 

the Kalman Filtering Method and the Gray Decision Entropy Theory, and presents a new 

method for the prediction of network security situation. In this method, the Kalman state 

equation and measurement equation are constructed according to the key attributes of the 

network security state, and then combined with the decision entropy theory to predict the 

future state of network security. 

 

2. The Network Security Prediction Model 

Classic prediction algorithm based on artificial immune network security situation 

assessment algorithm to get the value of network security situation to provide the basis for 

prediction. Because prediction algorithms are generally combined with the influence 

factors of network security situation, it is the key to find and collect more factors that 

affect the security situation of network. Therefore the lowest level module in the 

prediction framework is a data collection module, this module is responsible for collected 
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by pheromone. Because there are many factors that affect the network security situation, 

in order to weigh the prediction accuracy and efficiency, this paper uses the gray 

correlation analysis method to select the key factors which are related to the security 

situation. 

The framework of network security situation prediction model proposed in this paper is 

shown in Figure 1. 
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Figure 1. The Structure of Network Security Prediction Model 

3. Proposed Network Security Prediction Algorithm 
 

3.1 Kalman Filtering Algorithm for Network Security Situation 

Kalman filter can be used to deal with the discrete control process of system. The 

prediction of network security situation is in line with the characteristics of discrete 

control switching system, so it can be expressed by the state equation of state and the 

observation equation of describing the observation. 

The equation of state: 

)()(),1()1( 1 kUkYkkGkY                                                                                (1) 

)(kY  represents a state vector of dynamic system at time k ; ),1( kkF   represents 

the transfer of system from the state at time k  to the state at time  1k , is the state 

transition matrix; )(1 kU  is  the process noise vector, represents noise or error generated 

in the process of transfer. 

The observation equation: 

)()1()()1( 2 kUkYkBkz                                                                                    (2) 
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)1( kz  represents the observation vector in the system at time 1k ; )(kB  is the 

observation vector, the state vector )1( kY  is changed to be observable after the 

observation vector description; )(2 kU  represents the observation noise at time k . 

Therefore ,the principle of network security situation prediction based on Kalman 

algorithm is: according to the key influencing factor value and network security situation 

value seeking the state vector )(iY  for 1k  ,when ni   the state vector of the next 

time period of time n  is obtained, and according to the current state vector by 

observation vector description obtaining the network security situation value in the next 

time period at the time of n . 

 

3.2The New Information Estimation for Network Security Situation 

According to the definition of new information theory, the new information process of 

a process is not related to the original process, but it is a new information process with 

Hilbert space. )(kM  represents the new information at time k , the new information 

process of network security situation )(kz  is defined as follows: 

,2,1),()()( 1  kkzkzkM                                                                                        (3) 

)(1 kz  is estimated by the least square method, that is, the estimated value of network 

security situation )(kz . 

The new information method has the following properties: 

First, new information of time k and all the observed data )1(z ， )2(z ， )3(z ，…， 

before time k  respectively orthogonal. 

Second, new information process vector )1(M , )2(M , )3(M ,…, )(kM orthogonal to 

each other. 

Third, observation data )1(z ， )2(z ， )3(z ，…， )(kz  and the new information 

process vector )1(M , )2(M , )3(M ,…, )(kM  are corresponding one by one. 

From the nature of the new information, it is concluded that the physical meaning is the 

information )(kM  of the time k  is independent of all the observed data )1(z ， )2(z ，

)3(z ，…， )(kz  before time k  that is, the new information process is a stochastic 

process which is not related to the original process and has the characteristics of white 

noise. But it can provide the new information about )(kz , which can correct the least 

squares estimator. 

 

3.3 Decision Entropy Fusion Kalman Filtering Network Security Situation 

Prediction Algorithm 

As mentioned above, the network security situation prediction algorithm based on 

Kalman filter has the advantages of less model parameters, simple calculation and high 

real-time performance. In this paper, firstly, the key factors affecting the security situation 

of network are selected by using the method of decision entropy analysis, and then 

combining the key factors to establish the multi relationship model of network security 

situation. The following is Kalman prediction algorithm based on decision entropy 

combined with m factors modeling , the specific steps are as follows: 
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Step one, let )(kz  is the network security situation value of time k , )1( kz  is the 

network security situation value of the next time period after time k , ),,1( miyi   are 

the m selected key factors according to the grey entropy correlation degree, )(kyi
is the 

value of factor i  at time k , )1( kyi
 is the value of factor i  for a period of time after 

time k . The regression equation between the key factors and the situation is as follows: 
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Here, parameter 00b ， 01b ，…， mmb  and 0 ， 1 ，…， m are all the regression 

coefficients ,and can be obtained by the least square method. 
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Here, 
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Step two, according to the formula (4) to establish the Kalman filtering process 

equation and the observation equation, as follows: 
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measurement noise at time k , assuming zero mean white noise, the covariance matrix is 

)(kS   

Among them, )1()()( kYkGkB i
 represents the least squares estimate of )(kz . The 

new information can be used to correct the measured value of the state. Recursive 

calculation is as follows: 

)1|()]()([)(
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                                                                  (8) 

Here, kh represents the Kalman gain coefficient, q  is the corresponding covariance of 

Y . After the end of the cycle, the value of the network security situation is calculated by 

the formula )()1()( kYkBkz  . 

 

4. Experimental Results and Analysis 
 

4.1. Experimental Scene Configuration 

In order to verify the effectiveness of the decision entropy fusion Kalman filtering 

network security situation prediction method in this paper, the following simulation 

experiments are carried out. Computer hardware configuration used for simulation 

experiments are: Core Duo CPU, single core clocked at 2.8GHz, 4G memory; The 

computer software configuration used in the simulation experiment are: Windows 8 

operating system, Matlab programming language, omnet++ software. 

Analog configure the same 3 hosts in omnet++ to detect it. Partial data of KDDcup99 

is selected as the experimental data source, the use of denial of service attacks land, 

Smurf, a variety of ports and vulnerabilities scanning attacks nmap and other attacks 

guess_passwd, Perl, etc, to attack all kinds of virtual servers in the network. The risk 

parameter of Perl and other risk parameters are set to be 0.4, 0.6, etc., the weight of the 

three hosts are set to be 0.2, 0.5, 0.3. 

 

4.2 Network Security Situation Calculation 

According to the computer artificial immune method to calculate the network security 

situation. According to the relationship between the changes of antibody concentration in 

the human immune system and the pathogen invasion intensity, the network security 

situation is calculated by the antibody concentration. The method can obtain accurate 

network security situation value. When some attacks continued to attack the network, the 

corresponding antibody concentration will increase continuously; when the attack strength 

decreased, then the concentration of antibody decreased, but the rate of decline is less 

than the rate of the attack strength; when some kind of attack occurs again in a certain 

period of time, the corresponding antibody concentration is still higher, it shows that the 

network security situation is higher, the network management should prepare for the 

defense. According to the concentration of antibody, we can calculate the value of 

network security situation. 

Set im  is the number of antibodies detected on the host i , ijm  is the number of 

antibodies that can be detected in class j  attacks on the host i , j  is the risk of class j  
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attacks, 
i  indicates the importance of the host i , 

iy  is the number of antibodies detected 

by host i  under normal network conditions. Calculated risk values in the following three 

cases: 

Calculation of the risk value for the host: 

)1ln(1

1
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                                                                                        (9) 

When subjected to class F attacks, calculation of system risk value: 
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The calculation of risk value for the whole system 
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Network security situation value can be obtained from the host and the antibody 

concentration in the system according to the formula (9-11), the higher the value of the 

network security situation is, the more dangerous the system is. The network security 

situation value is normalized, and the network security situation value is normalized to 

0~1, and the normalized formula is as follows: 

minmax

min
1

yy

yy
y




                                                                                                              (12) 

In the formula, maxy  is the maximum value of the situation, miny  is the minimum value 

of the situation, y  is the current situation. After normalization, the situation value is 

controlled between 0 and 1. In order to reduce the "large number" to eat "fractional" 

phenomenon, do the same treatment for the network security factors. 

After processing, the network security situation, the influencing factors of attack 

strength, network flow and variable rate of network flux are as shown in table 1. 

Table 1. Calculation of network security situation 

 Aituation value Attack strength Network flow Variable rate of 

network flux 

Group 1  0.19 0.10228 0.14393 0.1693 

Group 2 0.20 0.10459 0.69257 0.0388 

Group 3 0.22 0.11546 0.21284 0.6217 

Group 4 0.24 0.12371 0.81769 0.0547 

Group 5 0.25 0.13244 0.60245 0.2372 

Group 6 0.24 0.13469 0.16575 0.6781 

Group 7 0.24 0.14689 0.64291 0.0492 

…… …… …… …… …… 

Group 21 0.36 0.14127 0.18433 0.9908 
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Group 22 0.37 0.14381 0.16214 0.2042 

Group 23 0.38 0.15273 0.33091 0.1002 

Group 24 0.42 0.16585 0.42384 0.1435 

Group 25 0.44 0.17192 0.15299 0.5229 

Group 26 0.41 0.14833 0.17750 0.1683 

Group 27 0.42 0.14271 0.15653 0.2263 

…… …… …… …… …… 

 

Part of experimental data of the network security situation, the influence factors of 

attack strength, network traffic and flow rate are listed in Table 1. The first 10 groups of 

data, the first 20 groups and 30 groups are respectively carried out grey correlation 

entropy analysis. 

(1) The results of the entropy analysis of the first 10 groups of data 

With the network security situation value as the reference sequence, the analysis results 

are shown in table 2: 

Table 2. Decision Entropy Analysis of the First 10 Groups of Data 

 Attack strength Network flow Variable rate of 

network flux 

Decision entropy 2.3014 2.2851 2.2927 

Maximum entropy 

of information 

difference 

 2.4233  

Decision entropy 

correlation degree 

0.8925 0.7536 0.7688 

 

According to the decision entropy judgment criterion, the relationship between the 

intensity of attack and the situation is the biggest. 

(2) The results of grey relational entropy analysis of the first 20 groups of data 

With the network security situation value as the reference sequence, the analysis results 

are shown in table 3: 
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Table 3. Decision Entropy Analysis of the First 20 Sets of Data 

 Attack strength Network flow Variable rate of 

network flux 

Decision entropy 2.3358 2.2911 2.3024 

Maximum entropy 

of information 

difference 

 2.9157  

Decision entropy 

correlation degree 

0.8887 0.7431 0.7762 

 

According to the decision entropy judgment criterion, the relationship between the 

intensity of attack and the situation is the biggest. 

(3) The results of grey relational entropy analysis of the first 30 groups of data 

With the network security situation value as the reference sequence, the analysis results 

are shown in table 4: 

 

Table 4. Decision Entropy Analysis of the First 30 Sets of Data 

 Attack strength Network flow Variable rate of 

network flux 

Decision entropy 3.3369 3.2853 3.3106 

Maximum entropy 

of information 

difference 

 3.3928  

Decision entropy 

correlation degree 

0.8351 0.7526 0.7498 

 

According to the decision entropy judgment criterion, the relationship between the 

intensity of attack and the situation is the biggest. 

As shown in Table 2, Table 3 and Table 4, the decision entropy of attack strength and 

situation are all the biggest. In order to reduce the amount of computation, only the key 

factor which is the most important factor in the experiment is used as a parameter, and 

based on the key factors, the prediction model of the similar formula (4) is established. 

 

4.3 Network Security Situation Prediction 

Take the 30 groups of attack strength data in table 1 as the network security situation of 

the data, with the help of the decision entropy fusion Kalman filtering network security 

prediction algorithm for data fitting, the fitting results shown in Figure 2. 
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Figure 2. Fitting Curves of the First 30 Groups of Data 

Figure 2, T represents the true value of the network security situation, P represents the 

predictive value of the decision entropy fusion Kalman filtering prediction method. From 

the curve in Figure 1 can be seen that the two curves achieved a better fit after the 6th 

values, this state has been sustained to the 25th values. After that, because of the sharp 

change of the T curve, the P curve and the T curve has a certain deviation, but the trend 

has been fitted well. 

On the basis of the fitting process, further to predict the follow up 20 groups data , and 

the results are shown in Figure 3. 

 

Figure 3. Prediction Curve of the Later 20 Groups of Data  
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As can be seen from Figure 3, the decision entropy fusion Kalman filtering method 

accurately predicts the network security situation in the next 20 times, the true value of 

the network security situation is in agreement with the true value of the network security 

situation The result shows that: first, after 30 data training, the decision entropy fusion 

Kalman filtering model has been suitable for the prediction of the experimental 

conditions; second, prediction method of decision entropy Kalman filter fusion has the 

best prediction performance and prediction accuracy. 

 

5. Conclusion 

A Kalman filtering prediction algorithm based on decision entropy theory is proposed 

for the prediction of network security situation. In this method, based on the computer 

artificial immune algorithm, the key characteristics of network security are calculated; 

secondly, the Kalman state equation and the measurement equation of the network 

security state are constructed; thirdly, with the help of the new information theory, predict 

the new state of network security; lastly, the Kalman prediction of network security 

situation is realized by using the theory of decision entropy. In the experiments, 

monitoring the three attributes including the attack strength, network flow and variable 

rate of network flux at the same time, finally selects the attack strength as the features of 

network security situation, using 30 groups of data to complete the training of prediction 

model. From the prediction curve of 20 groups data can be seen that, the decision entropy 

fusion Kalman filtering method has achieved the accurate prediction of network security 

situation. The work of this paper lays a foundation for the better control of the network 

security. 

 

Appendix 

This paper is a revised and expanded version of a paper entitled [Research on Network 

Security Prediction Method Based on Kalman Filtering Fusion Decision Entropy Theory] 

presented at The 9th International Conference on Security Technology (SecTech 2016), 

24-26 November 2016，Jeju Island, Korea. 
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