
International Journal of Security and Its Applications  

Vol. 10, No. 12 (2016), pp.311-322 

http://dx.doi.org/10.14257/ijsia.2016.10.12.25 

 

 

ISSN: 1738-9976 IJSIA  

Copyright ⓒ 2016 SERSC 

Cryptanalysis of a Multiple Server Smart Card based 

Authentication Scheme  
 

 

Kwang Cheul Shin 

Division of Industrial Management Engineering, Sungkyul University,  

Sungkyul University-Ro 53, Anyang 8 dong, Manan-gu, Anyang-si, Gyeonggi-do 

14097, Korea 

skcskc12@sungkyul.ac.kr  

Abstract 

The design of the remote user authentication scheme for access to the service server is 

a very important issue in a multi-server environment. In particular, it is essential for 

mutual authentication and key agreement process between the user and the server. 

Proposed so far many schemes are focused to increase safety, reduce the communication 

time and calculation cost. On the other hand, there is a limit to overcome a variety of 

attacks. In recent years, Jain et al'.s proposed the authentication scheme, such as mutual 

authentication and session key establishment, smart card-based multi-server 

authentication scheme to withstand a variety of attacks. In this paper, I analyze that Jain 

et al'.s scheme is not secure against user impersonation attack, man-in-the-middle attack, 

DoS attack, reply attack etc.  

 

Keywords: Smart card, Impersonation attack. Mutual authentication, man-in-the-
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1. Introduction 

Today, many network services are needed to authenticate the user without regard to 

location and time. Mainly, user authentication is used in online games, on-line shopping, 

on-line reservation by the application server. Authentication requires a pre-registered in 

order to prevent the non-authorized access to the server. Users are required to register 

previously. Traditional single-server authentication method is used for convenience of 

password authentication system by a number of web services. 

The server has a user identifier and registers the user's password to the verification 

table for confirmation [1-4]. 

If the traditional password authentication method is applied to a multi-server 

environment, the user performs the registration procedure many times and results in a 

high overhead at the registration center and the network. Each network user has to 

remember the ID of different identifiers and corresponding password, when the user must 

remember each time the login to a variety of remote server. This is a problem that the 

management of secret information is shared between the participants. 

Therefore, in the multi-server environment that it is difficult to apply the conventional 

authentication scheme, because it must be registered several times in different remote 

servers stores a different ID and password. In addition, the traditional password-based 

remote user authentication schemes are still easily broken by simple dictionary attacks 

due to the low entropy of password and the secret information stored in smart card that it 

could be extracted by physically monitoring power consumption [5]. 

To eliminate such problem, a password authentication scheme has been proposed base 

upon smart card. Smart card is tamper resistant integrated circuit card with memory and 

processor capable of performing computations. In this direction, many attractive 

authentication schemes have been proposed using smart cards during the last decade. 
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A remote user authentication scheme based on symmetric key cryptosystem of Juang[6] 

was proposed in 2004. But his scheme was found susceptible to the insider attack. 

In 2008, Tsai [7] proposed authentication scheme without using verification table 

based on hash function and smart card. A common feature in most of conventional multi-

server authentication scheme is as follows. The user used of the fixed identifier. Therefore, 

adversary may collect partial authentication information. Adversary is identifies the same 

user and obtains transmission information to specify the target of a variety of attacks. 

2009, Liao et al's [8] proposed a dynamic remote user ID authentication scheme for 

anonymous users, as well as using only one-way hash function in a multi-server 

environment in order to avoid a hazard. But Hsiang et al's [9] pointed out that Liao et al's 

scheme is vulnerable to insider attacks, spoofing attack, server forgery attack, registration 

center forgery attacks. and they proposed an improved scheme. 

In 2011, Sood et al's [10] has pointed out that Hsiang et al's scheme is not secure. 

They found that the Hsiang et al's scheme is vulnerable to replay attacks, spoofing 

attacks, smart card stolen attacks, password changes attack. and they are proposed new 

scheme to prevent their anonymity and several other attacks. However, Sood et al's 

scheme is possible impersonation attack as a legitimate user logged into the system when 

the smart card is lost. 

In 2012, Tsaur et al's scheme [11] proposed a mutual authentication and key agreement 

scheme in a multi-server environment and in 2013, Xu et al's[12] proposed a scheme that 

can dynamically change the user identifier of each session. However, when user using the 

services server, there is a problem that user must be re-registered again. 

In 2014, Jain et al'.s[13] proposed an efficient and robust multi-server authentication 

scheme using smart card. Security of this scheme depends upon cryptographic one-way 

hash function.  Users should be able to access all of the resources in the server once 

registered in a multi-server environment. Mutual authentication and key agreement 

process is essential between user and server. And it must be able to withstand a variety of 

attacks that occurred by the adversary. 

In this paper, I analysis that Jain et al'.s scheme is not secure against a server 

impersonation attack, user impersonation attack, man-in-the-middle eavesdrop attack, 

smart card stolen attack. The rest of the paper is organized as follows : Section 2 reviews 

the Jain et al'.s scheme. In section 3, I show how to attack Jain et al'.s scheme. Finally, I 

make a conclusion in section 4. 

 

2. Review of Jain et al.'s Authentication Scheme 

This section reviews a user authentication scheme proposed by Jain et al[13]. There are 

three communication parties in Jain et al'.s scheme: User i, Registration Center(under RC), 

Service Application Server S. This scheme is composed of four phases : registration phase, 

login phase, authentication-key agreement phase, and password change phase. I describe 

each phase in detail in 2.1-2.4, and Table 1 shows the notations used in the remainder of 

the paper. 

 

2.1 Registration Phase 

This phase is divided into two sub-phase: Server Registration phase and User 

Registration phase(as shown in Fig. 1). 
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Table 1. Notation and Description 

Notation Description 

RC Registration Center 

Ui ith remote user 

IDi Identity of user i 

pwi Password of user i 

h(·) An one-way hash function 

Sj jth authentication server(1≤j≤n) 

SIDj Identity of user Sj 

x Secret key of Registration Center 

d Secret number of Registration Center 

∥ Concatenation operation 

⊕ XOR operation 

→ Insecure channel 

⋯> Secure channel 

 

2.1.1 Server Registration Phase 

In this phase, while application server Sj want to become an authorized server. Sj select 

SIDj and submits it to RC over a secure channel. Upon receiving the registration request 

from Sj, RC computes the server secret parameter SSj=h(SIDj∥h(x))⊕h(d) and sends 

<SSj, h(d)> to Sj through a secure channel. 

The authorized server uses the SSj and h(d) to check the user's legitimacy in 

authentication phase. 

 

 

Figure 1. User and Server Registration Phase 

 2.1.2 User Registration Phase 

The registration phase of Jain et al'.s scheme is described in Fig 1. User i needs to 

perform the user registration phase with the registration center using a secure channel. 

Ui selects IDi and pwi, compute h(pwi) and submits <IDi, h(pwi)> to RC over a secure 

channel. Once the registration request is received, RC computes xi=h(pwi)⊕h(x), 

yi=h(IDi∥h(pwi)) and issues a smart card over secure channel to Ui by storing <xi, yi, 

h()> into smart card memory. 

 

2.2 Login Phase 

The Login and Authentication phase for the proposed scheme are described in Fig 2. In 

this phase, Ui inserts the smart card to the card reader and keys in IDi and pwi'.  

The smart card computes yi'=h(IDi∥h(pwi')) and verifies computed yi' equals stored yi 

or not. If not, the user terminates the session. If true, reader generates a random number 

nonce N1, the smart card computes the following : 

ai=xi⊕h(pwi) 

bi=h(SIDj∥ai) 

ci=h(bi∥N1) 
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And Ui sends the login request <IDi, SIDj, N1, ci> to Sj. 

 

2.3 Authentication Phase 

Upon receiving the login requests <IDi, SIDj, N1, ci>.  Sj first checks the validity of IDi 

to accept/reject the login request. If true, Sj computes ci'=h((SSj⊕h(d))∥N1) and then 

checks whether computed ci' equals received ci or not. If it holds, Sj generates a nonce N2, 

the Sj computes the following : 

SKeyji=h(IDi∥SIDj∥(SSj⊕h(d))∥N1∥N2) 

di=h(SKeyji∥N2)  

And Sj sends the message <IDi, di, N2> to Ui. 

 

 

Figure 2. Login and Authentication Phase 

As it described in Figure 2, after getting the message <IDi, di, N2> from Sj, Ui computes 

the following : 

SKeyij=h(IDi∥SIDj∥bi∥N1∥N2) 

di'=h(SKeyij∥N2) 

And checks whether the computed di' equals received di or not. If it holds, Sj is 

authentic otherwise terminate the session. 

Subsequently, Ui computes ei=h(SKeyij∥N1∥N2) and send <IDi, ei> to Sj. Once the 

message <IDi, ei> is received, Sj computes ei'=h(SKeyji∥N1∥N2) and checks whether 

computed ei equals received ei or not. If it holds, mutual authentication is achieved. Both 

the parties agree upon a common shared session key. The session key SKeyij is generated 

by the user i and the session key SKeyji generated by the Server j.  

SKeyij=h(IDi∥SIDj∥bi∥N1∥N2) 

SKeyji=h(IDi∥SIDj∥(SSj⊕h(d))∥N1∥N2). 

 

2.4 Password Change Phase 

The proposed password change phase is executed when the user i wants to update his 

password. In this phase, The user i can easily change his password without any assistance 

from the registration center. Ui insert the smart card to the card reader and keys in IDi and 

pwi'. After this, the smart card computes yi'=h(IDi∥h(pwi')) and verifies whether 
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computed yi' equals stored yi or not. If true, Ui enters a new password pwinew. The smart 

card computes xinew=xi⊕h(pwi)⊕h(pwinew), yinew=h(IDi∥h(pwinew)) and stores xinew, yinew 

instead of xi, yi respectively in the smart card memory. 

 

3. Security Analysis of Jain et al.’ Scheme 

In this section, I analyze the security of Jain et al'.s scheme. In Jain et al'.s scheme, 

they claimed as follows: their scheme provides security against server impersonation 

attack, user impersonation attack, reflection and parallel session attacks, replay attack, 

insider attack, password guessing attack, stolen verifier attack and smart card loss attack.  

Unfortunately, I found that their scheme still has a many vulnerabilities. Any registered 

but malicious user can derive the session key between any user and server by 

eavesdropping their communication information in public channel. Also, this scheme 

cannot checks the freshness of login message, so it is use that the malicious user sends the 

previous message to the server. Therefore, malicious user can success the reply attack and 

DoS attacks. 

 

3.1 User impersonation attack  
User i send the login message <IDi, SIDj, N1, ci> to the server j in order to use the 

server service. Then user A is a legitimate registered user malicious. Malicious user A 

intercepts the login message <IDi, SIDj, N1, ci>, and he/she can completely spoofing the 

server j. 

Malicious users A have xa=h(pwa)⊕h(x), ya=h(IDa∥h(pwa)) that it is provided by 

registration center, and it is stored on the smart card. 

Also, malicious user A has the parameters h(x) derived from xa=h(pwa)⊕h(x). 

 

 
 

Figure 3. User impersonation attack scenario 
 

User impersonation attack is the same as Figure 3, the scenario is as follows. 

--------------------------------------------------------------------------------------------------------- 

step 1 The legitimate user i sends a login message <IDi, SIDj, N1, ci> to server j. 

step 2 Legally registered malicious user A will intercept the login message <IDi, SIDj, 

N1, ci> and the following operations. 

ci'=h(h(SIDj∥h(x)∥N1) 

h(h(SIDj∥h(x)∥N1)) is the same as h((SSj⊕h(d))∥N1), and also h((SSj⊕h(d))∥N1) 

is the same as h((h(SIDj∥h(x))⊕(d)⊕(d))∥N1). 

Next generate  a nonce N2 

SKeyji=h(IDi∥SIDj∥(h(SIDj∥h(x)∥N1∥N2) 

h(IDi∥SIDj∥(h(SIDj∥h(x)∥N1∥N2) is the same as h(IDi∥SIDj∥(SSj⊕h(d))∥N1∥N2). 

di=h(SKeyji∥N2) 

step 3 The malicious user A sends <IDi, di, N2> to Ui. 

step 4 After getting the message <IDi, di, N2> from malicious user A, User i computes 

the following : 

SKeyij=h(IDi∥SIDj∥bi∥N1∥N2) 
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di'=h(SKeyij∥N2)  

Checks whether computed di' equals received di or not. If it holds, User i computes ei 

the following : 

ei=h(SKeyij∥N1∥N2) 

step 4 User i send <IDi, ei> to malicious user A. 

--------------------------------------------------------------------------------------------------------- 

In this proposed Jain et al'.s scheme, the login request contains <IDi, SIDj, N1, ci>. It 

contains ci=h(bi∥N1)=h(h(SIDj∥ai)∥N1)=h(h(SIDj∥xi⊕h(pwi))∥N1). In order to 

securely perform impersonation attack, the attacker needs to guess the correct values of 

h(pwi) and h(x). But, malicious user A is not necessary to use h(pwi) owned by the user. 

The reason is as follows. 

ci=h(bi∥N1) 

=h(h(SIDj∥ai)∥N11) 

=h(h(SIDj∥xi⊕h(pwi))∥N1) 

=h(h(SIDj∥h(pwi)⊕h(x)⊕h(pwi))∥N1) //xi=h(pwi)⊕h(x) 

=h(h(SIDj∥h(x)∥N1) 

The malicious user A does not know the h(pwi) of the user i. But he can calculate the ci.  

In addition, he can calculate the session key SKeyij, and he can communicate as if the 

server j. Therefore, Jain et al'.s scheme is vulnerable to user impersonation attack. 

 

3.2 Man-in-the-middle Attack 

Jain et al'.s scheme allows a legal malicious user to eavesdrop the communication 

between a user i and a server j and then acquire communication information that they are 

transmitted over the communication once the eavesdropping succeeds. 

Two entities(user i and server j) presume that they are successfully connected to peer 

side. However, they are actually connected to an intermediate entity so that the 

intermediate entity can collect the data sent by the user i and transmit the data to server j 

after manipulating it. 

 

Man-in-the-middle attack is the same as Figure 4, the scenario is as follows. 

--------------------------------------------------------------------------------------------------------- 

step 1 The legitimate user i sends a login message <IDi, SIDj, N1, ci> to server j. 

step 2 Legally registered malicious user A will intercept the login message <IDi, SIDj, 

N1, ci> and response message <IDi, di, N2>, He can calculate the session key as follows. 

From the SKeyji=h(IDi∥SIDj∥(SSj⊕h(d))∥N1∥N2) 

(SSj⊕h(d)) is h(SIDj∥h(x)) 

Using the equation h(SIDj∥h(x)) and calculates a session key as follow. 

SKeyji=h(IDi∥SIDj∥h(SIDj∥h(x)∥N1∥N2) 

 

--------------------------------------------------------------------------------------------------------- 
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Figure 4. Man-in-the-middle Attack Scenario  

Since malicious user A has intercepted the messages transmitted and received between 

the user and the server j. And he/she can decrypt by the session key from all encrypted 

messages. Therefore, Jain et al's scheme is vulnerable to man-in-the-middle attacks. 

 

3.3 Denial of Service Attack 

Figure 5 describes DoS attack on Jain et al'.s scheme.  

The malicious user can attempt to make the server or network resource unavailable if 

he use a many intercepted authentication message. 

 

 
 

Figure 5. Denial of Service Attack Scenario 

Denial of Service attack is the same as Figure 5, the scenario is as follows. 

--------------------------------------------------------------------------------------------------------- 

step 1 The malicious user gets the previous message ① <IDi, SIDj, N1, ci> from a 

legitimate user and sends that it is mass copy without modifying the login message to the 

server j.  

step 2 Then, the server j executes operation ② and sends message ③ to the user i. 

The processes of operation ② include check the validity of IDi and verification 2 times, 

executing the hash function 3 times, calculating the exclusive-or operation 2 times, and 

generation a random nonce.  

step 3 The user i repeatedly executes the message ④ . 

step 4 The user i send a message <IDi, ei> of n times to Sj.  

step 5 <IDi, ei> is received, Sj computes n times the following : 

ei'=h(SKeyji∥N1∥N2) 

checks ei'=?ei  
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SKeyij=h(IDi∥SIDj∥bi∥N1∥N2)=h(IDi∥SIDj∥(SSj⊕h(d))∥N1∥N2). 

--------------------------------------------------------------------------------------------------------- 

In Jain et al's scheme, the server j does not check whether login message sent by the 

user i is freshly created or not.  

Even if the third party sends message which has been intercepted in past to the server j, 

the server j cannot say that it is a message which has been created in past or in present. 

Therefore, Jain et al'.s scheme is vulnerable to Dos and replay attacks. 

 

3.4 Reply Attack 

The Jain et al'.s scheme is proposed that can prevent the replay attack. The reason for 

this is as follows. 

Here, the replay attack will fail because the freshness of the messages transmitted in 

the login and authentication phases is provided by the random nonce N1 and N2. These are 

generated independently, and their values differ among sessions. So attackers cannot enter 

the system by re-sending the earlier transmitted messages to pretend to be legal users.  

However, same as a service denial attack of 3.3, Jain et al'.s scheme does not ask the 

question against the login message whether it is freshly created so as to determine if the 

message is created in real time. Furthermore, the scheme does not check if user i's 

parameter nonce N1 is newly created or not. Therefore, the scheme is vulnerable to a 

replay attack. 

  
3.5 No Perfect Forward Secrecy 

Perfect Forward Secrecy has characteristic that security of session key that are 

provided in the process of key distribution must not be compromised even if private key is 

exposed. According to this characteristic, new key information is mathematically not 

related to previous key information at all. Therefore, even in the event that someone 

detects previous session key, he/she cannot predict new session using the previous one. 

In Jain et al'.s scheme, They argued as follows : The session key 

SKeyij=h(IDi∥SIDj∥bi∥N1∥N2)=h(IDi∥SIDj∥(SSj⊕h(d))∥N1∥N2) is associated 

with h(pwi), h(x), h(d) which are unknown to the adversary. Even though the past session 

key is compromised, the adversary cannot extract these parameters due to the security of 

one-way hash function. Moreover, it is infeasible to guess these values simultaneously. 

Thus, the adversary cannot obtain any further session key. However, consider the 

following scenario. 

--------------------------------------------------------------------------------------------------------- 

step 1 malicious user A got IDi, SIDj, N1 and N2 in previous public channel. 

step 2 malicious user A knew common parameter h(x) of user's from xi=h(pwa)⊕h(x) 

step 3 SKeyji=h(IDi∥SIDj∥h(SIDj∥h(x)∥N1∥N2) 

--------------------------------------------------------------------------------------------------------- 

First, the malicious user got IDi, SIDj, N1 and N2 in previous public channel between 

user i and server j. Next, the malicious user knew common parameter h(x), so the 

malicious user can calculate SKeyji from IDi, SIDj, N1 and N2. 

In Jain et al'.s scheme, they claimed that h(IDi∥SIDj∥(SSj⊕h(d))∥N1∥N2) is 

associated with (pwi), h(x) and h(d) which are unknown to the adversary. But because 

(SSj⊕h(d)) and h(SIDj∥h(x) are equal, adversary may also be calculated the session key 

without knowing h(d), h(pwi). Therefore, his schemes are vulnerable to perfect forward 

secrecy. 
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4. Analysis Result of Jain et al'.s Scheme 

Each users must register with the registration center to access the service server. Also, 

service server be registered with the registration center. Also, service servers should be 

registered in the registration center. 

The design errors of Jain et al'.s scheme is as follows. 

First, the user sends the IDi and h(pwi) to the registration center. The registration center 

calculates xi, xj, xk, ...xn by using its own secret key x. 

xi=h(pwi)⊕h(x) 

xj=h(pwj)⊕h(x) 

xk=h(pwk)⊕h(x) 

: 

xn=h(pwn)⊕h(x) 

Therefore, the legitimate all member will have the parameters h(x) in common, they 

are using the parameter h(x) and also they can be calculated the session key of the other 

legitimate user. 

Table 2. The Re-analysis Result of Security Properties 

--------------------------------------------------------------------------------------------------------- 

security components                              Analysis of                       Re-analysis  

Jain et al'.s scheme         Jain et al'.s scheme  

--------------------------------------------------------------------------------------------------------- 

Session key agreement                                Yes                                           Yes 

Resist user impersonation attack                 Yes                                           No 

Resist server spoofing attack                       Yes                                           Yes 

Resist man-in-the-middle attack                   △                                            No 

Resist DoS attack                                          △                                            No 

Resist reply attack                                       Yes                                            No 

Session key attack                                       Yes                                            No 

User anonymity                                             △                                            No 

Mutual authentication                                  Yes                                           Yes 

Free from maintaining verification table     Yes                                           Yes 

Perfect Forward Secrecy                               △                                             No 

--------------------------------------------------------------------------------------------------------- 

Second, the user should use his password when he generating the login message. 

However, the password was not used. 

In ai=xi⊕h(pwi), user's password is used for calculation. In the long run, the 

calculation result turns to ai=h(x), which means that user's password is not necessary in 

the computation. Therefore, the third member computes bi(=h(SIDj∥ h(x))) using his/her 

own h(x). 

Third, this is trap of SSj and h(d) submitted to servers by RC. 

Since SSj=h(SIDj∥ h(x))⊕h(d), server j is not aware of h(x). Hence, server spoofing 

attack is secure. However, when anyone among members eavesdrops login message ci, 

he/she can get solution of ci=h(h(SIDj∥ h(x))∥ N1). 

At this point, an important thing is that server uses h((SSj⊕h(d))∥ N1) to calculate ci in 

Jain et al'.s scheme. However, since h((SSj⊕h(d))∥ N1)=h(h(SIDj∥ h(x))∥ N1), secret 

parameters SSj and h(d) which are only kept by server are of no use to prevent an 

impersonation attack attempted by the third party. 

Fourth, the scheme does not provide anonymity since all information that can be used 

to generate session key are exposed to public channel due to user's login message <IDi, 

SIDj, N1, ci> and its response message <IDi, di, N2>. Therefore, it is true that any legal 

member is able to calculate session key (SKeyji=h(IDi∥ SIDj∥ h(SIDj∥ h(x)∥ N1∥ N2)). 
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Table 2 shows the security components was analyzed by Jain et al'.s, Also I show the 

security components by re-analyzed the Jain et al'.s scheme. Mark △ is the security 

components could not be analyzed by Jain et al'.s. 

In this paper, I was proved vulnerable to attack your impersonation attack, denial of 

service attacks, man-in-the-middle attacks, replay attacks, perfect forward secrecy. 

 

5. Conclusion 

The user shall have access to all the service servers to a single register in a multi-server 

environment. In particular, it is essential for mutual authentication and key agreement 

process between the user and the server. Authentication schemes also have to overcome a 

variety of attacks that occur in a public channel. 

In this paper, I analyze and proved the mutual authentication and key agreement 

process, the ability to overcome a variety of attacks Jain et al'.s multi-server smart card 

based authentication scheme. I found the result of design errors by analyzing the scheme. 

For this reason, My analysis reveals its inherent security vulnerabilities, such as user 

spoofing, man-in-the-middle attacks, no perfect forward secrecy. 
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