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Abstract 

Fingerprint feature-based text copy detection can rapidly identify the plagiarism, but 

suffers from the excessive fingerprint density. To resolve the problem, we propose a 

fingerprint feature extraction algorithm based on the optimal decision, combined with 

Winnowing algorithm and optimal decision model, and it can extract fingerprint feature 

from the hash values in the sliding window. The experimental results demonstrate that our 

algorithm can reduce the fingerprint density when the windows’ fingerprint feature is too 

adjacent, and the selected fingerprints can represent the text feature on the premise of the 

accuracy of the text copy and the algorithm. 
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1. Introduction 

Text copy detection directly measuring the similarity by using the original texts will 

cost large amounts of storage and computing resources and lead to low efficiency, we 

usually use the fingerprints to represent text for this problem [1]. How to effectively select 

the fingerprint features is the key technology in the fingerprint feature selection 

algorithms for copy detection. The existing methods of fingerprint feature selection are 

mainly based on sliding window and split the input text into text blocks. The obtained text 

blocks are mapped to hash values through a hash function, and then a strategy is adopted 

to select a part of the representative hash values in hash value sequences as fingerprints. 

The fingerprint feature extraction methods based on sliding window mainly include: 

Broder, et al. applied all of the hash values as fingerprints to find syntactic similarities in 

web pages [2]; Heintze, et al. selected the i-th hash value of each fixed window as the 

fingerprint features [3]; N.Harbour put forward an idea that selects the extremum as the 

fingerprint features in fixed window [4]; J. Kornblum, et al. selected fingerprint features 

by the fuzzy hash algorithm [5,10]; Saul Schleimer, et al. selected the minimum value as 

the fingerprint feature in the sliding window by using the Winnowing algorithm [6]; Xu 

Qin put forward a twice feature extraction algorithm learned from the Winnowing 

algorithm, and selected the fingerprint by the twice feature extraction after preprocessing 

the input text [7]. Based on the fuzzy hash, Breitinger F, et al. proposed selecting the 

fingerprint features by presetting multiple trigger conditions [9]. Although these 

algorithms effectively select fingerprint and identify the plagiarism, there also is a 

problem that the fingerprint density is excessive. 

This paper proposes an optimal decision-based fingerprint feature extraction algorithm 

to resolve the problem. The algorithm is based on the combination of Winnowing 

algorithm and optimal decision model [8] to select the hash values as fingerprint feature 

and the optimal decision model is used for evaluating the hash values in the current 

window. The experimental results demonstrate that the selected fingerprint of our 



International Journal of Security and Its Applications  

Vol. 10, No. 11 (2016) 

 

 

68  Copyright ⓒ 2016 SERSC 

algorithm can reduce the fingerprint density and can effectively represent the text feature 

on the premise of  the accuracy of the text copy detection. 

 

2. Optimal Decision-based Fingerprint Feature Extraction 

The Winnowing algorithm is mainly focused on finding extreme values of the window 

as a fingerprint features and selects the fingerprint features by each sliding window. The 

multiple sliding may not only causes the adjacent hash value to be selected as fingerprint 

feature but it also causes the high probability that adjacent windows select the same 

fingerprint features, which will lead to excessive fingerprint density. Thus we propose an 

optimal decision model for fingerprint feature selection to resolve the problem.  

 

2.1. Optimal Decision Model 

After preprocessing the input text by eliminating the noise such as auxiliary words, 

punctuation etc., we get a string sequence ],1[ nT  . Next, we map the length k of 

],1[ nT   to a sequence of hash values by the rolling hash function. The hash values of 

sequence ),,,( 21 kTTT   and ),,,( 12 kk TTT   can be calculated by formula (1) (2). 
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According the (1) (2), the rolling hash function can map the sub-string of length k to an 

integer x(0≤ x≤ bk). The asc(c) is the ASCII of character c. 

To select some representative hash values as the fingerprints and reduce fingerprint 

density, we propose an optimal decision model including three stages (Selection- 

Validation-Decision) to evaluate the hash values of window. The fingerprint feature is 

determined during the Decision. We define a window size w and a hash values sequence 

Hy={H1,H2,…,Hw}. It needs to divide Hy into several parts. Assuming Hy is partitioned 

into n parts expressed as Hy1,Hy2,…,Hyn. The optimal decision model can be described as 

follows: 

a) In the selection phase of optimal decision model, Hy1,Hy2,…,Hyi is as the first part 

of the fingerprint selection, and select the minimum hash value as the reference 

value to select fingerprint feature from Hy, it can be described as follows: 

),,,min( 21 yiyy HHHp                                                                                 (3) 

b) In the validation phase of optimum decision model, we need to verify the 

reference value v . The minimum q of Hy(i+1),Hy(i+2),…,Hy(k) expresses as formula(4). 

If qp  , pv  , otherwise qv  . 

),,,min( )()2()1( kyiyiy HHHq                                                                              (4) 

c) In the decision phase of optimum decision model, we determine the fingerprint 

feature value according to the rest hash values of the window 

Hy(k+1),Hy(k+2),…,Hy(n). We define a threshold to lower search costs, and if Hy(k+j) 

can satisfy the formula(5), we select Hy(k+j) as the fingerprint feature value and 

take it as the left boundary of next window. Thus the every left boundary of next 

window is calculated in sequence. 

 )1(|-| )( wjtvH jky 
                                                                                          (5) 
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The optimal decision model combined the local and the global features of the window 

limits the selection scope within a given interval of the window and takes the currently 

selected fingerprint feature as the starting points for next window. It excludes the 

irrelevant hash values interference, overcomes the duplicate selection of fingerprint 

features in adjacent window and reduces the fingerprint density. 

 

2.2. Algorithm Description 

Aiming at the problem of excessive fingerprint density, this paper proposes the 

fingerprint feature extraction algorithm based on optimal decision model. The algorithm 

steps are as follows:  

 

Input: the test text },...,...,{ 21 ni ttttT  ; w, the size of the sliding window.  

Output: fingerprint features Ts . 

Step1: Preprocess the test text T  and get }...,{ 21

'

ktttT  . 

Step2: 'T  is mapped to the hash values’ sequence }...,{ 21 nhhhH   by the rolling hash. 

Step3: Select the fingerprints of H by optimal decision model, detailed steps are as 

follows : 

Step3.1: For the window }...,{ 211 whhhH  , divide 
1H  into n parts

nHHH ,12,11,1 ..., . 

Step3.2: 
iHHH ,12,11,1 ...,  is the first part of the fingerprint feature selection. The 

selected minimum from 
iHHH ,12,11,1 ...,  is the reference value of the

1H eigenvalue 

can be expressed as ),...min( ,12,11,1 iHHHp ， . 

Step3.3: 
kii HHH ,12,11,1 ..., 
is the second part of the fingerprint feature selection, 

the reference value 1v  of the
1H eigenvalue is selected by the Validation phase of 

optimal decision model. 

Step3.4: Traverse 
wkk HHH ,12,11,1 ..., 

 sequentially, the third part of 
1H , if the 

hash value 
ikH ,1
 and the 

1v  satisfy the formula (5), we can select
ikH ,1
as 

eigenvalue 
1s  of the window. 

Step4: Slide the window k+i steps. 

Step5: Repeat the step3 and step4. 

Step6: Text fingerprints Ts . 

To thoroughly describe how the algorithm selects the fingerprint in an input text, we 

take the English text as the example for text copy detection. Assuming the sliding window 

size is 6, the fingerprint selection of input text can be detailed as follows: 
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Figure 1. Text Fingerprint Selection Based on Optimal Decision 

The optimal decision model limits the selection scope of the fingerprint features within 

a given window interval and the sliding window take the currently selected fingerprint 

feature as the starting points for next sliding. There is no overlap hash value between the 

current sliding window and the last window. It excludes the interference of irrelevant hash 

values and the situation that selects adjacent hash values as fingerprint features, 

overcomes the duplicate selection of adjacent window fingerprint features and reduces the 

sliding times of the window and fingerprint density. 

 

2.3. Fingerprint Density Analysis 

The fingerprint density is the ratio of the fingerprint length and the hash value 

sequence length. It is an important index to measure the algorithm performance of the 

fingerprint feature selection. We compare our algorithm to the Winnowing algorithm in 

fingerprint density. 

Calculating the input text A can get a hash values sequence N after processing text A by 

the rolling hash function. Let the window size be w, Fi is the i-th hash value of current 

window, ρ(A) is the fingerprint density of text A. Fingerprint length L is determined by N 

and w. 

1 N-wL                                                                                                                  (6) 

Winnowing algorithm selects the minimum hash value of the window as the fingerprint 

feature. It leads to select the same hash value as the fingerprint and the excessive 

fingerprint density because of many duplicate hash values between the adjacent windows. 

When i=1 that is every time the first hash value of window is selected as fingerprint 

feature, ρ(A)=N-w+1/N≈1 is maximum. When i=w, due to the duplication fingerprint 

feature is most, after eliminating duplication the minimum fingerprint density ρ(A) is 1/w. 

Optimal decision algorithm divided hash values of the window into three parts for 

selecting fingerprint features. The first part minimum of the window is p; the second part 
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minimum of the window is q. If qp  , the reference value is p, otherwise q. Assuming p 

is the reference value, as long as there exist Fi satisfying t-p||Fi  in the third part, the 

hash value Fi will be taken as the fingerprint feature, otherwise the last hash value of the 

window is selected as the fingerprint feature. Thus we can analyze our algorithm from 

three cases: 

a) If i=w, ρ(A)=1/w. 

b)  If i=2w/3+1, ρ(A)=3/(2w+3) 

c) If 2w/3+1<i<w, ρ(A) ranges from 1/w to 3/(2w+3). 

By analyzing and comparing the fingerprint density of two algorithms, we can see the 

fingerprint density of optimal decision algorithm varies smaller and more stable than 

Winnowing. 

 

3. Experimental Results and Analysis 

In this section, the performance is verified by experiment and analysis on Winnowing 

and optimal decision algorithm. 

 

3.1. Data-sets and Evaluation Criteria 

The training set of the experimental data is from the PAN11 copy contest corpus and is 

divided into two parts-the copy text and the original text. There are nearly 15,000 texts in 

each part, which is 1K to 2.6K, and 98 percent of the texts are smaller than 1M. 

)sim(A,B)Sim(A,B)( 10   is the similarity of suspicious text A and original text B. 

Sim(A,B) =0 indicates no replication between texts, Sim(A,B) =1 shows A is identical to 

B. The experiment set a threshold value t. If tSim(A,B)  , A is a copy text. h(T) is the 

fingerprints of text T. The calculating formula of Sim(A,B)  is as follows: 

)()(

)()(
),(

BhAh

BhAh
BASim




                                                                                      (7) 

To verify that our algorithm achieve the goal of decreasing fingerprint density on the 

premise of ensuring the detection accuracy, the precision ratio P and recall ratio R 

evaluating the detection accuracy are respectively expressed as: 

ed TextsThe Detect

extsDetected TThe Right 
P=                                                                                      

(8) 

exts Copying TThe Actual

extsDetected TThe Right 
R=                                                                                    (9) 

 

3.2. Experimental Results and Analysis 

We make experiments on a text consisting of 14000 words to verify the two 

algorithms’ fingerprint numbers. Table 1 gives the fingerprint feature number of two 

algorithms. 
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Table 1. Fingerprint Numbers of Winnowing and Optimal Decision 

Algorithm  Window Size 

 6 9 12 15 

Winnowing 11047 8698 4465 2363 

Optimal Decision 4869 2934 1456 764 

 

In order to intuitively compare the fingerprint feature numbers of two algorithms, 

Table 1 will be converted to the form of histogram. 

 

 

Figure 2. Comparison between the Winnowing and Optimal Decision 
Algorithm on Selecting Fingerprint 

When the window size is same, the input text generates the same number of initial hash 

values. By the definition of fingerprint density, on the condition of same number of the 

hash values, the more fingerprint is selected, the larger fingerprint density is. From Table 

1 and Figure 2, the number of fingerprint feature of Winnowing algorithm is larger than 

the optimal decision algorithm and the fingerprint feature numbers of two algorithms both 

decrease with the increase of window size. The multi-slicing of Winnowing causes 

adjacent hash values are selected as fingerprint feature and leads to excessive fingerprint 

density. 

The experiments on the Winnowing algorithm and our algorithm are compared in the 

text copy detection accuracy and the number of fingerprint features to verify the 

feasibility of our algorithm. The experimental results are shown in Table 2, 3, 4 and 5. 

The experimental parameters mainly are the window size and the similarity of the preset 

threshold decision. We set the window size w=[3,6,9,12,15] and the default similarity 

threshold [0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9]. 
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Table 2. Precision Ratio of the Winnowing Algorithm 

Threshold The window size 

 3  6 9 12 15 

0.1 22.8% 21.6% 22.0% 8.2% 2.1% 

0.2 38.5% 35.5% 32.7% 16.3% 7.1% 

0.3 51.4% 49.0% 47.2% 32.7% 21.6% 

0.4 67.7% 62.3% 60.6% 41.3% 33.6% 

0.5 76.8% 72.5% 71.9% 58.2% 41.7% 

0.6 86.2% 82.5% 81.4% 63.1% 45.9% 

0.7 92.6% 90.8% 87.6% 71.8% 53.3% 

0.8 92.5% 91.0% 88.7% 72.0% 64.7% 

0.9 90.5% 87.3% 84.5% 68.1% 63.8% 

Table 3. Precision Ratio of the Optimal Decision Algorithm 

Threshold The window size 

 3 6 9 12 15 

0.1 21.8% 20.4% 16.8% 7.1% 1.9% 

0.2 37.5% 34.8% 31.7% 15.8% 6.8% 

0.3 50.3% 47.9% 46.2% 31.5% 20.6% 

0.4 66.4% 60.8% 58.6% 40.3% 32.8% 

0.5 76.3% 71.6% 69.8% 57.2% 39.9% 

0.6 85.2% 81.5% 79.2% 61.9% 44.5% 

0.7 92.3% 88.8% 84.1% 70.6% 61.3% 

0.8 92.1% 89.6% 86.3% 69.8% 62.7% 

0.9 89.3% 86.8% 83.3% 65.1% 48.8% 

Table 4. Recall Ratio of the Winnowing Algorithm 

Threshold The window size 

 3 6 9 12 15 

0.1 88.8% 87.6% 87.3% 84.5% 82.1% 

0.2 91.3% 91.0% 91.0% 88.3% 85.7% 

0.3 91.4% 90.8% 89.8% 87.7% 83.6% 

0.4 84.7% 82.5% 81.8% 80.3% 78.9% 

0.5 76.8% 72.8% 71.9% 68.2% 64.7% 

0.6 66.2% 62.5% 61.4% 58.1% 55.9% 
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0.7 59.6% 55.8% 53.6% 50.8% 48.3% 

0.8 52.5% 50.0% 48.7% 48.0% 46.7% 

0.9 48.7% 48.3% 47.8% 46.1% 44.8% 

Table 5. Recall Ratio of the Optimal Decision Algorithm  

Threshold The window size 

 3  6 9 12 15 

0.1 89.1% 88.4% 86.8% 83.1% 81.9% 

0.2 92.5% 91.8% 90.7% 85.8% 84.7% 

0.3 92.3% 91.9% 89.2% 84.5% 82.6% 

0.4 83.4% 80.8% 78.6% 78.3% 77.8% 

0.5 75.3% 71.6% 69.8% 66.8% 62.9% 

0.6 64.8% 61.9% 59.2% 56.9% 54.5% 

0.7 58.3% 53.7% 52.1% 50.6% 46.7% 

0.8 51.1% 48.6% 46.8% 45.8% 44.5% 

0.9 47.3% 46.8% 45.3% 44.7% 43.9% 

In order to more intuitively describe the situation of the Winnowing algorithm and 

optimal decision algorithm in the precision ratio, the precision ratio and recall ratio of two 

algorithms is described in Figure 3 and Figure 4.  

 

Figure 3. Comparison between the Winnowing and Optimal Decision 
Algorithm on Precision Ratio 
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Figure 4. Comparison between the Winnowing and Optimal Decision 
Algorithm on Recall Ratio 

Figure 3 and Figure 4 illustrate the performances of two algorithms vary with the 

increasing of the window size. From the section 2.3, when the window is increasing we 

can know that the fingerprint density of the two algorithms decrease. The more 

fingerprints represent the text, the more accurate detection results are. On the contrary, if 

the fingerprint density is smaller, the possibility of losing text information is larger, the 

error rate is higher. But in the practical application, fingerprint density should not be too 

large on the premises of the efficiency and accuracy. Therefore the window size should be 

moderate. When the window size w=9, the selected fingerprint can make the precision 

ratio and recall ratio in the ideal level. And when N = 4 and t=0.6, the precision ratio of 

Winnowing algorithm is 81.4%, recall ratio is 61.4%, the precision ratio and recall ratio 

of the optimal decision algorithm are respectively 79.2%, 59.2%. Although the precision 

ratio and recall ratio of optimal decision algorithm is slightly lower than the Winnowing 

algorithm, it is also in the acceptable range. The experimental results demonstrate that our 

algorithm can reduce the fingerprint density on the premise of ensuring the accuracy and 

have great feasibility. 

 

4. Conclusions 

In this paper we propose a fingerprint feature extraction algorithm based on optimal 

decision. Its greatest contribution is using the optimal decision model to select fingerprint 

features, and evaluates the hash value of each part of the sliding window by the optimal 

decision model to select the fingerprint feature. Compared to the Winnowing algorithm, 

on the precondition of ensuring the detection accuracy, the experimental result shows that 

our algorithm removes the interference of the independent hash value and selecting 

adjacent hash value as a fingerprint, overcomes the defect that fingerprint feature of the 

adjacent window is selected repeatedly and reduces the slipping times of slipping window 

and the fingerprint density. 
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