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 Abstract 

Wireless Body Area Networks (WBANs) have an important role in healthcare. So, the 

security of WBANs becomes a challenging issue. High performance encryption method and 

efficient key management scheme are required for securing WBAN communications. This 

study presents and evaluates an efficient key management scheme and efficient encryption 

method for improving WBAN security. We proposed a new random key management scheme. 

The proposed method utilized Advanced Encryption Standard (AES)-256 to encrypt the bio 

signals. Simulation results show that the proposed method has advantages compared to other 

secure WBAN communication methods. 

 

Keywords: Security, Wireless Body Area Network (WBAN), Advanced Encryption 

Standard (AES), Bio Signals, Key Management Scheme. 

 

1. Introduction 

Wireless Body Area Networks (WBANs) commonly consist of smart sensors and wireless 

transmission channels. Sensors are located on/under the skin, in the body and clothes. These 

sensors collect, receive, process, compress and transmit medical data and environment 

conditions to the medical server [1]. WBANs provide telemedicine and real-time healthcare 

monitoring by registering records and vital sings in every time [2, 3]. So, the security of 

WBAN becomes a challenge issue [4]. High performance key management scheme and 

efficient encryption method are required for securing WBAN communications. Symmetric 

encryption method  such as AES are commonly used system for data encryption, but the AES 

have the same cipher output for the same input at the different times. On the other hands, the 

number of data in the WBAN is limited (about 20). This means that, we have the same cipher 

text outputs. Although, the utilized algorithm in this case may be very complex, but key will 

be easily revealed. Figure 1 shows the block diagram of symmetric encryption system for bio 

signals. 

 

Figure 1. Symmetric Encryption System for Bio Signals 
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The input and output of symmetric encryption system which is shown in figure 1, can be 

written as follows:  

 
Fix Plain Text (FPT)   Fix Cipher Text (FCT)                                                                                  (1) 

 

On the other hand, AES was recommended by National Institute of Standard (NIST) for 

block cipher-based symmetric key standard to secure data communication. It is because AES 

has high speed and low resource requirements [5]. Motivated by these facts, we attempt to use 

AES for securing WBANs. 

This paper presents and evaluates a new method to improve the WBAN security. We 

proposed a new key management scheme for secure WBAN communication. Using this new 

key management scheme, the outputs for same input will be different in different times. 

The proposed method has been simulated using MATLAB and C#. The simulation results 

show that the proposed method has advantages in comparison with other methods used for 

secure WBAN communications.  

The rest of this paper is organized as follows: Section 2 presents the related works about 

WBAN secure communication. In section 3, the proposed method is presented. the simulation 

results of the proposed method are presented in section 4. Section 5 compares the simulation 

results. Finally, conclusion is presented in section 6.  

 

2. Related Works 

The WBAN was addressed for the first time in a primitive work by Van Dam [6] in 2001. 

Since the WBAN plays a vital role in the healthcare applications, the importance of security 

in the WBANs are considerably increased. There are several attempts to improve the security 

issue in WBANs [7, 8]. In [7], a real-time healthcare system has been provided in complex 

situations that can take data processing carried from sensors to out of the body. The WBAN 

communications are useful plan for discover body movements that occur during the walking 

[8]. Radio frequency communication interference is tested for power consumption in the 

conventional wireless devices that arise around the person with the WBAN. The authors of 

[9-12] have presented solutions such as security, confidentiality at the time of creation, 

transmission, storage and processing of data in the WBAN. Ahmed et al. [10, 11] assessed 

security issues such as reliability and accuracy of data. In addition, there are many research, 

which used various wireless technologies in their projects in the field of short-range WBAN, 

such as WPAN, WBAN, Bluetooth and Zigbee [12, 13]. Hur et al. [12] used the Zigbee to 

collect data. This architecture is suitable for low power consumption in the real-time medical 

care system. Huang et al. [14] evaluated the energy efficiency in WBAN. Rezai et al. [15-26] 

have presented methods for security improvement and energy efficient for wireless networks 

that are used in the proposed key management. 

 

3. The Proposed Method 

The proposed method utilizes new key management scheme and AES-256. So, this section 

outlines the proposed key management and the utilized AES-256.  

 

3.1 The Proposed Key Management Scheme 

The proposed method using a new key management scheme. Using this new method, 

the cipher text for two same plaintexts can be different with each other. This means that 

for the same plain text, the cipher text will be different in two times. In other words, the 

key is variable with the time. Figure 2 shows the block diagram of the proposed 

method. 
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Figure 2. Block Diagram of the Proposed Method 

The input and output of symmetric encryption system which is shown in figure 2, can be 

written as follows:  

 
Fixed Plain Text (FPT)   Variable Encrypted Text (VET)                                                              (2) 

 

   For example, in the time of t1, the output for the input K=K0… KN is as follows: 

Out= a1… an 

While in the time of t2, the output for the same input is as follows: 

 Out= b1... bn.  

Protocol 1 shows the proposed key management scheme in the proposed method. 

 

Protocol 1. The Proposed Key Management Scheme in the Proposed Method   

(1) Private key (key 2) is generated based on the time. 

(2) Private key (key 2) is encrypted using public key (key 1). 

(3) Server send encrypted key to clients 

(4) Bio signals are encrypted using private key  

(5) Sensors send the encrypted bio signals. 

(6) Receiver extracts the time information and random function, when cipher bio 

signals are received to the destination.  

 
 

Figure 3 shows the encryption method of bio signals in the proposed method. 

 

 

Figure 3. The Block Diagram of Encryption Method of Bio-signals in the 
Proposed Method    
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    As it is shown in figure 3, the proposed method gets inputs in 128 or 256 bits. This means 

that, every time a 128 or 256-bit block of stream data are scanned by input. Then, these 

scanned data are encrypted using pre-specified key. This protocol can be interacted 128, 192 

and 256 bits. We have used 256-bit key in our scheme. In the proposed method, two keys are 

utilized to encrypt the data: (a) Public key (256 bits) that exchange between transmitter and 

receiver. (b) Private key (256 bits) that is made from random bytes and time function. The 

key 1 is encrypted using key 2. Then encrypted key is sent to the output. Finally, input data is 

encrypted by key 2 and send to the output. 

   Figure 4 shows the decryption method of bio signals in the proposed method. 

 

Figure 4. The block Diagram of Decryption Method of Bio-signals in the 
Proposed Method    

 

Similarly, we have two keys: (a) Public key (key 1) like before. (b) Private key (key 2) 

which is made from time function and random bytes. First of all, system gets 256 bits of 

cipher text, which is decrypted using Key 1. Then, it compares date and time information in 

transmitter with date, time and random bytes (22 byte) to key 2. Finally, second 256 bit cipher 

text is received and it is decrypted for second time. In fact, this algorithm gets 48 bytes and 

delivers 32 bytes. 16 bytes are key and 32 bytes are information.   

 

3.2. The Utilized AES-256  

In the original algorithm of Rijndael [5] the length of input data stream can be 128, 192 or 

256 bits. In the AES 256-bit, key is extended an array named word that shown by W and any 

word is extended from 32 bits to 44 bits. The key in each round, gets the four elements of this 

array. The key schedule algorithm has the role of providing key for each round which is based 

on the original key. It should be noted that operations are performed on Bytes. So, AES is a 

stream encryption. A 652 bit plaintext comes in to the form of a 4 × 4 state matrix. Each 

element shows a Byte of bio signal. Input bio signals are stored in the state matrix columnar. 

Finally this matrix is generating cipher bio signals. In each round of AES, 4 operations are 

performed on the state matrix: S-BOX and P-BOX, rows shift, mix columns and add 

round key. Figure 5 shows these operations [27]. 
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Figure 5. AES Encryption Steps [27] 

3.2.1 Substitution Bytes (S-Box) and Permutation Bytes (P-Box) 

  In this step, the matrix elements use the table that named S-Box. S-Box is a nonlinear 

function. It is implemented using a 16*16 sate table. This conversion table is built based on 

values in Galois field that shown by GF (2
8
) and it is resistant against the known attacks. The 

table’s row and column determines input and output values that are stored in these values 

table. Having an element of the state matrix, we can obtained the other elements. This means 

that “four left bits” of elements denote the row and four right bits of elements denote the 

column of sate table, which is used to reverse S-Box table to decrypt. The P-Box replaces 

each Byte of state matrix values based on a substitution of fixed table with the new values. 

AES has 32 Bytes in the substitution of elements that have been organized in a 16 × 16 

matrix. To replace Bytes with the equivalent, four least significant bits in Bytes as the number 

of rows and four most significant bits as the number of columns are applied in this state table. 

It is corresponding element, which is used instead of original value [27].  

 

3.2.2. Rows Shift to the Left 

First row don’t have any shift, second row has 1 Byte circular shift to the left, third row has 

double Byte circular shift to the left and fourth row has three Bytes circular shift to the left. 

Circular shift is performed to the right in decryption. Since data is stored in a column in the 

state matrix, this step will do a permutation between columns [27]. 

 

3.2.3. Mix Columns 

The linear mix of columns using matrix multiplication. Each column is processed 

separately. It means that each Byte replaced with a value for each of four elements in column. 

Mix columns in AES is the same as XOR summation, but multiplication in the AES is 
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operated in GF (2
8
). Mix columns function independently hashes each columns of the sate 

array and scrambling the other columns. Each column of state is multiplied in a fixed matrix 

to obtain new column. Matrix multiplication takes place on the GF. The GF is the Galois 

fields and that is not an ordinary matrix multiplication. The AES is distinguished from other 

existing methods. It is because this method is mathematical base, scrambling operations and 

hash functions [27]. 
 

3.2.4. Add Round Key 

Binary summation is down for state matrix and add round key. State Matrix is XOR with 

round key. This operation is performed columnar. For decryption, this operation is performed 

too [27]. 

  

4. Simulation Results 

To show the applicability of the proposed method in the WBAN, the behavior of WBAN 

using the proposed method has been simulated in C#. In our simulation, the patient's bio 

signals have been sent to a database or medical station.  

Figure 6 shows the designed WBAN emulator for encryption and decryption in the 

developed simulator. 

 

Figure 6. WBAN Emulator Encryption and Decryption 

In this method, after adjusting the COM port and key length, the evaluate simulator encrypt 

the data. Then, we send the encrypted data. On the review side, the receiver adjust COM port 

to receive the encrypted medical data. After receiving the encrypted medical data, the receiver 

decrypts the encrypted medical data. 

 

5. Evaluation and Comparison of results  

We simulated DES, 3-DES, standard AES, AES with proposed key management scheme 

and bio-signal encryption in MATLAB 2014 and C#. The advantages of the proposed method 

are confidentiality, integrity, availability, and energy efficient that are as follows.  
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5.1 Confidentiality 

In the hole attacks, attacker deletes or sends optional packets. This subject undermines the 

reliability. Figure 7 shows the confidentiality in the proposed method. Reliability according to 

(3) is improved up to 50%.  

 

                
                                         

                                    
                                            

(3) 
 

                                                 

 

Figure 7. Confidentiality for packet loss rate 

 
5.2. Integrity (source and data) 

Data integrity is calculated based on the rate of alive nodes that see in figure 8. Alive nodes 

rate has improved up to 50% according to (4). 

 

                 
                                        

                                  
                                                       (4) 

 

 

Figure 8. Integrity for Alive Nodes Rate  
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5.3. Availability 

Ubiquity is the most important features of real-time telemedicine healthcare system. In the 

proposed method healthcare services have the most quality than the other encryptions as it is 

shown in figure 9. According to (5) Quality of Service (QoS) for received packets rate to the 

medical base station has improved up to 75%.  

                
                                                           

                                                       
                                     

(5) 

 

 

Figure 9.  Quality of Service for Received Packets Rate to the Medical base 
Station 

 
5.4. Energy Efficient 

Figure 10 shows the bio-signal encryption using DES, 3-DES, standard AES, and AES 

using the proposed key management scheme power saving after 10 seconds execution.    

 . 

Figure 10. Energy Efficient for Packets Delay Rate 
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Power saving is calculated from (6). Energy efficient at least is 16.66% and it is increased up 

to 17%.   

                
                                    

                              
                                         (6) 

 

 

6. Conclusion  

Real-time healthcare monitoring is an important challenging issue in the telemedicine. 

Design of real-time and secure WBAN is the most important point in these systems. This 

paper presented and evaluated novel method for securing the WBAN communications. The 

proposed method utilized novel key management scheme to improve the security of WBANs. 

Using the proposed key management scheme, the outputs for the same inputs are different in 

the different times. In addition, we used AES-256 for encryption and decryption. The 

proposed method has been simulated using C# and MATLAB 2014. The simulation results 

showed that the proposed method has advantages compared to other methods that are used for 

secure WBAN communications. 
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