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Abstract 

The random numbers are needed in variety fields of applications in particular 

cryptography. They can be constructed by using several methods such as cellular 

Automata (CA). This later cannot produce a long random numbers sequence, 

supplementary the quality of random numbers depends especially on applied CA rules. 

For this reason, the modified binary particle swarm optimization (MBPSO) is used to 

discover a new rules set for CA. Rules of radius r=1 and periodic boundary conditions 

are considered for a non-uniform one-dimensional CA. Our contribution consists to 

combine this CA with MBPSO for satisfying the pseudo random number generator 

(PRNG) characteristics, called "PSOCA". Thus, different tests were applied to our 

PSOCA algorithm to prove its generated sequences quality, such as Diehard, Nist and 

other statistical tests, which have been successfully passed. Moreover, the comparison 

with other systems ensure the highlight randomness quality of our proposal system. 
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1.  Introduction 

A PRNG uses one or more inputs and generates multiple "pseudorandom" numbers. 

Inputs to PRNGs called seeds. In contexts in which unpredictability is needed, the seed 

itself must be random and unpredictable [1]. The PRNG, play an important role in various 

fields of applications, as well as Monte Carlo techniques [2], Brownian dynamics [3], 

stochastic optimization methods [4] and key based cryptography [5]. There is several 

methods for constructing the class of pseudo-random generator. These methods are able to 

generate sequences having the following three characteristics; Long Period, good 

statistical properties and large linear complexity. These three properties of PRNG 

determined by statistical analyses such as Diehard Test, Nist Test suites and other 

statistical tests. However, finding good generator is a difficult task. CA is a good 

candidate to generate random numbers. However, the CA's self-organization property 

limits random number [6] and the quality of random numbers depends especially on 

applied CA rules, to solve this problem metaheuristic algorithms are used especially for 

explore and exploit the search space. In this paper, MBPSO used to discover the relevant 

rules for non-uniform CA (i.e rules that used to generate pseudo-random number of high 

quality). The paper structured as follows. Section 2 covers the related works, the basic 

notions, CA terminologies, and the binary particle swarm optimization. Section 3 shows 

the PSOCA algorithm and the proposed MBPSO. Our test results showed in Section 4. 

Finally, in Section 5, the conclusion and future works will be presented. 
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2. Background 

In this section, we firstly give a brief presentation of CA concepts and CA based 

PRNG.  Thereafter, we introduce BPSO principle. 

 

2.1 One-dimensional Cellular Automata and Related Works 

Cellular Automata is a dynamical system consists of an array of cells where, each of 

which takes a value in a finite number of states  , called the State set. Every cell can 

change its state according to a transition rule, based on the old states of its neighbor’s 

cells including cell itself. Mathematically, A CA A od dimension d is defined by   

(        ) where,     is the space of A, S  is the finite set  of states, called alphabet, and 

       is the transition rule; n is the number of neighbors where    *(  

 )    ( )    (   )+  (  )
 

 r is the radius. For more particulars on CA can be found in 

[7,8]. 

To represent a rule of radius r for CA where   *   +, a binary string of length L is 

used, where        , (see Table1). 

In this paper, we used a non-uniform (the CA cells obey to different rule) one-

dimensional CA with periodic boundary condition and   *   +  as its alphabet and 

   *(   ) ( ) (   )+ the neighbors of each cell. 

Table 1. Representation of Rule 30 with r = 1 

Neighborhood 

number 

7 6 5 4 3 2 1 0 

  
  111 110 101 100 011 010 001 000 

 (  
 ) 0 0 0 1 1 1 1 0 

 

In cryptography field, CA allows generating pseudo random sequences. Wolfram was 

the first to apply CA to generate pseudo random number generator [9]. He used a uniform 

one-dimensional CA to construct a stream cipher with r =1 and Rule 30. Hotensius et al. 

[10] and Nandi et al. [11] used non-uniform CA with two rules 90 and 150, and it was 

found that the quality of generated pseudo numbers sequence was better than the quality 

of the Wolfram system. Recently, in the previous works [12] and [6] new design with 

combination of rules and complex behaviors has introduced, several works has done for 

generating random numbers by using CA and evolutionary algorithms. For example, 

genetic algorithm, which were evoked in these, researches [13] [14] and [15] and particle 

swarm optimization (PSO) algorithm have been used in [16]. Our contribution used a 

MBPSO algorithm with a new parameter to update velocity value described below 

(section 3.1). 

  

2.2 Binary Particle Swarm Optimization 

The PSO is a good stochastic optimization method based on the movement and 

intelligence of swarms designed by Eberhart and Kennedy in 1995 [17]. It uses a number 

of particles that constitute a swarm moving around in the search space looking for the best 

solution. Each particle is defined on time t by its position     and its velocity    . Each 

particle   can communicate with a subset of particles called neighborhood. It was 

supposed that a d-dimensional is our search space; the     particle of the swarm can be 

represented by position vector      (                ). The velocity of the particle is 

denoted by      (                ). In addition, it considered personnel best position for 

the particle is         (                ) and the global best position is        
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 (                ). So in classic PSO, the equations (eq. 1, eq. 2) used to update position 

of the particle and its velocity. 

  
        

      (     
 )       (     

 )                                                            (1)                      

  
      

    
                                                                                                               (2) 

Where    and     are two fixed variables which are determined by user,         ,   -, 
and   is the inertia weight. 

Kennedy and Eberhart introduced the BPSO algorithm to solve binary problems cases 

[18]. It uses the concept that a position takes on one or zero as a probability to modified 

the velocity value. In the BPSO, Eq.(1) for updating the velocity still unchanged, but 

Eq.(2) is re-defined by the equation (3) for updating the position 

   
    {

         ( )   .   (   )/

         ( )   .   (   )/
                                                                           

(3) 

Where  ( ) is the sigmoid function for transforming the velocity to the probability as 

the expression (eq. 4), and     () is the pseudo-random number selected from a uniform 

distribution in the range [0,1]. 

 (   (   ))  
 

   
    (   )

                                                                                           (4) 

 

3. Proposed PRNG based on Combination of the MBPSO and CA 

This section presents the MBPSO used in the PSOCA algorithm and we describe the 

details of the proposed PRNG. 

 

3.1 Modified Binary Particle Swarm Optimization (MBPSO) 

In our study, we are inspired by  [19]. Our proposed MBPSO is described using the 

XoR neighbor of CA cell noted by   . for example: *         +  *     + so in this 

case      .  

To calculate     .   
 
   

 ( )/expression, we are used the operator   described in 

equation (5). The equation (5) represent the result of      .   
 
   

 ( )/ expression. The 

velocity is updated by equation (6) where   , and   is a random variable in the range 

[0,1].  

    {
        
        

                                                                                                       (5) 

The velocity is interpreted as a probability to change a bit from 0 to 1 or from 1 to 0. 

  
        

 ( )      .  
 
   

 ( )/       .  
 
   

 ( )  /       .   
 
   

 ( )/     (6) 

 

Then, each particle move to a new position using the following equation: 

  
    {

 ̅ ( )          
  ( )        

            Where   ,   - and  ̅ is the complement of    
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3.2 Description of the Proposed PRNG 

In this paper, we present a new approach to generate a pseudo-random numbers based 

on CA and a MBPSO described in the previous section. In our generator (PSOCA) shown 

in "Algorithm1". A one-dimensional, non-uniform of n cells in CA, with a periodic 

boundary condition and (r=1), is combined with (MBPSO) algorithm. Such as a rule, 

represents a particle and the entropy   as the fitness. Let "k" be the number of CA states 

and "h" a subsequence length.   (Measured in bits) for the set of probabilities of the 

possible subsequences is assumed by:  

    ∑        (   )
  

                 (7) 

The entropy attains its maximal value      when the probabilities of all possible 

subsequences of length h are equal to 
 

  
 . 

In the proposed generator, one rule for each cell is selected randomly in CA. Each cell 

has exactly two fixed neighbors; the neighbors of the cell   are cell     and    . 

Moreover, as shown in figure1, the neighbors of the cell1 are the cell2 and     cell.  

To generate random numbers, we assign the initial values of CA cells randomly. We 

use a population of      rules. After, the initiation values of each particle, the CA starts 

to evolve according to each particle (rule) to find a new set of appropriate rules. We make 

the entropy (eq.(7)) of each CA as the fitness of the MBPSO (section 3.1), in order to 

select the basic principles of CA rules. Finally, we make the CA evolve M time steps in 

accordance with selected rules. After stopping running, CA all pseudo random numbers 

sequence obtained will be evaluated. If the conditions of tests are not satisfied, we 

applying again the selected rules on CA cells. 

 

 

Figure 1. Selection of Cells Neighborhood 

 

Algorithm 1: The pseudo code of the proposed algorithm  

Data: CA of n cells 

Result: pseudo random sequences 

1. Initiate the population of N rules randomly with r =1; 

2. Initiate the values of CA cells randomly; 

3. Selecting rules by using MBPSO; 

4. while not done do  

            for each cell in CA do 

                          affect a rule randomly  

                   end 

    Applying the selected rules on CA cells 

5. end 

6. end 
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4. Experiments Results 

In this section, we specify the parameters selection by using the MBPSO, and then we 

discuss the achieved rules with the best entropy results. We then present the results of 

Diehard and Nist test suite. The algorithm was implemented in java, All the runs were 

carried out on a laptop at Intel(R) Core(TM) i7 CPU processor with 2.70 GHz processor 

speed and 4.096 Go usable RAM. 
 

4.1. MBPSO Parameters Selection 

Before running the MBPSO, we need to specify some parameters. The most important 

parameters are: number of particles     , Iteration number       and velocity 

parameters which are: maximum velocity     , Acceleration coefficients (        ) 
and inertia weight (w). In our experiment, each parameter runs 10 times in order to study 

its influence on the solution quality given by the MBPSO. The value of    and     are 

fixed to two in this application. 

The figure 2 shows the fitness changes with respect to the number of iterations. 

Horizontal axis shows the number of iterations, and vertical axis shows its best, average 

and worst fitness.  

 

Figure 2. Selection of the Number Iteration 

The figure 3 represents the variation of        in function of particles number, where 

     and E are respectively the maximum of all average and average value. The table 2 

introduce the suitable    parameter. 

 

Figure 3. Selection of the Particle Number 
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Table 2. The    Parameter 

As shown in the figure 2, the fitness converge to 4 after the        iteration. The 

selection of the maximum particle that can be used which is Pmax=60. From the table 2 

we can notice that the better value of    parameter is      . 

 

4.2 Entropy Test and Rules Selection 

We used a population of         (see fig (3)) particles and a uniform CA of 

n=4096 cells with 4000 iterations. the  Table 3 represents a typical result  of a one run of 

PSOCA algorithm beginning with a random rules assigned to cells of CA is discovering 

by MPSO a small set of good rules. 

 

Table 3. Rule and Fitness with r = 1 

Rule number  Rule name   Fitness value 

10110100 45 3.99929 

11101001 105 3.99912 

10110010 89 3.99909 

10100101 165 3.99920 

10101100 86 3.99901 

11010010 210 3.99922 

10011010 154 3.99953 

10110100 90 3.99922 

11100001 225 3.99924 

10101001 169 3.99910 

11000011 195 3.99910 

11001010 101 3.99917 

10101010 170 3.99923 

11110000 120 3.99916 
 

 

4.3 Diehard and NIST Test Suite 

 

4.3.1 Diehard Test Suite 

In this section, we describe results of applying the PSOCA algorithm of random 

number generators by Diehard test suite [20]. It is a one of the standard random number 

test suites and has been widely used in the fields of testing random numbers recently. 

Table 4 shows the result of this test for the proposed generator. The evolution of CA by 

using the combination of rules found by MBPSO algorithm 1, taking into account all the 

diehard tests, we can conclude that these rules provides a good generator better than 

generator achieved by Q.Wang et all, also the bitstream, OPSO, OQSo and DNA are 

passed successfully. 

  

     0.0559     0.5352     0.7090     0.8832 

Fitness value   3.9991   3.9995   3.9992    3.9994  
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Table 4. Diehard Tests 

Test 

Number 

Test Name Number  

of  P-values 

Q.Wang 

1 Birthday spacing 0.584 0.705 

2 Overlapping 5-

permutations 

0.701 0.831 

3 Binary rank 31 x 31 

32 x 32 

0.158 0.021 

4 Binary rank 6 x 8 0.164 0.747 

5 Bitstream 0.432 Fail 

6 OPSO 0.896 Fail 

7 OQSO 0.651 Fail 

8 DNA 0.467 Fail 

9 Count the ones - 

stream 

0.208 0.612 

10 Count the ones - 

specific 

0.385 0.612 

11 Parking lot 0.811 0.351 

12 Minimum distance 0.461 0.395 

13 3D sphere 0.729 0.773 

14 Squeeze 0.542 0.473 

15 Overlapping sum 0.957 0.351 

16 Runs 0.957 0.942 

17 Craps 0.345 0.556 

 

4.3.2 NIST Test Suite 

The NIST Statistical Test Suite is a set of procedures tests which try to identify 

sequences of binary numbers which do not act in a truly random manner. To make this, 

these tests provide a p-value for every sequence of bits. Each test passes if the p-value is 

greater than some fixed significance level. A full explanation of these testing algorithms 

can be found in a NIST Special Publication [1].  The statistical test suite also separates a 

given input sequence into several reduced subsequence and achieve the tests on each of 

these strings. We are used 100 random number sequence as an input to the NIST test suite 

with respecting the recommendations of NIST where the proportion of passing sequences 

is 0.01 for each test. All results are shown in table 5. 

Table 5. NIST Tests 

Test name P-value 

Frequency (Monobit) 0.702461 

Block-Frequency 0.572546 

Cumulative Sums  

Forward 0.237514 

Reverse 0.476775 

Runs 0.515598 

Longest Run 0.068569 

Rank 0.954371 

FFT 0.073544 

Overlapping Templates 0.783949 

Non-overlapping Templates 0.739918 

Universal 0.748171 

Serial  

P-value1 0.142718 



International Journal of Security and Its Applications  

Vol. 10, No. 11 (2016) 

 

 

116  Copyright ⓒ 2016 SERSC 

P-value2 0.060400 

Linear Complexity 0.255157 

Approximate Entropy (m = 10) 0.888320 

 

5. Conclusion and Future Works 

This paper presents a new pseudo-random number generator, using CA combined with 

a modified binary particle swarm optimization. Applied to a non-uniform one-

dimensional CA with boundary conditions and two neighbors, its purpose is to discover a 

new set of rules. The experimental results show that our PSOCA generator, applied on 

generated sequences, is better than Q.Wang et al. It passed successfully Nist tests and the 

Diehard’s Bitstream, OPSO, OQSO and DNA. Moreover, it is able to generate long 

sequence of random bits with uniform distribution. In conclusion, our PSOCA algorithm 

could be used to generate a secret key cryptography. Furthermore, it is easy to be 

implemented efficiently in hardware. In the future works, we will apply our PRNG 

especially in stream cipher system and in other cryptographic applications. 
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