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Abstract 

FinTech-driven paradigm shift in financial service poses challenges for financial 

sector in balancing the potential benefits of development with the potential risks. It is 

difficult to detect as advanced threats, so the extent of the damage cannot be foreseen in 

the financial sector. In this paper, we suggest the approach based on trust about 

processing data including personally identifiable information for preserving and 

protecting in the environment using FinTech. 
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1. Introduction 

The financial sector, which is evolving extremely rapidly, is facing a new paradigm to 

grow driven by technology. The government as well as major companies‟ responds to the 

development of new financial business models, known collectively as „Financial 

technology‟ or „FinTech‟ [1], will be importance in positioning for the growth of the 

financial sector. It is a term used to describe the business operating applied to any 

technology in the financial services. It has attracted the focused attention of the interested 

parties in the finance sector. According to another report [6], it was observed that the 

average value of investment in FinTech companies from 2011 to 2014, by round. This 

represents a large and rapidly growing FinTech industry. 
 

 

Figure 1. Average value of investment in FinTech worldwide, by round  
(in million U.S. $) 

There are many good and bad things about FinTech-driven paradigm shift in financial 

services [19,20]. This new paradigm poses challenges for financial sector in balancing the 

potential benefits of development with the potential risks. Most of customers want to have 

the easiest and safest access to personalized finance services such as deposits, payments, 
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and wire transfers. But they are not used to handling such new technologies and services. 

They are also very concerned about the security problems. In trend of Korea particularly, 

the high penetration of smartphones and mobile payment services suggest significant 

potential demand for smartphone-based electronic payment services as shown in figure 

2[23, 24]. With a new generation of FinTech companies who are leveraging the Internet, 

mobile and cloud computing, these continues that are changing the way financial services 

are increased. There is one challenge on how secure that we face in this environment.  

Key growth area of FinTech is in finding more efficient methods for ensuring privacy and 

security. 

 

 
Figure 2. Using smartphone and mobile shopping in Korea 

 

In this paper, we give an overview of the trends of the FinTech technology (Section 2), 

point out related security and privacy risks (Section 3). And then we discuss the approach 

method for processing data based on trust how a financial technology can be achieved for 

preserving and protecting data (Section 4). 

 

 

2. FinTech Technology Trends 
 

2.1. NFC Technology 

Common technologies in the field of the financial sector have been developed. Near-

field communication, or NFC [2, 3], that is the most representative technology of this, is 

earlier forms of mobile payments to handle transactions using scanning system such as a 

barcode and a QR code. In the financial sector, NFC is considered as an enabling 

technology and it has gained further legitimacy within FinTech. The concerns using NFC 

based mobile are also little less as in the process of payment. [4]  

But, the important step in the mobile payment transaction is the secure element [3]. 

NFC can exchange various data including personal information, and this chip has to store 

any encrypted payment information. It can be accessible when it‟s activated at an NFC 

POS terminal or similar device. Obviously, we need for an extra layer of protection to 

prevent unwanted access and to protect critical payment information or sensitive personal 

data. 

 

2.2. Security Authentications for FinTech 

The key components of the FinTech in service of the Non-face to face transactions are 

user authentications system. These days, there are several authentication technology 

studies[15,16], such as the two major ones being certificate and SMS authentication. But 

to provide new services, it is essential to improve alternate authentication technologies. 



International Journal of Security and Its Applications  

Vol. 10, No. 10 (2016) 

 

 

Copyright ⓒ 2016 SERSC 343 

Basically according to Gartner [5], it can be divided into the four categories by 

authentication factors. 

Table 1. Categories by Authentication Factors 

Category Detail Example 

Knowledge 

authentication 

The way to use what you know 

is one of the most common 

ways in security. 

 Password based text  

 Image-based authentication 

 Virtual keypad 

Authentication 

tokens 

The method such as OOB (Out-

of-band) authentication 

methods makes use of other 

channel. 

 OOB – such as SMS, email 

 Utilizing the OTP tokens that 

stored in other device 

Inferential 

authentication 

The way is using the 

information based facts (it is not 

only what you know). 

 Q&A methods to seek answers 

Biometric 

authentication 

It relies on the unique biological 

characteristics of users to verify 

identity. 

 Using identified biological 

traits – such as fingerprint, 

hand geometry, iris patterns 

and voice waves – in 

smartphones 

 

The best way to preserve the information is to use multi-factor technologies as 

mentioned above Table 1. Combined with the existing technology related to financial 

security, it will provide better FinTech infrastructure. 

 

2.3. Cloud Computing Service 

Many FinTech firms utilize a cloud service using cloud computing technologies 

[21,25], because it can offer the benefits of cloud such as an almost unlimited amount of 

computing power, storage space and fast speed. In the future, it may be expanded or 

reduced rapidly according to use levels. And the cloud has built in security capabilities. 

FinTech providers ensure protection of financial institutions by creating infrastructures 

for compliance. They put effort into developing integrated solutions to support financial 

technologies.  

But there are many reasons to avoid the public cloud. Individual‟s data cloud be at risk, 

and people who are stored a cloud database are more susceptible to attacks. It is more 

efficient to develop a private or hybrid cloud or data storage system. 

 

3. Security Issues and Requirements 

Unfortunately, the speed and efficiency of new internet technologies is reflected in 

rising cybercrime [8,13,14]. The financial sector that security has enhanced is no 

exception on online platforms. No matter how convenient we provide a service, FinTech 

will be hard to expect if we don‟t keep important assets of clients safe[22]. In the financial 

sector particularly, it is very difficult to prevent and to detect as advanced threats, so the 

extent of the damage cannot be foreseen. In Korea, the domestic financial market is 

consistently expanding with micropayment and remittance market about FinTech, but 

concerns also would increase. According to a survey why do you not use mobile 

payments by [7], 78.3% of internet users who answered the survey are bothered about 

„information leakage‟. 
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Figure 3. The Reasons for not Using Mobile Payments (% of respondents) 

Therefore, the strong security is essential for growth of FinTech industry[10,12]. 

Figure 3 shows the overview process for FinTech service-provision environment. In fact, 

the existing network environment and the FinTech environment are not significantly 

different[9,11]. The important thing to consider is the financial platform including the 

bank server. So it should include not only high performance but also strong security.  
 

 

Figure 4. Overview of the basic FinTech Service-Provision Platform 

These confidence measures could be the key to success in the open network 

environments. We introduce new or existing sets of risks for the financial security (see 

Table 2): A defines an attacker who hacks into systems, i.e., a financial computer system, 

network, and an app in smartphones; U means a customer who ultimately uses an app or 

is intended to ultimately get a service; and a person or a program that has a system of 

administration authority expresses Mk. 

Table 2. Sets of Risk Impact about Applying FinTech 

Possibility of attack 
Distribution of 

vulnerable points 

Possibility of 

detection 
Impact 

Difficult Limited Average Dangerous 

 A puts a malicious 

server, or attacks 

DDoS at SVR.  

 A steals the 

certificate key of a 

financial computer. 

 A hacks user app, 

and then he can 

control it. 

 U ignores encryption for their 

data in smartphone. 

 Mk doesn‟t discover potential 

threats and vulnerable points. 

 A executes a man-in-the middle 

attack (and phishing, SMS 

phishing, etc.) 

 A steals the phone, but it is 

secured with locks. 

 A hacks into a 

financial computer to 

get the high 

transactional results of 

financial services. 

 U‟s confidential data 

to create high valued 

services for U can be 

leaked. 
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Most dangerous thing in a table is that handling sensitive or confidential data, such as 

non-public personal information and personally identifiable information, in financial 

services comes with a large risk[17,18]. We address the privacy concerns when using 

FinTech services: 

∙ Difficulties of the Non-face to face transactions. To provide new financial 

services, it is important to solve this problem in the system what we now call 

financial services. Many people believe it is under-invested and less safe than face 

to face. 

∙ Possible re-identifying individuals for high valued financial services. Even if 

the system collected tenuous related public information, the process of re-

identifying individuals refers to using anonymized data to match individual or 

sensitive information in public datasets.  

∙ Leaking of creating sensitive and identifiable information. The system for 

FinTech is becoming new forms of social interaction. And to provide individual 

customized services, the system needs to collect non-public personal information 

and to analyze gathered data. If an accident occurs, it is expected to have a huge 

impact because related financial information includes. 

In light of this, the privacy is an important security requirement in FinTech. 

 

4. Data Processing Approach for Preserving Privacy 
 

4.1. Proposed Data Processing System  

The most important objective of financial systems is safety probability, which should 

protect any financial information in transaction. Absolute availability is important for 

trade of financial services as well. To achieve this objective, the data processing system 

for FinTech must be preserved safely, and in particular privacy aspects must be protected 

during the lifetime of systems for financial services, i.e., a smartphone, a reader, sensors, 

and a financial server. We focus on a solution for protecting personal critical information 

which is processed at core of financial systems. 

 

 

Figure 5. Data processing approach to preserve and protect for privacy 
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1) Integrated authentication: Applying the certificated token 

It is important to prevent access to unauthorized parties because an authentication is a 

primary protection. For example, when U, that is the user, uses it for financial services 

such as a payment and a transfer, our mechanism provides a public key to U and encodes 

it. The system then generates the certificated token Ck which can verify SP, that is the 

service provider. It will confirm transactions based on trust among the interested parties 

(i.e., U, SP, and financial organizations) for FinTech services. 

2) Minimizing Data Collection: Access permission with informed consent 

Among the collected information of U, the personal information including a financial 

statement is especially important to preserve confidential in such environments. The 

personal information, that is Du, on FinTech related servers can be encrypted, and the 

system holds Du, and U holds the certificated token Ck. Nobody can access it without U 

permission, and Authorized SP can access stored data or for what purposes. Basically, the 

system can obtain the collection of all personal information with the prior informed 

consent. It has to minimize data collection or retention. 

3) Restricted Data Analysis: Additional verification if necessary 

Usually in order to FinTech services to customize for U, SP need to use massive data 

independently gathering and analyzing a wide range of data to help personalize U‟s online 

experience. Therefore the system preserves analyzed information for confirmation and 

verification of transactions, and stores them using strict cryptographic rules. There are 

ways to protect that Du that supports them that limit the level of confidential that we entail. 

So the high confidential information of Du is hided, it should not be shared. With that, we 

should have multiple options for additional verification in order that newly created apps 

and services in the FinTech environment can only be used within certain system. In 

representative example, a blockchain-based solution can apply to integrate into any 

platform or system, and it is more secure than that used one central authentication system, 

because this solution distributes verifying authority by using a digital token among all 

peers in the blockchain
2
. In peer-to-peer network on the blockchain, it can check and 

verify whether U belongs to a suitable participant or not. Generated transactions would be 

validated and recorded on the blockchain.  

4) Monitoring and Auditing 

The system has complete transparency over what data is being collected and used about 

U and how SP are accessed. Monitoring is detecting and observing about the process for 

abnormal behaviors between different transactions. And auditing performs the role of 

grasping situations that are found as system violations. This mechanism involves audits 

for various types of system violations based on the gather finding of inside the system. 
 

 

Figure 6. Expanded FDS for Monitoring and Auditing 

In order to perform with this system, a key function is the expanded FDS (Fraud 

Detection System) that is collected data about accidents that occur. And it is detected 

abnormal behaviors by examining patterns and required additional verification when 

fraud is detected. 

                                                           
2 A blockchain technology concepts a transaction database shared by all nodes participating in a system, and it 

has peer-to-peer distributed technology characteristics. (For more details, please check „Blockchain‟ written 

by Swan and Melanie) 
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4.2. Analysis Protocol 

Based on our proposed system described in the previous section, we introduce a key 

algorithm for the authentication and the additional verification using the certificated token.  

 This illustrates the implementation for the user and the service provider. As illustrated, 

the creation of the certificated token Ck can be accomplished using several options such as 

user‟s individual information. Ck is U‟s identity that is comprised of key-pairs such as 

public and private. And Ck of U specified should match the public key what SP retains. In 

this, it is using Match computes algorithm.  

 

 

Figure 7. The Key Algorithm for Authentication and Verification 

 

5. Conclusion 

Financial technology (FinTech) is an emerging key technology that provides 

simplifying finance and high transaction value services for the users. These situations 

generated by FinTech come with risks, and a myriad of FinTech companies do not even 

need to abide by financial regulations or related laws as yet. That is FinTech is not 

sufficiently enhanced to bear security and privacy risks.  

In this work, we proposed the approach method for processing data based such as 

strong authentication function. This approach has been detailed in scenarios of various 

attacks, where the user generates non-public information such as financial in an 

environment using FinTech. It provides a strong alternative to the currently used methods, 

and suggested requirements are essential in protecting and ensuring user‟s personal 

information. Further research is required to develop a trust-based financial system, 

including overall and scalable security mechanisms. 
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