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Abstract

A new era of Internet of Things (1oT) will emerge in near future due to the rapid
innovations and advancements in computing and communication technologies. In order
to make loT era become possible, sensitive data in 10T devices such as cryptographic
keys should be protected from malicious attackers. In particular, cryptographic keys are
vital for securing systems and communication. In this paper, we study a sensitive data
hiding scheme for 10T devices using software obfuscation techniques. Proposed scheme
exploits function call obfuscation and creates a hidden area between functions to secretly
store sensitive data. The proposed scheme outperforms the legacy hardware-based
schemes which impose additional hardware cost to 10T devices.
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1. Introduction

The Internet of Things (loT) refers to an internet connectivity of physical objects
beyond traditional devices like desktop computers and smartphones to a various range of
devices and things that utilize embedded technology and wireless technology. Examples
of objects that can fall into the scope of Internet of Things include thermostats, cars,
electronic appliances, lights in household, alarm clocks, speaker systems, vending
machines and more. Today there are already more 10T devices than persons in the world
[1]. According to Gartner, there will be nearly 20.8 billion devices on the Internet of
Things by 2020 [2].

In the 10T environment, smart objects will be able to communicate with each other in
an autonomous manner. The Institute of Electrical and Electronics Engineers (IEEE) and
the Internet Engineering Task Force (IETF) are designing new communications protocols
for low-energy communication of loT devices. Examples of loT communication
protocols include IEEE 802.15.4 [3], 6LoOWPAN [4], Routing Protocol for Low-power
and Lossy Networks (RPL) [5], Constrained Application Protocol (CoAP) [6]. The
communications with these protocols should be protected from those who have intension
of stealing sensitive information [7-9]. To do so, the security mechanisms must provide
appropriate assurance in terms of confidentiality, integrity, authentication and non-
repudiation. In order to provide secure communications to loT devices, cryptography is
essential mechanism and cryptographic keys are the fundamental component of this
protection mechanism [10]. Keys are the critical component for securing systems,
communication and applications, and therefore must be protected at all times. Once the
keys are exposed to malicious attackers, fatal exploits can be easily created.

There are two types of solutions to protect the sensitive data: hardware-based and
software-based solutions. In case of hardware-based solutions, Trusted Platform Module
(TPM) is well-known and widely used for high-performance computing platforms [11-
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12]. TPM is a hardware chip that can securely store artifacts used to authenticate the
computing platform such as PC, mobile phones and network devices. These artifacts can
include passwords, certificates, or encryption keys. TPM is also used to store platform
measurements that help ensure that the platform remains trustworthy. The nature of
hardware-based solution ensures that the information stored in hardware is better
protected from external software attacks. However, hardware-based solutions impose
additional cost to the product and thus cannot be used appropriately for 10T products that
usually require low cost. The alternative cheaper solution is software-based protection.
However, it cannot be trustworthy because it is very difficult to hide sensitive data from
external attacks.

In this paper, we study a software-based sensitive data hiding scheme for 10T devices
using function call obfuscation technique. Software obfuscation is the technique of
making the software code hard to read and understand by changing it [13-16]. In order to
protect intellectual property of software or disturb tampering the source code, it is vital to
obfuscate software source code before deployment. There are various obfuscation
techniques including control flow obfuscation, layout obfuscation, data obfuscation, and
so on. Examples of control flow obfuscation are function call obfuscation and jump
obfuscation. If 10T devices are deployed without software obfuscation, they are easily
exposed from harmful accesses. In order to protect intellectual property or disturb
tampering the source code, it is vital to obfuscate software source code before
deployment.

The proposed scheme assumes that there is a compiler which performs software
obfuscation. When the compiler translates source code into machine code, it performs
function call obfuscation. We make the compiler to input sensitive data information from
user and to create a hidden area between obfuscated functions to hide sensitive data. If
the binary code is disassembled, hidden area represents the meaningless machine
instructions. Therefore, when performing the reverse engineering, the attackers have
difficulties in understanding the execution flow and hidden area. In terms of cost, the
proposed software-based hiding scheme outperforms the legacy hardware-based schemes
which store data in additional hardware chip.

The rest of the paper is organized as follows: In Section 2, we describe the related
works including cryptographic key management and function calling conventions. In
order to understand the function call obfuscation, we introduce the function calling
conventions in x86 and ARM architecture in detail. Section 3, we present our proposed
scheme for sensitive data hiding using the function call obfuscation techniques. We
describe our scheme by illustrating the source code examples in 16-bit x86 and ARM.
Finally, Section 4 concludes the paper.

2. Related Works

2.1. Cryptographic Keys

Cryptography is a method of storing and transmitting data so that only those for whom
it is intended can read and process it [10]. There are five primary functions of
cryptography: privacy/confidentiality, authentication, integrity, non-repudiation, and key
exchange. In cryptography, a key is a piece of information used in cryptographic
algorithm.  For encryption algorithms, a key specifies the transformation
of plaintext into cipher text, and vice versa for decryption algorithms. According to
NIST SP 800-57, there are many types of cryptographic key such as private
authentication key, public authentication key, symmetric data encryption key, symmetric
master key and so on [17]. The key management is one of the most important aspects of
cryptographic systems for securing computing and communication systems. Keying
material should be available as long as the associated cryptographic service is required.
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Keys may be maintained within a cryptographic module while they are being actively
used, or they may be stored externally and recalled as needed [17]. Some keys may need
to be archived if required beyond the key’s originator usage period.

According to NIST SP 800-57, the following protections and assurances may be
required for the keying material.

e Integrity protection (also called assurance of integrity) shall be provided for all
keying material. Integrity protection always involves checking the source and format of
received keying material. Integrity protection can be provided by cryptographic integrity
mechanisms (e.g., cryptographic checksums, cryptographic hash functions, MACs, and
signatures), non-cryptographic integrity mechanisms (e.g., CRCs, parity checks, etc.), or
physical protection mechanisms.

o  Confidentiality protection for all symmetric and private keys shall be provided.
Public keys generally do not require confidentiality protection. When the symmetric or
private key exists internal to a validated cryptographic module, confidentiality protection
is provided by the cryptographic module in accordance with [18], level 2 or higher. When
the symmetric or private key exists external to the cryptographic module, confidentiality
protection shall be provided either by encryption (e.g., key wrapping) or by controlling
access to the key via physical means (e.g., storing the keying material in a safe with
limited access).

e  Association protection shall be provided for a cryptographic security service by
ensuring that the correct keying material is used with the correct data in the correct
application or equipment.

e  Assurance of domain-parameter and public-key validity provides confidence that
the parameters and keys are arithmetically correct.

e  Assurance of private key possession provides assurance that the owner of a public
key actually possesses the corresponding private key.

e  The period of protection for cryptographic keys, associated key information, and
cryptographic parameters (e.g., initialization vectors) depends on the type of key, the
associated cryptographic service, and the length of time for which the cryptographic
service is required. The period of protection is not necessarily the same for integrity as it
is for confidentiality.

2.2. Function Calling Conventions

A function calling convention is defined as an implementation scheme for how
functions receive parameters from their caller and how they return a result [19]. Calling
conventions may differ in:

e Where parameters, return values and return addresses are placed (in registers, on
the call stack, a mix of both, or in other memory structure)

e The order in which actual arguments for formal parameters are passed

e How a return value is delivered from the callee back to the caller (on the stack, in a
register, or within the head)

o How the task of setting up for and cleaning up after function call is divided
between caller and the callee

e How local variables are allocated
Calling conventions are usually related to a particular programming language’s
evaluation mechanism as well as CPU architecture.

2.2.1. x86 architecture: There are some types of function calling conventions in x86
architecture: cdecl, stdcall, fastcall [20-21].
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#include <stdio.h>
int __calling convention convention_test (int a, int b)

{
returna + b;
}
int main (int argc, char* argv[]) {
int x;
X = convention_test(1,2);
return O;

Figure 1. C Code for Testing the Function Calling Convention

The cdecl (which stands for C declaration) originates from the C programming
language and is used by many C/C++ compilers. The C language uses this calling
convention by default. So if you define nothing about function calling convention, it is
considered as cdecl. In cdecl, function arguments are passed on the stack in Right-to-Left
order. And return value s are passed in EAX register [20]. Registers EAX, ECX, and
EDX are caller-saved, and the rest are callee-saved. In the Figure 2, ‘ADD ESP, 8’means
that the caller cleans the stack after the function call returns.

main :

PUSH EBP

MOV EBP, ESP
PUSH EAX

PUSH 2

PUSH 1

CALL _cdecl_test
ADD ESP, 8

XOR EAX, EAX
POP EBP

RETN

Figure 2. Assembly Code of Main Function

_cdecl_test :

PUSH EBP
MOV EBP, ESP
MOV EAX, [EBP+8]
ADD EAX, [EBP+C]
MOV ESP, EBP
POP EBP

RETN

Figure 3. Assembly Code of cdecl Test Function

The stdcall calling convention is a variation on the Pascal calling convention in which
the callee is responsible for cleaning up the stack, but the parameters are pushed onto the
stack in right-to-left order, as in the cdecl calling convention. Registers EAX, ECX, and
EDX are designated for use within the function. Return values are stored in the EAX
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register. The arguments on the stack are cleaned up by the callee in contrast with the
cdecl convention. We can see this by ‘RET 8’ line in the Figure 6. Also, stdcall is the
default for system calls including Windows API calls.

main :

PUSH EBP

MOV EBP, ESP
PUSH EAX

PUSH 2

PUSH 1

CALL _stdcall_test
XOR EAX, EAX
POP EBP

RETN

Figure 4. Assembly Code of Main Function

_stdcall_test :

PUSH EBP
MOV EBP, ESP
MOV EAX, [EBP+8]
ADD EAX, [EBP+C]
MOV ESP, EBP
POP EBP

RETN 8

Figure 5. Assembly Code of stdcall Test Function

As you can see in the Figure 8, we can’t find ‘PUSH” instruction and there are ‘MOV’
instructions. That’s because the fastcall is a register based calling convention which
passes the first two arguments in registers, with the most commonly used registers being
EAX, ECX and EDX. It can reduce the number of memory accesses required for the call
and thus make calling usually faster. Also, it can directly add the value of EDX register to
it of EAX register as the Figure 9. And when the number of parameters is over the 3"
parameter, they are stored on the stack.

main :

PUSH EBP

MOV EBP, ESP
PUSH EAX

MOV EDX, 2

MOV EAX, 1

CALL _fastcall_test
XOR EAX, EAX
POP EBP

RETN

Figure 6. Assembly Code of Main Function
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_fastcall_test :

PUSH EBP
MOV EBP, ESP
ADD EAX, EDX
MOV ESP, EBP
POP EBP
RETN

Figure 7. Assembly Code of Fastcall Test Function

2.2.2. ARM Architecture: There are registers which are generally used to hold either
data or an address in ARM architecture. They are identified with the letter r prefixed to
the register number [22].

The registers are visible to the programmer as r0 to r15. The ARM processor has three
registers assigned to a particular task or special function: r13, r14 and r15:

o Register r13 is traditionally used as the stack pointer (sp) and stores the head of
the stack in the current processor mode.

e Register rl14 is called the link register (Ir) and is where the core puts the return
address whenever it calls a subroutine.

o Register r15 is the program counter (pc) and contains the address of the next
instruction to be fetched by the processor.

The calling convention being usually used in ARM architecture is similar to the
fastcall in x86 architecture. As it is above-mentioned, the fastcall in x86 passes one or
two arguments in registers. In ARM architecture, on the other hand, the first four integer
arguments are passed in the first four ARM registers: r0, rl, r2 and r3. And subsequent
integer arguments are placed on the full descending stack, ascending in memory as in
Figure 2. But, if arguments are over 32-bit length such as long long or double they split in
two and are passed in a pair of consecutive argument registers and returned in r0, rl.
Function return values are passed in r0.

sp+16 Argument 8

sp+12 Argument 7

sp+8 Argument 6

sp+4 Argument 5

sp Argument 4
r3 Argument 3
r2 Argument 2
rl Argument 1
ro Argument 0 | Return value |

Figure 8. Argument Passing of Function call in ARM

With regard to function calling and return, there is a difference too. BL instruction and
MOV instruction is used instead of CALL and RET instructions in x86 architecture. BL
instruction means to branch with link. It allows program to have subroutines and store a
return address in the link register Ir (same as r14). In another words, Ir has the address of
the next instruction after the BL instruction. At the end of the function, the address in Ir is
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copied to the pc (same as r15) by performing ‘MOV pc, Ir’ in the Figure 9. And it is same
as RET instruction is implemented. In the case of a function frequent called, it has
advantage in terms of speed. That’s because it doesn’t have to store return address in the
stack each time. For this reason, there doesn’t exist the RET instruction in ARM
architecture.

BL subroutine ; branch to subroutine

CMP R1, #3 ; compare r1 with 3

MOVEQ R1, #0 ; if (r1==3) then r1=0
subroutine

<subroutine code>

MoV PC, LR ; return by moving pc =1Ir

Figure 9. An Example of a Function Call in ARM

3. Sensitive Data Hiding Scheme using Function Call Obfuscation

In this section, we study a sensitive data hiding scheme using obfuscation techniques
and function calling conventions. The proposed scheme assumes that there is a compiler
which performs software obfuscation by calling the obfuscator. When the compiler
translates source code into machine code, it calls obfuscator to perform function call
obfuscation. The compiler inputs sensitive data information from user and creates a
hidden area between obfuscated functions to hide sensitive data.

The obfuscation techniques are categorized as call obfuscation, return obfuscation,
false return obfuscation, jump obfuscation and so forth [14-16, 23-24]. Among them, our
scheme is related to the function call obfuscation. Usually the next instruction to be
executed after a function end is the instruction located after its respective function call
instruction. By using this convention, the disassembler commonly disassembly the bytes
stored after call instruction. The obfuscator exploits this disassembler’s behavior and
obfuscates a program, redirecting the return of a function to another location. As a result,
it can create a hidden area between functions to store some information which we want to
hide. If the binary code is disassembled, hidden area represents the meaningless machine
instructions. Therefore, when performing the reverse engineering, the attackers have
difficulties in understanding the execution flow and hidden data.

3.1. x86 Architecture

The proposed scheme modifies the obfuscator to make a function call using other set
of instructions and the fastcall calling convention. Without loss of generality, we explain
the proposed scheme. This scheme scan be adopted to various processor architectures
with minor modification. In this proposed scheme, to obfuscate a function call, we create
an intermediate function which uses the fastcall calling convention. Using the
intermediate function, we push the memory addresses on the stack: the address of the
function to be executed and the return address of the function. And the RETN instruction
makes the control flow to be unchangeably run.

For example, Figure 10 and 11 illustrate a non-obfuscated and an obfuscation function
call in the order named. In Figure 10, the ‘Function 1’ is called at address 0x1020. The
RETN at the address 0x1080 lets the control flow go back to the address 0x1024 (MOV
AX, 10) which is next to the CALL instruction of the ‘Function 1’. In Figure 11, the
‘MOV AX, 10’ instruction is relocated to 0x104C, but it doesn’t affect the original
program execution flow in the proposed scheme. In Figure 11, the ‘Function 2’ is an
intermediate function between a caller and a callee.
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0x1020 : CALL Functionl <0X1060>
0x1024 : MOV AX, 10 ——t—

Function 1:

0x1060 : PUSH BP
0x1064 : MOV BP, SP

0x107C : POP BP
0x1080 : RETN (R T—

Figure 10. Non-obfuscated Function Call in x86

In this work, we assume that the memory address is 16-bits length. So we utilize 8-bits
registers. Firstly, the address 0x104C is stored at BH and BL registers using two MOV
instructions, and then two PUSH instructions load the memory address on the stack. The
memory address of the ‘Function 1’ is called by the ‘Function 2. We pass the address
0x1060 to parameters of the ‘Function 2°. As the ‘Function 2’ uses the fastcall calling
convention, it is to use CX and DX registers instead of PUSH instruction.

When the control flow is transferred to the ‘Function 2°, we move SP register to next
to where the value of the BX register is loaded on the stack. Then, the address 0x1060
stored at CX and DX registers is loaded on the stack. When the ‘Function 2° encounters
RETN instruction at the address 0x2014, it gets the memory address of the ‘Function 1’
(the address 0x1060) on the top of the stack. When the ‘Function 1’ finishes, the RETN
of the ‘Function 1’ gets the address 0x104C on the stack. Finally the program execution
flow is the same as the original code.

It is important that there is the memory interval between 0x103C to 0x1048. It is called
a hidden area. We can use this to secretly store data which must be hidden.

> Function2 :
0x2000 : PUSH BP
0x2004 : MOV BP, SP
0x1020 : MOV BL, 0x4C 0x2008 : MOV SP, BP+4
0x1024 : MOV BH, 0x10 0x200C : PUSHDL
0x1028 : PUSHBL 0x2010 : PUSHCL
0x102C : PUSH BH 0x2014 : RETN ———
0x1030 : MOV DX, 0x60 :
0x1034 : MOV CX, 0x10 1
0x1038 : CALL __fastcall Function2<0X2000> :
i
. Functionl :
Hidden Area 0x1060 : PUSH BP 4-—---!
0x1064 : MOV BP, SP
0x104C : MOV AX, 10

0x107C : POP BP
0x1080 : RETN

Figure 11. An Obfuscated Function Call Creates a Hidden Area in x86
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< Stack >

@ 2 ®
Bp. a
YSp’ i
Return Address Return Address MAIN
0x10 | OXAC E[m 0x104C 0x104C @ MOV BL, 0x4C
BP ' MOV BH, 0x10
| Bx [ox10] oxac| X 0x10 ox 0x10 PUSH BL
- : PUSH BH
< Register > DX 0x60 DX 0x60
(_fastcall convention)
@ 5 ® @ MOV DX, 0x60
MOV CX, 0x10
B8R CALL Function2
: 'SP | 4]  runcionz:
Retura-dddress 0x10 i 0x60 (3 PUSH BP
0x104C EFI 0x104C 0x104C MOV BP, 5P
@ MOV SP, BP+4
X 0x10 X 0x10 © PUSH DL
PUSH CL
DX 0x60 DX 0x60 ® RETN
FUNCTION 1
@ 3 ® @ PUSH BP
POP BP
{ﬂ ® RETN
BP gR o
0x104C 0x104C cp

Figure 12. Changes of Stack and Registers during the Execution of Code in
Figure 11

3.2. ARM Architecture

The proposed scheme’s concept in ARM architecture is similar to that of x86
architecture. We once explained that CALL and RETN instruction in x86 system is
substituted with BL and MOV instruction in ARM architecture, in Section 2.2. Since
ARM architecture doesn’t have the fastcall convention, we cannot obfuscate function call
using the fastcall convention. Instead, this proposed scheme modifies the obfuscator to
make a function call using the four-register rule and the link register, Ir.

Figure 13 shows an example of non-obfuscated function call in ARM architecture. In
Figure 13, the ‘Function 1’ is called by BL instruction. In ARM architecture, BL
instruction performs a branch with link operation [E]. BL instruction stores the next value
of the program counter — the return address — into the link register (Ir) and the destination
address into the program counter (pc). Hence, it immediately transfers execution control
to the destination address, passing the return address in Ir as an additional parameter to
the called subroutine. Later, execution control is returned to the instruction following BL
instruction when the return address (which is stored in Ir) is loaded back into the pc. In
Figure 13, at the address 0x1020, pc is changed to the address of 0x1060. And the return
address 0x1024 is in Ir. It lets the flow of execution go to the ‘Function 1’ (0x1060). At
the end of the ‘Function 1°, execution flow goes back to the address 0x1024 by
performing ‘MOV pc, Ir’.
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MAIN :
0x1020 : BL Function 1
0x1024 : MOV R2, #10 €<4=-=—

Function 1:
0x1060 : MOV R3, #0
0x1064 : CMP R3, #0

0x107C : ADD R3, PC, R3
0x1080: MOV PC,LR =

Figure 13. Non-obfuscated Function Call in ARM

Now, we describe how we obfuscate functions and create the hidden area. Figure 14
illustrates an example. We create an intermediate function called ‘Function 2’. The
intermediate function’s role is to obfuscate a function call by changing the return address.
As the ‘Function 2’ is branched, the arguments of the function are passed in the first four
registers: from r0 to r3. Then at 0x2000, the ‘Function 2’ adds the value of rl to that of
rO and adds r3 to r2 (i.e,, rO = rO + rl, r2 = r2 + r3). Consequently the value of r0
becomes 0x1060 and the value of r2 becomes 0x104C. And then at 0x2008, ‘BL RO’ lets
the control flow be transferred to the ‘Function 1°. At the end of the ‘Function 1’, ‘MOV
PC, LR’ transfers execution flow back to the next instruction of the ‘BL RO’ in the
‘Function 2’. After that, we directly change the value of Ir to r2 by performing ‘MOV LR,
RO’ at 0x2004. The link register of the ‘Function 2’ held 0x1038 which is next to the ‘BL
Function 2’, but it is turned into 0x104C. By doing that, the value of the link register is
copied to the program counter when returning from the ‘Function 2’.

Note that there is no change in the program execution flow between Figure 13 and
Figure 14. Furthermore, we can create a hidden area from the address 0x1038 to 0x1048.
That is, we can secretly store a cryptographic key or important data in this area.

> Function 2 :
MAIN : 0x2000 : ADD RO, RO, R1
0x1020 : MOV RO, 0x1000 0x2004 : ADD R2, R2, R3
0x1024 : MOV R1, 0x60 0x2008 : BL RO
0x1028 : MOV R2, 0x1000 0x2004 : MOV LR, R2 <¢=-1=
0x1030 : MOV R3, 0x4C == 0x2008 : MOV PC, LR
0x1034 : BL Function 2

-
1
1
1
! Function1:
Hidden ! 0x1060 : MOV R3, #0 ==
Area : 0x1064 : CMP R3, #0
1
1
Ox104C : MOV R2, #0 <=f=mm=m—-

0x107C: ADD R3, PC,R3
0x1080: MOV PC, LR ======

Figure 14. An Obfuscated Function Call Creates a Hidden Area in ARM
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@ @ )
RO | 0x1000 RO | 0x1060 - RO | 0x1060 MAIN :
( function calling )
R1 0x80 R1 0x60 R1 0x60 MOV RO, 0x1000
R2 0x1000 R2 0x104C R2 0x104C MOV R1, 0x60
MOV R2, 0x1000
R3 Ox4c R3 Ox4c R3 0 MOV R3, 0x4C
(1) BL Function 2
R14/r | 0x1038 R14/r | 0x1038 R14/r | 0x2004 - FUNCTION 2 :
R15 0x2000 R15 0x2000 RIS Ox1060 D ADD RO, RO, R1
pe | emn g pel pe | X 1 ADD R2, R2, R3
@ ® ® @ BLRO
RO 0x1060 RO 0x1060 RO 0x1060 FUNCTION 1 :
R1 0x60 R1 0x60 R1 Ox60 MOV ERs, #0
R2 0x104C - R2 0x104C R2 0 @ MOV PC, LR
R3 0 R3 0 R3 o FUNCTION 2:
@ MOV LR, R2
® MOV PC, LR
R14/r | 0x1038 R14/r | 0x104C ) R14/r | 0x104C MAIN
R15 pc | 0x2004 R15 pc | 0x2004 R15 pc | 0x104C4m= = ®MOVR2, #0

Figure 15. Changes of Registers during the Execution of Code in Figure 14

4. Conclusion

For secure Internet of Things, cryptography and software obfuscation are
indispensable for protecting sensitive information and software intellectual property. In
this paper, a sensitive data hiding scheme has been proposed for loT devices. The
proposed scheme exploits software obfuscation technique and conceals sensitive data in
the hidden area of obfuscated software code. In terms of cost, the proposed software-
based hiding scheme outperforms the legacy hardware-based schemes which store data in
additional hardware chip. For the future work, we will implement the proposed scheme in
small-scale 10T devices to evaluate the performance.
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