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Abstract

With the progress of science and technology and the development of society, computer
network information security becomes a social problem. In this paper, according to the
characteristics of computer network information, the influencing system of computer
network information security is constructed. Using matter element analysis method and
grey theory to establish the grey matter-element model of the computer network
information security, computer network information security can be divided into four
grey clustering levels, according to the results of the expert scoring to determine the grey
clustering level of computer network information security, which provides a professional,
scientific and reasonable method for studying computer network information security.

Keywords: network information; grey element; whitening value; security; weight

1. Introduction

In recent years, the rapid development of computer technology and computer network
provides convenience for people, which plays a huge role in promoting the development
of the whole society. Computer network is widely applied in every aspect of human
social life. It has become an important part in people's lives. The spread of network
information affects the whole society. But at the same time, it brings many challenges as
well. With the growth of people's demand for network information resources, the
information security issues become more and more prominent, and viruses, hacker,
network crimes bring a great challenge to network information security. Therefore,
computer network security is a very important and urgent task.

2. The Influencing System of Computer Network Information Security

2.1. The Selecting Principles of Main Influencing Factors of Computer Network
Information Security

Computer network information is enormous. There are many factors affecting
information security. In the selecting process of influencing factors, certain principles
should be followed, not only ensuring to contain all aspects and levels, but also being
simple and easy to calculate and satisfy.

(1) The combination of comprehensiveness, systematisms and emphasis factors

In the selecting process of main influencing factors of computer network information
security, we should not only comprehensively consider the various influence of computer
network information security, but also form a system. At the same time, according to the
different emphasis, the local emphasis factors should be considered, achieving the
combination of comprehensiveness, systematisms and emphasis factors.

(2) The combination of accuracy and fuzziness

The research of computer network information security should be based on a large
amount of data as support. Therefore, the selected influencing factors should collect
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accurate data. At the same time, some factors just need to evaluate the general direction,
which means, achieving the combination of accuracy and fuzziness.

(3) The combination of diversity and changeability

With the development of science and technology, the update of computer network is
very quick. At the same time, different network information is different. Therefore, the
diversity and changeability should be combined.

(4) The combination of feasibility and stability

The influencing system of computer network information security must have the
feasibility. Through this system, the feasibility study could be carried on. At the same
time, the stability should be maintained. The influence factors cannot be changed at any
time.

2.2. The System and its Influence of Computer Network Information Security

According to the selecting principles of main factors that influence the computer
network information security, combined with the actual situation of the current computer
network information security, the influencing system is built up in Table 1.

Table 1. The Influencing Factors of Computer Network Information and its
Influence on the Second-level Factors

target

main
factors

second-
level factors

the influence the second-level factors
to computer network information

Comput
er network
information
security P

Network
security
protection
A

Firewall

Firewall has very good protection.
Configure firewall into different
protection levels, computer network
security is also different.

proxy
server

The proxy server is a service security
function, mainly from the conversation
layer of the open system interconnection

(OSI) model to the firewall.

Anti-virus
system

Can prevent most viruses that attack
buffer overflow vulnerability.

Password
system

The password system could realize the
encryption protection of computer
network information, and prevent

information leakage.

Security
database

Security database is a database
management system that on the basis of
general function of relational database,

improves the security of database,
achieving the standards of TCSEC and
the B1 level of TDI (security label
protection) or the third level (security
label protection level) of Chinese
national standard <The security
protection classification standards of
computer information system >or above
it.

Authenticat
ion system

The system could realize the safety
identification of computer network
information, prevent the dangerous

information like viruses, Trojans into the
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computer.

safe
operation
system

an

Safe operation system meets the safety
technical requirements of computer
information system such as discretionary
access control, mandatory access control,
marking, identification, object reuse,
auditing, data integrity, covert channel

alysis, trusted path, trusted recovery.

Personnel
security
protection

computer network information, which
could prevent unnecessary people contact

Personnel security protection is the
protection for exposure workers of

with the security information.

Intrusion in

detection

carries on the analysis to the key points

security policy or signs of being attacked

Through collecting information and

computer network or computer system
to find whether there is violation of

in the network or system.

Network
security
detection B

vulnerability

System

scanning

is security detection behavior based on

System vulnerability scanning

the vulnerability database to find the
available vulnerability.

frangibility
scanning

By means of scanning, check the
security frangibility of the designated
remote or local computer system.

virus detection

Trojan

and carries on the isolation and cleared.

Can timely detect the Trojan virus,

Passive
emergency
response

d

After the information security threat, a
series of operations such as system
backup, virus detection, back door

etection, removing the virus or the back
door, isolation, system recovery,

investigation and tracking, invaders

forensics and etc.. should be taken.

Network
emergency
response C

active
emergency
response

Before the information security threat,
some preparation should be made in
advance, such as carrying on the risk
evaluation, developing security plans,
training security consciousness, making
the security announcement or other
protection measures.

Emergency
response
speed

Emergency response speed decides the
harm size and the level of information
security.

Informat
ion disaster
recovery D

system
repair

System repair is the repair after
information security being attacked. The
speed and degree of its repair decide the

efficiency of computer information
security prevention.

data backup

Data backup is the basis of disaster
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repair recovery. In order to prevent the system
misoperation or data loss because of
system fault, gather all or part of data and
copy it from the host hard disk or array to
the other storage medium.
Security policy is a set of rules used in

security all activities related to security in a
policy certain security area. Its upgrade speed
upgrade directly decides the degree of network

information security.

3. Grey Matter Element Model of Computer Network Information
Security

Grey matter element model is the model of studying object influential effect combined
with the grey theory and the matter-element analysis method. It is suitable for solving the
fuzzy problems, transferring the ambiguous problems into the compatible and quantized
problems.

3.1. Determine the Grey Number Whitening Value of Computer Network
Information Security

Here we adopt grey element expression, that is, use the ordered triple of computer
network information security, the characteristics of computer network security, and the
grey number whitening value to describe computer network information security, and

®R is used to express.
- N
®R :|: Z :| ,
c ®

N indicates computer network information security, c indicates the characteristics of
computer network security(the second-level influencing factors of computer network
information security), ® indicates the grey number whitening value corresponding to the
second-level influencing factors of computer network information security.

3.1.1. Determine the grey clustering levels of computer network information
security: According to the analysis of the influencing factors of computer network
information security, referring to a large number of literature and material, combined
with the computer network experts’ opinion, the grey clustering levels of computer
network information security could be divided into four levels, that is, very safe, safe,
general, unsafe. The specific details are shown in Table 2.

Table 2. The Level Classification Table of Computer Network Information
Security (10 Points System is used)

Computer network information security level | Scale (no unit)
Very safe =8
safe 6~8
general 4~6
unsafe =4

3.1.2. Determine the whitenization weight function of computer network
information security: There are three kinds of expressions of the whitenization weight
function, that is:
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1. The upper type, the grey number is® <[0,d,,+x), its whitenization weight function
is:

9 d. [0,d,]
T i € '
d, : '
fl(dji) =11 dji e[d,, +o) 1)
0, dji ¢ [0,+x)

2. The middle type, the grey number is ® €[0,d,,2d,], its whitenization weight
function is:

d.
2L dji €[0,d,]
d,
d.
fZ(dji): _d_Jv dji e[d,,2d,] (2)
1
0, dji ¢[0,2d,]

3. The lower type, the grey number is® €[0,d,,d,], its whitenization weight function
is:

1, d, €[0,d,]

d,—d.
fB(dji): d2 _dl ) dji eld;,d,] 3)
2~

0, d,«[0d,]

The selection of d,,d, in formula (1) (2) (3) is usually carried on according to the
related standards or the previous experience, or could be valued according to the
minimum, average, maximum of the sample matrix to determine the threshold value of
lower limit, middle and upper limit.

Referring to Table 2 and the actual situation of computer network information
security, the 4 grey clustering function expressions of computer network information
security could be determined as follows:

d
9, 0<d<s8 g’ 0<d<8
f(d)=41 d>8 , f,(d)= 2—%, 8<d<16 .
0, d<0 0, d>16,d<0
d o<d<o
5 <ds< 1 0<d<4
d

f,(d) = 2—%, 6<d<12 , f,(d)= 2—2, 4<d<8 .
0, d>12,d <0 0, d>8,d<0
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3.1.3. Determine the Grey Coefficients of Computer Network Information Security:

Using the expert evaluation method to score computer network information security,

we could getDy, Dj(iA) indicates the scoring matrix the experti give to the jth second-

level factors of the main factor A.
Integrated matrix Df.A) and the whitenization weight function f, (d;) , we could get the

grey evaluation coefficient jth second-level factor of the main factor A to the main
factor A which belong to k th grey clustering as follows:

®(jf) = i i (dji) 4)

3.2. The Grey Matter Elements of Each Main Factor of Computer Network
Information Security

®ji (j=12,---,m;i=1,2,---,n) is the corresponding grey number whitening value of n
main factors of computer network information security under jth grey clustering level,
therefore we could get n-dimension grey element of j th grey clustering level.

®R. =|C,

c, ®.

n jn |

M indicates the jth grey clustering level, c; indicates the i th main factor of j th grey
clustering level, ®n (j=12,---,m;i=12,---,n) indicates the corresponding grey number

whitening value.
Gather the n -dimension grey element of m grey clustering levels, write n -

dimension composite grey element of m grey clustering levels, use ®R_ to express,
namely:

M 1 M 2 M m

B G Ci()n (?21 (i()ml
® Rmn =16 ®12 ®22 ®m2
_Cn ®1n ®Zn ®mn

3.3. n-Dimension Grey Element of the Ideal Risk Set of Computer Network
Information Security

Find out the optimal value from m grey clustering levels, make up an ideal risk set so
as to construct the n-dimension grey element of the ideal risk set.
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C

n on_|

Normally, the optimal value is determined according to the minimum value, the
medium value and the maximum value of grey number whitening value of each main
factor, namely, there are 3 types:

(1)The smaller the optimal type: : ®R;; = ®R; A®R,; A---A®R ;;
(2)The moderate type: ®R; =u,;;
(3)The bigger the optimal type: ®R,, =®R, v &R, v---v&R _,

Andi=12,---,n, Ais min- operation, V is max- operation.
3.4. The Correlation Analysis of Computer Network Information Security

3.4.1. Expert Scoring Data Processing

Use the interval data processing to carry on the dimensionless processing to the
original data. There are three kinds of concrete forms, that is:

_ . max®, - ®
(1)The smaller the optimal type: ®'; = —r
max®; —min®;,
. min(®, -u,
(2)The moderate type: ), =M;
max(®; —u;
®; —min®,;

(3)The bigger the optimal type: ®’ji = s —
max®; —min®

And j=12,--m, i=12,--,n.

3.4.2. The Correlation Analysis of Computer Network Information Security

Calculate the n-dimension correlation coefficient composite grey element of m grey
clustering levels as follows:

M M M

) , N
C, ®§11 ®§21 o ®§ml
®Rg =G ®§12 ®§22 ®§m2 )
_Cn ®§ln ®§2n o <>~bé:mn _

®§ji indicates the correlation coefficient whitening value ofi th main factor under the
j th grey clustering level after the standardization transformation, j=1,2,---,m ,
i=12,---,nthe elements in the matrix are as follows:
= . _ Amin+ pAmax

RE. = 5
i A + pAmax ®)
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Ay =|®,-®;| , Amax indicates the maximum value of absolute

error A; , Amin indicates the minimum value of absolute error A; , p indicates the

resolution coefficient, normally, Amin=0, p=0.5.

3.4.3. Calculate the Correlation of Computer Network Information Security.

Using the fuzzy hierarchy method to calculate each factor weight of computer network
information security o, @,,, o, indicates the weights of the main factors, «,, indicates

the second-level factor weight under k th main factor. Each factor weight of computer
network information security is shown in Table 3.

Table 3. Each Factor Weight of Computer Network Information Security

main factors Weight Second-level factors weight

Firewall 0.1996

proxy server 0.1123

Anti-virus system 0.0956

. . Password system 0.1178

Network security protection A | 0.3847 Security database 0.0862
Authentication system 0.1530

safe operation system 0.1103

Personnel security protection | 0.1252

Intrusion detection 0.3803

System vulnerability scanning | 0.2536
frangibility scanning 0.2305
Trojan virus detection 0.1356
Passive emergency response | 0.2667
Network emergency response C | 0.2761 | active emergency response | 0.3333
Emergency response speed | 0.4000
system repair 0.1400
Information disaster recovery D | 0.1907 data backup repair 0.6200
security policy upgrade 0.2400

Network security detection B | 0.1485

From Table 3 we could get:
@ =(0.3847,0.1485,0.2761,0.1907),
, =(0.1996,0.1123,0.0956,0.1178,0.0862,0.1530,0.1103,0.1252)
@, =(0.3803,0.2536,0.2305,0.1356) , e, =(0.2667,0.3333,0.4000),
@, =(0.1400,0.6200,0.2400) .
Carry on the weighted calculation to each factor of computer network information

security, and we could get the overall grey correlation degree the major factors of
computer network information security to level k of grey clustering.

RA =, -®R§ (6)

According to the maximum membership degree principle, the grey clustering level of
computer network information security could be determined.
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4. The Simulation Calculation of Computer Network Information
Security of Weifang University of Science and Technology

Five computer network experts are hired to score the computer network information
security of Weifang University of Science and Technology. The results are shown in

Table 4.

Table 4. The Scores the Experts Give to the Computer Network Information

Security of Weifang University of Science and Technology

Second-level factors Expert 1 | Expert 2 | Expert 3 | Expert 4 | Expert 5
Firewall 4.3 5.8 5.5 6.8 7.8
proxy server 8.2 7.8 8.3 7.5 8.5
Anti-virus system 8.1 8.5 8.8 7.6 8.6
Password system 3.5 5.2 4.3 3.0 6.0
Security database 4.2 3.8 3.6 4.5 6.5
Authentication system 3.8 4.3 4.8 3.2 5.2
safe operation system 4.5 5.6 4.8 6.0 8.1
Personnel security protection 4.0 3.2 4.1 3.9 5.9
Intrusion detection 51 6.2 6.8 4.2 6.2
System vulnerability scanning 6.2 5.4 4.2 4.8 6.8
frangibility scanning 4.3 4.8 3.8 4.2 6.2
Trojan virus detection 5.2 55 4.8 3.8 5.8
Passive emergency response 6.6 5.6 5.2 4.4 54
active emergency response 5.8 6.8 7.8 5.4 6.4
Emergency response speed 4.8 6.8 6.8 5.2 7.2
system repair 55 6.5 6.8 6.6 7.0
data backup repair 7.6 5.6 6.2 4.8 4.6
security policy upgrade 5.8 6.8 7.8 6.4 5.4
From Table 4, we could get:
43 58 55 6.8 738
82 78 83 75 85
81 85 88 7.6 86 51 6.2 68 42 6.2
DW _ 35 52 43 3.0 6.0 D® _ 6.2 54 42 48 6.8
42 38 36 45 65/ 43 48 38 42 62|
3.8 43 48 32 52 52 55 48 38 5.8
45 56 48 6.0 81
40 32 41 39 59
6.6 56 52 44 54 55 65 68 66 7.0
D =|58 6.8 78 54 64|, D®={76 56 62 48 46].
48 68 68 52 7.2 58 68 78 64 54

Calculate the 4 grey clustering coefficients of the first second-level factor of the main
factor A of computer network information security, namely:

&, = 25: f(d,) = f,(4.3)+ f,(5.8) + f,(5.5) + f,(6.8) + f,(7.8) =3.8;
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&,, = 1,(d,) = f,(4.3)+ 1,(5.8) + f,(5.5) + f,(6.8) + f,(7.8) =3.8;

&, = i £,(dy) = £,(43)+ £,(5.8) + ,(5.5) + f,(6.8) + 1,(7.8) = 4.2;
Qg = i

f,(dy) = f,(4.3)+ f,(5.8) + f,(5.5) + f,(6.8) + f,(7.8) = 2.5.

In the same way, we could get the 4 grey clustering coefficients of the second and
third second-level factor of the main factor A as follows:

®,, =50, ®,,=49, ®,,=33, ®,,=01;
®y; =50, ®,,=47, ®,,=31, ®,,=11;

1}

=28, ®,,=28, ®,,=37, ®,,=41;
Dy =28, ®,, =28, ®,,=36, ®,, =42;
D =2.7, ®,,=27, ®,,=36, ®, =44;
®,; =36, ®,,=36, @, =41, ®,, =28;

®118 = 26’ ®218 = 26 ’ ®318 = 35y ®418 = 45 .

Therefore, the grey coefficient matrix ®R of the main factor A could be obtained,
namely:
3.8 38 42 25
50 49 33 0.1
50 47 31 11
28 28 37 41
28 28 36 42|
27 27 36 44
36 36 41 28
26 26 35 45

Using the bigger the optimal principle, the optimal solution of main factor A could be
determined as follows:

MO
c, 42
5.0
5.0
4.11.
4.2
4.4
4.1
45 |

N

w

c
c
QRN =|¢

~

ol

o

C
c
C7
C

o

Using the bigger the optimal criterion to carry on the standardized processing to ®R,,
the correlation grey matter element of the main factor A could be obtained as follows:
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033 033 1 011
1 096 059 0.33
1 087 051 033

033 033 062 1

033 033 054 1

033 033 052 1

033 033 1 0.16

033 033 049 1

JQRWA —
®RM =

According to the formula (6), we could calculate:

033 033 1 011
1 096 059 0.33
1 087 051 033

033 033 062 1

033 033 054 1

033 033 052 1

033 033 1 0.6

033 033 049 1

®A=(0.1996,0.1123,0.0956,0.1178,0.0862,0.1530,0.1103,0.1252)

= (0.4693,0.4524,0.6854,0.5904)

In the same way, we could get:

®B =(0.3997,0.3997,0.9240,0.5102) ; ®C = (0.6553,0.6553,1,0.3300) ;
®D =(0.7576,0.7576,1,0.3300) .

Finally, we could get the overall correlation coefficient of computer network
information security of Weifang University of Science and Technology as follows:

®P =(0.5653,0.5588,0.8677,0.4590)

According to the maximum membership degree principle, the grey clustering level of
computer network information security of Weifang University of Science and
Technology could be judged as general risk.

5. Conclusion

In recent years, with the development of computer network and the progress of science
and technology, the problems of network information security become a focus of our
society. The evaluation system of network security is very complicated, which needs to
use multi-level fuzzy indexes. Therefore, most people use the fuzzy comprehensive
evaluation model. In this paper, the grey matter-element method is used to study
computer network information security, which provides a more reasonable and scientific
method for evaluating network information security.
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