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Abstract 

A modified second-price sealed-bid auction scheme is exploited to study the interaction 

between the primary transmitter(PT) and multiple untrusted half-duplex secondary 

transmitters(STs). The STs will eavesdrop on the primary transmission unless they are 

allowed to transmit with the PT simultaneously. The auction scheme provides an 

opportunity for intensive cooperation between the PT and untrusted STs which leads to 

the performance improvement of all the players. In the proposed scheme, a trisection 

search algorithm is employed to find the optimal bidding power of the STs  in the 

presence of multiple eavesdroppers, and a bisection search algorithm is employed for the 

optimal transmit power of the winning ST. Numerical results show that the proposed 

scheme not only improves the achievable secrecy rate of the primary link but also 

increases the access opportunity of the STs. 
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1. Introduction 

The notion of secrecy was first proposed by Shannon. In his seminal work [1], 

Shannon made it possible to obtain the perfect secrecy without any secret key. This 

notion was applied to the discrete memoryless channel by Wyner[2], with a 

degraded wiretap channel model. However, when the source-destination channel is 

worse than the source-eavesdropper channel, the secrecy rate is equal to zero. To 

overcome this challenge, many researchers focused on potential cooperation among 

nodes to improve the wireless communication security [3]-[7]. Such a strategy is 

effective but some selfish nodes are reluctant to consume their resources for the 

communications which they don’t benefit from.  

The cooperative strategies for secrecy become perfect in cognitive radio network 

(CRN)[9], which is a promising technique to alleviate the spectrum shortage by 

allowing unlicensed users to coexist with licensed users. Many researchers 

considered a novel cooperation method based on spectrum leasing in which the STs 

would enhance the security of the primary link by playing the parts of cooperative 

relays or jammers, in exchange for gaining the spectrum access chances[10]-[12].  

The cooperative nodes in the above literatures are trusted. If the nodes are 

malicious, the cooperation with such nodes becomes complicated [13]-[17], because 

they are possible to act as eavesdroppers. Game theory is a proper tool to analyze 

the cooperation of such nodes. There have been several researchers employing game 

theory to model the cooperation with untrusted nodes [16][17]. A cognitive scenario 

was studied in [17] where the PT’s information must be secured from the untrusted 

half-duplex STs. In a time slot, the STs can only choose to eavesdrop on the primary 

traffic or transmit with a fixed power, and they prefer to transmit rather than 

eavesdrop. The ST who is willing to act as a friendly jammer and improves the 

secrecy rate best is allowed to access the licensed spectrum by the PT. The author 
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modeled the interaction between the PT and untrusted STs as a Stackelberg game in 

which the PT and STs play the roles of a leader and followers respectively[17]. This 

scheme takes effect, but it fails to adequately exploit the competitiveness of the 

multiple STs since they can only transmit with a fixed power. 

To tackle this problem, in this paper, a modified second-price sealed-bid auction 

[18] [19][20], as a type of game theory scheme, is applied to a similar scenario. The 

main difference between our system model and that of [17] is that the STs in our 

model can adjust their transmit powers to maximize the achievable secrecy rate for 

the access opportunities. 

The main contributions of our work are summarized as follows:  

 The achievable secrecy rate at the primary receiver(PR) is proved to be a quasi-

concave function with respect to the winning ST’s transmit power if a certain 

condition is satisfied. 

 Two iterative algorithms are proposed: one is based on the trisection search for the 

optimal bidding power of the STs and the other one is based on the bisection search 

for the optimal transmit power of the winning ST. 

 The proposed auction scheme stimulates the competitiveness of the multiple STs 

and promotes the cooperation between the PT and untrusted STs, so it brings the 

simultaneous performance improvement for all the players. 

The remainder of the paper is organized as follows. In Section 2, the system 

model is presented. In Section 3, we study the cooperation between the PT and 

multiple untrusted STs using the modified second-price sealed-bid auction scheme. 

Simulation results are provided in Section 4, followed by the conclusion in Section 

5. 

 

2. System Model 
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Figure 1. System Model 

We consider a CRN with one primary pair and multiple secondary pairs 

( 1, ,i N ) as illustrated in Fig.1. The STs are untrusted and their communication 

mode is half-duplex, in other words, they will eavesdrop on the primary link when 

they are not allowed to access the licensed spectrum. It’s assumed that the STs 

prefer to transmit rather than eavesdrop and they do not collude. It’s easy to see that 

the secrecy rate equals zero when the primary link is worse than the eavesdropper 

link. In our model the receivers consider the information from unintended 

transmitters as interference. If an appropriate ST is selected by the PT to transmit 

simultaneously, it causes less interference to the PR than to the unselected STs, and 

the security of the primary link is enhanced. 

Denote the instantaneous channel gain between the PT and the PR as 
ph , between 

the ST i and the ST j  as ijh , between the PT and the ST i  as Eih . Similarly, we 
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define , , ,si Pi iRh h h  as illustrated in Fig.1. The transmit powers for the ST i  and the PT 

are siP and 
pP .The maximum transmit power for all the nodes is maxP .The noise 

power is assumed to be the same for all the links, denoted by 2 . 

If the PT selects the ST i  to cooperate, other unselected STs act as eavesdroppers, 

the achievable secrecy rate of the primary link in the presence of the ST j is:  

 
2 2

log(1 ) log(1 ),
pp p

iR ij

Eji

s si

si si

P hP h
R P

P h P h
j

 



   
 

 
 
 

                                                         (1) 

where   max( ,0)x x

 . 

The achievable secrecy rate of the primary link in the presence of all the 

eavesdroppers( i.e. all unselected STs) is:  

 
2 2

min log(1 ) log(1 )
s

pp p

iR ij

Eji

si
j i

si si

P hP h
R P

P h P h 




   

 

 
 
 

 (2) 

The achievable rate of the secondary pair i is expressed as: 

 
2

log(1 )si

si si

si

p Pi

P
P h

R
P h

 


                                                                                            (3) 

 

3. Auction Scheme 
 

3.1. Game Theory Model 

In this paper, all the nodes are assumed to be selfish and rational. Game theory is 

a proper mathematical tool to analyze the interaction of such nodes [18]. As a kind 

of game theory, auction is a mature scheme to analyze how to assign resource 

efficiently. When a sealed-bid auction is exploited, the privacy of bidders is well 

guarded and the bidders submit bids simultaneously. Among various sealed-bid 

auction schemes, a second-price sealed-bid auction is famous for its truthful 

property, namely, each bidder will bid with the maximum amount it would like to 

pay for the object. In a second-price sealed-bid auction scheme, the bidder who submits 

the highest bid is rewarded with the object, only charged the second highest bid. If the 

bidder bids with a value less than its own valuation for the object, its winning chance is 

reduced. If it would pay the auctioneer larger than its own valuation, the winning chance 

increases but its utility is negative. The dominant strategy equilibrium (DSE), in which 

each player finds its perfect strategy regardless what other players may play, corresponds 

to such truthful strategy [18]. This means every bidder has no demand for the information 

on other bidders in a second-price sealed-bid auction. 

In short, we model the cooperation between the PT and untrusted STs as a second-price 

sealed-bid auction in which the PT and untrusted STs are the auctioneer and bidders 

respectively, and the ST who provides the PT with the largest secrecy rate wins the 

access chance of the licensed spectrum. 

 The strategy of each bidder is its transmit power choice. If the bidder i  is 

selected by the PT, its utility is given as follows: 

 
2

log(1 )si si

si si si s

p Pi

i

P h
P c P

P h
U





  


 
 
 

                                                                                 (4) 

where 
sic  is defined as the cost per unit transmission power. Otherwise the bidder’s utility 

is zero. 
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The bidder i ’s bid is the achievable secrecy rate of the primary link given by (2). 

It means that the parameters: 
ph and Eih ( 1, ,i N ) must be provided to the bidder i . 

The reserve price 0

s
R  set by the auctioneer is: 

2 2

0

1, ,
min log(1 ) log(1 )

p p p Ei

s
i N

P h P h
R

 





 
    

 
                                                                     (5) 

Only the bid which is larger than 0

s
R  can be accepted by the auctioneer. 

Denoting the strategy of the bidder i  in the DSE as 
si

bid
P , the index of the winning 

bidder is  

 
1

arg max
s

i
si

i N
w R P


                                                                                                             (6) 

if   0

s s

w

swR P R , otherwise no bidder is selected by the auctioneer. In the case that there 

are multiple equal highest bids, the auctioneer selects the cooperative bidder randomly.  

The winning bidder will be allowed to access the licensed spectrum only required 

to provide the auctioneer with the second largest bid which is defined as follows: 

 2 0max(max( , , )
s s si s

i w
R R P Ri


                                                                                            (7) 

 

3.2. Equilibrium 

It’s clear that  
si si

PU ( 0)siP   is a concave function in siP  and will be larger than 

zero over the range of 0
0 si siP P   ( 0

siP  is the nonzero solution of   0
si si

U P  ), if the 

condition  

0 0
si

si

si

si P

U
d

P



 


                                                                                                                            (8) 

is satisfied. Only this condition is met, the bidder i  is willing to participate in the bidding. 

Define  

 
1

arg max Ei
i N

k h


                                                                                                              (9) 

 arg max Ei
i k

b h


                                                                                                            (10) 

k i k
K

b i k


 
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                                                                                                               (11) 

then the ST K ’s eavesdropper channel gain is the largest among that of unselected STs 

when the ST i is selected by the PT to cooperate. 

As mentioned above, the bidder i (i.e. the ST i ) will improve the PT’s secrecy 

rate as far as possible to maximize its winning chance, so its dominant strategy si

bidP  

is the solution to the following optimization problem : 

 

 

  0

lim

arg max

arg max min ,

. . 0

=   

=    

     

s
si

si

s

i

si si
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i

s si
j iP

si si

i

s si

bid
R P

R P

R P R

P

j

s t P P


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

                                                                                     (12) 

where  ,i

s siR P j ,  
s

i

siR P and 0

s
R  are defined as (1), (2) and (5) respectively, lim

siP  is given 

as follows 
maxlim 0min( , )si siP PP=                                                                                                          (13) 

The bid si

bidR of the ST i is also given as follows: 
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 
s

bid

si

ibid
si R PR                                                                                                                  (14) 

In order to solve this optimization problem, we give the property of the function 

 
s

i

siR P in Theorem 1. 

Theorem 1. The function of the secrecy rate  
s

i

siR P is quasi-concave in siP  in the range 

0siP  and can achieve a value larger than 0

s
R , iff one of the following conditions is 

satisfied:  

 limA 0,C 0, max( / 2A ,0)K K K K

i i si i iP B      (15) 

 , C 0, 0K K

i ii k B    (16) 

where 0

s
R , k  and K , lim

siP  are given by (5), (9) and (11),(13) respectively, 

( ),K

i iK iR iK p EK iRA h h h h h h  22 ( ),K

i iK iR p EKB h h h h 

4 2( ) ( )K

i iR p EK iK p EK p iR iKC h h h h h h P h h     . 

Proof: Please see Appendix A. 

Due to the properties of the functions  
s

i

siR P  and  
si si

PU , the dominant strategy 

si

bidP in the DSE, as the solution of the optimization problem (12), can be obtained 

by the trisection search. The detailed steps are presented in Algorithm 1.   

 

Algorithm 1: Trisection search algorithm for the dominant strategy 
si

bid
P in the DSE 

Initialize: min 0siP  , max lim

si siP P ,
6

10


  . 

Step 1: for 1: N ( )j j i    

if 0j

iC  and A 0j j

i iB   

then min minmax( , / 2A )j j

si si i iP P B   

     else if 0j

iC  and A 0j j

i iB   

             then max maxmin( , / 2A )j j

si si i iP P B   

             end if  

     end if  

end for. 

Step 2: if min max

si siP P  

then the bidder i  quits from the bidding. 

else go to step 3 

end if 

Step 3: if i k and 0K

iC  , 0sid   

then 0si

bidP   

else  if 0, 0K

si id A  and 0K

iC   

then  set max
si

r
siP P , min

si

l
siP P  

while si si

r lP P    

( ) 2si si si

mid l rP P P  , ( ) 2si si si

midmid mid rP P P   

if    min , min , mid midmid

si si

i i
s s

j i j i
R P R Pj j

 
  

then si

r
si

midmidP P  

else si

l
si

midP P  

end if. 

end while. 
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Algorithm 1: Trisection search algorithm for the dominant strategy 
si

bid
P in the DSE 

si

bid
si

midP P  

else the bidder i  quits from the bidding. 

end if. 

end if 

 

3.3. The Power of the Winning ST 

The index of the winning bidder w  is defined as (6). If the traditional auction 

theory is employed, the relationship between the utility of the auctioneer and that of 

the winning bidder is opposite, namely one increases while the other decreases. But, 

in our second-price sealed-bid auction model, the utilities of the auctioneer and 

winning bidder may increase or decrease simultaneously in some specific ranges of 

sw
P due to their concavity. Therefore we slightly modify the second-price sealed-bid 

auction scheme [11]: the winning bidder must provide at least the second highest 

bid. In this setting, the winning ST w  may maximize its own utility by adjusting the 

transmit power swP under the constraint   2w

sw ss
R P R , which can bring the 

simultaneous performance improvement to the PT and winning ST.  

The outcome of the modified second-price sealed-bid auction is summed up in 

Theorem2. 

Theorem 2 The optimum transmit power *

swP of the winning secondary transmitter 

w  is: 

 

2

2

*

2

2

, 0

, 0

, 0

0

sw s

sw s

sw

sw sw s

sw s

SH opt SH

SL opt SL

opt SL opt SH

opt

P R

P R
P

P P R

P R

P P

P P

P P

  


 
 

  




 (17) 

where SHP and SLP ( SH SLP P ) are the transmit powers with which the winning 

secondary transmitter can provide the primary transmitter with the second highest 

bid 2

sR , and their values are given by Algorithm 2; 
sw

opt
P is the transmit power which 

maximizes the winning secondary transmitter’s utility  and is expressed as 

Error! Reference source not found.: 

 

ax

2

0

1

ln 2

mP

sw

p Pwopt

sw sw

P
P h

c h

 
  
  

 (18) 

 

Algorithm 2: Bisection search algorithm for 
SH

P and 
SL

P  

Initialize: max

swP , min

swP and are given by Algorithm 1 

Step 1: If  max 2min , 
w

s sw s
j w

R P j R


  

then maxSH

swP P ,   2rmi

w s

d

sR R  

else 
rleft

sw sw

bidP P , maxrright

sw swP P ,    2rleftrmid rright

sw swsw P PP  ,     min , 
rmid

sw

w

s
j w

rmid

sw PR jR


 . 

end if. 

Step 2: While   2rmid

sw sR R    

 If 
  2rmid

sw sR R  

then  rright rmid

swsw PP   
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Algorithm 2: Bisection search algorithm for 
SH

P and 
SL

P  

else  rleft

w

mid

sws

rP P  

end if. 

   2rleftrmid rright

sw swsw P PP  ,     min , 
rmid

sw

w

s
j w

rmid

sw PR jR


 ,  rmid

sw

SHP P . 

end while. 

Step 3: If  min 2min , 
sw

w

s
j w

sR P j R


  

then minSL

swP P ,   2lmid

sw sR R , 

else 
minlleft

sw swP P , lright

sw sw

bidP P ,    2lleftlmid lright

sw swsw P PP  ,     min , 
lmid

sw

w

s
j w

lmid

sw PR jR


 . 

end if. 

Step 4: While   2lmid

sw sR R    

If 
  2lmid

sw sR R  

then lleft lmid

sw ws PP   

else lright lmid

sw ws PP   

end if. 

  2lleftlmid lright

sw swsw P PP  ,     min , 
lmid

sw

w

s
j w

lmid

sw PR jR


 ,  lmid

sw

SLP P . 

end while. 

Proof: According to Theorem 1 and Algorithm 1, the function of the secrecy rate 

 
s

w

swR P is increasing in the region 
sw sw

SL bidP PP   and decreasing in the region 

sw sw

bid SHP P P  . If the transmit power 
sw

s
P  selected by the winning ST lies in the 

range of SL SH

sw

sP P P  , then  2
s sws

w s bid
swR R P R  . As mentioned above, the winning 

ST w  will selected an optimum transmit power to  maximize its own utility on the basis 

of ensuring that the secrecy rate  w

sws
R P  is greater than or equal to 2

s
R , and formula 

Error! Reference source not found. just gives such a solution. The proof is completed. 

It can be observed from Theorem 2 that if the condition SL opt SH

swP P P  is satisfied, 

the alteration of the auction scheme not only maximizes the winning ST’s utility but also 

increases the secrecy rate from 2
sR  to  opt

sw

w

s
R P . Otherwise, the winning ST will 

provide the PT with the secrecy rate 2

sR , and its own utility is  SL

sw PU  (or  SH

sw PU ) 

which is less than  opt

ss ww PU .  

 

4. Numerical Results 

In this section, numerical results are provided to demonstrate the proposed 

second-price sealed-bid auction scheme for our system model. A simple model is 

considered in which the STs are all scattered at about the same normalizing-distance 

from the PT and PR. We consider a flat Rayleigh fading environment, in which the 

averaged power channel gains are set by     1p si EiE h E h E h      , 

    0.1ij iR PiE h E h E h      , the noise power 2 , 
pP and maxP  are 1mw,10mw and 

10mw, respectively. The value of the cost per unit transmission power sic is shown 

in the figures. Every result is obtained by 510  trials. 
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The average achievable secrecy rate of the primary link and the average utility of 

the winning ST are illustrated in Figure 2 and Figure 3 respectively, as functions of 

the number of the STs N , using the Stackelberg scheme proposed in [17] and our 

proposed modified second-price sealed-bid auction scheme.  
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Figure 2. The Average Secrecy Rate of the Primary Link Versus the Number 
of Secondary Transmitters 
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Figure 3. The Average Utility of the Winning Secondary Transmitter Versus 

the Number of Secondary Transmitters 

From Figure 2 and Figure 3, it is observed that both the average secrecy rate and 

the average utility of the winning ST benefit from these two schemes, compared 

with the case that the PT and STs do not cooperate. It should be noticed that the 
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utility of each unselected ST is zero. Due to competitiveness, our proposed scheme 

can improve the average secrecy rate better than the Stackelberg scheme as shown 

in Figure 2. The similar relation of both schemes holds for the utility of the winning 

ST as our proposed auction scheme increases its access opportunity better. The 

advantage of the two schemes dwindles with the increase of the number N of STs 

because the number of the potential eavesdroppers increases. 

If the Stackelberg scheme is employed, the winning ST has to passively choose to 

eavesdrop on the primary link or access the licensed spectrum with a fixed power 
maxP . For an enough large sic (the cost per unit transmission power), the utility of the 

winning ST is negative, so it isn’t willing to transmit. In such a case the 

performance of all the nodes could be hardly improved by the Stackelberg scheme 

as shown in Figure 2 and Figure 3 when 0.5sic  . 

Figure 4 demonstrates the failure probability of cooperation between the PT and 

all the STs versus the number N  for the above two schemes. If the Stackelberg 

scheme is employed and 0.5sic  , the failure probability of cooperation approaches 

one, which means almost all the STs choose to eavesdrop in such case. It is clear 

that our auction scheme provides better cooperation between the PT and untrusted STs 

than the Stackelberg scheme. 
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Figure 3. The Failure Probability of Cooperation between the PT and STs 
Versus the Number of Secondary Transmitters 

5. Conclusion 

In this paper, we employed a modified second-price sealed-bid auction scheme to 

model the interaction between the PT and multiple untrusted half-duplex STs. If the 

STs are not permitted to access the licensed spectrum by the PT, they will act as the 

eavesdroppers on the primary link. The proposed auction scheme stimulates the 

competitiveness of the multiple STs and promotes the cooperation between the PT 

and untrusted STs, which improves the performance of all the participants. Two 

iterative algorithms were proposed: one is based on the trisection search for the optimal 

bidding power of the STs, and the other one is based on the bisection search for the 

optimal transmit power of the winning ST. Numerical results corroborate that the 
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proposed scheme not only enhances the security of the primary link but also increases the 

STs’ access chance. 
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Appendix A 

Firstly, we prove that the function  ,i

s siR P j  is quasi-concave for 0siP   iff one of 

the conditions Error! Reference source not found. and 

Error! Reference source not found. is satisfied. 

Define  
2 2

, log(1 ) log(1 )
p p p Eji

s si

si iR si ij

F P
P h P h

j
P h P h 

   
 

, then    , ,i i

s si s siR P F Pj j


    . 

Take the derivative of  ,i

s siF P j  with respect to siP  and set it to zero, we’ll obtain:  
2A 0j j j

i si i si iP B P C                                                                                                     (19) 

The equation Error! Reference source not found. has two solutions as follows 
2 4A

(1)
2A

j j j j

i i i i

si j

i

B B C
P

  
  

2 4A
(2)

2A

j j j j

i i i i

si j

i

B B C
P

  
  

If A 0, 0j j

i iC  , we have (1) 0siP  , (2) 0siP   and   0, / 0
si

i

s si si PF P j P    .Further, when 

siP  ,  , 0i

s siF P j  . So  ,i

s siF P j  is an continuous increasing function of the transmit 

power 
is

P in the range of  0, (1)siP  and a continuous decreasing one in the range of 

 (1),siP  . According to [21], we can claim that the function  ,i

s siF P j  is  quasi-

concave in siP for 0siP  . For   0, / 0
si

i

s si si PF P j P    , the value of  ,i

s siF P j  larger than 

 0,i

sF j  will be achieved for 0siP  . Let  , 0i

s siF P j  , we can obtain / 2Aj j

si i iP B  . In 

short,  ,i

s siR P j  is a quasi-concave function for 0siP   and it will achieve a value larger 

than  0,i

sR j in the range max( / 2A , 0)j j

si i iP B  . 

Similarly, if C 0, 0K K

i iB  ,  ,i

s siR P j is proved to be a continuous decreasing function 

of 
is

P  for 0siP  . In such a case, if i k ,i.e., the ST i ’s eavesdropper channel gain is 

larger than that of other STs, the function  ,i

s siR P j  will have a value larger than 0

s
R  

for 0siP  . 

To sum up, we prove that the function  ,i

s siR P j  is quasi-concave in siP  for 

0siP  and will achieve a value larger than 0

s
R , iff one of the conditions 

Error! Reference source not found. and Error! Reference source not found. is 

satisfied. 

Next, due to the quasi-concavity preservation,  
s

i

siR P (i.e.  min ,i

s si
j i

R P j


 ) is also a 

quasi-concave function for 0siP   and can achieve a value larger than 
0

s
R , iff one of 

the conditions Error! Reference source not found. and 

Error! Reference source not found. is satisfied.  

The proof is completed. 
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