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Abstract 

With the increase of computer network crimes and the changes of the forms, the work 

of the network electronic forensics is becoming more and more important, and it is 

required that the technology of electronic forensics should be adapted to the development 

of complex network crimes. In this paper, the traditional electronic evidence collection 

technology and the electronic evidence collection method in recent years are studied, and 

then the hybrid network electronic evidence collection model based on cloud computing 

environment is proposed, which can work for electronic forensics in dynamic, fast and 

real-time ways so as to fight against network crimes more effectively. 

 

Keywords: Electronic Forensics; Cloud Computing; Network Crime; Proxy 

 

1. Introduction 

With the continuous development of computer networks, and the continuous 

emergence of new protocols, new technologies and new products, the technology of 

network crime is also more and more complex, with endless performance forms. In order 

to effectively combat these network crimes and to maintain justice in the virtual 

environment of computer network, it is necessary to have more powerful and detailed 

evidence of network crimes, and network electronic forensics is the most effective way to 

obtain evidence. 

Electronic forensics work is a necessary process to prevent and combat computer 

network crimes and maintain the judicial justice. Especially in the rapid development and 

application of cloud computing having a profound impact on the social and economic 

development today, the occurrence of illegal crimes on the cloud computing platform 

becomes more and more frequent. Beijing Network Security, Beijing Network Security 

Anti-fraud Alliance and 360 Internet Security Center jointly issued “Report on the Big 

Data Research of Internet Fraud Crimes in China” showing that in the first three months 

of 2015, Beijing Network Security Anti-fraud Alliance has received a total of 4920 cases 

of Internet fraud cases, 1147 cases from 360 mobile phone users, with the per capita loss 

of 7252 Yuan. For the crimes occurred in the cloud, the traditional method of computer 

forensics appears to be inadequate. The traditional model of evidence collection is mainly 

based on static evidence, for the evidence collection and protection of objects, with 

analysis of evidence in a closed and safe environment so as to obtain forensic results. In 

addition, the electronic evidence in the cloud is often very large data, which can not be 

processed online. This requires security storage. The traditional centralized physical 

storage platform has been difficult to meet the needs of large scale data storage in the 

process of evidence collection, which has become one of the main reasons for the 

development of cloud forensics technology. For the storage of electronic evidence in the 

cloud environment, how to guarantee the origin and integrity of the electronic evidence 

and to enhance the credibility of electronic evidence has become one of the important 

research contents of forensic management. In this paper, a new framework of cloud 
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forensics is proposed which is combined with the theory of dynamic comprehensive 

forensic technology and TCB trusted computing, not only can effectively extract the 

dynamic data in the cloud computing, but also guarantee the validity of the evidence.  

Problems such as relatively poor effectiveness of traditional method of evidence and 

the mass storage of electronic evidence have become the focus of further research in the 

development of modern network. 

 

2. Researches on Electronic Forensics at Home and Abroad 

Electronic forensics technology researches based on the cloud computing environment 

have been put forward at home and abroad. Keyun et al listed some of the key issues in 

the field of cloud forensics, such as what challenges clouds forensics are faced with, what 

opportunities they have brought, how many valuable research studies there are [1]. Birk et 

al analyzed the technical difficulties faced by the cloud forensics [2], and Reilly et al. 

analyzed the legal obstacles of the cloud forensics technology from the view point of law 

[3]. Martini and Choo proposed a basic theoretical framework of cloud forensics in 2012, 

in which the evidence collection process was divided into four basic steps, namely, 

Evidence Source Identification and Preservation;   Collection; Examination and Analysis; 

Reporting and Presentation [4]. Subsequently, Dr. Zhou Gang from Huazhong University 

of Science and Technology proposed a method based on field transfer technology, which 

regarded the virtual machine instance as evidence analysis object [5]. When there was 

evidence demand, the virtual machine would be transferred to the locality, and the 

memory mapping, network connection and other volatile data would be preserved in the 

migration process. Then, the virtual machine instance was loaded in the locality; and 

finally, some traditional forensic tools were used to carry out the evidence in the virtual 

machine. Although the method can effectively obtain the evidence from the virtual 

machine in the normal operation, when the virtual machine instance is not loaded due to 

malicious damage by the user, the method will fail. 

Dynamic forensics is still a relatively new research approach in the field of computer 

forensics [6]. Dynamic forensics [7] is combination of forensics and intrusion detection, 

honeypot technology, firewall technology for real-time access to illegal intrusion 

operating records and intelligent analysis of intrusions, to take appropriate response 

measures according to the strategy, and to ensure the target host with minimal damage. At 

the same time, submit and save the obtained evidence. There are some dynamic forensics 

concept of logs collection and analysis system [8][9][10], Grobler, et al. proposed that the 

dynamic forensics method is still in the development stage, and there is no standard 

definition and standardized process; at the same time, users should participate in the 

process of forensic analysis as little as possible. So, they put forward a multi component 

view of forensics process [11]. 

Hegarty et al. proposed the theoretical framework of dynamic forensic system [12], 

and described the goal, the realization step and the different dimensions of the dynamic 

forensics system. The paper also defined three modules of the dynamic forensics system, 

and discussed the relationship among these modules. The purpose of the framework is to 

provide some theoretical basis for the implementation of dynamic forensic process in 

large organizations.  

There are also some related references mentioned the relevant theory, principle and 

design principle of dynamic forensics, such as S Patel R et al, put forward the hybrid 

framework of application and network crime [13]. These literatures provide some good 

paradigm on the research of the dynamic forensics. However, these documents do not 

actually implement a dynamic forensic system, or lack experimental data to prove the 

feasibility of the dynamic forensics system. 

Clay et al. designed and implemented a dynamic forensic system for file system, which 

can achieve the purpose of dynamic forensics by monitoring files having been modified, 
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copied, and deleted [14]. After the implementation of the system, the author has carried 

on the experiment to the resource consumption of the system. It is found that the dynamic 

system of the file system is very small, thus it is demonstrated indirectly to be feasible to 

monitor the dynamic system for other information. In summary, although the dynamic 

forensics system is not a completely new idea, there is no actual dynamic forensic cloud 

model that can easily integrate the existing computer forensics tools, and at the same time, 

there is the lack of experimental data to prove the feasibility of the cloud dynamic 

forensics model, as well as the assessment and verification for the cloud dynamic 

forensics system. 

This paper presents a hybrid network electronic forensics model in cloud computing 

environment, which will effectively improve the performance of electronic evidence in 

real-time, dynamic monitoring, compression and classification, and then improve the real-

time requirements of electronic evidence in the current complex network environment, as 

well as the requirements of mass storage through the strong computing power and mass 

storage capacity, based on the network behavior and network crime taking the protocol as 

the main technical means. 

 

3. Hybrid Network Electronic Forensics Model Based on Cloud 

Computing Environment 

As shown in Figure 1, there is a private cloud in the model, which is composed of a 

large number of high performance computers and network attached storage devices. Each 

node in the cloud uses a distributed peer-to-peer structure, with the functions of cloud 

computing and cloud storage, which is an important part of the model. The model is 

divided into five parts: (1) control center. It is the core of the whole system, connected 

with the private cloud, to manage all related node in the private cloud in a centralized 

structure. (2) The operation proxy, which exists in the private cloud in distributed peer-to-

peer structure under the management of the control center, mainly responsible for data 

operation and storage; (3) Additional storage, stored in the private cloud in distributed 

peer-to-peer structure, which can be directly operated by the control center and the 

operational proxy, mainly responsible for data storage of electronic forensics. (4) 

Monitoring proxy, which is located in different protected private networks, are used to 

dynamically collect electronic evidence from various private networks. (5) Information 

gathering terminal equipment, such as intrusion detection system, firewall and other 

security facilities, located in different private networks that are protected. As the private 

network environment is different, the content is not the same, with the main responsibility 

for monitoring the network information, to provide electronic evidence for monitoring 

proxy. 

 

3.1 Control Center  

It is a high performance computer, and its functions include: to develop forensics rules, 

standardize forensic data format, receive the directory index of electronic evidence 

information from the operation proxy, which is also the important background user 

interface. When the user needs to call the electronic evidence, it can easily and quickly 

find the required electronic evidence through classification index of electronic evidence 

stored in the database by the control center. The host is connected to a directly attached 

storage device, specifically for its services.  Since network electronic evidence is a mass 

of data, it needs to classify preservation by the network attached storage devices in the 

private cloud. And the directly attached storage devices connected to the control center is 

only to store the location of network electronic evidence, like catalogue in the book, so it 

is used for the specific location of electronic evidence. 
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Figure 1. Composite  Model of Network Electronic Proof Collection in Cloud 
Computing 

3.2 Operation Proxy 

Because they interact directly with the control center, it is called the first level proxy. 

They are a group of high performance computers in the form of clusters, with the 

distributed peer-to-peer architecture in the private cloud network. Their main function is 

to receive the electronic evidence data from the monitoring of the proxy for the audit, 

specification and analysis, then the structure will be stored in the corresponding network 

attached storage device, and finally the index of the storage data is uploaded to the control 

center, for the full preparation of the data.  Related electronic evidence is stored in a 

private cloud storage pool in the form files, and the index is sent as a message to the 

control center and is written to the database by control center. 

 

3.3 Network Attached Storage 

Data storage devices in private cloud, which consist of a large amount of network 

attached storage devices, exist in the private cloud network in a distributed peer-to-peer 

way, like a huge data storage pool logically. Its main function is to store network 

electronic evidence. Because the network electronic evidence has characteristics of huge 

amount of data, a wide variety and requirements to maintain a long time and so on, a 

single storage device can not be competent, thus this private cloud storage technology is 

used. This technology is based on the distributed file system, to form a shared data access 

storage pool through a highly fault-tolerant technology in the cloud, which is like a huge 

and high performance data storage devices logically, with features of massive data storage, 

high reliability, large throughput capacity and so on. They can both be accessed by the 

operation proxy and be controlled by the control center. 

 

3.4 Monitor Proxy  

Because they are indirectly connected to the control center through the operation 

proxies, they are also known as the second level proxies. They are located in the private 

local area network which needs the protection and monitoring, such as the campus 

network, the internal network of business or government departments, etc.. The function 

is to receive the network information and the host logs from the local area network 

intrusion detection system, honeypot system and firewall and other security transmission 
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components, then form the preliminary data for electronic evidence and upload to the 

computing proxy regularly. 

 

3.5 Information Collection Terminal 

They are network security components in their own arrangement of private LAN, such 

as intrusion detection, honeypot, firewall, bastion host. Because of their own 

characteristics and requirements in the various private LAN, information collected 

terminal content in each private LAN is not the same. Their main function is to upload a 

variety of information, including network behaviors from external users and internal users, 

and the log information of key hosts, to the monitoring proxy with the a regular 

transmission mode, the transmission cycle differing according to different network 

characteristics. The transmission cycle is important, for the transmission cycle is too long, 

and the real-time performance of the electronic evidence will be poor; but if the 

transmission cycle is too short, it will add unnecessary network overhead, and take up the 

network bandwidth. 

 

4. Design of Distributed Proxy under Cloud Computing 

From Figure 1, we can see that the control center is important, but the characteristics of 

network electronic evidence are a huge amount of data, the forms of diversification, and 

the more dispersed sources. Compared with different types of network, the focus and 

characteristics are also different, so the workload will be very large if these network 

electronic evidences are described in uniform, and upload to storage devices in dynamic 

and real-time way. Obviously, single high performance host can not complete such a huge 

amount of work. So this paper will divide the huge job into several small logically 

independent contents, and then use different devices to complete these tasks. 

From the above analysis, the focus of dynamic network electronic forensics needs to 

address two aspects: first is to regulate the relative rules of using the electronic evidences 

with different types, different characteristics and different requirements for the index after 

storage in order to facilitate the query; secondly, to collect separate electronic evidence of 

different network for classification and upload. Solid model is used in the form of second 

proxy to complete these two tasks, close to the control center to be the first proxy 

(Computing Proxy), downward to be second proxy (Monitoring Proxy). Figure 2 shows 

the logical relationship of the five major functional components in which proxies are 

acted as the core. 

 

 

 

 

 

 

 

 

 

 

In Figure 2, the one-way arrow indicates that the data can only flow along the direction 

of the arrow, and the two-way arrow indicates that the data can flow with both directions. 

It should be noted that the monitoring proxy can not directly communicate with the 

Figure 2. Logical Relationship between Five Functional Modules 
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control center and the network attached storage, but only send data to the operating proxy 

in one-way direction, so that the data and control center can be protected.  

What to solve the first problem is the computing agent in the private cloud. Many high 

performance computing models are distributed in the cloud, and they are mainly 

responsible for the conversion and specification of electronic evidence data format, for the 

storage of the electronic evidence data and index, and upload them to the control center. 

These hosts also need to be classified for handling different types of network electronic 

evidences, so that the whole system can also process data orderly. For example, there is 

much of electronic evidence based on network behaviors, and more numbers of such 

agents can be deployed; while there are less electronic evidence based on the host, then 

the agents are less deployed; so that the computing resources in private cloud can be made 

full use and better complete the task of electronic evidence collection. 

The second problem to solve is the monitoring agents in the various private local area 

networks, which are responsible for collecting electronic evidence from the terminal 

security device in the local network, and then uploaded to the first-class agent. When the 

data of electronic evidence is uploaded, two main tasks are required to solve: (1) to 

determine the type of electronic evidence, and decide which kind of computing agent to 

upload. (2) after deciding which type of calculation agent is uploaded, the current 

workload of the group and a balanced load are determined for the final decision to send to 

that particular computing agent. These two tasks need two levels of agents to be 

completed. There is a computational agent information table in each monitoring agent. 

The main contents of the table are the host address, the type of evidence and the current 

workload. The initial formation and operation of the information table is that the 

formation and renewal of the above information is sent by the calculation agent regularly. 

 

5. The Design and Implementation of Data Types and Formats of 

Electronic Evidence 

As the structure, function and characteristics of the private networks are different, the 

form of network electronic evidence is diverse, but according to the characteristics of 

network intrusion behavior, these data can be standardized. In this paper, each part of 

electronic evidence is stored in the form of document. It is divided into two types of 

content: first is the evidence document composed of original data packet. Because the 

original data is very large, it is not willing to make a copy of all network data packet. 

However, since the first 128 bytes of the general packet contains the information of each 

layer protocol and the front end of data, such as 20 bytes of the IP first protocol, 20 bytes 

of the TCP first protocol, plus 88 bytes of information of HTTP protocol, therefore, it just 

needs to copy the first 128 bytes of data packets and produce into the evidence file. When 

the data packet is less than 128 bytes, it is copied totally, thus the amount of data will be 

greatly reduced. Secondly, is the description of the behavior or operation of the log file, 

usually in the form of text file, with the main description of the integrated information of 

the network or the host operation, such as the addresses of the communicating parties, 

time, protocol, etc.. This kind of file is a comprehensive file, which is analyzed by means 

of computing agent by summarizing data packets.  
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5.1 Types of Electronic Evidence Data  

From the whole category, it is divided into three major categories: electronic evidence 

based on the network, electronic evidence based on the host, and electronic evidence 

based on the protocol. (1) Electronic evidence based on the network: mainly for the 

visitors to the entire network, such as which network domain to log in and log out, online 

time, bandwidth taken up the network (the total flow of data packet, the time flow of data 

packets, the total flow of bytes, and the time flow of the byte unit), etc.. (2) Electronic 

evidence based on the host: mainly for the visitors to a specific server or host, such as 

time access to the server's, duration, requested services, etc.. (3) Electronic evidence 

based on the protocol: mainly for the visitors to a specific program or service process in 

the operation, such as the scanning of certain well-known port, the detection for network 

shared services, etc. 

Further description and complement should be done after determining the large types, 

such as the visitor’s host address, the destination address, the establishment of the 

connection, the use of the protocol and port numbers, access time, duration, times, 

whether it takes CUP, storage devices and printout equipment, and other information on 

the number of units, such as access to the data traffic and total data traffic. Monitoring 

proxy will form a file and name the information, and regularly send to the operation proxy, 

and then after the format conversion, summary, statistical and other processing by the 

operation agents, a complete electronic evidence is formed combined with the 

corresponding original data packets, and is stored in the network attached storage; finally 

they are made into the query index, and uploaded to the control center. Figure 3 shows the 

flow and the names of the evidence data in each component. The solid line in the diagram 

refers to the flow direction of evidence, and the dotted line refers to the index information 

of evidence after file storage. 

Figure 3. Proof Data Flow Direction 
and State 
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5.2 Format of Electronic Evidence Data 

In this model, the electronic evidence is a form of file, which is divided into three 

major categories, that is, based on the host, the network and the protocol. The three kinds 

of network evidence are applicable for different environments, in which network evidence 

based on the host is mainly applicable for the event that a single server or workstation is 

directly operated by illegal personnel. The intruder of this kind of event takes the non-

authorization operation on the host directly through illegal means, but not through the 

network. Because of the host logs in the computer operating system record some of the 

key operations on the host, so the host log file on the server or workstation protected by 

the electronic evidence based host can be packed and uploaded to the calculation agent in 

accordance with the upload cycle in time unit. Since the log file of the host is generally 

small, and the content is also the log record of the host nature, the electronic evidence 

based on the host only needs to be labeled with the time and the host name or the host 

address, without other required documentation.  

This model focuses on the definition of two types of electronic evidence based on 

network and on protocol. These two types of electronic evidence from the file forms can 

again be divided into two types of documents, the first is the original network data file, 

called the data file for short, and the other is the corresponding summarized information 

description document file, called the description document for short. The former is the 

collection of the first 128 bytes of information for each network packet. For the network 

or key nodes that are protected, if each network packet is recorded and copied, the 

workload will certainly be extremely large, so it is not feasible whether from the 

execution time or storage space. Because the first 128 bytes of each packet are basically 

the main information elements of the packet, the first 128 bytes can be copied and 

packaged in integration, which will greatly reduce the time and space on the resource 

consumption, thus to achieve the purpose of effective storage of electronic evidence. 

In order to effectively distinguish different electronic evidences, the two important 

parameters of the relevant host address and the sampling time are taken as the data file 

names to uniquely identify electronic evidences from various network or key nodes. The 

corresponding description document has the same root name as the data file, but with 

different extension names. In this way, a set of electronic evidence will have a unique 

identity to distinguish it from other electronic evidences. The following will describe the 

main contents of description documents in the electronic evidence files based on network 

and on protocol.  

 (1) Electronic evidence based on network: the application environment of this kind of 

electronic evidence is mainly based on the whole network as a unit, which mainly records 

the behavior data of the whole network from users. Table 1 shows the content and 

description of the record of this description document. 

Table 1. Content and Explanation of Description Document based on 
Network-based Electronic Proof 

Content name 
Explanation 

Identification 
Host address of visitor and time of starting visit, same with filename. 

Related address 
All host addresses related to visitors in the protected network. 

Related port 
Visited related port number （service） in protected network, should 

match host address. 

Related connection 
Concrete information of all connection, including connection 

times,connection identification and connection time, etc. 

Total flow of data 

package 

The visitors' occupancy of network traffic flow  and other resources, with 

number of data package as the unit. 
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Data package flow 

per second 

Correspondence speed rate of the network occupied by visitors, with 

number of data package / second as the unit. 

Total byte flow 
Occupancy of network bandwidth and other resources by visitors, with 

byte as the unit. 

Byte flow per 

second 

Correspondence speed rate of the network occupied by visitors, with 

byte/second as the unit. 

Related operation 
Related operation content conducted by the visitors to entire network 

 

 (2) Electronic evidence based on protocol: the application environment of this kind of 

electronic evidence is mainly based on the network protocol, which mainly records the 

behavior data of a specific service process in the host of the protected network. Table 2 

gives the content and description of the record of this kind of description document. 

Table 2. Content and Explanation of Description Document based on 
Protocol Electronic Proof 

Content name 
Explanation 

Identification 
Address of the server providing service and starting time of visiting, same 

with filename.  

Protocol The service provided, such as FTP , DNS or SMTP, etc.  

Command or request Concrete content of request sent by client to server   

Related host address Address of all clients that visit server  

Related connection 

Concrete information of all connections related to protocol, including 

connection times ， connection identification and connection time, should 

match related host address.  

Total flow of Data 

package 

 The visitors' occupancy of network traffic flow  and other resources, with 

number of data package as the unit.  

Data package flow 

per second 

Correspondence speed rate of the network occupied by visitors, with 

number of data package / second as the unit.  

Total byte flow 
Occupancy of network bandwidth and other resources by visitors, with 

byte as unit. 

Byte flow per 

second 

Correspondence speed rate of the network occupied by visitors, with 

byte/second as the unit 

Related operation 
Concrete operation content of visitors’ visiting server, such as which page 

is visited, which file is downloaded. 

 

5.3 Realization and Description of Electronic Evidence 

Figure 4 and figure 5 give a data file of two simple electronic evidence based on the 

network and on the protocol respectively. As the corresponding description documents 

have similar contents and description, they will not be given any more.  
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Figure 4. Network-based Electronic Proof 

 

From the electronic evidence given by Figure 4, it can be seen that the host 

192.168.0.2 has accessed to the two hosts of 220.181.0.0 network, namely, 220.181.27.48 

and 220.181.3.25 respectively, with the number of connections twice, for the duration of 

55.1 milliseconds and 111.6 milliseconds; and the request to download two graphics files 

of logi.gif and gs.gif, of which the total amount of the data packet is 31, packet flow rate 

of 193.99 per second, with the total byte flow of 8548 bytes, byte flow rate of 53490.5 

bytes per second. 

 

Figure 5. Protocol-based Electronic Proof 

From the electronic evidence given by Figure 5, it can be seen that this is a FTP based 

network communication process. The host 192.168.0.1 as a client has accessed to the FTP 

server 192.168.0.2, its login name is tcpip2004, and login password is ftp_test. After 

logging, the LIST command is used to display the contents of the root directory in the list; 
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the connection number is 2, the first connection is not closed; the second establishment 

time of connection is 16.1 millisecond; the total amount of data packet is 32; packet flow 

rate of 345.92; with the total byte flow of 30194 bytes, byte flow rate of 326446.3 bytes 

per second.  
 

6. Conclusion  

Along with the development and improvement of the network, the modern electronic 

evidence collection is characterized by huge amount of data, a wide variety of types and 

complex evidence collecting process. In these characteristics, there is a lot of technical 

limitations and lag for the traditional forensics, which is more and more difficult to adapt 

to the requirements of modern forensics. In this paper, a hybrid electronic forensics model 

based on cloud computing is designed, and is studied and discussed in depth. The hybrid 

model combined with distributed computing, storage and centralized management will 

realize convenient and efficient forensic query, which makes users find the required 

electronic evidence effectively.  

This model uses two-level agents to differentiate the complex network electronic 

forensics, which assigns logically independent operation, transmission and monitoring 

functions to each agent with different functions for their own responsibilities, thus it has 

solved the technical problems such as diversification of the electronic evidence data and 

complexity of process. The use of powerful computation ability of cloud computing has 

realized the efficiency of the forensic work. The network attached storage devices in a 

private cloud have provided massive data storage capacity, and solved the problem of 

huge data of electronic evidence. The standardization of electronic evidence data format 

also makes electronic evidence have the characteristics of portability. 

In short, the improvement of computer network is becoming faster and faster, and the 

traditional forensic methods have been unable to do so, which need a variety of new 

forensic methods for supplement and improvement. The forensic model presented in this 

paper is started from this point of view, and strives to explore a faster and more effective 

method of electronic forensics. 
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