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Abstract 

Fingerprint-based recognition systems have been widely deployed in numerous civilian 

and government applications. However, the fingerprint recognition systems can be 

deceived by using an accurate imitation of a real fingerprint such as an artificially made 

fingerprint. In this paper, we propose a novel software-based fingerprint liveness 

detection algorithm based on gray level co-occurrence matrix (GLCM), from which we 

can calculate the texture features of fingerprint images and obtain satisfactory results. 

For the first time, we extract texture features by constructing four-direction GLCMs in an 

image, and then quantization operation and normalization operation are adopted. After 

these, we detected whether a fingerprint image belongs to a real fingerprint or an 

artificial replica of it. A trained RBF SVM (support vector machine) classifiers scheme is 

used to make the final live/spoof decision via training and testing feature vectors. The 

experimental results reveal that our proposed method can discriminate between live 

fingerprints and fake ones with high classification accuracy. 

 

Keywords: Fingerprint-based recognition Systems, Fingerprint liveness detection, 

Support Vector Machine, Gray Level Co-Occurrence Matrix, quantization, normalization 

 

1. Introduction 

Nowadays, fingerprint has been used as biometric characteristics in forensic practice 

and science, but personal information safety has been an important issue. Because 

biometric recognition is considered to be more reliable than traditional passwords, 

increasingly more biometric recognition systems have been deployed in civilian and 

government applications [1], such as attendance systems, access control for recreation 

areas or fitness-centers, and so on [3]. Among these, the fingerprint recognition systems 

account for the vast majority part [2]. 

However, it is possible to deceive fingerprint recognition systems by presenting a well-

duplicated artificial fingerprint [4]. Artificial fingerprints, which carry the identity of 

enrolled users and created to attempt to gain unauthorized access, are referred as spoof [4]. 

The attackers can make a spoof fingerprint to achieve unauthorized access. 

In order to prevent the fraudulent attempts of fake fingers and judge whether a 

fingerprint is acquired from a real user or not, many fingerprint liveness detection 

techniques have been proposed. Among these, there are two major kinds of liveness 

detection methods: hardware-based methods applied at acquisition stage, and software-

based methods applied at processing stage [3-5]. The hardware-based methods use some 

specific devices installed on the sensors to detect fingerprint liveness characteristics, such 
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as fingerprint sweat, pulse and electric resistance. These methods can achieve the 

fingerprint image liveness detection, but they can lead to a higher fake detection rate. 

What is more, these methods are more expensive and more complex, since you do need 

extra devices which raise the cost of the fingerprint liveness detection. In contrast, the 

software-based methods which have become active in recent year and not need additional 

sensor devices are cheaper and more convenient to realize fingerprint liveness detection. 

The fingerprint liveness detection techniques could be embedded in the feature extractor 

module which makes them distinguish the fake fingerprint by analyzing images features 

without extra hardware devices, and they are more flexible to the future fingerprint image 

research. 

 In this paper, we propose a novel software-based texture feature fingerprint liveness 

detection algorithm. In our method, we divide the fingerprint liveness detection into two 

processes: training process and testing process. During the two processes, feature 

extraction is critical step for judging the fingerprint liveness. For the first time, feature 

vectors are composed by constructing four gray level co-occurrence matrices which is the 

number of occurrences of pixels pair of a fingerprint image in a specified direction and 

distance between two appointed pixels to detect whether a fingerprint image belongs to a 

real fingerprint or an artificial replica of it. Specifically, we construct four gray level co-

occurrence matrices in the four directions 0 degree, 45 degree, 90 degree and135 degree. 

After these, five texture parameters are obtained using gray level co-occurrence matrix 

formed a new characteristic of the fingerprint image to represent the different textural 

information. Quantization operation, which reduces the dimensionality of feature vector 

without reducing the classification accuracy of recognition for the fingerprint image, is 

introduced. Finally, the extracted texture features are tested by using the SVM classifiers. 

The rest of the paper is structured as follows. Some of the relevant concepts in 

software-based fingerprint liveness detection methods are presented in Section II. Section 

III describes our proposed method about the feature vector extraction process. The result 

and comparison for the fingerprint liveness detection appear in Section IV. The basic 

questions posed above are then discussed and conclusions are finally drawn in Section V. 

 

2. Related Work 

The software-base fingerprint liveness detection methods show that the real and spoof 

fingerprints can be distinguished by analyzing the features extracted from fingerprint 

images. Sweat pores, perspiration, image quality, skin elasticity, image texture and so on. 

These properties are all considered as image features. As in Figure 1, in order to illustrate 

these concepts, we divide the software fingerprint liveness detection methods into five 

categories: Perspiration-based, Skin Deformation-based, Image Quality-based, Sweat 

Pore-based and Texture Feature-based. 

 

Figure 1. Software-Based Fingerprint Liveness Detection Method 

Perspiration-Based Methods: Because only real fingerprints can perspire, we can 

detect the fingerprint through analysis of image sweat. However, many scholars have 

shown that this method is unsafe via experiment research. Since this method is easily 

affected by a series of characteristic factors including pressure sensitive finger, 

environment and time interval, etc. Derakhshai et. al., [10] proposed a method which is 
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based on wavelet to detect fingerprint liveness through analyzing perspiration feature 

using two fingerprints captured at zero second and after five seconds [11-12] in 2004, in 

order to improve the accuracy of this method, Abhyankar et. al., further research via 

increasing the datasets and decreasing the time between capturing images. After that, Tan 

and Schuckers [14] claimed that a new method based on perspiration pattern detect the 

fingerprint liveness was proposed using only one fingerprint image. The downside, of 

course, is that perspiration of moisture structure of skin around sweat pores is easy to 

cause static and dynamic patterns change.     

Skin Deformation-Based Methods: Compared with the fake fingerprints, the real 

fingerprints can have a better skin elasticity. When fingers press and rotate on the 

fingerprint sensor, different hardness materials will generate different fingerprint 

deformation. Therefore, we can detect the fingerprint liveness by compare and test the 

distortion. The key to method material lies in the differences of hardness. Zhang et. al., 

[13] conducted an experiment that the user was asked to rotate his finger in four angles 0, 

90, 180, 270 to capture different direction images when he placed his finger into the 

scanner surface. From capturing finger distortion images, using Thin-plate Spline model 

extract relevant features related to skin distortion. However, Tan and Schuckers [7] 

observed and pointed out deformation-based method, in which some disadvantages that 

testers have been trained. 

Image Quality-Based Methods: In fact, it is difficult to forge a living fingerprint 

image with the same or better quality fingerprint images. In general, fake fingerprint 

image quality is not as good as the living fingerprint image. Choi et. al., [20] proposed 

method which extracted many static features. It is a highly competitive detection accuracy 

compared with the state-of-the-arts. In 2005, Maltoni et. al., [2] detected the liveness 

through using some high resolution fingerprint images (1000 dpi), which were based on 

fingerprint surface coarseness feature. And Maltoni e.t al., [2] treated the coarseness that 

is arisen by the ridge and valley in the fingerprint.  

Sweat Pore-Based Methods: Generally speaking, when the fingerprint images are 

magnified several times under a microscope, living fingerprints can be seen small holes 

with pore shape, while in the fake fingerprints we cannot observe small holes. Manivanan 

et. al., [15] proposed a new method to detect fingerprint liveness based on pores as a sign 

of fingerprint. The key to the method that this paper applies two filtering techniques: 

highpass filter which was used to extract active sweat pore and correlation filter which 

was used to locate the position of pores. Espinoza et. al., [9]claimed that they can use 

pores as a liveness sign and research the possibility of generating pores in spoof fingers. 

And this method is based on comparing pore quantity which was between query image 

and the recorded one at time 0 second and 5 seconds. Marcialis et. al., [16] proposed a 

new fingerprint liveness detection method, this is an important work of sweat pores.  

Texture Feature-Based Methods: Texture feature is a kind of important visual clues, 

which is widespread in the image. However, it is difficult in describing the texture 

features of fingerprint images. In 2006, Abhyankar and Schuckers [17] proposed a 

fingerprint liveness detection method, which is used to minimize the energy associated 

with phase and orientation maps, multiresolution texture analysis techniques are used. 

Besides, cross ridge frequency analysis of fingerprint images is performed through 

statistical measures and weighted average phase. These different features along with ridge 

reliability or ridge center frequency are given as inputs to a fuzzy c-means classifier. Jhat 

et. al., [18] extractd texture features by an algorithm based on the spatial gray level 

dependence method, which proposed use of the statistical texture analysis of a fingerprint 

using spatial gray level dependence method (SGLDM) for personal verification and 

discrimination. Nikam and Agarwal [19] proposed a fingerprint liveness detection texture-

based method, where the fundamental basis of this paper is that real fingerprint exhibits 

different textural characteristics from a fake fingerprint using the anti-spoofing method. 
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3. Feature Extraction  

Fingerprint liveness detection can be considered as a two-class classification problem, 

which divides an input fingerprint into either a set of living or a fake one. Therefore, it is 

important for us to extract a suitable features detecting the vitality of a given fingerprint 

image using SVM classifier. The general diagram of our method is shown in Figure 2, 

which mainly include two parts: the training process and the testing process. In this paper, 

based on the hypothesis that the live and fake fingerprint images have different textures, 

we proposed a fingerprint liveness detection method based on GLCM. GLCM is applied 

to the images to extract minute texture features. It is described by second-order statistics, 

such as the probability of the pair of two adjacent pixels having particular gray levels at 

particular spatial relationships. Firstly, we obtain probability that the two adjacent pixels 

having particular gray levels at particular directions (We can work out four gray level co-

occurrence matrices in four directions 0 degree, 45 degree, 90 degree and 135 degree). 

Secondly, we treat the values of five texture feature parameters (Angular Second 

Moment, Entropy, Inverse Differential Moment, Moment of Inertia and Correlation) as 

the image texture features using GLCM. Then, quantization operation and normalization 

are used to reduce the grayscale and remove the influence of abnormal values. Finally, the 

texture feature parameters are trained using SVM classifier. 
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Fake fingerprint 
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Feature extraction Algorithm

Fake or Real 
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Feature vector set 
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Feature vector set 
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Figure 2. The General Diagram of Our Proposed Method 

In this paper, we use a symbol X representing an 8-bit gray image, and the 

equation X is: 

1 2

,
( )

i j

n n
X X


                                                                                                      (1) 

In the Equation (1), 
,i j

X denotes the gray value of the pixel which is located at ( , )i j . 

The range of
,i j

X is    , and 
1 2

n n denotes the size of the image. The feature 

extraction operations are as follows. Firstly, in order to reduce the dimensionality of gray 

level, we use the specified quantization factor to quantify images. Secondly, at the same 

distance (the distance is 1), we obtain four directions(in the 0 degree, 45 degree, 90 

degree and the 135 degree) co-occurrence matrices. Thirdly, four co-occurrence matrices 
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are normalized respectively. Finally, five different values of parameters, which compose 

feature vectors of images, are calculated according to the GLCM. The experiment results 

reveal that our method, compared with the state-of-the-arts, makes the classification 

accuracy enhance. 

 

3.1. Quantization 

In general, the number of gray levels is so large (such as 8 bit for level 256), which 

makes the calculation complex. In order to reduce the amount of calculation and the 

dimensionality of the feature vectors, meanwhile, improve the accuracy of classification, 

the quantization operation is taken into account. For instance, we can make grayscale 

level reduce from 256 levels to 16 levels using the Equation (2). The quantization 

operation substantially decreases the computational cost through reducing the range 

of
,i j

X . In the meantime, it also helps to reduce the dimensionality of the feature vector 

and maintains an optimal performance in terms of the classifier of the feature vector. 

Quantization formula is: 

, ,
/

i j i j
G G Q                                                                                                                   (2)

 

The symbol 
,i j

G denotes the grayscale value of the pixel which is located at ( , )i j , and 

the scope of grayscale value of 
,i j

G is  .In formula (2) Q is a quantization factor, 

and the value of which is greater than or equal to 1. Though quantization operation can 

reduce the quality of the images, the influence of the image texture is really low. 

 

3.2. Normalization 

Normalization refers to the image moment invariant which finds a set of parameters to 

eliminate the influence of other transformation function of image transformation. Image 

normalization makes image resist geometry transform attack, and it can identify the 

invariant in the image. Through it, we can learn that these images either are as same as the 

original one, or a same series.  

In our method, the normalized operation is following: 

1 1

k k

i j

M(i, j)= G(i, j) / G(i, j)
 

                                                                                           (3) 

In Equation (3), a molecule denotes the grayscale value after normalization. And the 

first G(i, j)  is the grayscale value after a given pixel value of quantification, denominator 

is the summation of image pixel values. After quantification, the entire pixel values are 

mapped in the interval [0- 1]. 

 

3.3. Gray Level Co-Occurrence Matrixes 

Usually, GLCM is a matrix function of pixel distance and angle, which can not only 

reflect the distribution characteristics of brightness, but also describe the texture feature of 

given images. GLCM can be computed for the whole image, or for small windows around 

pixel values. The size value of image F(x, y) of is M N , and the gray level of images 

is K . Though the given image gray is 256, in the calculation of the gray level co-

occurrence matrix derived texture features, gray level of the image is much less than 256. 

Mainly because the matrix dimension is larger and the window size is smaller, gray level 

co-occurrence matrix is not good texture representation; meanwhile, the amount of 

calculation is greatly increased. So before computing the gray level co-occurrence matrix, 

it is necessary to make the histogram of the image, so as to reduce the gray level of the 
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image, and the gray level of the image is 8 or 16. The formula of construction of gray 

level co-occurrence matrix of given image is following: 

1 2 1 21 2 1 2( , , , ) #{( , ), ( , ) ( , ) , ( , ) ,

, {0 , 45 ,90 ,135 }}

y y y yP i j d M N f i f jx x x x

d Z




   

     

 
                                 (4) 

In Equation (4), the size of gray level co-occurrence matrix of appointed image 

is K K , and #( )x denotes the number of the set of x . For example, ( , )P i j denotes that 

the pair of gray value i  and gray value j which is located with an inter sample 

distance d and a direction . Firstly, we randomly select a point in the image 1 1( , )yx , 

where the pixel value is 1 1( , )f yx . Secondly, selecting different point 2 2( , )yx , which 

deviates from point 1 1( , )yx , we can get the different pixel values. The gray level of image 

is k , so there are 
2k kinds of combinations of 1f and 2f  ( 1f denotes the grayscale value of 

point 1 1( , )yx , 2f denotes the grayscale value of point 2 1( , )yx ). Last but not least, we can 

compute each gray value 
1 2

( , )f f  the number of occurrences in the whole image, and get 

a size of K Κ× GLCM. The distance between 1 1( , )yx and 2 2( , )yx is d , and the angle of 

two different pixels is  . Therefore, we can describe the GLCM using 

symbol ( , , , )P i j d  . In this symbol, ( , )i j denotes position of gray level, d denotes the 

distance between two different pixels,  denotes the angle of them. In our method, we set 

the value of distance d  as 1 and  as 0 degree, 45 degree, 90 degree and 135 degree 

respectively. In order to make readers better understand the structure of the gray level co-

occurrence matrix, we did a demonstration of a part of image. Table 1 shows an example 

of the calculation of GLCM. The Table 1 (a), is the part of a given image, and the gray 

level of the image is processed from 64 to 4. In the case of (0, 1), the value of 

(0,1,1,0 )P


is 10 in Table 1 (b). That is to say, the frequency of occurrences of pair of 

gray value 0 and gray value 1 when the distance is 1 and the direction is 0

is 10 in the 

Table 1 (a). Similarly, the value of (1, 2,1,0 )P


 is 11. While the  changes from 0

to 45


, 

(1,1,1, 45 )P


denotes the number of occurrences of adjacent pixel gray values (1,1)P in 

the Table 1 (a), on the direction of 45 degree when the distance is 1 between two pixels, 

after that, writing the results of calculation on the corresponding coordinates in Table 1 

(c). 

According to the above process, we can compute four GLCMs when the angle is 0 

degree, 45 degree, 90 degree and 135 degree respectively. Next, using GLCM, we can 

calculate texture features reflecting the state of GLCM. In our method, compared with 

some parameters [26], we select some typical and universal characteristics as the 

fingerprint image texture features, such as Angular Second Moment, Entropy, Inverse 

Differential Moment, Moment of Inertia and Correlation. 

Since angular second moment is the sum of the squares of the gray level co-occurrence 

matrix elements, we also consider it as energy. The function is that reflects the fingerprint 

image grayscale distribution uniformity and the degree of texture thickness. The bigger 

values of the angular second moment indicate a relatively homogenous texture patterns 

and the change of image textures. And ASM is defined as: 

2

=1 =1= ( ( )) ,k k
i jASM P i, j                                                                                                 (5) 

Entropy is the measurement of the information of image. From the value of the 

entropy, we can see the degrees of non-uniform or complexity of the image texture and 

the more elements of CLCM scatters, the larger the value of the image entropy. The 

Entropy is defined as: 
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=1 =1= -
k k
i jE P(i, j)logP(i, j)                                                                                                (6) 

Inverse differential moment reflects the homogeneity of image texture, so we can 

compute the change of image textures. If the value of it is big, indicating the different 

regions of image texture lack of change and changing very evenly in local area. And the 

inverse differential moment is defined as: 

2=1 =1=
1+ ( )

k k
i j

P(i, j)
I

i - j
                                                                                                        (7) 

Moment of inertia reflects the degree of clarity and texture grooving depth of images. 

The more the pixel gray level difference, the greater the CON. And the CON is defined 

as: 

2

=1 =1 *= ( )
k k
i jCON i - j P(i, j)                                                                                            (8)

 
Correlation measures the similar degree of spatial GLCM elements of the row or 

column direction, and the size of the correlation reflects the local gray correlation. When 

matrix element values are equal in the image, the correlation is relatively large. If there is 

a level direction texture, the horizontal COR is greater than the rest of matrices COR 

values. And Correlation is defined as: 

1 1

( ) ( , ) -
i j

i j

k k
i j

i j P i j u u
C

s s
 


                                                                                             (9) 

Where in Equation (8), 
i

u ,
j

u , 
2

i
s  and 

2

j
s   represent as respectively:  

1 1 ( , )
i

k k
i ju i P i j   

,                                 
1 1 ( , )

j

k k
i ju j P i j   

, 

2 2

1 1 ( , )( )
i

k k
i jis P i j i u   

,                      

2 2

1 1 ( , )( )
j

k k
i j is P i j j u     

In our paper, we can calculate five different parameter values using GLCM. Five 

different parameter values can be considered as texture features corresponding to GLCM. 

Because our method needs to compute four directions GLCMs, each fingerprint image 

can calculate 20 parameters, and 20 parameter values can form a feature vector of image. 

 

Figure 3. Samples of Real and Spoof Fingerprint Images That Can Be Found 
in the LivDet Public Database 
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Table 1. Fingerprint Image Matrix: (a) Grayscale Value of the Fingerprint 

Image Matrix, (b) Gray Level Co-Occurrence Matrix when


d = 1,θ = 0 , (c) 

Gray Level Co-Occurrence Matrix when d = 1,θ = 45
°
 

0    1    2    3    0    1    2    

1 2    3    0    1 2    3    

2    3    0    1 2    3    0    

3    0    1 2    3    0    1 

0    1 2 3    0    1 2    

1    2 3    0 1 2    3    

2 3    0 1 2    3    0    

(a) 

 

f1/f2 0 1 2 3 

0 0 10 0 0 

1 0 0 11 0 

2 0 0 0 11 

3 10 0 0 0 
   (b)  

f1/f2 0 1 2 3 

0 8 0 0 0 

1 0 9 0 0 

2 0 0 10 0 

3 0 0 0 9 

(c)   

4. Experiment  

The performance of the proposed fingerprint liveness detection method is achieved by 

using two different databases: the publicly available dataset provided in the Fingerprint 

Liveness Detection Competition, LivDet 2009 [6] and LivDet 2011 [21]. In this section, 

firstly, we will present a brief introduction about the two databases and estimate the 

performance of our proposed method using the Average Classification Error (ACE). 

Secondly, the support vector machine is also introduced. Finally, we conduct experiment 

results on LivDet2011 database [21], besides we will compare the state-of-the art works 

with our proposed method. 

 

4.1.   Database and Validation Criterion 

For the fingerprint liveness detection, the performance of our method is tested using 

LivDet 2009 [6], which comprising over 18,000 real and fake samples and LivDet 2011 

[21], which comprising over 16,000 real and fake samples. The two databases are used in 

Fingerprint Liveness Detection Competition 2009 and 2011 respectively. The former 

database comprises three datasets of real and spoof fingerprints which are captured using 

three different flat optical sensor: 1) Biometrika FX2000 (569 dpi), 2) CrossMatch 

Verifier 300LC (500 dpi), 3) Indentix DFR2100 (686 dpi). Details are described in Table 

2. And the fake fingerprint can be generated using three different kinds of materials: 

gelatin, playdoh and silicone. Figure 3 presents some typical samples of real and fake 

fingerprint images which can be found in the LivDet Public Dtabase 2011. At the same 

time, we also list some common fake fingerprints which use different materials. In Figure 

3, we can find that it is difficult to distinguish the differences between different 

fingerprint images, and even the expert cannot distinguish the real and fake fingerprint 

images. While the latter database images are composed of four different optical sensors 
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(Sagem, Biometrika, ItlData and Digital Person). For instance, the fake images in the 

LivDet 2011 dataset (Biometrika and Italdata) were created using the non-cooperative 

method. The fake fingerprint can be generated using four different kinds of materials: 

gelatin, playdoh, silicone ecoflex and wood glue. Due to some reasons, the original 

fingerprint images may be color images or RGB images. Therefore, we should transform 

all the images into gray images before experiment. In the fingerprint liveness detection 

experiment, every database has been divided into totally unbiased two parts: train sets 

which can be obtained using the train classifier and another test set, which is used to 

validate the performance of our method. 

In this paper, the Average Classification Error (ACE) of classification error of the 

method is defined as ACE = (FAR+FRR)/2, in which the False Accept Rate(FAR) 

accounts for the proportion of the fake fingerprints being incorrectly accepted, and the 

False Reject Rate (FRR) that accounts for the proportion of the real fingerprints being 

considered as incorrectly rejected. 

 

4.2. Support Vector Machine 

SVM, a kind of machine learning algorithm, is used to solve classification and 

regression [30] problems. In this paper, we use the SVM as training classifier. SVM 

kernel function maps the raw data into a high dimensional space, and achieves the linear 

classification in high-dimensional space. Classification algorithms are based on 

classification of boundaries aims, and we can find the classification of the boundary for 

multidimensional data through training. The data are the point of the N dimensional 

space, and the classification boundary is called super surface in N dimensional space. 

Libsvm of SVM is an open source library and realizes four basic kernels. The radial 

basis function (RBF) kernel is widely used among the four basic kernels. In our method, 

we will choose the RBF kernel function. Besides that, the libsvm also provides other 

functions, such as to seek the most suitable kernel parameter g and penalty parameter c 

for an RBF kernel. Through the tool ―Grid-search and Cross-validation‖, we can search 

the results of the optimal. 

 

4.3. Results 

The LivDet 2011DB derives from 2011 Fingerprint Liveness Detection Competition, 

where the quality of the spoof fingerprints has greatly improved, and they are distributed 

through the website of the competition. We have discussed the detailed information of 

the LivDet 2011DB in Part A. The performance of our proposed method is estimated 

using the Average Classification Error (ACE), which is defined as ACE = 

(FAR+FRR)/2. As described above, the validation process in this paper presents two 

successive parts (the train process and the test process). The database is divided into train 

set which comprising 4012 real images and corresponding 4008 spoof fingerprint images, 

and test set with the rest of 4000 real fingerprint and fake fingerprint images coming 

from the rest of 4036 fingerprint images. To avoid generating a wrong result, dataset 

cannot have non-overlapping parts between them. 

Table 2. The General Information of LivDet2009DB and LivDet2011DB 

 

Database Sensor 
Model 

NO. 

Resolutio

n(dpi) 

Image 

size 

LivDet20

09#1 

Biome

trika 
FX2000 569 312×372 

LivDet20

09#2 

Cross

match 

Verfier 

300 LC 
500 480×680 
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LivDet20

09#3 
Identix DFR200 686 720×720 

LivDet20

11#1 

Biome

trika 
FX200 500 315×372 

LivDet20

11#2 

Digital 

Person

a 

4000B 500 355×391 

LivDet20

11#3 

ItalDat

a 
ET10 500 640×480 

LivDet20

11#4 
Sagem MSO30 500 352×384 

                                     

Using each GLCM can compute five different texture feature vectors, and we can 

obtain 20 parameter features for each GLCM when  are four different degrees 

respectively. Next, use the train SVM classifier to train the obtained feature vectors. In 

order to get better classification accuracy, we need to carry out parameters optimization 

using LIBSVM. Figure 4 shows the graphics of the results of the parameter optimization. 

Different color lines show different test precision, and the same color lines show the 

same accuracy value. We use the parameter pair ( , )C g  to estimate the accuracies of the 

SVM classifier in the training process, where the parameter C denotes the cost, parameter 

g denotes parameter gamma. In Figure 4 (a), we can find that the parameters optimization 

can obtain the highest accuracy when the C=32, and g=8. Similarity, we can find the best 

accuracy responding the (b), (c), (d) respectively. Table 3, lists the detection accuracies 

of the train SVM classifier. The average error rate is shown in the last column. The 

process average error rate is measured on a 32-bit Operating system Windows7-PC with 

a 2.83 GHz processor and 4G RAM, running MATLAB R2010a. The results of 

fingerprint liveness detection are shown in Table 3. From the table, we can see that our 

approach is obviously able to correctly classify. Compared with the mentioned [23] 

method for the different liveness detection solutions, our approach classification error 

rates are also clearly lower than those reported in [23]. And the detection results of using 

SVM classifier are listed in Table 3. As shown in Table 3, we can compute the accuracies 

of the four different sensors with the help of SVM classifier. For the clarity, only the best 

accuracy achieved on the LivDet2011 DB for each of the individual sensor dataset is 

given. In order to facilitate comparison of different accuracy, the best accuracy obtained 

using our proposed method is highlighted in bold, and the same description is described 

in Table 4, which using LivDet2009 database. We can find that the average error rate of 

our method is obviously superior to others. 

Jia X et. al., [24] proposed an excellent fingerprint liveness detection method based on 

multi-scale block local ternary patterns and conducted the comparison experiments on 

LivDet2011DB. In this paper, we cite the experiment data results listed in [6] for the 

performance comparison on the LivDet2009DB, which can not only adapt to different 

biometric attacks, but also perform better than well known approaches of cited works. 
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(a) Graphics of the results of the Biometrika sensor         (b) Graphics of the results of       
ffffffffffffffffffffffffffffffff                                                  fffffffffffffthe Digital Persona sensor 

                                                

(c) Graphics of the results of the ItalData sensor             (d) Graphics of the results of 
vvvvvvvvvvvvvvvvvvvvvvvvvvv                            vvvvvvthe Sagem sensor 

Figure 4. Graphics of the Results of the Parameter Optimization using 
Different Sensors 

5. Conclusion  

The research of the fingerprint liveness detection against spoof attacks, where the 

attackers could use a spoof fingerprint to achieve illegal access, has been widely 

researched for hundreds of years. Facing all kinds of attacks, we design an advanced 

detection method against known attacks. In this paper, a novel fingerprint liveness 

detection method based on the gray level co-occurrence matrix has been proposed, and 

the image textural feature sets can be obtained using the gray level co-occurrence matrix. 

Moreover, it is the first time that values of the gray level co-occurrence matrix has been 

used to construct the feature vector through computing different texture parameters. Our 

proposed method adopts a software-based approach which can distinguish the spoof 

fingerprint from real ones. The performance of the proposed method is evaluated on two 

publicly available databases: the fingerprint database used in the 2011 LivDet 

competition [21] and 2009 LivDet competition [6]. The experimental results present that 

our proposed method can discriminate between live fingerprint and fake fingerprint. 

Compared with other fingerprint liveness detection method, our proposed method can 

realize fingerprint liveness detection and achieves better classification accuracy. 

In the experiment, without the effect of noise, our method can achieve better 

classification accuracy. On the contrary, when people introduce the noises or other 

factors, the accuracy of fingerprint liveness detection classification algorithm is proposed 

in this paper would be reduced. However, it can be solved by constructing different noise 

filters to remove these different noises, using idea from Jin et. al., [29]. Besides, we will 

also select and calculate different parameter values for GLCMs to detect the vitality of 

fingerprint image. These will be done in our future works. 
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Table 3. Performance Comparison in Terms of ACE in Database of the 
LivDet 2011                                                                                                                                      

 Methods 
The Average Classification Error ACE in (%) 

LivDet2011

#1 

LivDet2011

#2 

LivDet2011

#3 

LivDet2011

#4 
Average 

Our method 16.18 9.2 6.15 1.6 8.28 

Jia’s method[24] 10 7.1 16.3 6.4 9.95 

Original LBP [19] 13 10.8 24.1 11.5 14.85 

Power Spectrum [25] 30.6 27.1 42.8 31.5 33 

Dermalog [21] 20 36.1 21.8 13.8 22.93 

Federico [21] 40 8.9 40 13.4 25.57 

Curvelet GLCM [26] 22.9 18.3 30.7 28 24.98 

CASIA  [21] 29.70 16.10 50.60 22.10 29.63 

Walvelet Energy[20] 50.2 14 46.8 22 33.25 

Rideges Wavelet [14] 38.8 27.5 56.9 20.5 35.93 

Curvelet energy [26] 45.2 21.9 47.9 28.5 35.88 

Best Result in 

LivDet2011[21] 
20 36.1 21.8 13.8 22.93 

Table 4. Performance Comparison in Terms of ACE in Database of the 
LivDet 2009 

Methods 

The Average Classification Error ACE in (%) 

LivDet2009#1 LivDet2009#2 LivDet2009#3 Average 

Our method 23.01 3.6 1.98 9.53 

Moon et al., 

[8] reported in 

[4] 

23 23.5 38.2 28.2 

Marasco et al., 

[23] 
12.6 15.2 9.7 12.5 

Abhyankar et 

al., [27] 

reported in [4] 

31.7 31.5 47.2 36.8 

Nikam et al., 

[28]reported in 

[4] 

28.3 18.7 30.3 25.8 

Best LivDet09 

[6] 
18.2 9.4 2.8 10.1 
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