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Abstract

Based on the delocalized entanglement correlation and transience of transferring
guantum information of quantum teleportation, an improved quantum stop-wait
communication protocol for data link layer is presented. In the previous quantum
stop-wait protocols, they only send the quantum acknowledgement frame (QACK)
without sending quantum negative acknowledgement frame (QNACK). In this paper, we
present an improved quantum stop-wait communication protocol that sends the
negative frame QNACK as soon as possible when Bob detects the error of received data
frame, instead of waiting for the retransmission time tout. As a result, the minimum time
span between two successfully delivered data frames can be significantly reduced, and
the communication time is shortened. It is shown that our protocol enhances the
maximum throughput effectively and improves the communication efficiency in the data
link layer.

Keywords: Quantum communication, stop-wait protocol, Data link layer

1. Introduction

In the early development phase of the computer network, communication network
transmission quality is generally poor, and results in a higher error rate of data
transmission. In this case, the data link layer protocol must address the issue of reliable
transmission. Therefore, stop-wait protocol is the simplest but also the most basic
communication protocol for data link layer. Nowadays, with the communication
technology evolving rapidly, the error rate has declined significantly. However, the
stop-wait protocol remains the foundation of some reliable transport protocols [1].

Recently, research on quantum communication technology has made great progress.
In addition to quantum communication technology with high security, it has also many
wonderful physical characteristics, which can provide special applications in
communications [2-12], such as quantum entanglement collapse, EPR state, GHZ state,
guantum teleportation and so on. Quantum teleportation has the following three
characteristics: 1) the transfer of quantum information is instantly achieved. 2) It is not
needed to know the location of each recipient when transferring quantum information.
3) The transfer process will not be blocked by any obstacles. By applying these features
to the classical communication, the communication efficiency will be greatly improved.
A typical approach is to send an acknowledgment frame via a quantum channel, in
order to shorten the timeout retransmission time and increase the maximum throughput
of the data link. Basing on this idea, in 2007, Zhou et al. proposed a quantum
communication protocol for data link layer based on entanglement, which increases the
maximum throughput effectively and improves the performance of stop-wait protocol
for data link layer [13]. In 2013, they presented a three-party stop-wait quantum
communication protocol based on GHZ states trying to solve the one-to-many multicast
guantum communication protocol in data link layer [14].
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In their presented protocols, when the recipient Bob receives the wrong data frame,
he will not send any response and just wait for the sender Alice to re-send the correct
data frame when timeout. This approach to deal with the error frames is simple, but it
will affect the transmission efficiency. In this paper, we modified this approach by
letting the receiver Bob immediately transmit a negative frame to the sender Alice when
an error occurs, so that Alice may re-send the correct data frame as soon as possible.

2. Communication Model

In the previous stop-wait model, as figure 1.a shows, after Alice sending the DATAO
(frame number 0) with the starting a timeout timer, she will pause and wait for the
confirmation from Bob. If the data frame is correctly received by Bob, it is delivered to
the upper layer, and Bob will transmit an acknowledgment frame ACK1 to Alice.
However, if some errors have occurred during the dataO transmission, Bob will discard
this error data frame (DATAOQ) quietly. If the time exceeds tout (the re-transmission
time set by timeout timer) and she still does not receive the acknowledgment frame
from Bab, Alice may re-transmits previously sent data0.

In our improved stop-wait model, as figure 1.b shows, if some errors have occurred
during the data0 transmission, instead of discarding this error data frame (DATADO)
quietly, Bob will send a negative frame (NACKO) to Alice, in order to let Alice
re-transmit the frame DATAQO as soon as possible.

Alice Bob Alice Bob
DATag_ DATAg,
Cerrory ==> | discard : Cerrory ==> discard
Toue £ mace >
DATAG — DATAG

\ send to the upper \ send to the upper

a. The Previous Protocol Model b. The Improved Protocol Model

Figure 1. The Stop- Wait Communication Protocol Model

3. QACK Frame and QNACK Frame

This paper intends to use guantum teleportation to send an acknowledgment frame or
a negative frame. To distinguish between these two frames, the two recipients Alice and
Bob agree the acknowledgment frame ACK (particle C) in the sate as

_1 2 1
‘¢>ACK_\/§‘O>+\/;‘1> ( )
As well as the negative frame NACK (particle C) in the state as
_1 2. 2
(Do = 710)+ 21D 2)

Notably, the particle C is prepared and is hold by the receiver Bob.

The actual data link is divided into busy time and leisure time. Supposed that Alice
and Bob share EPR entangled state as

|¢>AB :%(|01>AB _|10>AB) (3)

At the leisure time, and Bob transfer QACK frames or QNACK frames at the busy
time, in order to improve the communication efficiency.
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On receiving the data frame from Alice, the receiver Bob checks whether the data
frame has a transmission error or not. If wrong, Bob sends a QNACK frame to Alice
through the quantum entanglement channel, otherwise sends a QACK frame. The
guantum returning frames from Bob and Charlie involve the following two cases:

1). Sending QACK frames from Bob

The particle C and the EPR pair AB compose a quantum system as follows:

e e e (o
(f'o fll]lfb [f|o>+f|1 ),

V= {100, 19),.) a0t |¢), -

Bell states which can be distinguished by measuring.
In the case of sending QACK frames from Bob, Bob prepares the particle C in the

state| 5, :%‘0>+\/g‘1> at first, then jointly measures particle B and particle C with

Where

(|00> +[12),.) are the four

BC

Bell Base. The set time Ttlater, Alice measures the particle A which will be in one of
. 1 2
the four quantum states as follows: (_ﬁ@_\gml ( f‘o \/7‘ J [ 21004 L \1>] )

[ \EO>+,\}§1>J with the probabilities 1/4. It shows that Bob has received the data

frame from Alice correctly if any one of these quantum states appears.
2). Sending QNACK frames from Bob
The particle C and the EPR pair AB compose a quantum system as follows:

e @l = 5| (- 102 v )+ (- Tl D) o (5)
(Z10) o) 1)+~ Zlor e i) [#7),. |
where w*>BC=%(|01>BCJ_r|1o>BC) and qﬁ*)BC=%(|oo>BC +[11),.) are the four

Bell states which can be distinguished by measuring.
In the case of sending QNACK frames from Bob, Bob prepares the particle C

. 1 2 . .. .

in the state |, =—=|0)+—=|1) at first, then jointly measures particle B and
particle C with Bell Base. At the set time T, Alice measures the particle A which
will be in one of the four guantum states as

follows: [_%lo>_%ll>l , [_%|o>+%|1>l , (%mw%ml , [_%o) J_|1>J

with the probabilities of 1/4. It shows that Bob have not received the data frame
from Alice correctly if any one of these quantum states appears.

As stated above, the number of the Alice’s measurement results about particle A
is eight. The correlation between Alice’s measurement results and the cases of
QACK or QNACK frames from Bob is shown in Table 1. If the quantum states can
be destroyed, it is feasible to differentiate the eight quantum states, which does not
violate the quantum no-cloning theorem [15, 16].

Copyright © 2015 SERSC 3



International Journal of Grid Distribution Computing
Vol. 8, No.5, (2015)

Table 1. The Correlation between Alice’s Measurement Results and the
Cases of QACK and QNACK Frames from Bob

frame

The cases of QACK or QNACK Alice’s measurement results

e { o~ 2 \] (-0 Bm) (o) (B0

Case II: Sending QNACK

frames from Bob [—ﬁ\o%ﬁ\l)l , [—ﬁ\oﬁﬁ\l)l [%\0%%\1}1\ , (_ﬁ‘o>+ﬁ‘l>l

4. Improved Quantum Stop-Wait Communication Protocol for Data
Link Layer

Within the set time T, Bob can receive data frame from Alice and accomplish
the transmission of QACK frame or QNACK frame. Using the transmission and
the detection method of acknowledgment frame above, the improved stop-wait
quantum communication protocol involves the following steps:

The sender Alice:

(S1) Taking out a data frame from the host, and sending the data frame to the
sending buffer.

(S2) V (S)<-0, {the initialization of the sending state variable}.

(S3) N(S)<—V (S), {writing the value of the sending state variable into the sending
sequence number}.

(S4) Sending out the data frame from the sending buffer, {the copy of the data
frame is still kept in the sending buffer}.

(S5) At measure time T, performing quantum measurement, according to Table 1,
to determine whether the QACK frame or QNACK frame is sent back or not. If the
case |, taking out the next new data frame from the host, V (S)<-[1-V (S)],
{updating the sending state variable into the next sequence number}, going to (S3);
If the case Il, going to (S4), {re-transmitting data frame}.

The receiver Bob:

(R1) V (R) <0, {the initialization of the receiving state variable}

(R2) Waiting

(R3) On receiving a data frame, Bob verifies whether the data frame has a
transmission error or not. If wrong, he performs relevant quantum measurement and
sends QNACK frame, and goes to (R2); otherwise, he performs the next step.

(R4) If N(S) = V (S), Bob performs the next step; otherwise, he discards the data
frame, and goes to (R2).

(R5) Deliver the data portion of the received data frame to the host.

(R6) V (R) < [1-V (R)], performing relevant quantum measurement and sending
QACK frame.

5. Performance Analysis

As for the classical stop-wait protocol for data link layer, suppose that tf is the
transmission delay of a data frame, tp is the propagation delay from Alice (Bob) to Bob
(Alice); tpr is the time Bob spend on dealing with data frame from Alice; ta is the
transmission delay of Bob’s QACK or QNACK frame; tpr is also the time Alice spend on
dealing with QACK or QNACK frame from Bob.
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(1) Compare To The Classical Stop-Wait Protocol For Data Link Layer

In the classical stop-wait protocol, suppose that the minimum time span between two
successfully delivered data frames from Alice to Bob is tT, then
tr=ti+ o = tr+ 2, + 2ty + Ly (6)

Suppose that the transmission error probability for each data is p, and the
acknowledgment frames don’t go wrong and the number of retransmissions isn’t limited,
so the average time of delivering correctly a data frame from Alice to Bob and Charlie is

tav :tT +(l_ p)ilpltT = tT (7)
= 1-p
The maximum throughput for data link layer is
g =t 17p 8)
tav tT

In our improved stop-wait quantum communication protocol, the propagation delay tp
of QACK or QNACK frame from Bob to Alice is not needed because the instantaneous
characteristic of quantum teleportation. So the maximum throughput for data link layer in
guantum protocol is

_1-p 9
AQmax - t, _tp ( )
Comparing Eq. (8) with Eq. (9), we get
fore _ g (10)
Ay =1

Eg. (10) shows that, as the previous quantum stop-wait protocol, the maximum
throughput for data link layer in our protocol is obviously higher than that in the classical
stop-wait protocol.

(2) Compare To The Previous Quantum Stop-Wait Protocol For Data Link Layer

In the previous quantum stop-wait protocols for data link layer, they only send the
acknowledgement frame QACK without sending negative frame QNACK. If Alice does
not receive QACK frame in the set time tout (re-transmission time), she will re-transmit
the data frame. In the practical applications, tout is slightly larger than the required
average time, that from beginning to send data frame to receive confirmation frame in the
normal condition, this means

tout > tp + 2ty + 15 (11)
So, in our quantum stop-wait protocol,
tNACK= tp + 2tpr + ta < tout (12)

In our protocol, suppose the minimum time span between two successfully delivered
data frame from Alice to Bob is tQT,

tor=ti+ tnack < ty (13)
So the maximum throughout for data link layer in our protocol is
Rlqu =P (14)
br =t

Comparing Eq. (9) with Eq. (14), we get
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Qmax

Aomee _ Gt (15)
ﬂ“Qmax tQT _tp
Eg. (15) shows that, compared to the previous quantum stop-wait protocols, the
maximum throughput for data link layer in our protocol is higher too, because the
re-transmission time from tout reduce to tNACK.
(3)About the measure time T
At the measure timet, Alice will measure her particle A, in order to judge whether Bob
had sent the QACK or QNACK to her. Thetis made up by the time tpr (Bob spends on
dealing with data frame) and ta (the transmission delay of Bob’s QACK or QNACK
frame):
r =ttty (16)

6. Conclusion

By utilizing the delocalized entanglement correlation and transience of transferring
guantum information of quantum teleportation, the previous quantum stop-wait protocols
for data link layer improved the maximum throughput compared with classical stop-wait
protocol. However, these quantum stop-wait protocols only send the quantum
acknowledgement frame QACK without sending quantum negative acknowledgement
frame QNACK. Therefore, we present an improved quantum stop-wait protocol by
adding the negative acknowledgement frame QNACK when Bob detects the received data
frame error. Based on this principle, when errors occurred in the received data frame,
Alice will receive a quantum negative acknowledgement frame QNACK from Bob, rather
than waiting for the set time tout (re-transmission time). In the practical applications,
tNACK <tout, therefore both the transmission efficiency and the maximum throughput for
data link layer are improved.
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