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Abstract 

The heartbeat detection is an important technology to detect faults of cluster nodes. 

This paper proposes a Double-layer Heartbeat Detection Model and a Double-layer 

Heartbeat Detection Algorithm (DLHB) orienting to embedded heterogeneous clusters to 

obtain high availability of embedded heterogeneous clusters. This algorithm divides the 

nodes in the embedded heterogeneous cluster into different areas by their physical 

positions. In each node area, a node is selected as the master control node. The inter-area 

detection uses heartbeat ring mechanism. The intra-area detection can only be made 

among master control nodes. The experiment results show that, DLHB is more accurate 

in prediction compared with DHB, and can detect faults concurrently occurring on 

multiple nodes with less time compared with the heartbeat ring algorithm. 
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1. Introduction 

With the development of high-speed computer network and high-performance 

Industrial Personal Computers (IPC), distributed systems have been widely applied in 

various fields such as the control system of aircraft, ships, nuclear power, etc., and have 

increasingly played a core role [1]. Today, it has become more and more important to 

ensure the continuous and reliable operation of the server cluster. To achieve this goal, 

two main techniques, fault detection and fault recovery will be used and the former one is 

the basis. 

The heartbeat detection technique is commonly used in fault detection because of its 

simple theories and high rate of success. Each node in the cluster will inform each other 

of its own health status by sending a network exchange data packet called the heartbeat 

packet on a regular basis. By exchanging the heartbeat packets, each node can detect the 

status of others, and if it finds out a node fault, the fault recovery mechanism will start to 

run. Time-out of heartbeat packets is critical to determine whether there is a node fault. 

Timeout may be caused by various reasons, but the node fault and the network delay are 

two basic ones.  

The performance of computer systems develops continuously, but meanwhile power 

consumption and cost are also increased and programming is made more complex, 

especially in the embedded computer system [2]. In the embedded heterogeneous cluster 

system, the network delay is inevitable because of the limited calculation and 

communications capabilities, node heterogeneity and the diversity of network 

environments. Consequently, the network delay is one of the main causes of faults in the 

embedded heterogeneous cluster system, especially for the wireless network. 

The current heartbeat detection algorithms cannot be well applied to heterogeneous 

embedded clusters. About this issue, this paper proposes a double-layer heartbeat 

detection algorithm orienting to embedded heterogeneous cluster (DLHB). This algorithm 

divides the areas of nodes in the embedded heterogeneous cluster by their physical 
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positions, and respectively conducts the inter-domain and intra-domain heartbeat 

detections for nodes. The experiment results show that this algorithm is applicable to the 

heterogeneous embedded cluster environment. 

 

2. Related Researches 

The basic heartbeat models include “push model” [3] and “pull model” [4]. The “push 

model” refers to the heartbeat packet that is sent actively by the monitored node to the 

monitoring node, while the “pull model” refers to the heartbeat packet that is sent by the 

monitored node to reply to the inquiry of its health status from the monitoring node. 

However, both models have their own disadvantages. The “push model” will easily cause 

timeout or  loss the heartbeat packet as a result of resending the packet when the network 

load is heavy, making the monitoring node falsely judge the status of the monitored node; 

while for the “pull model”, information needs to be transmitted twice to determine the 

status of the monitored node each time, so it’s not efficient. For the past few years, on the 

basis of these two models, a series of heartbeat detection techniques have been widely 

studied and applied. 

To compensate for the frequent false decision of the “push model” and the high 

communication overhead of the “pull model”, the “dual model”[5], which combines 

advantages of the two models, is designed. This “dual model” runs in two phases. In the 

first phase, all the monitored nodes periodically send their own heartbeat packets. If the 

monitoring nodes do not receive the heartbeat packets from the monitored nodes in a 

certain heartbeat cycle, then it will go to the second phase. In the second phase, the 

monitoring nodes will inquire about the status of the monitored nodes. If there is no fault 

in the monitored nodes, they will send their heartbeat packets after receiving the inquiry. 

The “dual model” can be easily achieved through the combination of the “push model” 

and the “pull model”, but for large- scale cluster systems, a large number of heartbeat 

packets will cause network congestion 

Paper [6] proposes the Distributed Heartbeat Mechanism (DHM). It includes one 

master node and multiple slave nodes, in which each node runs the same heartbeat process 

but in different states. The master node is elected by all nodes and it detects the status of 

the nodes through the “pull model”. However, its own status is judged jointly by all other 

slave nodes. The slave nodes firstly “pull” the status information from the master node. If 

there is no replay within an expected period, the slave nodes will judge the status of the 

master node by election. If the master node fails, a new master node will be elected by all 

slave nodes, which is a high cost for large-scale cluster systems. 

Paper [7] proposes a Multi-level Heartbeat Protocol. It classifies the nodes into the 

control node and the calculation node according to their functions and each control node 

controls a group of calculation nodes. The control nodes detect the heartbeat of each 

other. If a control node fails, it will be deleted from the topological structure. The status of 

calculation nodes is detected by their corresponding control node. The control node 

regularly “pulls” the status information from the calculation nodes that are within its 

control domain. If any calculation node fails, it will be deleted. And meanwhile, the 

calculation node will run a timer. If it has not received the “inquiry” from its control node, 

it will look for another control node and join the control domain of this new control node. 

This protocol has a good performance in large-scale cluster systems because it can detect 

heartbeat in different node groups with no interaction of heartbeat packets among all 

nodes, reducing significantly the network load caused by heartbeat detection. However, it 

needs additional nodes to control the calculation nodes, and all heartbeat packets have 

fixed timeout, so it can’t be well adapted to uncertainties of the network. 

Time delay in embedded heterogeneous clusters is considered in none of the algorithms 

above. Because of the limited calculation capability and heterogeneity of nodes in the 

embedded heterogeneous cluster, the communication costs among nodes may vary and 
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the network delay is uncertain. If it still uses the fixed threshold of heartbeat packet 

timeout, the probability of misjudgment may increase because the monitored nodes at that 

time may be in its normal state, but the heartbeat packets they send to the monitoring 

nodes are delayed or lost due to the network during the transmission. For this reason, it is 

incorrect if the monitoring node judges that the monitored nodes are invalid. At present, 

in some researches, the arrival time of heartbeat packets is predicted to reduce 

misjudgment. For instance, paper [8] uses the average delay time of the latest heartbeat 

packets (DHB) to predict the arrival time of the next heartbeat packet. It’s easy to operate 

this algorithm and it also considers effects of the network delay on the arrival time of 

heartbeat packets, but its prediction accuracy is very low. Paper [9] predicts the arrival 

time of heartbeat packets with the artificial neural network. Although this method indeed 

improves prediction accuracy, it is too complicated to be used in the embedded cluster 

systems which have higher requirements for the real-time attribute. 

Based on the analysis of advantages and disadvantages of the existing research, this 

paper proposes a Double-layer Heartbeat Detection Algorithm (DLHB) orienting to 

embedded heterogeneous clusters. This paper divides the nodes in the embedded 

heterogeneous cluster into different areas by their physical positions. For the inter-domain 

heartbeat detection, heartbeat prediction mechanism is introduced to reduce misjudgment 

caused by network latency, while for the intra-domain heartbeat detection, the heartbeat 

ring mechanism of lower message complexity is adopted. This algorithm not only has 

higher detection success rate, but also has shorter detection duration. 

 

3. Algorithm Design 

3.1. Double-Layer Heartbeat Detection Model 

Usually, in the embedded heterogeneous cluster application, the network 

communication costs differ greatly among the heterogeneous nodes. Generally speaking, 

the network communication cost is low among nodes in the same small-scale cluster or on 

the same rack, but cost is higher and unstable among nodes in different small-scale 

clusters or different physical areas [10]. For this reason, a double-layer heartbeat detection 

algorithm orienting to embedded heterogeneous cluster is designed, as shown in Figure 1. 

In Figure 1, the small circle marked with M is the master control node, and other small 

blank circles without any symbol represent the normal nodes. 
t

H B  is the token heartbeat 

packet, and 
r

H B  is the response heartbeat packet. 

For the real-time requirement of the embedded system, the topology of the model is 

based on the logic token ring. The intra-domain heartbeat detection can be conducted only 

through the simple token heartbeat detection and the response heartbeat package, while 

the inter-domain heartbeat detection only through the status packets designed uniformly, 

so complexity of the heterogeneous system can be avoided. The cluster node areas are 

divided according to their physical positions and the nodes with a low network 

communication cost and relatively stable network conditions are categorized into the 

same area. In every node area, a master control node is elected, and the left nodes are the 

normal ones. All the intra-domain nodes form a logic heartbeat ring, in which the master 

control nodes constitute the intra-domain heartbeat packets and transmit them downwards 

in turn along the heartbeat ring so as to detect the node status in the ring. The inter-

domain node heartbeat detection is conducted among master control nodes which collect 

the status information of all nodes within their domains and send them to other master 

control nodes through heartbeat packets. According to the model shown in figure 1, the 

DLHB algorithm is comprised of two parts, the heartbeat detection algorithm of the inter-

domain master node and the heartbeat detection algorithm of the intra-domain node. 
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Figure 1. Algorithm Model 

3.2. ARMA-Based Prediction Method for Heartbeat Packet 

Auto-Regressive and Moving Average Model (ARMA) is an important method of 

studying time series. It’s composed of AR mode and MA mode. ARMA mode requires 

that time series should be random and stable [11]. In the sequence of ARMA model, the 

nth time observed value is dependent on the n-1th time observed value and the (n-1)th 

time noise value, so a model can be created to predict future value[12]. The mathematical 

formula of ARMA model [13] is:  

 1 1 2 2 1 1 2 2
. . . . . .

t t t p t p t t t q t q
D D D D a a a a     

     
            (1) 

D is the sequence of predictive value, p and q are order, 
p

  and 
q

  are undetermined 

coefficients, 
t

a  is the sequence of random variables that are independently distributed, 

representing the error between the observed value and the predicted value, and t 

represents the observed value of the time. 

Lots of scholars have applied prediction models to the prediction of network flow, such 

as flow prediction based on auto-regressive and moving average model (ARMA) [14]and 

prediction based on fractal auto-regressive and moving average model f (F-ARMA) [15], 

etc. 

In the heterogeneous cluster system, the network flow directly affects the arrival time 

of heartbeat packets. Moreover, paper [16] points that the ARMA model can effectively 

analyze the relevance of stability data and it has smaller prediction error variance than AR 

model, so it’s suitable for short-term prediction and environments in which the sampling 

cycle is second[13]. Therefore, ARMA is used to predict the arrival time of heartbeat 

packets. 

Definition 1: Assume the time interval between the arrival time of the tth heartbeat 

packet and the arrival time of the (t-1)th heartbeat packet is
t

D . As the time elapses, the 

data sequence can be considered as a set of random sequences  t
D ，t = 1,2….  

As the arrival time intervals of heartbeat packets are not necessarily periodic and they 

may fluctuate around a fixed value level with no linear trends, they are steady and smooth 

sequences [13]. Here, backward shift operator B is introduced, where
1t t

D D


Β , 
2

2t t
D D


B …. According to definition 1,   formula(1) can be transferred to:  

    ( ) ( )
t t

D a B B      (2) 
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( ) B  and ( ) B  are p steps and q steps polynomials of B. The formula(2) can be 

extended to formula(3)[15]: 

   
2 3

1 2 3

2 3

1 2 3

( ) 1 ...

( ) 1 ...

p

p

q

q

    

    

      


     

B B B B B

B B B B B
    (3) 

ARMA (p, q) model has p+q+1 parameters, including 2

1 2 1 2
, , ... , , , ... ,

p q
       . If p and 

q are too big, there will be a heavy calculation burden. According to the time sequence 

theory, ARMA (2s, 2s-1) is selected, where s is a positive integer. In this way, the model 

can be automatically completed on the computer without human-machine coordination 

[14]. Here ARMA (2, 1) is used, so there will be less calculation and it can meet the real-

time requirement of the system. Therefore, formula (3) can be written as formula (4). 

     
2

1 2

1

( ) 1

( ) 1

  

 

   


 

B B B

B B
    

 (4) 

In order to make the prediction result more real and practical, the error mean between 

the predicted value and the real value that are got in a recent period is used to correct
t

D . 

Respectively set the predicted value and the real value of the arrival time interval of the 

last m heartbeat packets as Sequence 
1

{ , ..., }
t t m

X X
 

and Sequence
1

{ , ..., }
t t m

Y Y
 

. When t>m, 

the predicted arrival time interval 
t

X  after being corrected can be calculated through 

formula(5), where i =1,2,…,m. 

    
1

m

t i t i

t t

i

Y X
X D

m

 




        (5) 

 

3.3. ARMA-Prediction-Based Inter-Domain Heartbeat Detection Algorithm 

Inter-domain heartbeat detection works between each master process. The heartbeat 

packet sent by each master process contains status information of all the nodes in the 

same domain, so each master process will obtain status information of all nodes. In 3.1, 

ARMA model is used to predict the arrival time internal
t

X of heartbeat packets, and 

sequence 
1

{ ... }
t t m

Y Y
 

 is used to record the real value of the arrival time interval of the last 

m heartbeat packets. Assume the real arrival time sequence of the heartbeat packet is t
A , 

and the predicted arrival time sequence is t
B . The algorithm model is shown in Figure.2, 

where the sending interval of the heartbeat packets by the monitored nodes processes is a 

fixed value σ. 

Monitoring Node

Monitored Node

tA

HBt-1HBt-3 HBt-2 HBt

-1tA
-2tA-3tA

-1tY-2tY

σ σ σ σ 

tY

HAt

-3tB -2tB
-1tB tB

-2tX -1tX
tX

 

Figure 2. Principle of Heartbeat Detection Algorithm 

The method of predicting the arrival time of heartbeat packets is shown as formula(6). 

    
1t t t

B A X


        (6) 
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Every node will keep a timetable which records the real and predicted arrival time of 

the last m heartbeat packets from all the other nodes. Assume that the timeout of the first 

m heartbeat packets will be calculated with the fixed timeout threshold as the arrival time 

of a heartbeat packet needs to be predicted on the basis of m previous records. Later then, 

the record will be updated once every packet is received, so there are always the latest m 

records, enabling the prediction result to reflect the current network status. In order to 

reduce the wrong decision caused by the fact that the predicted arrival time of heartbeat 

packet is earlier than the real arrival time, the formula(7) is used to set the timeout of 

heartbeat packets. 

    
,

,

th r

tim e o u t

t

T t m
T

B t m


 



     (7) 

Formula(6) and formula(7) will lead to formula(8) – the calculation formula of
tim eo u t

T . 

    
,

,1

T t mth r
Ttim eo u t

A X t mt t


 

 

     (8) 

If the heartbeat packet from the corresponding node arrives within the expected time, 

then the real arrival time of this heartbeat packet will be recorded and the record of the 

corresponding node will also be updated. After that, the arrival time of the next heartbeat 

packet will be predicted on the basis of the latest record. If the heartbeat packet can’t 

arrive within the expected time, then the corresponding node will send the health inquiry 

packet to the monitored node to pull back the status information.  

From what has been discussed above, the ARMA-prediction-based heartbeat detection 

algorithm is described as follows: 

Step 1: Start the periodic sending process of heartbeat packets; 

Step 2: Start the receiving process of heartbeat packets. Record the real arrival time 
t

A  

of heartbeat packet t from node
k

M ; 

Step 3: If the recorded time of the heartbeat packets of node 
k

M  is equal to or greater 

than m, then go to Step 5; 

Step 4: Use formula(8) to set 
th r

T  as the timeout 
tim eo u t

T  of the heartbeat packet t+1, and 

then go to Step 8; 

Step 5: Calculate and record the real arrival time interval 
t

Y  between heartbeat packet t 

and heartbeat packet t-1 from node
k

M ; 

Step 6: Use ARMA to predict the arrival time interval between the heartbeat packet t+1 

and the heartbeat packet t, and use formula(5) to calculate the predicted value 
t

X  after 

being corrected; 

Step 7: Use formula(8) to set 
tim eo u t

T  as the timeout of the heartbeat packet t+1 from 

node
k

M ; 

Step 8: Start the timeout timer of the heartbeat packet t+1 from node
k

M , and wait for 

the arrival of the heartbeat packet t+1. For the rest heartbeat packets, repeat Step2 ~ 

Step8. 

The description of the master node heartbeat detection algorithm DLHB - 1 is shown in 

Figure 3. 
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Input：Heartbeat packet t

Output：The timeout of heartbeat t+1

While system works well

{

If Heartbeat timer timeout

   Ttimeout= Tthr

Else

{

       Record down the real arrival time；
       Calculate and record down the real arrival time interval;

Use ARMA to predict the arrival time interval between the 

heartbeat   packet t+1 and the heartbeat packet t；

Calculate the predicted value after correction；
Set the time-out  of the heartbeat packet t+1.

      }

}  

Figure 3. Pseudo-Code of Inter-Domain Heartbeat Algorithm DLHB-1 

3.4. Intra-Domain Heartbeat Detection Algorithm 

As the node areas are divided by their physical position in this paper, the network 

among nodes from the same area is relatively reliable, and the heartbeat ring of low 

message complexity is used to design the intra-domain heartbeat detection algorithm. 

Paper [17] proposes a heartbeat ring algorithm with a message complexity of O(n), 

which can detect the single-point failure with a few heartbeat packets. Obviously the 

disadvantage is that if only the major and assistant coordinators are used to save the 

configuration information of the heartbeat ring, the configuration information will be lost 

when all the nodes used as the major and assistant coordinators fail, and faults 

concurrently occurring on multiple nodes cannot be detected. 

Definition 2: The intra-domain node set is  1 2
, , . . . ,

m
N N N , where m is the number of 

nodes in the ring. All nodes make up a heartbeat ring, where 
1

,
k k

N N


 means 
k

N  and
1k

N


, 

which are logic neighbor nodes in the heartbeat ring, and
k

N  is the neighbor node 

before
1k

N


, and 
1k

N


 is the neighbor node after
k

N . Each node in the ring maintains the 

topological structure of the whole ring. There are two kinds of heartbeat packets in the 

ring: 
t

H B  and
r

H B . 
t

H B  is the token heartbeat packet, while 
r

H B  is the response heartbeat 

packet. Node 
k

N  receives H Bt  from the former neighbor node 
1k

N


 and then transmits it to 

the later neighbor node 
1k

N


. It also sends a 
r

H B  back to the former neighbor node 
1k

N


 to 

show its own status. 

From Definition 2, 
t

H B  is being transmitted in a cycle within the ring like a token, and 

only one node can hold it at one time point. Every node maintains a timer. Timing begins 

when node 
k

N  transmits 
t

H B  to the later neighbor node
1k

N


. If node 
k

N  doesn’t receive 

the 
r

H B  answered by the later neighbor node 
1k

N


 within the threshold time, the later 

neighbor node 
1k

N


 will be considered to be failed. At this moment, this node will reset 

the timer, set a new 
r

H B  and send it to the neighbor node after
1k

N


. If 
k

N  receives the 

heartbeat packet answered by node 
2k

N


 within the threshold time, then no action will be 

taken and node 
2k

N


 will continue to transmit the token heartbeat packet 
t

H B ; otherwise 

the node 
2k

N


 is also considered to be failed, and then it will further send 
t

H B  to node 

3k
N


; the rest can be done in the same manner till the replied heartbeat packet 

r
H B  is 

received. The whole process is shown in Figure 4. 
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Figure 4. Intra-Domain Heartbeat Ring Algorithm Model 

Figure 5 has described the heartbeat detection process intra-domain. 

Input：Token heartbeat packet HBt

Output：Heartbeat packet HBt with fault information 

While system works well

{

If node Nk has received token HBt

{

       Reply responsive heartbeat packet HBr；

         Transmit HBt to node Nk+1 and start heartbeat timer；
      if node Nk has not received responsive packet HBr  from 

node Nk+1

      {

            Reset heartbeat timer；

            Add the fault information of node Nk+1 to token HBr ；

            Send token HBr to node Nk+2；       

      }

      Else

      {

       Node Nk+1 was health, do nothing；
      }

}

}  

Figure 5. Pseudo-Code of Intra-Domain Heartbeat Algorithm DLHB-2 

4. Simulation Experiment and Performance Analysis 

There are 16 PCs used in the experiment and they form a LAN via a switch. Each of 

them continuously broadcasts the data packets to each other. As the main novelty of the 

heartbeat algorithm in this paper lies in that it uses ARMA to predict the arrival time of 

inter-domain heartbeat packets, the mean prediction error of these 16 PCs are used to 

judge the performance of the algorithm. 

Let m in formula(8) be 3 and the sending cycle of heartbeat packets 5s. Because of the 

limited table size, the 101st to the 110th results of the experiment are listed, i.e. the values 

of  1 0 1 1 1 0
t

Y t   and  1 0 1 1 1 0
t

A t  . Values of  1 0 1 1 1 0
t

X t   and 

 1 0 1 1 1 0
t

B t   that are respectively calculated through DHB and DLHB are also listed 

in Table 1. 

Table 1. Partial Data of Experiment Results 

Times Actual Conditions DHB Algorithm DLHB Algorithm 

 
t

Y   
(ms) 

t
A  

(m: s: 

ms) 

t
X  

(ms) 

t
B  

(m: s: 

ms) 

t
X  

(ms) 

t
B  

(m: s: ms) 

101 5156 
35:05:0

12 

59

74 

35:05:9

59 

58

45 
35:05:747 
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102 5287 
35:10:2

99 

61

81 

35:11:1

93 

59

97 
35:11:009 

103 5098 
35:15:3

97 

59

73 

35:16:2

72 

58

55 
35:16:154 

104 4987 
35:20:3

84 

59

23 

35:21:3

20 

57

50 
35:21:147 

105 5321 
35:25:7

05 

62

88 

35:26:6

72 

61

93 
35:26:577 

106 4896 
35:30:6

01 

59

84 

35:31:6

89 

56

02 
35:31:307 

107 5405 
35:36:0

06 

64

23 

35:37:0

24 

62

28 
35:36:829 

108 5136 
35:41:1

42 

59

54 

35:41:9

60 

60

04 
35:42:010 

109 4818 
35:45:9

60 

57

97 

35:46:9

39 

56

76 
35:46:818 

110 5247 
35:51:2

07 

62

43 

35:52:2

03 

60

14 
35:51:974 

From the above, it is assumed  t
A  is the real arrival time sequence of heartbeat 

packets and  t
B  is the predicted arrival time sequence. Because for the former m 

heartbeat packets, the timeout is set with the fixed threshold, the sub-sequences 

 t
A n t N   and  t

B n t N   of  t
A  and  t

B  are analyzed, where n>m. 

Set
t t t

S B A  , ( n t N  ) is the absolute value of the difference between the predict 

arrival time and real arrival time. 

It can be seen from above that the smaller 
t

S  is, the smaller the error predicted by the 

algorithm is and the greater the performance will be. Assume n is 100 and N is 200, and 

then a comparison between experiments based upon DLHB proposed in this paper and 

DHB proposed in paper [7] can be seen in Figure 6. Figure 6 shows that the prediction 

error of DLHB is obviously smaller than that of DHB. 

 

DHB DLHB-1

100 110 120 130 140 150 160 180170 190 200

Time Series t

1200

1100

1000

900

800

700

600

500

P
re

d
ic

ti
o
n

 E
rr

o
r（

m
s）

 

Figure 6. Prediction Error of Node Heartbeat 

In respect of the intra-domain heartbeat detection algorithm, comparative experiments 

are conducted between DLHB proposed in this paper and heartbeat ring algorithm 

proposed in paper [17]. In each experiment, only one fault node is set and the detection 

duration of the fault node is considered as the evaluation index of the algorithm. Assume 

that the timeout of the heartbeat timer is 3000ms. The detection duration of the intra-

domain heartbeat ring in the experiments is shown in Figure 7. As the number of nodes 
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increases, the detection duration becomes longer. However, DLHB proposed in this paper 

always has shorter detection duration than the heartbeat ring algorithm. 
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Figure 7. Intra-Domain Heartbeat Ring Detection Time 

5. Conclusion 

In this paper, for embedded heterogeneous clusters, a double-layer heartbeat detection 

model and ARMA-prediction-based double-layer heartbeat detection algorithm are 

proposed. A comparison between the DLHB and DHB algorithms is made through 

experiments. The experiment shows that the DLHB model and the algorithm proposed in 

this paper has a low rate of false detection and a great performance in heterogeneous 

clusters, so the model and the algorithm can be actually applied to heterogeneous clusters 

which have the real-time requirement. 
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