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Abstract 

Cloud Computing Environment, the data presides over a set of networked resources and 

these data centers may be located in any part of the world and access of the data provided 

through Internet. Cloud computing facilitates computing assets on demand by the use of a 

service provider. In the Current Scenario, Security and privacy challenges are facing in this 

cloud environment. We implement our scheme and show that it is both efficient and flexible in 

dealing with access control for outsourced data in cloud computing with comprehensive 

experiments using the technique Hierarchical Attribute Based Encryption to protect data of 

the users and analyze its performance. 
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1. Introduction 

Cloud Computing is a current user trusted technology accessing through Internet at “Any 

time anywhere”. Without Installing Software’s, it allows the Consumers and Business to use 

the application like Storage, Processing and Bandwidth using Central Remote Servers. 

To keep up the client information secure in outsider Servers, It is needed to enforce Strict 

Security Policies and also require additional trust in clients to use the cloud services.  

By having a web-based application, bringing new locales and suppliers up on to the 

framework gets to be much speedier and easier. Also, quality is more turning a collaborative 

process. Encryption Techniques for Storing the User data and key Management, Self 

Encrypting drive to protect the data from the unauthorized access in case of maintenance of 

servers of the cloud. 

The Aim of the project undertaking improving the data security storage using Attribute 

Based Encryption technique for encrypting and decrypting the data and authentication levels 

of security is provided to the secure storage and access the data through cloud computing. 

 

2. Surveying Techniques 

Surveying techniques is analyzed in two ways, the techniques used for implementing for 

the project and cloud services (SAS, PAS, and IAS) provided by the companies for accessing 

through cloud servers .Firstly, the technique/ Concept used for the Project is discussed briefly  

2.1. Attribute Based Encryption (ABE) 

The concept of ABE is a type of Public Key (PK) Encryption and the Cipher Text (Ct) 

depends upon the Set of Attributes (Sa). Decryption is possible only the attributes of the User 

Key (Uk) match’s with Cipher Text attribute.  
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Features 

ABE holds the multiple keys to access the data, at least one individual key is required to 

access the Encrypted data. 

Types 

ABE is classified into different types, the following are explained below: 

(1) Key-Policy ABE [KPABE] 

Goyal [1] Introduced the technique associated with Ct is provided with Sa and users in the 

form of accessing method are Single access represent in the form of tree structure. Sa to the 

message encrypted corresponds to the Pk.  User can able to access the data, if the key match’s 

in the form of access tree structure.  

Disadvantage:  

 Scalability (Managing Sa with multiple users). 

 Flexibility (To access the data multiple level of attribute authorities). 

(2) Cipher-Text Policy ABE [CPABE] and Cipher Text Policy Attribute Set Based 

Encryption[ CPASBE] 

Bethencourt [2] proposed the concept of CPABE similar to Identity Based Encryption 

(IBE). Because it contains the Pk and Master Private Key (Mk) and rules to Decrypt the data 

using Mk / Pk which have attributes of the users. 

To solve the problem with the CPABE introduced the concept on the CPASBE is 

representing in the form of unchanging structure that does not permit individual variation and 

access to represent as dynamic constraints. Sa is representing in the form of recursive 

structure. Based on the rules it allows Sa allowed to combine the attributes form multiples and 

decrypt to use the attribute in a single access. 

(3) Hierarchical Attribute Set Based Encryption [HASBE] 

Wang [3] comparing the concept of the HIBE and CPABE and derived the concept, It is a 

Technique used for cloud storage services with the combination of CPABE and Bobba, et al. 

[4] states that the, HIBE (Hierarchical Identity Based Encryption), it contains Private key 

Generator (Pk) and domain Pk, Users, associated with Key ID (Ki). To access the data from 

cloud storage it has some restrictions in the form of different levels. The Main access is the 

root authority responsible for the domain level authority like admin, User. 

W a n g ,  et al. [5] proposed the concept of HASBE for the security level of the data 

storage in the cloud with the encrypted and decrypted along with fewer failures and more 

scalable and flexibility. 

 

2.1.1 Analysis of Attribute Based Encryption [ABE] Techniques 

The implementation of the algorithm for this application is done based on the analysis of 

the concept of ABE. The following Table 1 shows the analysis of ABE Techniques used in 

Real time authentication service in cloud for storing data in cloud servers. 
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Table 1. Analysis of ABE techniques based on the Access control, Efficiency, 
Computation Overhead 

S.NO. Techniques Access control Efficiency Computation 

overhead 

1 KPABE Low, High Average Reduces 

2 CPASBE Better Better Lower 

3 HASBE Better Flexible Less 

 

Sacha, et al. [6] proposed the Distributed ABE [DABE], to overcome the problem of 

authorities to maintain the independent attributes, different types of entities are introduced 

using the algorithm CPABE as a part responsible for distributing the Mk to access the storage 

of the data. Drawback of DABE is access policy of attributed based encryption in distributed 

environment. 

Shucheng Yan, et al. [7] states the solution for the challenge issues in ABE and protect the 

data storing at the untrusted servers and also privileges in sharing the user key’s to access the 

data from the cloud. Drawback of ABE to communicate with blob in the database first it has 

to communicate with public key Infrastructure (PKI). 

Wang, et al. [8] states the security problem in the storage and proposed the solution using 

the techniques HIBE and CPABE to improve the performance tradeoff and applying the 

Proxy re-encryption technique. Drawback of CPABE, encrypt the data severely limits the 

ability of the users. 

Patil, et al. [9], analysis the techniques in ABE and makes the comparison between the 

HIBE and HASBE from this they concluded that, HASBE generate the key in the form of 

hierarchal attribute and provides the  Mk to the user to access the data more securely. 

 

2.2. Cloud Services 

Secondly, the cloud services provided by the company to access through cloud is discussed 

in below,Most of the Top IT companies are provided the cloud services to the users. Some of 

the companies like Google, Sales Force, and Amazon and so on. 

Cloud services can be distributed/Accessing/utilizing by the user in three ways 

1. Platform as a service(PAS) 

2. Software as a service(SAS) 

3. Infrastructure as a service(IAS) 

From the above three services, it is categorized by the company in different ways and 

provide services to the users. 

The following diagram shows the Cloud services in current Real time operating services 

for the users to access. 

The Following Cloud services are explained and also real time cloud services provided by 

some companies are defined: 

1. Testing-as-a-service [TAAS]:  Using the remotely hosted testing software’s, 

hardware’s have the access to test the cloud applications, websites, systems, enterprise like 

SOASTA, Cognizant testing services, Impetus. 
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2. Management-Governance-as-a-service [MGAAS]: To manage more than one cloud 

service management service is used. Governance will assign the policy and security 

restriction for access and usage of the data by the users. 

 

 

Figure 1. General Architecture view of cloud service provided by the 
companies in the current scenario 

 

3. Application-as-a-service [AAS]: It is a service, using the cloud platform, they can 

access any software’s Paid version, from the cloud at the lowest and develop the application 

without purchasing and installing software’s installing in system. Service provided by some 

of the companies like salesforce.com, office tool, Google app engine and so on. 

4. Process-as-a-service [PRAAS]: E-Commerce, Business services delivers services over 

the internet and access that service using devices like Smartphone, Computers, and so on. The 

popular Google providing business service to the user like Google-Ad-sense, and also IBM 

Blue Live Works and so on. 

5. Information-as-a-service [IFAAS]: Access the service using single application using 

API [Application Program Interface] through remotely hosted information. For example, live 

updates of Stock Market 

6. Database-as-a-service [DAAS]: Remotely hosted database can be accessed through 

internet and connected to the application to store the data in cloud servers. Some of the 

popular companies like Google cloud, Cloud Bee, Oracle Cloud and so on. 

7. Storage-as-a-service [SAAS]: Storage user files, documents, photos in the cloud secure 

storage encrypted format and can access the data through authentication process, such as 

Drop Box, Google Cloud, and Media fire and so on. 

8. Infrastructure-as-a-service [IAAS]: IT companies now a days, most preferable service 

is infrastructure, they are creating their own private /public cloud, create the infrastructure 

according to the requirements like network, storage, manage, processing and making control 

over the operating environment to deploy and run, develop the products and deliver to the 
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customers. These services also provided by some other companies like Rack Space, Sky tap 

and so on. 

9. Security-as-a-service [SCAAS]: Security provided to the databases, storage data in 

cloud with authentication levels to access the data. It can be provided remotely over the 

networks. Popular companies like McAfee, Panda Cloud antivirus and so on. 

10. Integration-as-a-service [IGAAS]: To develop, Maintain, Manage the customer 

information in the cloud, Integration provides the complete services associated to the 

application. Leading Companies like Mule Soft, DELL and so on.       

11. Platform-as-a-service [PAAS]: Platform service offers the complete service to the 

users to develop the application, deploying, testing, storage, Using cloud operating systems 

and access the service for the development of product. Some of the companies like Google 

APP Engine, Windows Azure, Realistic, Amazon web service and so on. 

 

2.2.1. Analysis of current cloud computing services 

Most common services (SAAS, IAAS, and PAAS) in the cloud provided by the company 

is analyzed and shown in the form of the Table 2. 

 

Table 2.  Analysis of cloud service providers based on the type of the service, 
cloud type and server operating system used to provide services 

 
 

3.  Motivation 

The Proposed system for HASBE presents regarding designation instrument and enhanced 

proficiency. It gives productively impart private information on cloud servers and likewise 

providing security in the cloud, which decide on the structure &semantics of their properties 

storage data in the cloud databases, access through the set of attributes in level of 

authentication’s, provides the flexibility and scalability. 
 

4. Architecture 
 

Note: 

Level 1-states the Admin Authority, provide access to the user for service 

Level 2- Domain Authority, access the service provided by the admin using login credentials. 

Level 3- Cloud service used to deploy the application in the cloud environment 
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Figure 2. Architecture of the proposed system using cloud service, the 
representing of the diagram in three levels 

 

5. Explanation of the functionalities 

The Implementation of this concept is carried out in three levels for providing security to 

user data stored in cloud servers. Encryption and decryption process is implemented for the 

uploaded and downloaded to protect from the unauthorized access. 

Module 1: [Admin Authority] 

Admin Authority is the owner of the cloud, providing services to the users for accessing 

and storage in the cloud database. 

User has to register to access the cloud service, using Login credentials. After completing the 

registering process, User can access the service for uploading and downloading data. 

Module 2: [Domain Authority, Data Consumer] 

In this Module, the process of storing and accessing again defined in two terms 
 

2.1. Domain Authority  

Particular Domain user will upload the data in the cloud servers, once the data is uploaded, 

the data is encrypted without accessing the data from the unauthorized users. The Mk is 

generated after the data uploading is done is cloud database servers. 

Login authentication process can be done, after Domain Authority will upload the data in 

database. Once the data is uploaded the file encrypted and then update in the database. 

Unauthorized access is not processed through the security of the data stored. The Mk is 

generated, once the data uploaded, the uploaded data file is linked up with the Mk, to 

download and save the file from cloud to the operating system. 
 

2.2. Data Consumer  

User has to use the Mk to access the data uploaded by the Domain. The Mk checks the 

status of the using key is valid or invalid. If it is valid, the data is decrypted and user can 

download, otherwise Invalid reports the error. 
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Consumer has the authentication process through login, once the registration. Consumer 

selects the appropriate file to download and enter the key to perform the decrypt operation of 

the particular file to view/ access the data. 

Encryption and decryption process in the form of levels of security to access the set of 

attributes of the users from the cloud servers. 

Module 3: [Cloud Service] 

Finally, Cloud service [Jelastic] is used for the web application for deploying the 

application through web browser, accessing and storing the data in database. 

Jelastic Cloud provides the IAAS and PAAS service’s to the users from the cloud. Create 

the own Cloud environment in Jelastic cloud servers and supported the software’s required to 

run the project and plug-in the Jelastic to the net beans software connected to the cloud and 

deploy the developed web application in cloud web browsers, to identify and detect the error 

in the application and compile the data is done. Process the application, the data is stored to 

the Mysql database hosted through the Jelastic cloud database servers and run through using 

the cloud services. 

 

6. Methodology 

The methodology used in the project for encrypting and decrypting the data in cloud is 

implemented using the algorithm Hierarchical Attribute Set Based Encryption [HASBE]. The 

Proposed HASBE is combination of CPABE, HIBE to provide the access in the security 

based level for the set of attribute users and generate the MK. The Encrypted data generates 

the key in form of the assigned key structure to access and download the data from the 

database. 

 

Table 3. Description of the keys used in the algorithm for implementing 
algorithm 

Keys  Description 

Mk Master Key 

Pk Public Key 

Pki Private Key 

Ct Cipher Text 

Sa Set of Attributes 

Uk User Key 

 

Algorithm : 

In the HASBE scheme, there are multiple keys with different usages. Then, we define the 

HASBE scheme, by presenting randomized polynomial time algorithms as follows: 

Step 1: Start the process 

Step 2: The process organized and generates a public key of Pk and Mk. 

Step 3: Structure of key generates a private key of Pki and Mk. 

Step 4: Depending upon the root level authority, private key [Pk] is generated to the new 

Domain Authority. 

Step 5: Pk, attribute, subset generates a new Pk, which contains the new attribute. 
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Step 6: Encrypt the file and relative Mk is generated to access the users. 

Step 7: Using Mk, the content of the file is decrypted. 

Note: The content of the encrypted data stored in the database only decrypted based on the 

Mk. 

Step 8: Stop the process. 

 

7. Experimentation Results and Performance Evaluation 
 

7.1.1. Jelastic server 

Jelastic server is a cloud service. It provides two types of service IAAS, PAAS.  

Implementation of this concept access the service type is PAAS. First creating the 

environment in the clod according to the requirements of the project, Tomcat 7.0 and Mysql 

5.6 environment is created. Access the service the using Netbeans 7.4 and plugin this service 

in the IDE and execute the web application. 

In this cloud service user has to create the environment of the cloud according to the 

project requirements and then plug-in jelastic in the net bean IDE. After installing the plug-in, 

login with cloud service authentication with the username and password. Upload the project 

in the cloud of the jelastic server. In the project implementation, run the project as jelastic 

environment plug-in. Build and deploy the application in the cloud server.The following 

shows the experimental results of the Jelastic cloud server and the net beans IDE monitoring 

the process is show in Figure 3. 
 

 

Figure 3. compilation using the cloud service and accessing the tomcat 7.0 
web servers and Mysql 5.6 database for accessing through Net beans IDE for 

compilation of the web application and storing in the database 
 

7.1.2. Deployment stage in net beans 

Execution of the web application is done successfully, the following web page is shown, 

and environment of the project along with the service and project filename is shown in the 

Figure 4. 
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Figure 4.  Environmental setup using jelastic server access and compiled 
project successfully access the cloud service 

 

7.1.3 Encryption process of Owner Authority Module 

Owner Authority module upload the text file, once the file is uploaded. Public Key and 2 

attributes sets, master key, secret key is generated and file content is shown in Figure 5. 
 

 

Figure 5. Encryption process of upload by Owner Authority 
 

7.1.4 Decryption process of Consumer Authority Module 

Decryption process is accessed by the consumer and select the file and Secret key is in 

binary format is entered. Both the given input matches and content of the encrypted data is 

decrypted and respected data is shown in Figure 6. 

 

 

Figure 6. Decryption process using the secret key consumed by the Consumer 
Authority 

 



International Journal of Grid Distribution Computing 

Vol.7, No.6 (2014) 

 

 

146   Copyright ⓒ 2014 SERSC 
 

7.2 Performance Evaluation 

Performance evaluation of the three different types of algorithms, i.e., HASBE, CPABE, 

HIBE encryption process is shown in two graphs Figure 7 and Figure 8. Comparative 

Analysis of performance of three algorithms shows that the HASBE improves the execution 

time when compare to the HIBE and CPABE. Level of Access Tree also decreased when 

implemented in HASBE algorithm. The Observation State by the performance Analysis, 

HASBE Algorithm will give more security and storage and increases the performance level in 

the cloud Storage. 

 

 

Figure 7. Graphical representation of decryption process can be calculated in 
terms of execution time and number of attributes 

 

Figure 8. Graphical representation of decryption process can be calculated in 
terms of access tree level and decryption time 

 

8. Conclusion 

Cloud computing is the fastest growing technology in current scenario. Popular companies 

providing the cloud service to the users using low level encryption algorithm techniques, This 

leads to problematic for user storage data stored in the cloud. The proposed algorithm defines 
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the newest level to protect the security for the cloud storage users with the multi level 

authentication’s and the key authorization to decrypt the data in secure process. As the cloud 

users and trusting on the cloud increased day-by-day, companies has to provide the more 

security algorithm techniques to the data stored in the cloud servers. 
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