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Abstract 

Cloud computing provides elastic, scalable on-demand IT services for individuals and 

organizations. In the cloud computing, everything is as the service. Cloud clients enjoy 

convenience and efficiency service, but at the same time encounter new issues. Cloud clients 

needs to provide authentication information to access to service, which often contains a lot of 

sensitive information. The service provided by Cloud is dynamic, diverse, and context-related. 

The traditional identity authentication methods which implement coarse-grained to allow or 

prohibit access is no longer to adapt service-oriented cloud computing. In this paper, we 

propose a service-oriented identity authentication privacy protection method. In the method, 

we define cloud service access control as a process and extending the cloud client related 

information into a fuzzy set as the authentication condition for the exchange, according to the 

amount of information security level, dynamic opening the corresponding service access 

control and providing fine-grained service-oriented identity authentication, guarantees 

global minimal sensitive information disclosure, and maximally protects individual privacy. 
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1. Introduction 

Cloud computing provide the elastic resources on demand, it is form of a collection of 

services. However, cloud computing brings not only convenience and efficiency, but also 

security issues, especially data security and privacy protection. In the cloud, cloud servers and 

clients often located in different security domains and the demand for services with a dynamic, 

fast, continuous (diversity).Traditional authentication methods based on what you know, 

which justifies the means, using a static password data or dynamic password technology uses 

a one-time pad, each time a user logged on through a long list of keyboard input regular 

password, mismatched performance of popular influence. Traditionally authorization in 

access control is the act of checking to see if a user has the proper permission to access a 

particular file or perform a particular action, assuming that user has successfully authenticated 

himself. Authorization is very much credential focused and dependent on specific rules and 

access control lists preset by the web application administrator or data owners. Typical 

authorization checks involve querying for membership in a particular user group, possession 

of a particular clearance, or looking for that user on a resource's approved access control list, 
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akin to a bouncer at an exclusive nightclub. Any access control mechanism is clearly 

dependent on effective and forge-resistant authentication controls used for authorization [1-3]. 

The traditional identity authentication methods which implement coarse-grained to allow 

or prohibit access tend to ensure the security service provider, that is no longer to adapt 

service-oriented cloud computing. Accordingly, researchers introduce trust negotiation into 

cloud computing access control, through consultation methods, and establish trust relationship 

chain, thus achieving dynamic resource access control. 

Negotiation-based authentication method which establishes trust between strangers through 

iterative disclosure of digital credentials and access control policies providing enough 

security guarantees for people who want to share resource across security domains in open 

systems. But credential, access control strategies usually carry a lot of private information, 

unlimited disclosure of interoperability is bound to bring many safety hazards and risks in 

cloud computing of multi-domain environment. To solve this problem, in this paper, we 

propose a service-oriented identity privacy protection method. In the method, we define 

identity authentication as a process, and cloud clients expand their own information into the 

composition class tree structure, according to its security level dynamic and open access of 

the corresponding service, access to the corresponding service. During transmission extending 

the authentication information into a fuzzy set, to provide security for the users of cross-

domain resource access, provide fine-grained authentication process, at the same time protect 

the clients' privacy in the cloud. 

The rest of this paper is organized as follows. In Section 2, we describe some related 

work. In Section 3, we explain our service-oriented identity authentication approach for 

privacy protection in two aspects: one is to relevant definitions and the other is 

algorithm description. We also give an application scenario for better illustration of our 

method. In Section 4, we perform some simulations using Opnet in which the results 

and analysis show that our method can achieve our goal well. Finally, we conclude this 

paper in Section 5. 

 

2. Related Works 

To our knowledge, there is already some identity authentication mechanism to 

protect privacy. 

Personalized search refers to search experiences that are tailored specifically to an 

individual's interests by incorporating information about the individual beyond specific 

query provided. Access control filter [4] is a preliminary authorization scheme that 

checks if the current user can perform the requested controller action. The authorization 

is based on user's name, user IP address and request types. Access Control Lists are 

filters that enable you to control which routing updates or packets are permitted or 

denied in or out of a network. They are specifically used by network administrators to 

filter traffic and to provide extra security for their networks. 

 Personalized access control and access filter can be used to choose value 

information through subjective, but access filter is the way to add a barrier by subject 

while receiving the results; personalized access control is still to provide the more 

information, more access to the information service. They are both based on the static 

information and adopt first access last control mode. In essence, they do not reduce the 

information disclosure of the vast amounts of information to the user and system. In the 

cloud computing environment, the cloud terminal is resource-constrained, these 

methods are not applicable.  

Fuzzy sets [5-8] were introduced simultaneously by Lotfi A. Zadeh and Dieter 

Klauain 1965 as an extension of the classical notion of set. In classical set theory, the 
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membership of elements in a set is assessed in binary terms according to a bivalent 

condition — an element either belongs or does not belong to the set. By contrast, fuzzy 

set theory permits the gradual assessment of the membership of elements in a set  [9-11]; 

this is described with the aid of a membership function valued in the real unit interval 

[0, 1]. The relevant theory is as follows: 

Definition: A fuzzy set is a pair (A,m) where A is a set and m:A[0,1]. For a finite set 

A = {x1,...,xn}, the fuzzy set (A,m) is often denoted by {m(x1) / x1,...,m(xn) / xn}.Then x is 

called not included in the fuzzy set(A,m)if m(x) = 0, x is called fully included if m(x) = 

1, and x is called a fuzzy member if 0 < m(x) < 1.The set is called the support of (A,m) 

[12-19]. 

Equivalence relation: Let R be a binary relation on a set A. 

If R satisfies the following conditions: reflexive; symmetry; transitivity; Then R is 

called an equivalence relation defined on A.Set partitioning: The division of the set X is 

a nonempty subset of a collection of X, making all elements x of X is the precise subset 

of one. Equivalent, X a subset of the set P is a division of X, if  the elements of P is the 

empty set; P elements and set equal to X; the intersection of any two elements of P is 

empty. 

 

3. Service-oriented Authentication Method 

In the section, we first introduce the method description and relevant definitions 

algorithm in detail.  
 

3.1 Method Description 

Service-oriented authentication method in the cloud computing triggered by the 

cloud clients’ need , the process as followed: 

1) cloud clients information partitioning and extracting to form a hierarchical tree 

structure;  

2) information and services analysis and comparison, using the fuzzy algorithm for 

tree mapping;  

3) processing to complete the certification at the same time determine the mode of 

service category;  

4) using the fuzzy algorithm to complete the secure transmission of user 

authentication information in the cloud. 
 

3.2 Relevant Definitions 

Definition 1: The cloud user information extraction 

Extract the semantics of the user information, abstract information attributes and 

classes, the formation of the hierarchical tree protection strategy, set up a protection 

strategy for the security level X = {X1, X2, X3, ..., Xn} is by Xi(1 ≤ i ≤ m) consisting of 

a collection of Xi is composed of triples by the dense Si and privacy R i and privacy of 

the interaction space X i = (Si, Ri, O'i), in which Si⊆S, Ri⊆R, O'i is a division of space 

granularity  then X is the one with the space constraints and drawing collections, 

referred to as the security level for the null effect. It represents the granularity of the 

security level of the same strategy space in the same space. 
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Definition 2: Service 

The service is defined as a monotonic function of f (x) = r the range of 0 to 1, 

permission from the prohibition to allow. Service abstract for the operation and object 

encapsulation, it provides users with a call interface. It can be seen from the definition 

1, any two elements,  

This simplifies the management of access control object, and better adapts to service-

oriented computing environment, and access control from the static protection of 

resources transferred to the authorized service dynamic protection.  

Definition 3: tree mapping 

T represents the tree. Take the fixed point x belongs to T, val (x) indicates the 

number of connected components. If val (x) = 1, called point x T is an endpoint; if val 

(x)> 2, then we call point x is a fulcrum of all the fulcrum of the tree T denoted the 

closure of each connected component of V (T), the number of T denoted Edg (T). [A] is 

the smallest closed connected subset of T contains. In particular, for any a, bT, [a, b] 

represents the measure of the tree. The root node is all the information for the user, 

more and more detailed information granularity from top to bottom layers of increment, 

availability of services permissions are getting smaller and smaller and finally close to 

zero. Figure 1 illustrates service and information structure tree mapping in details.  

 

Level 1

Level 0

Service 
permissions
decreasing

 

Figure 1. Service and Information Structure Tree Mapping 
 

Define 4: The process of certification 

Certification process description, we have done the assumption that, in front of a closed 

house, the furnishings in the house is the resources required (service), but this door we have 

only two possibilities: open or close (just as the traditional sense of the access control to allow 

or prohibit), from another point of view we describe such a process, in order to obtain the 

items inside the house, opened the door slowly, in other words, we see a little to the items 

inside the house, until you see all (which is equivalent to the authentication process); 
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Figure 2. Example of f: [0,1] -> (0,1) 
 

Function f(x)=y, where x is the cloud clients' information protection policy security 

level, the range [0,1] y is certification process range(0,1) f: [0,1] -> (0,1) ,for 

example :when i >= 1, f(2
(-i)

)=2
(-i-2)

, Other f (x) = x 

In order to satisfy the information service optimization, rules as followed: 

Rule1 (granularity control rule): the subject (user) has negative authorization access 

right to the object (information) of high-level, then subject has the right to all nodes of 

the object group. 

Rule2 (inheritance allowed rule): the subject has the negative authorization access 

right to the object, default of the principal in the case where the group members of 

subject have the right to the object; 

Rule3 (explicitly deny permission rule): For particular subjects, explicitly deny 

permission needed. 
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There are use-cases that involve certain documents, web applications where only 

negative authorization access shall be granted to very specific users of one or more. In 

such a case, the users that shall get the right most probably don't share a common 

attribute that would allow setting rules. 

Context. It is any information that can be used to characterize the situation of 

entities  that are considered relevant to the interaction between a user and an application,  

including the user and the application themselves. Context is typically the location, 

identity and state of people, groups and computational and physical objects.  

Fuzzy set. Let X be the universe of discourse, for any fuzzy set A, the function µA 

represents the membership function [9-10] for which µA(x) indicates the degree of 

membership that x, of the universal set X, belongs to set A and is, usually expressed as 

a number between 0 and 1 

µA(x): X  [0,1]; xµA(x) 

The operation of union, intersection and complementation are defined exactly the 

same as they are for standard sets in terms of the characteristic function; i.e. :  

 Union: µA∪B(x) = max(µA(x), µB(x)) 

 Intersection: µA∩B(x) = min(µA(x), µB(x)) 

 Complement: µnotA(x) = 1-µA(x) 

The notation for fuzzy sets: For the member of a discrete set with membership µ,we 

use the notation µ/x . 

A = µ1/x1+µ2/x2+…..+µn/xn. 

 

3.3 Algorithm Description 

The algorithm consists of the following five steps: 

Step1:Cloud server-side S receive the cloud client C service requests sr, According to  

the information P submitted by C, if sr is an unprotected resource, then immediately 

grant the access request permission to successful. Otherwise, turn to Step 2. 

Step2: S transfer authentication strategy to C request service, the elements in the 

authentication policy represent the corresponding authentication information of user 

application service, such as user identity, location information and other sensitive 

information. 

This segment process the context information by four steps. 

1. Scan the context information that consists of the users' requirement and context 

information as the input conditions, Based on user interest categoriesA1, A2, ..., An. To 

ensure that A1, A2, ..., An. independent, there is no intersection. 

2. let A be a finite universe U = {X1, X2, ..., Xn}fuzzy sets, U is the collection of all 

information in the cloud server, A is the collection of cloud user information composed 

byA1, A2, ..., An. X is the element of U in the cloud server, that is the composition of 

our cloud user information service set.  
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According to formula  A = µ1/x1+µ2/x2+…..+µn/xn Where "+" shows a concepts of 

collection, not the sum of arithmetic. The denominator is the element of domain, 

molecule is the membership degree of element to A.  

3. According to the previous formula, select µA(x) ≤0.6, Choose to meet a fuzzy set 

A1 of all x, delete operation. for A1∩ A2, ..., ∩An 
…,   A1∩ A2

  A1, 

We have performed evaluation of our method with both sides of the type Gauss 

membership function using the Matlab simulation software.  

Function y = gauss2mf ([x1 x2 ... xn], [sig1 c1 sig2 c2]) 

For a given domain x and parameters [sig1 c1 sig2 c2], return the corresponding y 

values for the two-sided Gaussian composite membership function.  

4. The information service results include two parts: a public concern (selected 

according to the read rate); one is the selection results of the third step. 

It is designed for the scene of the cloud users acceptance of information services, but 

can also be applied in other similar occasions. It reflects the psychological needs of the 

cloud users to information services. When the users want the information provided in 

the cloud resource pool to obtain the information they most want, we need some 

specific information of the users, the cloud server make the control and give the results. 

It is different from the keyword-based search, the results include information that has 

nothing to do with the specific information of the users.  

Step3: According to the authentication information, user information extraction to 

form a hierarchical tree using fuzzy algorithms and the necessary services to the value 

of the mapping, steering the request of P layer to determine l（ the same layer of 

information can be used for authentication or not in the information tree）,if l = 1 the 

specific scenarios to decide whether to disclose the layer information; if l = 0 indicates 

that disclosure of the conditions are not met, the end; 

Step4: Turn to the next level of P to determine the l value, if l = 1 meet the 

conditions of access, according to specific application scenarios whether disclosure of 

the layer of privacy information; if l> 0 does not meet the exposed conditions, turn to 

(5); 

Step5: C collate authentication data, authentication information and redundant 

information written in a collection, extending to fuzzy sets, which is passed to the S 

with the equivalence relation in a secure transmission.  

 

4. Simulation Results 

We have performed evaluation of our method using the Opnet simulator platform and 

we implemented a simulator written in Visual C++. According to the type of services 

required the dynamic user authentication information icon. In which the horizontal axis 

shows the user information, the longitudinal axis shows the fine-grained service access 

control permissions. 

In this paper, our method describes the cloud identifiable information owned by the 

user (service requester) by the security level tree. Simulation results show that for the 

same types of services, cloud user authentication information requires to be less than 

the traditional methods of authentication, and dynamic, able to meet the needs of user 

privacy protection in the cloud. 
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Figure 3. Fine-grained Service Access Control Permission 
 

5. Conclusion 

In this paper, we proposed a service-orient authentication method for privacy 

protection in cloud computing in which we define identity authentication as a dynamic 

and flexible process that offers a new perspective for authentication. In addition, it can 

be applied for secure transmission of authentication information. Simulation results 

show that the performance of our method is obvious and it can help achieve less privacy 

loss and more fine-grained during exchange of privacy information in the cloud 

computing.  

The method proposed in this paper exposes us to a number of possible research directions 

in the future. One such direction that we will take is to refine our method to support multi-

services. We will also implement the method to study the performance issues and to help us 

further optimize the method. 
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