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Abstract 

With the development of Wireless Sensor Network (WSN) technology, it has been adopted 

in a wide variety of applications such as the health care system and so on. Yet, there are still 

some problems need to be addressed, one of which is the security issue. A lot of schemes from 

different points of view were proposed to ensure the security in WSNs, however, most of them 

are proposed for static networks while it is less to consider the situation for the security of the 

dynamic topology update. Our paper is a novel key management scheme for the dynamic 

WSNs. The security authentication and random key distribution were initialized in the 

network deployment phase. During the network stable phase, in order to ensure the real-time 

update security for the network topology, our scheme proposed a dynamic updated key based 

on the AVL tree. Simulation result shows that this program can ensure the WSN’s dynamic 

security as well as achieve the energy efficiency goal. 
 

Keywords: WSNs, Security authentication, Improvement of the leach algorithm, Dynamic 

network update, AVL tree  
 

1. Introduction 

WSN is a wireless network which is constituted by a large number of randomly distributed 

sensor nodes through self-organization and multi-hop way. By means of these sensor nodes 

which have the capability of the perception, computing power, wireless communication, 

low-cost energy-efficient independent freedom organized, we can collaborate to perceive, 

collection, processing and transmission monitoring information in the network covering 

geographic areas and upload these to the users who needs the information. According with the 

network topology, it can be divided in two classes: the static WSN and the dynamic WSN. 

Recent years, the dynamic WSN has been rapidly developed in many fields, for example, 

dynamic mobility applications [1]: (1) The transport sector, the wireless sensor nodes 

pre-arranged in the vehicle, can collect information such as traffic flow, vehicle status and so 

on, as well as transfer these information between vehicles; (2) Logistics services, sensor 

nodes can be used to detect specific equipment or track sold product usage information in the 

WSNs; (3) Living assistant, in the medical case, usually, wireless sensor nodes can be put into 

the patient's body for statistical monitoring of the patient’s health status parameters which 

need to be concerned about, moreover, doctors also would have a better understanding and 

grasp the real-time status of the patient through an integrated health care system; (4) The wild 

environmental monitoring, through the dissemination of sensor nodes in some nature harsh 

environment, we can monitor the condition of animals and plants in real time which not only 

contributes to human understanding of nature, but also provides scientific clues to explore 

nature, and with these mobile nodes. Besides that we can also provide real-time monitoring 

data for the existing natural disaster warning system to improve forecast accuracy and reduce 
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the risk of natural disaster; (5) In the military field, the sensor networks have many 

applications, especially in the enemy territory, wireless sensors can help us to understand the 

enemy information providing us a better grasp of the strategic plan. 

However, because of the wireless sensor nodes are often placed in dangerous environment, 

coupled with their own characteristics, especially mobility, WSNs are more vulnerable to 

attack compared with the traditional network such as physical attack and so on. Therefore 

with the broaden application areas, WSN’s security become even more important. In order to 

enhance its security, many people proposed related authentication mechanisms and key 

management schemes, but these are usually for the fixed nodes. Solutions for the dynamic 

network efficient security options are less to be considered. 

In this paper, a new key management scheme is proposed. Through security authentication 

and dynamic key update in the initialization phase as well as network running phase, we can 

ensure the safety of the dynamic WSN. At the same time, this paper used AVL tree to achieve 

the key dynamic real-time update, while took advantage of the improved cluster head election 

method to reduce the energy consumption of the network. The simulation results show that 

our scheme can ensure real-time network dynamic security in WSN, avoid conventional 

attacks such as replication attacks, and achieve the goal of energy efficiency. 

The rest of the paper is organized as follows. Section 2 introduces the related work; Section 

3 descries the proposed scheme, while simulation results with MATLAB R2008a are 

discussed in Section 4. Finally, Section 5 concludes the paper. 
 

2. Related Work 

With the development of science and technology, cryptography has also been considerable 

development both in theory and in practice. For different applications, there are many 

different cryptography systems, such as the symmetric cryptography, public key cryptography 

and so on. All of these algorithms have the strengths and weaknesses in different applications, 

but we have not found that a theory which would be able to meet all application requirements 

in the WSNs. Security aspects of applications usually need to have better consideration more 

than the traditional network security. For example, how to deal with the relationship between 

the safety factor and energy consumption coefficient of various algorithms, how to choose a 

compromise to meet the needs of existing applications, all of these should be taken into 

consideration. 
 

2.1 The Main Key Managements in WSNs  

Usually, WSN’s key management schemes can be divided into three classes: a trusted 

server-based, self-protected, as well as the key randomly pre-distributed type [2]. Firstly, the 

trusted server-based programs mainly depend on a credible server provided the key 

management between nodes, but few of them was a permanent and credible framework in 

WSN, therefore this kind of schemes doesn’t be applied to large-scale WSNs. Secondly, the 

key management scheme based on self-protected, generally it adopts the asymmetric key 

encryption algorithms, such as RSA algorithm, which is a serious burden for the 

energy-limited sensor nodes, so it is rarely used in the actual operation. The third scenario is 

the random key pre-distribution scheme. The key generation method is pre-distributed to all 

the nodes in respect to the first two methods. Simultaneously, it was said that the safety factor 

of the third scheme was higher than the first two methods, however, a downside of this 

solution is that it is generally only applicable to static networks and difficult to apply in 

dynamic networks.  
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The representative scheme of trusted server-based solutions is SPINS [3] proposed by 

Perrig, et al., which contains SNEP (Secure Network Encryption Protocol) and TESLA 

(micro Timed Efficient Streaming Loss-tolerant Authentication Protocol). SNEP is used to 

achieve communication confidentiality, integrity, freshness and point-to-point certification, 

on the other hand, TESLA is for the point-to-multipoint radio certification. In SPINS, each 

node will have a key, and the corresponding key is stored in the base station, while a one-way 

hash function is used during the time of broadcast in the authentication to create a release 

delay mechanism. However, a disadvantage of the protocol is that to establish a direct 

connection communication key between two nodes is undesirable.  

The basic random key pre-distribution model proposed by Eschenauer and Gligor [4], is 

designed to under the premise of guarantee nodes to establish a secure channel minimize the 

model requirement for node resources. Before the network deployment, according to this 

program [4], each node will be assigned to a certain size keys randomly selected from a 

pre-generated keys pond as its key chain. Just to ensure that there is at least a sharing key 

between two nodes, they can establish direct communication key. Compared to the trusted 

server-based model, the model [4] does not need the base station as a communication bridge 

between any two nodes to establish communication key. Thereafter, on the basis of this model 

[4] Chan-Perrig-Song proposed improvement by introducing the concept of the "q-composite" 

[5], in this scheme, two nodes need to share at least q keys to establish a direct 

communication key. This not only can ensure network security but also enhance the network 

connectivity, and theoretically to improve the value of q, we can enhance the system's 

resistance. But there is a downside that each node needs to store a large number of keys, 

which requires a large memory overhead, thus to find the size of key pool for the model is a 

center applied practice. Liu [6] proposed the key management mechanism using node 

pre-deployment priority conditions to establish, coupled with Rabin's scheme [7] to reduce 

memory consumption which has a high degree of node connectivity and the strong restoring 

force of the network. Zhang [8] presented the NPKPS (a novel pair-wise key pre-distribution 

scheme) program, that is a pair-wise key pre-distribution scheme, compared to the literature 

[9] it is able to achieve better security, connectivity, efficiency and lower memory 

consumption. [10] and [11] proposed an effective authentication scheme, introducing the 

concept of security certification security key to the key management, which not only 

enhancing the security of the original program WSN, at the same time, reducing the 

certification load on the node and memory load requirements. 

In order to find a scheme to support node mobility as well as reduce energy consumption, 

Kim proposed layer-based multiplex communication key management scheme in the 

literature [12], the program has reasonable routing load and lower mobile administrative 

overhead. A two-layer dynamic key management based on clustering supporting node 

mobility scheme is proposed by Chuang in wireless sensor networks [13]. Besides of that, a 

scheme proposed in the literature [14] supports node mobility based on polynomial key 

pre-distribution. The literature [15] proposed a method for authentication and key 

establishment real-time key generation scheme to reduce memory consumption and enhance 

the network fault tolerance. Camtepe and Yener proposed the combination design which is a 

key pre-distribution method [16]. Sanchez and Baldus improved the program [16], referred as 

the program [17] which can establish direct pair-wise key for a large number of physical 

connectivity independent sensor nodes in WSN. In order to reduce the memory load while 

supporting different network nodes mobility, Maerien [18] proposed a key management 

protocol in mobile wireless sensor network which is assigned to each node a symmetric key, 

and the key is just shared with its network back-end server, but the program needs to have a 

relationship of mutual trust between that nodes entered the network with its original network. 
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Literature [19] proposed a mobile heterogeneous aware network key management scheme 

with high energy and memory utilization, reducing energy consumption and memory load 

during the network initialization phase, introducing a new common certification, ensuring 

network security and network connectivity as well as anti-aggressive, but sometimes the 

updates of keys do not in real-time.  

On the other hand, with WSN rapidly development in different applications, all the key 

management schemes need to be further improved in order to achieve the memory utilization 

optimization as well as the entire network resist attack (such as intrusion tolerance) 

enhancements during operations. Our paper is not only taking the advantage with these 

schemes but also improving the security for the dynamic network while in the meantime 

reducing memory consumption. 
 

2.2 The Self-balancing Binary Search Tree—the AVL Tree 

Nowadays, in the network system design, we often need to find relevant information in 

large amounts of data, such as determining whether an element is presented in the data set; 

accessing to the specified value lower bound and so on. Different search ways have various 

performances. Self-balancing binary search tree is a better relative performance search way. It 

has effectively insert operation tree appropriate treatment in order to control the height of the 

tree. The most common self-balancing binary search tree is the AVL tree and red-black tree.  

Red-black tree is more complex than the AVL tree. Our scheme learned from the concept of 

AVL tree. The maximum difference height of any two different nodes in the two AVL 

subtrees is 1, so it is also called a high degree balanced tree. The average time for search, 

insert, and delete operations and the time of the worst case of the tree are O (log n). When 

execute the insert or delete operation, it may be necessary to re-adjust the angle of one or 

more subtrees. The balance factor of a node is the difference between the height of the right 

subtree and the left subtree. When a node of the balance factor of 1, 0 or -1, it is considered 

that the node is balanced, of course the node for other values is imbalanced which need to 

re-adjust the angle. Generally speaking, the balance factor can be directly stored in each node, 

or may be stored in the nodes in the sub-tree height calculated [20]. As the AVL tree node 

position can be adjusted dynamically, this feature can be applied to support dynamic data 

management mechanism. In the program, during the network stable operation, the key 

real-time update takes the advantage of this concept, letting each cluster into a virtual 

self-balancing binary search tree, and then get the node’s corresponding key in the tree, 

ensuring key real-time updates while reducing the energy consumption of the respective 

nodes. 
 

3. The Proposed Scheme  
 

3.1 The Network Model of this WSN 

The network model of this proposed scheme is mainly consisted with three type nodes 

which randomly distributed in the network. They are BS node (Basic Station node), CS node 

(Center Sensor node), and the ordinary MS node (Mobile Sensor node).The most stable 

energy is given to BS, and CS has a relatively high energy. In addition to the BS node, all 

other nodes are moving 360 degrees. These three kinds of nodes constitute a 100m * 100m 

WSN through a random distribution, in which BS node is just only one, CS nodes up to 10, 

and the other are MS nodes. The total number of the nodes is 100, specifically illustrated in 

Figure 1. 
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Figure 1. The Network Model 
 

3.2 Initialization Phase 

Assuming that all nodes which joined in the network are safety. Each node have their own 

identity that is the master number, the figures displayed in Figure 1. All these information 

will be transferred to the BS in the initial time, and then BS will take a record of these 

information to form a list. In the stable operation stage, if a new node wants to join the 

network, the first thing is to determine whether its master number is the same with the 

original format which is called a certification. Specific initialization operations are as follows: 

(1) The energy level of all nodes as energy state is divided into five levels, referred to the 

strongest, stronger, strong, usually, weak states. Because BS node energy is generally 

unrestricted, so it is set to 5 (the strongest state showing in the Table 1); the energy of 

other nodes uses the formula (1) to determine the state: 

Nn
na

nl
nE 

)(

)(
)(

      (1) 

Where E(n) represents the percentage of the residual energy of the n node, l(n) is the 

remaining energy, and a(n) is the total energy of the node. In this scenario, the total 

energy initialized as 1, and then the residual energy value and state obtained from the 

node energy shown in Table 1. 

Table 1. The Corresponding Relationship between the E(n) Intervals and State 

E(n) intervals
 

State 

80%~100% 5 

60%~80% 4 

40%~60% 3 

20%~40% 2 

5%~20% 1 

0%~5% 0 

Notice: An especial state is set when the node N’s E(n) interval is 0% ~ 5%, at this 

moment, the node needs to broadcast energy emergency message. The disposal of such 

nodes is to be exited the network or got into hibernation waiting for energy supply. 
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(2) BS node generates a pair of keys using the RSA encryption algorithm that is PK 

(Public Key) and SK (Secret Key) and broadcast PK. 

(3) In addition to the BS node, other nodes should send a hello message encrypted by the 

PK (This contains the node’s unique master number, which is pre-set in each node) to 

the BS node. 

(4) BS forms a list of all nodes’ information throughout the network initialization. While 

the BS designs a counter, according to the time stamp which is obtained by responding 

the time of other nodes’ hello message. 

(5) Based on a first-come, first-served rule, an ID number will be assigned to each node, as 

the initial value of this node to generate a variety of keys. And the ID number is not 

repeated, so that we can achieve the goal of the safe transfer. 

 

3.3 Cluster Head Election Phase 

However, after the network initialization, it does not really form a network that can 

effectively run, in fact, it also needs to go through the cluster head election and cluster 

formation stage. Whether a node is elected as CH node (Cluster Head), is initialized with the 

energy level and a random algorithm in the initialization stage. 

(1) The node’s energy level update: usually, the higher the energy of the node is, the 

greater chance of the node to elect as CH node has. That is we should preselected 

CHs based on the node status. 

(2) At the same time, the backup CHs entering a preselected spare should be take the 

random algorithm as follows: 

 

(2) 

 

 

Where p is the proportion of all CH nodes in the network node, and is generally set to 

5%, r represented by the number of the current round of elections, )(nE  is the 

percentage of the remaining energy level, i  is the total number of the idle rounds by 

the node, when the node elected as the cluster head node, the value of i  must be 

cleared. G is a set that nodes not be elected as CHs in the current p/1  round. So, 

after this round of screening, there will be many nodes to be excluded. 

(3) Finally, a node is elected as a CH node, must pass the authentication with its direct 

connect neighbors by a pair-wise key. That is to establish the pair-wise key between 

two nodes adjacent. Generation of pair-wise key is generated by a one-way hash 

function [21]. 
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Algorithm 1 A pair-wise Key Establishment 

Input: Node N’s ID and master number, Node M’s ID 

Output:  the pair-wise key  

Initialize: Node M and N are the direct connect neighbors 

Repeat executing Step 1 to Step 5 until all neighbors have been called.  

Step 1：Node N uses its ID and a one-way hash function )(F to generate a master 

key: ))(()( nIDFnK   

Step 2: Node N broadcasts the message and then waits for an answer message from the 

neighbor node M, the broadcast message is :  
))(),(( nnumbermasternIDmessage  

Step 3: At this time, the adjacent node M generates its own master key which is a 

similar process in accordance with Step 1, that is ))(()( mIDFmK  ; 

Step 4: For the neighbor node N’s broadcast message, the response message is given by 

node M:
 
 

))(),((message mMACKmID ))(|)(()( nnumbermastermIDFmMACK ，  

Step 5:Output the pair-wise key, the formula is:
 ))()(()( nIDmFKmnK    

 

In this way, each node can calculate the directly adjacent node key value based on its ID. 

This means that each node can be authenticated directly connected nodes. After state value 

preselecting and random algorithms filter out, candidate CH nodes will become true CH 

nodes only that directly connected nodes of the pair-wise key authentication is correct. 
 

3.4 Cluster Formation Stage 

(1) CH broadcasts a hello message containing CH’s master number encrypted with a 

symmetric key. Note that the symmetric key is generated by the DES algorithm code 

stored in each node. 

(2) Non-cluster head nodes form a neighboring CH information list by receiving the 

message continually from CHs, and automatically recorded the corresponding CHs as 

backup CHs. If the non-cluster head node does not get a list of neighboring CH 

information, it will broadcast a hello message (contains its master number encrypted 

with its symmetric key) and wait for the response of other nodes as well as filter out the 

list of neighboring CH information from them. 

(3) Non-cluster head node joins a cluster：When the non-cluster head node decides to join a 

cluster, the node needs to send a "join request" message to the CH. The message 

includes the CH master number recorded as CHMN, the non-cluster head node master 

number encrypted with its symmetric key referred as NCHMN and authentication key 

Kauth, the authentication key generated by the function ()f , denoted by 

),( NCHMNCHMNfKauth  . After receiving the message, firstly, CH will decrypt the 

message using the authentication key Kauth to get NCHMN, and match the result with 

the NCHMN decrypted using the DES decryption algorithm. If the match is successful, 

the node is legitimate, that is, the node certification success. Then CH node will sends 

the "joining conformation" message to the node preventing a replay attack and 

replication attack. 
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At this point, the entire network is formed. The next step is the safe operation in the stable 

phase. Of course, to note that during the formative stage of cluster heads, between any 

clusters heads will be the mutual authentication. 
 

3.5 Communication Key Establishment and Management Stage 

To establish communication key: the formation of communication key includes between 

MSs as well as MS and CH. Notice that the information exchanges between CH and BS 

mainly using RSA’s PK and SK which has higher security relative to the first two keys, so it 

needn’t to update in real time, instead, using the method of regularly updated. 

The former two communication key’s formula is:
  

)2,1( IDIDgCK        
(3) 

 

Algorithm 2 AVL tree algorithm 

Input: the list of the cluster nodes’ IDs ; 

Output: the corresponding key with the node;  

Initialize: the CH node is the root of the AVL tree recorded as 0; 

Step 1：Using the obtained list to form a virtual AVL tree[21] in the CH end; 

Step 2: If the node is the left child of a parent node, we record it as 0,on the contrary, 

the right is 1; 

Step 3: Output the list of the corresponding keys in the virtual tree 

 

The communication key generation is dynamic, in the formative stages of the cluster, 

cluster head will record the node ID which was entered the cluster, then the CH node will 

form a cluster ID list, and we use the AVL tree(Algorithm 2) self-balancing these IDs (mainly 

node insert operation) to form a balanced binary search tree. In this tree, each node will have 

a fake id, and the fake id will be sent to the node encrypted with CH node’s own symmetric 

key. This makes the g ( ) function of two ID1, ID2 parameters dynamically updated so that 

the communication key is carried out dynamically updated once the cluster structure changes. 

After that, each node’s key associated with the balance of the tree, this is the dynamic key 

update. Dynamic key profile contributes to the protection of the entire network in the stable 

operating phase of the security. 

The communication between a cluster: if the nodes in a cluster want to communicate 

with each other, both of them should get the dynamic ids of them from the CH, and establish 

their own communicate key for security communication. 

The communication between different clusters: if two nodes in the different clusters 

should be found a session, firstly, one of them must send a hello message to the other one. For 

example, the node A would send the hello message to the node B, at this point, the CH node 

of the node A will perceive the message and try to communicate with the CH node with the 

node B. If the communication is successful, then the A’s CH will response node A with the 

B’s virtual id, that is node A has got node B’s id, so it can establish the communicate key, on 

the contrary, the node B will have the node A’s id and using equation (3) can be generated the 

communication key CKAB and thus between the two can communicate securely. 

 



International Journal of Grid and Distributed Computing 

Vol. 6, No. 1, February, 2013 

 

 

61 

 

3.6 Network Topology Dynamic Update in Real Time 

The new nodes joining the network: 

(1) First, the BS test and verify the new node's master number, this master number must 

has the same format with the original format in the BS. If not, then the node is not 

allowed to enter. After the success of the format matching, the BS will provide its ID 

number for the node to avoid Sybil attack. 

(2) New MN broadcast the hello message to get the information about the list of its entire 

neighboring CHs. 

(3) The neighboring CHs will verify its authentication message with the BS, if the match 

is successful, the cluster head will give a reply message, and the mobile node will 

select a CH based on the signal strength of the CH to join the cluster. Then the CH 

test the balance, if unbalanced, it will be self-balanced, then the node can be obtained 

the corresponding key, enter into the communication key establishment and update 

stages. 

Node moving between clusters: Because the energy of each node is constantly consumed 

in the operation, as CH node, its energy should be better than the MS node energy. Therefore, 

this program set threshold value of the CH node’s energy state to 2.  

(1) When the MS nodes found the energy state of the current CH has dropped the threshold, 

the node will send a hello message to find a new cluster head and update its current 

owned adjacent cluster head list.  

(2) Once a new CH responded, the node will have a sort based on its energy state and 

distance, then select the maximum coefficient CH as the next CH, while the MS node 

sends a leaving message to current CH node (This message contains a new CH’s 

master number to the original CH was mutual authentication, so we can reduce the 

repeated operation of the certification [19]). 

(3) At the same time, it will also sends "join request message" to the new CH node.  

(4) The new CH node tries to obtain the MS node ID from the original CH node.  

(5) The original CH received leaving message would confirm the MS node has been 

moved to the new CH, and then sent the MS's ID to the new CH (where the 

communication key between the two CHs is given by BS node) while notify the BS to 

update its own list avoiding node replication attacks.  

 

4. Simulation Results 

In order to simulate the security design scheme, we use the MATLABR2008a software. 

During the network deployment, we randomly deployed 100 wireless sensor nodes, one of 

which is the highest energy level of a BS node, then 10 CS nodes of a relatively high energy 

level node, and the remaining MS nodes. 100 nodes form the size of the network coverage of 

100m * 100m. In addition to BS nodes, all other nodes are 360 degrees move, but its 

movement speed is a constant, and here is set to 1m / s, the moving direction is updated once 

every 0.1s. 
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Through the simulation, we select the following parameters of the program to compare 

with existing programs. 

(1) The security of the dynamic network 

In the network initialization phase, this scheme does not abandon the RSA algorithm which 

usually is not adapted to the WSN. Instead it is applied to the communication between CH 

and BS which could be ensured the high security between the two levels.  

At the same time, compared to the program [21], our program improved the leach 

algorithm and learned from the philosophy of the AVL tree which is applied to the key 

dynamic update, reducing the computing load while guarantee the node mobile security. 

Besides, the program can guarantee the conventional attack immunity (Table 2) when node 

moves as well as improve the update rate of the key which help the adjustment of the 

dynamic security of the network. 

 

Table 2. Immunity to the Common Attacks  

Attack type AVL tree[21] Our scheme 

Selective-Forwarding Y Y 

Sink-Hole attack  Y Y 

replay attack N Y 

replication attack N Y 

Sybil attack Y Y 

 

(2) The entire network communication load of the cluster head election stage 

 

 
(a) Change from the fifth round        (b) Change from the third round
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   (c) Change from the fifteenth round      (d) Change from the fourth round 

Figure 2. The Original Leach and Our Leach Consumption 

 

From the Figure 2, we can see that usually the average energy consumption is in 

]105.2,100.2[ 33    for the 100 rounds to elect the CHs. Compared with the original leach 

[22] this improved leach can reduce the energy in the CHs formation stage. Moreover, as we 

see on the picture Figure 2, generally, the strongest difference between the two leach occurred 

in the first 20 screening, sometimes they have the same energy consumption(c) at the first 

rounds. However, the tendency for such big change is not always maintained, instead, both 

programs’ average energy consumption will get into a parallel graph accompanied by the 

increase in the screening rounds. In short, the improved leach algorithm has a significant 

improvement in the energy consumption aspect compared with the original one [22]. 

(3) The energy consumption load of each node 

 

 

Figure 3. The Energy Consumption Load of Each Node 

 

Figure 3 shows the different energy consumptions of our scheme compared with scheme 

[10, 11, 21]. From this picture, on the whole, our scheme has the minimal energy 
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consumption of all the schemes showed on the figure. In the first thirty update rounds, their 

difference is not great, however, after then, the difference become greater and greater. At this 

point, our scheme will have a great potential to adapt to the large-scale dynamic WSNs. 

Meanwhile, this scheme needs store less keys compared with the existing programs such as 

[19], so different from the others, the memory overhead is very small. In addition, through the 

main two authentications, we can ensure the security of the network at the same time to 

achieve the goal of energy saving, because its certification consumption is very small. 
 

5. Conclusions and the Future Work 

In this paper, we proposed a novel key management scheme for dynamic WSNs security. 

Through the certification realization as well as the dynamic key update, we can ensure the 

dynamic security of the entire network. Simultaneously, during the node dynamic update 

stage, we add the idea of the self-balanced binary search tree to ensure the dynamic security 

of the network while reduce the entire cluster node energy consumption. In the view of the 

memory load, each node in this program just needs to save some code which generates 

random number, so compared to the storage of a large number of key chains [4, 5], our 

scheme has a smaller memory. However, we have only take the dynamic WSNs in the 

consideration. With the development of science and technology, there have been a lot of cross 

application between different networks and how to ensure the security in mobile 

communications between different networks is the future studied work. 
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