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Abstract—Providing safety to underground miners is a crucial and important
task. Wireless Sensor Networks are widely adopted in monitoring systems due to
their efficient monitoring and self-configuring nature. These networks are able to
check the unattended region efficiently. In the proposed work, we deploy nodes
randomly to multiple layers as tunnels and transmit sensing information from
source node to destination node using WSN routing scheme. For efficient
communication, we present novel routing protocol using Fuzzy Logic based systems
where Fuzzy Rules are generated based on the distance from source node, energy
consumption, expected energy consumption for data transmission and average
energy consumption. Moreover, we present a location privacy scheme where
sensitive node information and residual energy parameters are stored in hash
format to maintain anonymity. The complete experimental study is simulated using
MATLAB simulation tool and compared with existing protocols which shows that
proposed approach achieves better performance when compared with the state-of-
art techniques.

Keywords—Coal mine monitoring, wireless sensor network, energy aware secure
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1. INTRODUCTION

Coal mining system is a coherent resource for facilitating the energy/power vyield,
which also provides the benefit of low cost of generation and providing the
significant quality fuel for several power plants. Coal mining industries are widely
established in China and India. According to the study presented in [1], China
produced 3,376.1 Million Metric ton coal, whereas India produced 729.8 million
Metric ton and the total coal produced in 2017 is 7,548.8 Million Metric ton. These
statistics show that production and demand/consumption of coal is ever increasing,
due to their nature of being an efficient resource of energy. Hence coal mining
industries play an important role in overall growth and economic development of
the country.

On the other hand, the Bureau of Labour Statistics presented a statistical survey
and concluded that underground coal mining is dangerous and hazardous task which
can cause death to the miners due to the ill effects of exposure to coal dust, and
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toxic gases [2]. It has also been reported that approximately 33% deaths are caused
due to coal dust and toxic gases in the underground coal mines [2]. Trevits et al. [3]
reported that 1601 incidents occurred in U.S alone from 1990 to 2007. Another
study presented which shows that 38% percent of underground accidents occurred
due to gas accumulation in the coal mines [4]. Moreover, several toxic gases also
may present in the underground coal mines such as carbon dioxide (CO2), carbon
monoxide (CO) and hydrogen sulphide (H2S) which may cause serious effects on
the human body [5]. Underground coal mining poses several other issues related to
complex geological conditions which creates more hazardous environment in
underground workplace. In addition to this, several natural and general aspects are
also present, which can cause serious disasters in underground mines such as rock
burst, water leakage, poor lighting, narrow & complex workspace. Under such
extreme condition, slight carelessness can result in serious repercussions. Thus, the
accurate and prompt monitoring of underground coal mines is considered as a prime
importance task for the security and safety purpose for miners.

The main aim of coal mining monitoring system is to provide desired information
continuously and predict all possible disaster information such as coal dust, fire,
pressure and floods etc., to warn the miners for their safety. In order to deal with
these challenges, Cable Monitoring System (CMS) technology has been widely
adopted for various real time underground mine monitoring systems [6]. These
systems provide an efficient solution but still suffers from various complexity
issues such as abrupt temperature variations, gas, pressure and variations in carbon
monoxide levels. Moreover, due to the complex deployment area, several hidden
challenges may also be present which may later cause serious effects. Hence, CMS
technology fails to provide the solution for the complex and large tunnels. In order
to deal with these limitations in underground coal mining, remote and automated
systems are considered as a new solution to provide the safety and security to the
miners at their underground workplace. In this perspective, wireless sensor
networks (WSNs) are proven to provide promising performance in several
applications such as structural health monitoring, underwater sensing and event
reporting scheme because these networks can be deployed and maintained easily.
Moreover, these networks are robust to hazardous incidents such as roof fall, fire,
tunnel disruption, whereas wireless network technologies can be damaged due to
these events. Adoption of WSN in underground mine monitoring systems is
recommended recently and used for monitoring the coal mine collapses because
mine collapse has highest statistics. USA and China has implemented WSN based
monitoring systems in underground coal mining to minimize the deaths and injuries
in the underground monitoring systems [7]. Generally, underground mines are
spread in the large geographical area with multiple branches. Hence, the monitoring
of this type of tunnels or mines should be robust and scalable which can help to
present a robust model for underground mine monitoring system. Moreover, these
mines have rough terrains and very harsh to the radio frequency based
communications.

A wireless sensor network is constructed using multiple small, compact and low-
power devices which are called as sensor nodes. These sensor nodes are used for
sensing the desired information, information collection, processing and transmitting
to the desired destination for taking the suitable action for monitoring the
environmental conditions in the deployed area [8]. In general, these networks are
widely adopted in industrial, medical [9], domestic [10] and safety [11] etc.
applications. In industrial applications, coal mine monitoring is considered a
challenging task which needs to be addressed for minimizing the causes of
underground accidents. In this work, we focus on WSN for monitoring the several
parameters for underground coal mines such as gas, temperature, mine wall
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condition and fire etc. Recently, several researches have been presented in this
field of coal mine monitoring using wireless sensor networks where desired data is
collected, processed and transmitted to the desired location where suitable action
can be taken according to the obtained information.

The complete process mainly depends on the data transmission, because during
this phase several aspects need to be considered such as power consumption,
network life time, node energy, data reliability and data delivery etc. In order to
deal with these issue, WSN routing schemes are developed to improve the network
performance in terms of network lifetime, energy consumption and packet delivery
during the monitoring. However, several approaches have been presented for mine
monitoring systems. But due to different challenges, such as unfavourable design of
workplace, time varying channels, frequency selective channel environment and
difficult terrain etc. the network maintenance issues are predominant.

1.1 CONTRIBUTION OF THE WORK
The main contributions of the work are as follows:

(a) Study about the underground coal mining, security aspects and techniques
for underground monitoring.

(b) Development of a multi-layer sensor network model for monitoring the
different levels of underground mines

(c) Development of energy efficient routing for improving the network lifetime
and efficient monitoring.

(d) Better approach for cluster head selection using Fuzzy Logic by
considering; energy consumption, average energy consumption, distance and
expected energy consumption based fuzzy rule modelling.

(e) Implementation of SHA-256 algorithm for maintaining the location privacy
along with secret data transmission using hybrid AES-DES algorithm.

1.2 ORGANIZATION

Rest of the article is arranged as follows: section Il presents a brief discussion
about recent techniques of coal mine monitoring system; section Il presents
proposed solution for the improving the monitoring performance, experimental
study is presented in section IV and section V presents the concluding remark
related to this work.

2. LITERATURE REVIEW

In this section, we briefly study about recent techniques of underground coal
mine monitoring using wireless sensor networks. The complete WSN system
depends on the localization and data routing schemes. Localization helps to improve
the data collection and aggregation, and routing is an important paradigm to
improve the network lifetime and reduces the energy consumption.

Zhao et al. [12] presented a study for underground coalmine monitoring and
applications of sensor network in this field. In order to monitor the coal mine
convergence, various parameters are included such as mine temperature, coal dust
density, gas density and wind speed and CO2 density. These data are collected and
transmitted towards the sink node where sensed data is fused and a final decision is
acquired using Self-Organizing Map (SOM) neural network. However, due to lack
of sufficient information, this system still needs some further enhancements. For
monitoring the underground environmental conditions, authors developed an
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autonomous framework where mobile sensing and Ohm’s law integrated model is
developed for decision-making for miners.

The routing protocols developed for coal mine monitoring are mainly focused on
energy balancing. Generally, the energy consumption in sensor networks are
evaluated into two modes, which are active and passive mode. Passive mode energy
consumption based routing schemes are widely adopted in sensor networks, where
the sensor node clustering is applied to minimize the energy consumption. These
protocols include LEACH [13] where cluster heads are selected periodically,
PEGASIS [14] and HEED [15] etc. In addition to this, Xia et al. [16] discussed
about the drawbacks of uneven clustering schemes where these clustering schemes
suffer from the complexity issues which are not suitable for the underground coal
mining sensor networks. In order to overcome this issue, authors have introduced
UCEB-CMF protocol for improving the security and safety for coal mine
monitoring systems. This approach mainly focuses on the selection of cluster head
to overcome the issues of existing approaches. According to this technique, the
node which is near to the sink and has highest energy is selected as cluster head.
Hence, this approach presents an efficient multipath routing solution for the cluster
head selection.

Hu et al. [17] discussed that coal mines and Goafs continuously absorb the
oxygen which is used for increasing and decreasing the ignition point and increases
the coal activation. At this stage, the aggregated heat needs to dissipate in a specific
time-interval. If it does not dissipate properly, then it may cause coal combustion
which occurs only when the temperature is higher than the critical threshold. Hence,
authors focused on the development of a protocol for coal mine temperature. Moridi
et al. [18] also developed an automated system for underground coal mine
monitoring using WSN assisted Geographic Information System which is used for
monitor and control the underground mine. In this work, authors have adopted the
ZigBee networking based scheme for real-time monitoring in underground mines
which are used for sensing the humidity, temperature and gas concentration and
alerting for the critical conditions. This work utilizes ZigBee network approach for
sensing the environmental attributes such as humidity, temperature, and gas
concentration. This information is used for switching ON & OFF fans and transmits
an emergency message. In the GIS server, the monitoring plan is programmed and it
can be operated if the monitored attributes are exceeding the threshold values.

Similarly, Kumari et al. [19] presented a novel approach for underground coal
mine monitoring systems to provide more security to the underground monitoring
system. Along with this, an authentication system was also developed. The use of
WSN systems helps to achieve significant information for monitoring. In this work,
authentication and network lifetime maximization are considered as a challenging
issue. Hence, an authentication protocol is developed for security and light-weight
and low-cost function approach is developed for reducing the energy consumption.

As discussed before, the network lifetime is also a crucial task for maintaining
the efficient monitoring of underground coal mines. Several studies have been
presented which shows that the network lifetime can be enhanced by using
clustering schemes. Based on this assumption, Ren et al. [20] presented a novel
clustering approach for a coal mine face monitoring based on the cross-layer
communication strategy. Mainly this work uses management and control frames to
perform the clustering. During each round of communication, cluster head (CH) is
selected and frames are utilized for estimating the channel efficiency between node
and base station.

Recently, Barnwal et al. [21] studied about the issues related to underground coal
mining and various advantages of WSN to monitor the coal mining to ensure the
safety of miners. In this work, authors focused on the aquifer contamination
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monitoring and controlling using sensor network based schemes. WSN based
system architecture is created which performs inter-cluster and intra-cluster routing
scheme to improve the overall communication performance. Alfonso et al. [22] also
discussed about the risks of underground coal mining and presented a monitoring
strategy for monitoring the underground mines. Underground coal mining is
hazardous due to different type of toxic gases which can cause serious impact on the
workers. However, several approaches have been presented but implementation and
operational cost becomes a challenging task. Moreover, exiting techniques only
focus on the single objective; hence in this work authors presented a two-stage
approach to overcome the installation and network lifetime issues. The first stage of
this approach provides lowest cost solution to obtain the reduced implementation
cost whereas second stage of this work helps to develop a model for network
lifetime maximization using energy aware routing.

In this section, we have studied several techniques to improve the efficiency of
underground coal-mine monitoring system. These techniques utilize WSN based
monitoring systems where the required/desired information is sensed and
transmitted to the monitoring zone using a multi-hop communication. Hence,
routing of the packet plays important role, to accomplish this task. the existing
techniques uses, routing schemes which are based on the artificial intelligence,
linear optimization and other simplified communication approaches where
achieving the desired performance in terms of energy consumption minimization is
still remains a challenging task. On the other hand, security related attacks also
make it more critical to implement for implementing widely in real-world scenario.
Hence, there is a need to develop a robust end-to-end system which can be useful
for providing efficient routing for improved and secure packet delivery.

3. PROPOSED MODEL

In this section, we present the proposed solution for the coal mine monitoring
using WSN routing scheme. The proposed approach is carried out by developing a
distributed multi-level routing for underground coal mine monitoring where
multiple sink nodes are present at the different levels of the deployment. Fig. 1
shows sample network architecture with multi-level node configuration and
multiple sink nodes. Here, our main aim is to develop a routing protocol which can
collect the data efficiently from the Level 0 and transmit it to the multiple sinks
without affecting the packet quality and a promising network lifetime of the entire
network.
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Fig. 1 Multi-Level Network Topology
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According to the proposed approach, we deploy highest possible number of
sensor node at the Layer O because it is assumed that the Layer O is the region
which requires maximum monitoring for safety. At Layer 0, all the nodes collect
monitoring information and the collected information is transmitted to the
corresponding cluster head. Cluster head selection is considered as a tedious task in
this type of scenarios due to frequent variations in the node statistics such as
residual energy and sensing capacity etc. hence, here we also focus on the optimal
cluster head selection which can help to improve the network lifetime.

3.1. ASSUMPTION

In order to achieve the desired objective, we make some assumptions for the
deployed sensor network, which are as follows:

e Sensor nodes are deployed randomly along a two dimensional region.

e The overall quantity of node can be increased or decreased to make the
reconfigurable WSN network architecture.

e Layer 0 contains maximum number of sensor nodes because Layer O is
the region which requires maximum monitoring effort for safety

e The sensor nodes are heterogeneous in nature in terms of sensing
capacity, energy and transmission range i.e. the nodes which are
deployed at Layer 0, require more power, sensing and transmission
capacity.

e During communication phase, a routing table is managed by the cluster
head where each CH maintains its own information, neighbouring node
information, cluster head (CH) ID, neighbouring CH distance, Hash
Function of the neighbouring CH, and residual energy level in the
cluster head.

e Each communication link is bidirectional.

3.2. ENERGY CONSUMPTION MODEL

During communication phase, sensor nodes require energy to perform various
tasks such as data sensing, aggregation, transmitting and receiving the sensed
information. We consider a radio model for presenting the energy consumption
model for both free space and multi-path fading channels. The energy consumption
model is computed based on the transmission of p number of packets at a given
distance d. Hence, the transmission energy can be expressed as:

B {(Eelec + Egmpr X d?) X pd < d,
Ex =

(1)
(Eetec + Eampr X d*) X pd = d,

Where E, denotes the energy consumption for data transmission, d, denotes the
threshold distance value, E,.. denotes the required energy consumption by
electronic circuits, Egppq denotes the energy required for amplification in free-
space and Egpp, denotes the amplification energy for multi-path model. In this
model, we use the free-space model if the distance (d) is smaller than the threshold

. 0%10~12 .
distance value <d0 = I:fs = /ﬁ = 87.70) otherwise we apply
mp . *

multipath modeling for energy consumption estimation. Similarly, the total energy
consumed during receiving the data can be given as:
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Erx = Eclec XD (2)
3.3. ENERGY CONSUMPTION PREDICTION

In this section, we present an energy consumption prediction model for the nodes
which are present in the layer. Before cluster formation, total quantities of members
in the cluster are unknown. However, it can be estimated based on the neighbours of
the potential CH. In this work we present a model to predict energy consumption
during communication phase. However, this process is implemented, once the
cluster formation the data transmission phase is divided into multiple frames where
sensor nodes transmit the data to the corresponding cluster head during their
assigned transmission time slot. Let us consider that in a given time slot t, total n
number of cluster members are present along with their cluster head. During
communication, data is transmitted to the corresponding cluster head in the assigned
time slot duration. Let us consider that a CH has n number of clusters memebrs in a
given time frame and receives n number of messages from these cluster members.
The received messages are transmitted to a destination node or base station, located
at distance d. Based on this, the total number of frames can be computed as:

t
Numprgme = > (3)

tsiot * M+ tcHtoBs

Wheret,, denotes the steady state phase operation time, tg;,; denotes the slotted
time requirement for transmitting the data from cluster members to CH and

similarly, tcyeopsdenotes the time required for transmitting the data from CH to
base station. Based on these assumptions, the expected energy consumption can be
computed as:

Eexp(b' dps,n) = Numframe * (Erx(b, dps) + Egx (D) * 1)) (4)

Where b denotes the size of data which is similar for all during transmission and
receiving the data, distance to base station can be computed based on the coordinate
systems. With the help of these parameters, the expected energy consumption can
be expressed as:

Eexp _res (b, dgs, n) = Eresidual — Eexp (5)

Where E,.siquqidenotes the remaining energy level of the node.

3.4. MULTILAYER CLUSTER FORMATION AND HEAD SELECTION

In this work, we consider a multilevel network deployment for underground coal
mining where multiple nodes are present at each level of the network. Hence, our
first aim is to identify the location of node position as source node and its relative
layer. Let us consider that the network is divided into L number of layers with an
interference range of d,, and d (s, i) denotes the distance between source node i and
sink node s. The node belongs to the layer L; can be expressed as:

d(s,i)

do

Where d, denotes the interference range and L = max(L;)where i = 1,2, ...
However, we have assumed that multiple number of nodes can be present in the

Layer 0, where multiple cluster heads also can be present due to different energy
capacity and transmission range, hence, we compute the maximum possible number

Ly = lz * (6)
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of cluster heads in the layer L;. The total number of cluster head in the layer
depends on the number of nodes in the layer and distance between layer and sink

node. The total number of possible cluster heads in the layer L; can be computed as:
. N;
CH(i) = [a * —] (7)
L

Where «a is an adjustable parameter whose value is between 0 to 1. In our work,
we considered 0.5, 0.7 and 0.9 for identifying the optimal number of cluster heads.
In order to form the cluster, we consider a range based approach where a range is
fixed for each layer and the nodes which are in this range are called cluster
members. At this stage, we have obtained following parameters: network
information i.e. deployment related information, number of layers, the
corresponding node to the layers, distance between nodes, energy consumption
modelling, expected energy consumption and possible number of cluster heads in
the current layer.

Based on these parameters, we present a Fuzzy logic based approach for cluster
head selection. Fuzzy Logic model is known as a non-linear mapping data mapping
techniques where input data is provided in the form of vector and it provides the
output in scalar form where the inputs and outputs are in the form of linguistic
variables. According to this process, fuzzy rules need to be defined and the
complexity of these rules depends on the input parameters and their fuzzy sets.

After formulating the fuzzy rules, fuzzy inference system combines these rules
and generates a single fuzzy set for achieving the output. Generally, this process is
implemented for the application scenarios where more uncertainties and imprecise
information is present. It can be applied for various domains such as medical
systems, pattern recognition, robotics and optimization etc. This system architecture
contains three main components as depicted in Fig. 2.
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Energy 1 Output
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~ b=
& A
5 4
Distance ===pi S g
3
Membership Fuzzy
Aggregate Y functions Rules
Energy Knowledge Base

Fig. 2 Fuzzy Logic Architecture

The main components of fuzzy logic are termed as fuzzifier, which helps to
convert the crisp value into membership degree by using the corresponding
membership function. The membership functions are used for determining the
relationship between crisp value and its corresponding specific linguistic value.
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Inference system: This component is used for making critical decisions, based
on which the formulation is carried out using different linguistic variables and these
linguistic statements are stored in a rule base. These fuzzy rules are formulated in
the form as “Premise: x is A., Implication: IF x is A THEN y is B and Consequent:
y is B”, these rules are composed of input variables which are connected using
logical function (AND, OR, NOT) and the Consequent is an output variable. Let us

consider that a ginput 1-output Fuzzy Logic system is given as

R: Var, is Member{ and Var, is Memberi and ... Var, is Member} then
output is 0'. Using Fuzzy logic, for inputVar = {vary,var,,vars, ..var,}, the
degree of fuzzy rules provides the output as:

l/)Memberli (varl,) * l/)Memberzi (varZ,) * lpMemberef (var3') e

. "y = 74 . ' 8
* lpMember}l (varq) =T, ll}Memberll (varl) (8)
Where 1 denotes the membership function, = denotes triangular membership

function and T denotes the trapezoidal membership norms which are the binary
operations applied to the fuzzy sets for membership function.

Defuzzification: This is a process which is used for obtaining the crisp values
from fuzzy sets. Several methods are present for defuzzification of the fuzzy sets
such as centre of gravity, maximum method and centre of singleton. These methods
are used for identifying the output based on the maximum activity of fuzzy sets and
it provides the probability of output by computing the centroid which can be given
as:

Centroid = M 9)

2 Yn(a)

In this work, we utilize Fuzzy Logic system for cluster head selection where
multiple input parameters are considered to select the cluster head, these parameters
are: (a) distance to the sink node, (b) residual energy (c) expected energy
consumption. Based on these parameters, we designed the fuzzy sets for each
parameter by using different membership functions. Fig. 3 shows a Fuzzy logic
based architecture for cluster head selection using aforementioned Fuzzy inputs.
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AverageEnergy “ _
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Fig. 3 Coal Mine Monitoring Fuzzy Logic Architecture
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First input to the FL system is considered as Residual energy in the cluster head
which is mainly divided into three levels as “Low”, “Medium” and “High”. In this
input, “Low” and “High” input considers the trapezoidal membership function and
“Medium” level uses triangular membership function for computing the centroid
based on the energy. Fig. 4 represents the membership function representation of

“Energy” input.

plot points:

Membershap function plots

Low Medium

181

High

mput vanable "Energy”

Fig. 4 Residual energy Membership function

Distance from the sink node is an important parameter which is used for cluster
head selection. While moving from source node to destination node, we follow
multi-hop path passing through the cluster heads. At this stage, the cluster head
which is having less distance from the sink node has the higher probability to be
selected as cluster head. The membership function representation is depicted in Fig.

5.
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Fig. 5 Distance from the sink node membership function.
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In this membership, three stages of distance are considered as close, which shows
that current CH is closer to the sink node, medium which implies that the distance
CH is located at a medium distance according to its transmission range and far
membership function which shows that the CH is located far and also it is not
present in the communication range. In this also, “close” and “Far” membership
function uses trapezoidal function whereas “medium” distance function uses
triangular membership function.

The next parameter is considered as average energy consumption during
communication including data sensing, processing and transmitting to the next hop.
Fig. 6 represents the membership function based probability for cluster head
selection based on the three level of energy which are called as “Less”, “Medium”
and “Elevate”.

FIS Vansties Membership funcion plots pklt pOiﬂSl 181

Less redur Elvde

Energy Probatdey

Distanc=Sink

AaraneEnerdy

nput vanabis “AverageEnergy”

Expacted

Fig. 6 Average energy level membership function

In this membership “Less” and “Elevate” membership functions use trapezoidal
membership function whereas “medium” distance consuming membership function
uses triangular membership function. Hence, the cluster which is having higher
energy has more probability to become the next hop and cluster head can be
selected from that cluster based on its energy parameters.

Similarly, we present the Fuzzy logic based membership function representation
as depicted in Fig. 7. This contains three levels for rule formation which are called
as “Less”, “Average” and “More”. In this also, low and high points use trapezoidal
membership function where as “Average” energy consumption uses triangular
membership function. According to this rule, the CH which has higher energy
consumption expectation is not selected for the CH.
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Fig. 7 Expected energy consumption membership function

Let us consider that total N numbers of nodes are present, where ¢ nodes are
assigned as cluster heads. During communication phase, cluster members dissipate
the energy for data sensing, information collection and send the aggregated
information to the cluster head. Later, cluster heads consume some amount of
energy for aggregation of the data and transmitting the data to the sink node. In the
first round or iteration of communication, data collection by sensor nodes,
transmitting the data to the corresponding cluster head, data aggregation by cluster
head, transmitting the data from CH to the sink node using multihop routing, tasks
are performed and the data transmitted is called in one iteration is known as one
frame. Let us consider that a cluster member collects the B bits of data in each
iteration, the energy consumption for this can be expressed as:

Ecm =B (Eelec + (Efs * dz)) (10)

Similarly, cluster head consumes energy for data aggregation and transmission
which can be computed as:

E.n =B*EDA*(¥—1)+B*Eelec-i-B*Gmp*d4+B*Eelec(g—1) (11)
Based on (11), the energy consumption for receiving the data from sensor nodes
is computed asB * €,y * (g - 1), energy consumption for data aggregation is
givenas B *x epy * (g - 1) and energy consumed for data transmission is computed
using (B * €qjec + B * €y * d*)

Lye*a+ Loyp*b+ Lge*xc+ (Mg —Lg) xd
My * @+ Mgy *b + Mg xc + My xd

Probability = (12)

Where L., denotes the level of residual energy, L.,denotes the level of expected
energy  consumption, L,, denotes the level of average energy
consumption, Mgy, , My, and M,, denotes the maximum expected energy
consumption value, maximum average energy and maximum residual energy.
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Based on the maximum probability, the cluster head can be selected and data can be
transmitted from one CH to next CH.

1.3 PACKET ROUTING SCHEME

Based on these assumptions, we implement a path discovery phase where a set of
neighbouring node is created which forwards the data from source to sink node. The
paths are constructed in multi-path and node-disjoint which shows that nodes don’t
have a common source and destination. In this work, node-disjoint path
communication is preferred because it can help to improve the bandwidth utilization
and are fault-tolerant in nature. Moreover, if one path or node fails, that particular
path only will be affected and communication quality will not degrade due to multi-
path transmission. In this process, first of all, the process is initiated where each
node transmits a HELLO message to obtain the network information and identify
the neighbours which can be used for communication. Each communicating node is
responsible to maintain and update neighbouring node table which contains the
complete information about the neighbouring sensor nodes. Fig. 8 shows a general
structure of HELLO message.

Source ID Destination ID Route ID ‘ Residual Energy

Fig. 8 HELLO message structure

Communication link quality is evaluated in terms of SNR (Signal-to-Noise Ratio)
for the link between node and its neighbouring node and hop counts provides the
distance information in terms of hops from its originator. In the next phase, we
focus on the primary path computation phase, where the sink node computes the
most preferred next hop with the help of link cost function by transmitting RREQ
message to the most suitable hop. Fig. 9 shows structure of RREQ message.

Source ID |Destination ID |Route ID |Residual Energy |Expected Energy |Average energy |Distance

Fig. 9 RREQ message architecture

This process is repeated until the complete path is identified. Later, we perform
selection of alternate path where a separate RREQ message is transmitted to find
the alternate path from the neighbouring nodes. In order to avoid the path sharing,
RREQ message acceptance is limited to 1 for each node. A sample example of path
discovery is depicted in Fig. 10.

..'.,1_.!,'; .
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Primary Path @

Alternative Path
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Fig. 10 Path discovery
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According to the path discovery example, sensor node 9 finds the next preferred
node as node 7 and sends a RREQ message but node 7 is appended into the main
path hence it responds with a busy response. Later, node 9 selects the next preferred
node with the help of RREQ message and continues the communication.

Finally, the path selection phase is carried out to obtain the information about
total number of required path for transmitting the packets from source to the
destination. In order to find the total number of required path, a probability p; is
described which provides the information about successful message delivery. With
the help of this, the total number of required paths can be computed as:

N N
k = xq4. Zpi + Zpi(l - pi) (13)
=1 =1

Where x, denotes the normal distribution bound limits. From (15) we obtain total
k number of paths in which [ number of paths are selected for real —time and non-
real-time traffic transmission. The total paths can be expressed as:

T

T+ T,
Where T,,,- denotes the non-real-time traffic and T, denotes the real-time traffic.

l (14)

In this work, we focus on the location privacy also to maintain the security.
Hence, each node ID, destination ID and route ID is assigned with a Hash function
and other information available in routing table are encrypted using hybrid AES-
DES algorithm.

4. RESULTS AND DISCUSSION

In this section, we discuss about the experimental study and the performance of
proposed approach for underground coal mine monitoring application. The complete
experimental study is carried using MATLAB simulation tool installed on the
Windows platform. Various simulation parameters are considered in this study to
measure the performance of proposed model as presented in Table I.

Table I. Simulation Parameters

Network area 1500 x 1500 m?
Number of nodes 100
Number of sinks 1
Transmission range 25m
Packet Size 1024 bytes
Transmit Power 15 mw
Received Power 13 mW
Ideal Power 12 mW
Sleep mode Power 0.015 mW
Initial Battery power 100 joules
Max Buffer Size 256 KB

The performance of proposed approach is carried out in terms of network
lifetime, average number of packets delivered to base station, packet drop, and end-
to-end throughput of the entire network.
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Fig. 11 Initial Network Deployments

Fig. 11 shows initial network deployment with 5 layers, where source node or
Initial cluster head is deployed in the layer 0, which is further selected as the source
node and the destination or sink node is at layer 4. In the layer 0, total 8 numbers
of nodes are present. The corresponding energy level and their Hash IDs are

presented in Table II.

Table Il. Layer 0 Node Information

Node ID Hash ID Energy Level
1 dc1c320defa535b9d8177fc07ace6481 95
2 a8¢f591¢39650d4614dd461b48dca374 85
3 f9cda26033ff0ad05e0884f4ca466113 82
4 183d1d6239db5dde488f74bdf0619ff1 86
5 6bc3b2744d8299ec3a3d1e229465429d 89
6 0aff29077259ebal4chle657a4fc4a34 81
7 e65fffdfdaf7715b168c35a56428418 85
8 dcd75cedc265cd8c7bce6aae20dfbcf7 86

4.1. LAYER 0 NODE INFORMATION

According to the Table Il, node 1 has the maximum energy level hence it is

selected as cluster head in the layer 0 of the network.

4.2. LAYER 1 NODE INFORMATION

In this layer also, 8 number of node are present whose corresponding Hash 1D

and energy levels are presented in Table I11.

Table Ill. Layer 1 Node Information

Node ID Hash ID Energy Level
9 aa954aa28e1148b7bdel114072cfb4cec 86
10 7fa635a1652h1a3f13a38fae00876101 87
11 €2b0e799db1b8bd698510321a8bf0961 82
12 f55f6a8h97afba0c508ec4ff46bed4c9 84
13 7ae5d7213d81950a64fch88fc5847fd5 88
14 050974675573a824daecd8df177d9812 83
15 d86496b6fobc3df113bffbbd300b0fc8 84
32 62eaf2b191e4d1fb262a47f7bbc74dab 90
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According to the configuration presented in layer 1, Node 32 has the highest
energy level. Hence, it is selected as cluster head. Similarly, this process is repeated
until the destination node is obtained. Fig. 12 shows the complete routing model
using proposed approach.
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Fig. 12 Proposed routing scheme
In this work, we use fuzzy logic system for cluster head selection. Total 5
clusters have been selected based on the membership functions which are presented
in Table IV.

Table IV. Fuzzy Logic based decision table for the cluster head selection

Cluster Head C1 C2 C3
Number
CH1 H M M
CH2 H H M
CH3 L H M
CH4 L L L
CH5 H M M
CH®6 H L L
CH7 H L H
CHS8 H L L
CH9 H L M
CH10 H M H

1.4 PERFORMANCE MEASUREMENT

First of all, evaluate the performance in terms of network lifetime for varied
number of nodes using proposed approach. Performance of proposed approach is
compared with the existing routing protocols such as LEACH (Low-energy adaptive
clustering hierarchy), M-LEACH (Modified Low-energy adaptive -clustering
hierarchy), DEEC (distributed energy-efficient clustering algorithm) and SEP
(Stable Election Protocol) protocols.
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Fig. 13 Network lifetime performance

The Fig. 13 shows a comparative performance in terms of network lifetime. The
comparative study is carried out for varied number of nodes. The performance
obtained using proposed approach shows improved results when compare to
existing protocols as mentioned before. The average network lifetime using LEACH
is 2413.6, M-LEACH is 2632, DEC is 2255, SEP is 1768 and proposed approach is
3622 which shows that proposed approach achieves better performance when
compared with the other routing protocols.

Network Throughput Performance
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Fig. 14 Network Throughput

Fig. 14 shows network throughput performance for varied number of nodes. As
the numbers of nodes are increasing, the overall throughput of the network
increases due to decrement in the node death rate hence network lifetime is
prolonged and the overall throughput on the network also increases. The average
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throughput is obtained as 40, 46.3, 54.4, 46.5 and 70 using SEP, LEACH, M-
LEACH, DEEC, and Proposed Approach.

During communication phase, the overall energy consumption and residual
energy is also evaluated and compared with the existing LECH protocol. Fig. 15
shows a comparative performance in terms of average energy consumption for 1000
round scenario in for varied number of nodes. The average energy consumption
performance is obtained as 338.77, 312.56, 266.5, 229.2 and 186 using SEP, DEEC,
LEACH, M-LEACH and Proposed Approach.

Average Energy Consumption Performance
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Fig. 15 Average energy consumption performance

This comparative study shows that the proposed approach reduces average energy
consumption when compared with the existing LEACH protocol. Similarly, Fig. 16
shows a comparative performance in terms of average residual energy where
proposed approach achieves improved performance and it can be concluded that

energy wastage is less in proposed approach. This helps to improve the network
lifetime and network throughput.

Average Residual Energy Performance
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Fig. 16 Residual energy performance
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The complete experimental study shows that the proposed approach achieves
better performance in terms of network lifetime, average throughput, energy
consumption and average residual energy. The performance obtained using
proposed approach shows improved results when compare to existing protocols as
discussed before. The average performance is obtained as 202.11, 297, 233.4, 327.3,
and 372.2 using SEP, DEEC, M-LEACH, LEACH and Proposed approach.

6. CONCLUSION

Coal mine monitoring is considered a challenging task due to hazardous working
conditions faced by the underground mines. During last two decades, several
techniques have been presented which are mainly focused on cable based
monitoring system and sensor network based systems. Sensor network based system
shows significant impact on the monitoring due to their efficient data collection and
self-configurable nature architecture. However, efficient data collection and
transmission to the base station is an important task in this field where existing
techniques suffer from data loss resulting in poor monitoring of underground coal
mines. In order to overcome this issue, we present Fuzzy Logic based decision
making process for packet routing for multi-layer coal mining architecture.
According to the proposed approach, energy and distance parameters are used for
Cluster head formation. Once the cluster head is selected, Fuzzy Rules are
generated by considering energy, expected energy consumption, distance from sink
node and residual energy parameters. Based on these fuzzy rules, next hop is
selected for routing to develop the energy efficient and better packet routing
scheme. Performance of proposed approach is compared with the existing
techniques; the comparative study shows that the proposed approach achieves better
performance.
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