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Abstract 

The possibility to integrate more and more cores on the same chip puts severe 

constraints on the reliability, to which it is important to provide correct services in the 

presence of faults. The system should work properly when some faults occur in 

routers/links. However, the communication has a huge impact on the performance of the 

Network on Chip, and designing an efficient routing algorithm is more required. To 

handle the communication requirements, the routing algorithm should find a new path to 

steer packets from the source to the destination in a faulty network. Many fault tolerant 

routing algorithms are used to overcome the faults in Network on chip. However, these 

routing algorithms, suffer from another’s problems like the congestion. In this work, a 

novel approach inspired by Catnap is proposed for NoCs using Local and Global 

congestion detection mechanisms with a hierarchical sub-networks architecture. With the 

help of these two techniques, the NoC becomes fault tolerant and is able to efficiently 

utilize the throughput. The simulation shows that the proposed algorithm gives a better 

performance by reducing the latency and increasing the reliability of the network. In 

addition, the algorithm has another advantage: it reduces the congestion which is 

considered as a temporary fault. Simulations show that our proposed algorithm reduces 

the latency more than 15% and throughput is improved by 20% compared to the PDA- 

FTR routing.  
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1. Introduction 

Network on Chip (NoC) has emerged as an efficient architecture to manage 

communication in a system on chip (SoC), where a large number of components and 

storage blocks are integrated on a single chip. This intensification of communications 

leads to important questions such as performance and energy consumption. Decreasing the 

transistor size has made semiconductors more sensitive to faults. Thus the challenge is, to 

maintain the system functionality during its operational lifetime and ensure that the 

system performance is preserved. For this reasons, researchers have attached a great deal 

of importance to the reliability in networks on chip. Faults which may occur in networks 

on chip can be divided into two main categories: permanent faults (or hard faults), and 

temporary faults (or soft faults) [1]. The soft faults are classified into transient and 

intermittent. These three types of faults (permanent, transient and intermittent) can be 

caused by several internal or external factors. The majority of failures (80%) are caused 

by transient faults, whilst the rest of them originate mainly in permanent and intermittent 

faults [2]. 

                                                           

Received (April 15, 2018), Review Result (July 16, 2018), Accepted (July 26, 2018) 
* Corresponding Author 

http://www.sersc.org/journals/IJGDC/


International Journal of Grid and Distributed Computing 

Vol. 11, No. 9 (2018) 

 

 

34   Copyright ⓒ 2018 SERSC Australia 

Faults in different components of the NoC have different causes, however, all can result 

in serious consequences such as loss of packet data, misrouting, deadlocks, and 

malfunctions. It follows that, the reliability of communication becomes an attracting 

challenge when designing the NoC. However, the communication has a huge impact on 

the performance of the network on chip, so it is very desirable to design efficient 

algorithms to ensure that. Faults in routers or links are the major problem that cause the 

failure of a packet transmission in a NoC. The communication performance of a NoC 

depends highly on the routing algorithm, which determines the path that each packet 

follows between the source and the destination node. 

The fault tolerance routing algorithm is the process of finding a new and optimal path 

to steer packets from sources to destinations in a faulty network. Thus, the routing 

algorithm can efficiently increase the network performance. The congestion is another 

key factor which leads to increase the transmission delay and the power consumption. For 

this, these algorithms bring solutions for routing packets through the less congested 

regions and distributing the traffic over the network. Finally, failures and congestions 

should be managed in an effective way to ensure availability and robustness into the 

network on the chip. 

In this context, many fault tolerance routing algorithms have been proposed for critical 

applications. It is, therefore, essential to handle failure, ensure correct and continuous 

operation of the circuit in its environment, even when the failure rate is high. We describe 

in this paper an interesting solution jointly to the congestion management and fault 

tolerance in NoC called DINRA -FTNoC. The new architecture offers many advantages 

like reducing latency and using alternative paths to route packets in case of faulty links 

or/and routers. The rest of the paper is organized as follows. Section 2 gives a brief 

overview of the work. The new architecture and implementation details of the proposed 

solution are presented in the third section. In Section 4, DINRA-FTNoC is evaluated. Our 

conclusions are drawn in the final section. 

 

2. Related Work 

Many solutions have been proposed to sustain the reliability of NoCs. These solutions 

can be classified based on the fault type (permanent or temporary), the type of application 

(critical or not critical) and finally the treatment mechanism (e.g., using routing algorithms 

or architectural solutions). The architectural solutions include component redundancy, 

reconfiguration, and retransmission. Other solutions can combine the two techniques. But 

most of them focus only on one type of faults. Network congestion and faults are the main 

factors that degrade the NoCs performance. When a link or switch is faulty, the routing 

algorithm should choose another fault-free route for transferring the packets and avoiding 

the corruption of data. The main challenge to increase the reliability and provide a good 

performance is to deal with the principal problems in routing algorithms such as deadlock, 

congestion and failures. In the literature, there are many various approaches which have 

been suggested to solve this issue. Figure 1 summarizes some significant works about 

fault-tolerant techniques in NoC. 

 

Figure 1. Some Related Works on Fault-Tolerant Techniques in NoC 
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Authors in [3] have developed a new routing algorithm which creates a path to route 

the packets through a cycle-free contour surrounding a faulty router. The algorithm uses 

9 canonical contours of a mesh NoC to establish paths at runtime. Once a packet cannot 

find a route using the normal algorithm, due to faults in the system, the routing path is 

changed by connecting the different contours to establish a path. Specific turns in the path 

are achieved to avoid a deadlock. The major drawback of this algorithm is: it can tolerate 

only one faulty node. 

Vicis [4] is a NoC design that can tolerate the loss of many network nodes/links and can 

also operate when only half of its routers are fully functional. A built-in self-test (BIST) 

circuit is used in each router to check hard faults in the system and to correct them by 

using ECC. This solution is costly and it fails to take into account the overhead. 

Another work [5] proposed Explicit Path Routing (EPR). This routing algorithm tries to 

limit the latency degradation of packets even under faulty conditions. Depending on the 

path of the packet, some turns are prohibited to avoid the deadlock. An echo packet is sent 

when the system is reconfigured, after having established the optimal path of a source-

destination pair. Although this approach is interesting, it suffers from the problem of 

the congestion management. Another main drawback is that it utilizes the virtual channels 

which are expensive in term of resources. 

The Gradient [6] is an adaptive routing algorithm to tolerate faulty node. The algorithm 

divides the entire system into eight zones by gradient line. Each zone is provided with one 

main path and two alternative paths for the packet delivery when the main routing path is 

faulty. The main disadvantage of these approaches is that they do not foresee an efficient 

mechanism to control the congestion problem, in order to make a good decision routing 

for complex traffic condition. To avoid congestion and failure at the same time, the 

solution proposed by [7] and [8] adopts a minimal path to reduce the congestion caused by 

the presence of faults. These algorithms are able to select the shortest path to route 

packets as long as a path exists. In [9] authors proposed another routing algorithm which 

is inspired from ACO called ACO-FAR to perform a load balancing with low latency and a 

high throughput. The three algorithms mentioned above use minimal path, therefore they 

are all live lock free. 

For maintaining a good performance in the network, the work in [10] present a simpler 

method called MiCoF. When a faulty router is detected, packets take an alternative 

minimal path already foreseen in the architecture. This algorithm selects the shortest path. 

To increase the reliability and the performance of NoCs, the authors of [21] have 

proposed a new routing algorithm called MUGEN. This work comprises an optimized 

method to exchange messages between different virtual channel classes. The selection 

function uses distant router link information to avoid deadlock and a new congestion 

metric used to guide routing decisions towards less congested areas. The authors claim 

that the proposed algorithm present promising results in terms of fault-tolerance and 

performance.  

A recent work proposes an algorithm called PDA–FTR [22] (Path-Diversity-Aware 

Fault-Tolerant Routing) which considers simultaneously the path diversity and the buffer 

information to achieve a fault tolerance and a load-balancing. The drawback of the 

proposed fault-tolerant routing algorithm is that the information used provides a limited 

view of traffic in the network, which can engender a congestion in heavy traffic. 
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Table 1. Most Known Fault-Tolerant Routing Algorithms 

FT Routing Algorithm Years Components Type Congestion 

[3] 2008 

Up One switch 

failure Permanent No 

[5] 2010 Many faults switch Permanent No 

[11] 2011 Links and switches Permanent No 

[12] 2012 

Links and switches 

failures Permanent No 

[13] 2012 

Links and switches 

failures 

Transient 

faults No 

[14] 2013 Links Permanent No 

[15] 2013 Up to 6 faulty links Permanent Yes 

[6] 2013 Switch failures Permanent No 

[8] 2013 Up to 6 faulty nodes Permanent Yes 

[10] 2013 Up to 2 faults Link Permanent Yes 

[9] 2013 

Any number of 

faults links Permanent No 

[17] 2013 Switch Permanent No 

[16] 2014 

Up to 4 faulty 

switches Permanent Yes 

[18] 2014 

Many faulty 

switches Permanent No 

[19] 2014 Links and switches 

Permanent 

and 

transient Yes 

[20] 2014 

All faulty 

links/nodes Permanent No 

[21] 2016 Links and switches Permanent Yes 

[22] 2017 Switches Permanent Yes 

 

Table 1 recaps the most popular fault tolerance routing algorithms. The all approaches 

mentioned above have the following benefits and weaknesses: (a) under high traffic 

conditions and (b) the performance in term of throughput and latency degrade in case of 

important rate of faults in links and routers. Finally, all of them deal with permanent 

faults. Hence the aim is to achieve a robust routing algorithm with these required 

functions: 

(a) the ability to avoid the congested nodes for having a balanced traffic, 

(b) tolerate high rate of faults which may affect links and routers and, 

(c) tolerate transient error which appears in communication process. 

 

All the techniques described above bring their approaches to the fault-tolerance 

problem, but they have a cost in terms of performance to be considered in the area of 

routing algorithms design. This is evaluated by a set of metrics, such as: latency, 

throughput, network congestion and energy consumption. To satisfy all these 

requirements at the same time is impossible. Thus, the challenge for the researchers is to 

find a good compromise between these costs and the reliability. 

 

 

 

 

http://www.sersc.org/journals/IJGDC/


International Journal of Grid and Distributed Computing 

Vol. 11, No. 9 (2018) 

 

 

Copyright ⓒ 2018 SERSC Australia  37 

3. Network Architecture 

Networks-on-chip have been a very active research field since their appearance in early 

2000s. Since then, many architectures have been proposed in the literature. Routers, 

Network Interface (NI), IPs and links are the main elements in a NoC. In this section, we 

introduce the proposed architecture and its main components. Before giving the details, it 

is necessary to specify that we have adopted two important assumptions: First, the links 

connecting the Intellectual Property (IP) to the input and output Network Interface (NI) are 

always non-faulty. Second, we assume that there is at least one path between a (source, 

destination) pair. These hypotheses are necessary to deliver any packet from source to 

destination. 

 

 

Figure 2. The Global Architecture 
NI: Network Interface, R: Router, IP: Intellectual Property 

Figure 2 shows the global architecture. The network on chip is divided into subnets. 

Every IP is connected to four routers, each one belonging to a disjoint subnet. Thus, every 

switch belongs only to a single subnet. For example, we build 4 subnets with 6*6 

switches, each one can communicate only with the others of the same subnet. This method 

represents an innovative alternative to get an efficient reliability. When a subnet is 

congested or faulty, we should disable the entire subnet and isolate it. When focusing on 

subnets, we can see that they have the same connectivity pattern. 

The three IPs located in the east of the NoC are connected to the three switches of the 

same subnet. The same topology is applied for the west and the south IPs. We have 

implemented an algorithm (Section 3.5) to select the subnet. We have added 2 bits to the 

header flit in NI for distinguishing each subnet from the others. The key advantage of this 

architecture is that the connectivity pattern has several alternative paths that can be used 

for increasing the fault tolerance, as it will be shown in Section 3.5. When the first 

subnet is inoperable, we activate the second subnet, and when the second subnet is 

defective, we active the third subnet, and so on. The worst case scenario is when the top-

subnet is faulty or congested. To provide a higher fault-tolerance, the new architecture 

requires an additional links. We solve this by a short connection between end nodes and 

IPs. 
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3.1. Router Architecture 

A Router is an entity that facilitates communication between IP cores in Networks on 

chip. We introduce in this part the proposed router architecture and its main components. 

The router is the back-bone component of the DINRA-NoC design. The two necessary 

components which are added to the basic router architecture are shown in Figure 6. Each 

end node has a maximum number of 4 input and 4 output ports. One input/output port is 

used to connect the switch to the NI. The number of input-ports depends on the router 

position in the subnet with the perspective to eliminate the extra ports and reduce the area 

overhead and the power consumption. Each router can be connected to a maximum of 

four adjacent routers as well as the local intellectual property (IP) across NI. 

Figure 2 illustrates the NoC topology which is a 6 x 6 sizes using a wormhole 

switching policy and the credit-based flow control. To locate and to distinguish between 

routers in the sub-network, we give every router a unique address defined in XY 

coordinates. To identify each router, we define two parameters: 

 SN (ID): Sub-network identification. It is a number indicating the subnet, 

 (X, Y): Denote the coordinates of the router in its SN. 

 

The routing unit considers these three (X, Y, SN ID) addresses to transmit a packet. 

Indeed, the SN ID is a binary number defined by 2 bits, and each sub-network has its 

unique ID code (see Table 2). 

Table 2. Coding of The Different Subnet 

ID SN Value  

00 Subnet 0 

01 Subnet 1 

10 Subnet 2 

11 Subnet 3 

 

3.2. The Proposed Routing Algorithm 

This section focuses on the routing algorithm proposed in this paper. To deal with all 

the requirements of the fault tolerance, in the initial stage of the process, the proposed 

solution can provide an online detection of permanent and transient faults. Once the 

detection has been done, we can do the isolation of the faulty components. As soon as 

these steps have been carried out, the routing algorithm ensures the delivery of packets to 

their destination when a path exists. At this step, we can indicate if the destination is 

unreachable or not. In addition, routers do not require any virtual channels. They work in 

a fully distributed way to transmit the packets in case of faulty nodes. In the proposed 

routing algorithm, the path of the packets depends on the congestion status and/or faults in 

the network. When the sub-network is congested or faulty, another subnet is chosen. 

 

3.3. Congestion Detection 

Wormhole routing requires less memory than the virtual cut through or store and 

forward routing strategies. This may cause a congestion state because the buffer 

requirements may vary based on the application. The increasing number of cores will 

contribute to an additional traffic which will increase the congestion as well. So, there is a 

need to decrease the congestion and enhance the performance at the same time for greater 

size NoCs. When the traffic raises or exceeds a determined level, the latency increases 

and consequently the throughput decreases. Inspired by Catnap [23], our routing selection 

is made depending on the subnet’s congestion. This congestion information is obtained by 
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the stop signal issued from the RCS (Regional Congestion Status) used in our NoC 

system. For the congestion detection in each subnet, we have used only a single additional 

bit in the buffer of each node, which is the minimum extra required for the detection. 

 

3.3.1. Local Congestion Detection 

The NI of a node can measure the injection rate, which is defined by the number of flits 

injected into the network over a period of time (4 cycles). So, if the router BFM 

(maximum buffer occupancy) is greater than a certain threshold, then this subnet is 

considered to be congested, and a local congestion status (LCS) bit is set to true. The 

BFM congestion detection mechanism is local to a network node, according to Catnap. 

The best performing thresholds for various regional congestion detection policies is BFM: 

9 flits. This information is stored in the Network interface. Table 3 shows the codes 

associated to the different SNs states. So, to measure BFM, the NI connected to each 

router keeps track of the buffer occupancy of each router input buffer. 

Table 3. Coding of The Different States for Each Subnet 

State SN Code 

Normal 00 

Congested  01 

Out of order 10 

Disable  11 

 

3.3.2. Regional Congestion Detection 

We use a simple 1-bit OR network which is set to true, when any of the routers LCS is 

true. This bit value, to which we refer as the regional congestion status (RCS), can be read 

and communicated to all the nodes in the same subnet. The OR-network is architected as 

an H-Tree network. The NI of a node sets its RCS if the local congestion status (LCS) is 

true. LCS is determined and based on the BFM of the local router. A node NI detects the 

congestion for a subnet if either the local congestion status (LCS) is true (based on BFM 

of the local router), or if the regional congestion status (RCS) is true. 

 

3.3.3. Subnet State 

When a packet reaches the head of NI, one of the subnet is selected (based on state of 

subnet), and the packet is injected into that subnet see Table 3 (First subnet by default). 

All the flits of a packet travel in the same subnet until they reach the destination. The NI 

is connected to several routers as shown in Figure 2, each router belongs to a different 

subnet. 

 

 

Figure 3. (a) Subnet State, (b) Type of Packet (ToP) 

We distinguish two types of packets: critical and non-critical packets. We use 1 bit for 

distinguishing ToP (Type of Packet) as shown in Figure 3 (b). This information is added 
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to Header Flit of each packet. So, ToP equals 0 if the packet is non-critical. Otherwise its 

value is 1. 

 

3.4. Fault Detection 

For on-chip networks to handle the faults in routers, links and network interfaces, BIST 

[24] is the traditional solution. This method is a fault detection scheme. But this technique 

requires external circuits to perform error detection, and time to test who can reduce the 

performance of the NoC in term of latency. To develop our approach, we have opted for 

the Cyclic Redundancy Cycle (CRC), a solution that can be used to perform error 

detection by comparing the input and output of each router to detect wrong packets and 

faulty components in a NoC. This approach is inspired by [24], with some modification. 

Each router is equipped with a Test Module (TM). The goal of this mechanism is to 

enable online fault detection. The CRC polynomial used is g = 1 + x + x4, so we add 4 

bits to the header of each packet. When an error is detected anywhere in the router/link, 

we know that the error exists but we can’t correct it with CRC decoding. 

 

 

Figure 4. Internal Architecture of the Router 

To test and diagnose the communication infrastructure in the NoC, first of all, it is 

necessary to detect the fault. Secondly, there is a need to identify the faulty components: 

routers, links or cores. Finally, we analyze how to use efficiently the remaining 

components that are fault free. In the router, the fault can occur in all the components 

(crossbar, buffers and others). At this high core density in networks on chip, considering 

faults only in the routers or links do not provide the optimal safety. Other components 

such as input-buffers and crossbar should be given prominent attention to ensure the fault 

tolerance and improve the system reliability. 

 

 

Figure 5. Communication Between Two Neighboring Routers 
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Figure 6. Communication Between the Fault Register and the Test Module 

To achieve this goal, we present in this section the Test Module (TM) added in our 

router (see Figure 5). The TM is one of the main components of our system, because it 

manages the diagnosis from all kinds of faults in four main components: inter-router 

links, input-buffers, crossbar, and header flit. We start in this subsection to describe the 

main functionalities of the Test -Module (TM) and its important role in orchestrating the 

different process inside the router. Test Module detects and locates the faulty routers or 

links. Therefore, in the same subnet, only adjacent routers can communicate this 

information. 

This information is always sent to the FR (Fault Register), in order to keep the fault 

occurrence in the input-buffers, the crossbar and header flits. The aim is to use this 

information during the selection of the next port. We have used a simple fault detection 

mechanism based on a Cyclic-Redundancy-Check (CRC) in each output component of the 

router that reads the incoming flit to detect any error. Depending on this verification, the 

Test-Module (TM) sends a single-bit signal to the TM of upstream node that can be either 

0 or 1, for respectively valid or faulty, as shown in Figure 5. Each router sends the 

collected information corresponding to its own fault status to all the neighboring nodes. 

This information is represented in a 3-bit signal (see Table 4) representing the router/link 

status in each direction (North, East, South, and West). Depending on these states, our 

algorithm (DINRA) reads the fault status of the next nodes/links received from the TM 

and checks the number of possible safety directions. For example, when a fault is detected 

in the buffer, a signal is sent to inform the TM module about the fault presence. The same 

case is applied for the other components. 

When receiving this signal, the TM disables the entire output-port and the faulty router 

to save the dynamic power. At the same time, the TM updates the FR-status array by 

flagging the link connected to the faulty router. This information is constantly sent to all 

the TMs for all neighboring nodes. 

Finally, to keep the faults information in routers or links, the TM interacts with the FR 

unit to exchange fault information and control signals, as shown in Figure 6. 

Table 4. Codification of Different States of Links and Routers 

State Value Description 

1 00 Port East unsafe 

1 01 Port North unsafe 

1 10 Port South unsafe 

1 11 Fail Router 

0 00 Port East safe 

0 01 Port North safe 

0 10 Port South safe 

0 11 Safe Router 
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3.4.1. Permanent Fault Detection 

The permanent errors cannot be eliminated by a simple reset of the circuit. The routers 

adjacent to a router with a permanent fault are informed about its state. This is done to 

prevent any traffic to this defective router (for example, by disabling the output ports 

leading to this router). The same case is applied for defective links. 

 

3.4.2. Transient Fault Detection 

The transient errors occur typically during a very short time and are not destructive. So, 

after k attempts, the test module can consider the (temporary) dynamic faults as 

permanent. So we want to tolerate several on-line faults without resetting the circuit. 
 

3.5. Routing Algorithm 

The packet routing is one of the significant factors in the design of NoC architecture. 

To achieve the fault tolerance, the routing algorithm needs multiple paths to route the 

packets for each pair of source destination. First, the proposed routing algorithm must be 

adaptive to choose between them. Second, the topology must provide an alternative route. 

Complex routing algorithms can introduce extra area and energy overhead. In our 

proposed solution, the main goal is to maximize the performance in terms of latency and 

reliability by having a good successful packet delivery rate. 

 

Algorithm: path computation 

 

1 State_sub_s0 = Active & RCS =0; 

 

2 For (s=0, s = 3, s++) /*– Source S (x, y, z), Destination D (x’, y’, z’) 

 

3 If state_subnet_s = 00 /*– — normal state 4 If RCS = 0 then 

 

5 For each S, D 

 

6 North Last /*———-Routing Algorithm by default 

 

7 if (link state && router) == unsafe 

 

8 South last /——-Routing Algorithm 

 

9 else / —– Activate s+1 

 

 

10 State_sub = Faulty; s=s+1; 

 

11 Else s+1 / ———– Next Subnet 

 

12 State_sub = Congested; s=s+1; 

 

13 state_sub_s= Active /——–active next subnet 

 

14 End loop 

 

15 End loop 
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Here are some explanations about our algorithm: NI connected to a router first inject a 

packets into the subnet-0 (line 2), and all the flits of a packet travel in the same subnet 

until they reach the destination. If the subnet-0 is congested or faulty, a higher subnet 

(s+1) can be activated more quickly in time to avoid a performance loss (line 11) and 

same case is applied for others subnets. To route packets in same subnet, we use the Last 

North routing algorithm, and if can’t, we use the South Last to avoid faulty components 

(Links or Routers-line 8). And, if can’t route the packet in second case, we active the 

higher subnet (s+1) and we set state-subnet to faulty. The same process is settled if the 

current subnet is it going congested-line 12. 
 

3.5.1 Fault-Tolerance 

DINRA has all information about the fault status of next links and nodes. It has three 

possible directions for routing the flits. The congestion status is the higher priority. We 

adopted this condition to ensure the fault tolerance and a better performance either in the 

presence or the absence of faults. When there is no valid route available, DINRA chooses 

another route in the second subnet priorities (path diversity and congestion) as illustrated 

in the algorithm. 

Wormhole-switching requires less memory than the virtual cut through or store and 

forward routing strategies. In this way, DINRA adopts a Wormhole-switching and the 

packet forwarding can be executed in an efficient way for maintaining a small buffer size. 

 

3.5.2. Deadlock 

This algorithm combines two adaptive routing algorithms North-Last and South-Last. 

Both of them use restrictions to avoid deadlocks [25]. The deadlock problem may arise 

with the adaptive routing. Most of them use Virtual-channels (VCs) or Turn Model to the 

routing selection to avoid the deadlock. 

 

3.5.3. Adaptability 

One of the key properties of the DINRA architecture is its capability to be adapted for 

providing several routes to transfer packets for each source destination node. This 

increases significantly the reliability of the entire NoC. DINRA proved its yield by 

ensuring both fault tolerance and congestion aware. 

 

3.5.4. Retransmission of Packets 

There exists a case where some of given packets are stored in the buffer and the output 

link or the router becomes suddenly defective during the packets transit. This modifies the 

validity of the path (dynamic fault), which later will be proved as faulty. This corruption 

creates sub-packets which cannot arrive to their destination. A copy of the Header of this 

packet will be stored in a special buffer. A notification message is sent to the source node 

to transmit all the packets again. Also, we must remove the flit’s which have been 

transmitted in the case of a non-reachable destination or only to transmit the packets not 

yet transmitted in the case of a temporary fault. See Figure 7. 

 

 

Figure 7. The Notification Message Format 
S: Source, D: Destination, T: Type of Packets 

According to the network status, there are three cases as follows: Case I, when the 

packet is being sent from the current IP to another and the current subnet is congested. 
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Case II and III, when the packet is being sent from current router to the next hop, in this 

case, the destination IP can be reachable or not. 

There are two cases where a packet is considered as lost and must be retransmitted 

another time by the source (Case II and III): 

 A packet fragment arrives in a faulty subnet: for example, a router without 

healthy output or a router/packet is blocked by routing restrictions to its reachable 

destination. 

 The second case: the destination is not attainable when a packet fragment cannot 

reach the destination node before a” Timeout” T (an empirical value that varies 

the depending on the size of NoC). 

In order to handle and tolerate temporary faults which can occur during the transfer of 

packets (For example, when a router/link becomes suddenly defective), a notification 

message is sent to the source node to retransmit again all the packets which have not 

reached their destination. 

 

4. Evaluation 

We devote this section to assess and analyze the performance of the proposed system. 

We have selected two traffic patterns: Random and Shuffle traffic to evaluate the 

performance of the proposed system. The first sets of analysis investigated are Latency 

and the Reliability of the proposed routing under each of the aforementioned patterns 

traffic. We observed the performance variation of DINRA under different fault-rates of 

links and routers (0%, 5%, 10%, 20% and 40%). During the evaluation, we divided the 

faults into two parts: the biggest parts are allocated for transient faults and the remaining 

portion is considering for permanent. To evaluate our algorithm, we use a public available 

simulator: Noxim. 

The Noxim simulator is developed using System C and provides a command line 

interface for defining several parameters of a NoC. In particular, the user can customize 

the network size, buffer size, packet size distribution, routing algorithm, selection 

strategy, packet injection rate, traffic time distribution, traffic pattern when use and hot-

spot traffic distribution. The simulator allows NoC evaluation in terms of throughput, 

delay, and power consumption. Such information is delivered to the user both in terms of 

average and per-communication results. In detail, the user is allowed to collect different 

evaluation metrics, including the total number of received packets/flits, global average 

throughput, max/min global delay, total energy consumption, per-communications 

delay/throughput/energy and others. 

 

 

Figure 8. The Average Latency of DINRA and PDA-FTR in 8*8 with Random 
Traffic, in Four Faulty Routers 
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4.1. Latency Evaluation 

In this party, to evaluate our approach, we have varied the rate of injection of faults and 

we have measured the average latency. First, we have evaluated the communication 

latency of DINRA by calculating the average latency/flit. Figure 8 illustrates the 

latency/flit results under Random traffic pattern. When no faults are detected (0%), these 

tests revealed that our solution reduce the latency with an average of 19.4% compared to 

PDA-FTR routing algorithm. As we stated previously, DINRA takes advantage of the 

adaptive routing to forward the flits to the next neighboring node which is faster than 

PDA-FTR routing algorithm. Moreover, DINRA takes into consideration the congestion 

status and the traffic balance (see line 8 algorithm). As expected, for high values of fault-

rate, DINRA performs better than PDA-FTR. As a result, the latency/flit along the 

network is reduced. When observing the latency variation over different fault-rates, 

DINRA performs better than PDA-FTR even under 10% fault-rates, and when this rate 

reaches the 25% and 40%, the latency increased with only 12% and 30% respectively, see 

figure 10 and 11. 

As expected, faults injected affect the average latency of the network. This one tends to 

increase with the increase of the network load and also with the increase in the number of 

router/link faults. It can be seen in Figure 8, 9 that the average latency of DINRA 

increases if we inject more traffic and / or more faults. 

This performance is strongly related to the new architecture, whichever the choice path 

is more diverse. In this manner, when a faulty link is detected in one path, there still exist 

other ones with valid links in the same subnet, otherwise in others. DINRA takes 

advantage of this property to route the flits. Thus, the congestion is more important, 

because more flits will be blocked in the buffers. This explains why the performance 

drops at higher fault-rates. This is mainly caused by the traffic congestion. To better see 

the effects of DINRA routing, we observe the latency results of the Random traffic pattern 

illustrated in Figure 10. In the case where no faults are observed, DINRA still reduces the 

latency with 16.29% compared to PDA-FTR. The latency gets its highest value at 45% 

fault-rate with a high flit injection (100.000 flits) and reaches the 50% (more than PDA-

FTR results). 

In addition to the congestion caused by the increasing faulty links and routers 

explained above, we have also an important impact on the latency. 

 

 

Figure 9. The Average Latency of DINRA and PDA-FTR with 8*8 Under 
Shuffle Traffic, in Four Faulty Routers 
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Figure 10. Average Latency of DINRA with Different (PIR) Package Injection 
Rates “Random Traffic” for a 12x12 NoC (a) 10%, (b) 20%, (c) 40% Faults 
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Figure 11. Average Latency of DINRA with Different (PIR) Package Injection 
Rates “Shuffle Traffic” for a 12x12 NoC (a) 10%, (b) 20% and (c) 40% Faults 

4.2. Reliability Evaluation 

In this subsection, we discuss the reliability of DINRA. We recall that the reliability is 

the capability of a system to deliver all the packets to their destinations. For the second 

evaluation, we have calculated the success rates of each algorithm using the two patterns 

traffic (equation 1). We can explain this reliability by the fact that DINRA always finds a 

path from a source to a destination, no matter where the fault is located and how heavy 

the traffic is. The only possible problem that can affect the arrival of a given packet to its 

destination is the presence of a deadlock. However, thanks to the hybrid turn model 

adopted, deadlock is avoided. Therefore, the most striking result to emerge from the data 

is that all packets can reach their destinations which provide a high reliability under 

different fault-rates and injections. 

We have done the same series of experiments but this time taking the model of router 

faults (Figure 13). Again, we have seen an increase in average latency based on the 

number of faults and the packet injection rate. It should be noted that the average latency 

increases here faster than in the previous case when only the links were considered 

defective. A faulty router is considered a router with its entire faulty links. In case of 

faulty routers, for DINRA algorithm, there are at least for each packet one path founded to 

its destination. Nevertheless, with more than 30% of the routers failing, the service is still 

rendered but with a lower packet injection rate depending on the type of traffic, compared 

to a fault-free situation. 
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100  
packets injected Total

packets arrived Total.
 ratio Success                                    (1) 

Table 5. Comparison of Success Ratio % with PDA-FAR Routing Algorithm 

No of faults Gradient PDA-FTR DINRA 

2 2.8% 0.07% 00 

4 3.2% 0.5% 00 

 

We see that DINRA makes it possible to guarantee a high level of reliability. In the 

case of a 12x12 NoC size, it can deliver more than 95% of messages when 10% of links 

are defective. When we have 40% of the links defective, the delivery rate successfully 

varies from 50 and 60% for” Random Traffic” (Figure 12). When considering node faults 

(router), the rate of packets delivered successfully decreases significantly, and this show 

the great impact in reliability of a faulty router. Nevertheless, even in the scenario where 

40% of routers are defective, the delivery rate varies from 0 and 10% reaches 10% for 

“Uniform Random” traffic (Figure 13). With the addition of packet forwarding and 

congestion-aware techniques, DINRA is clearly improving performance and reliability 

over PDA FTRs. fault injection affects average network Latency and Throughput, which 

increases with the number of link faults, routers and the number of packets injected into 

the network. 

 

 

Figure 12. Rate of Successfully Delivered Packets with Different Fault 
Injection Ratios (Link Fault) Under “Random” Traffic for A 12x12 Noc 

 

Figure 13. Rate of Successfully Delivered Packets with Different Fault 
Injection Ratios (Router Fault) Under “Random” Traffic for A 12x12 NoC 
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4.3. Throughput 

We have evaluated the throughput, which is defined as the accepted traffic of the 

network at a given latency.  The throughput of network is presented by the formula 

below: 

(2)       nodes of : No Throughput Saturation ThroughputNetwork   (2) 

We then wanted to determine the impact of the Throughput and the size of the network. 

For this, we have measured the Throughput for four NoC sizes and for one single failure 

situation. (Figure 14) summarizes the simulations performed for various sizes. We can 

see, as expected, that our experiments confirm that DINRA is suitable for both small and 

large NoC systems. 

 

 

Figure 14. Throughput of Dinra Under Different Topology Sizes and in 
Single Fault 

5. Conclusion 

In this paper, we have presented an innovative fault- tolerant routing algorithm, called 

DINRA, for the Networks-on-Chip (NoC). The algorithm operates with a proposed 

architecture which aims to avoid a heavy sys-tem failure when some faulty components 

(routers and links) are observed in a NoC. The proposed solution preserves the network 

performance. The evaluation done proves that DINRA performs better than PDA-FTR 

algorithm, even at 40% fault-rate in links and routers. Despite the good results obtained, 

our work clearly has some limitations which should be fixed to enhance its performance 

and reliability. The first one is that we need to analyze the best techniques which can be 

implemented for fault-detection. Second, it is also interesting to study if the time required 

to handle a fault-detection can be improved. We are currently studying the power 

consumption and hardware complexity of the proposed architecture. In a future work, we 

plan to focus on these parameters. 
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