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Abstract 

As the interest in the 4th industrial revolution continues, there is also the growing 

interest in infrastructure related technology. One of them is the need for Internet of Things 

(IoT) that can exchange information between various terminals. IoT technology is evolving 

the existing M2M system to provide low energy consumption and light weight by providing 

a wider coverage. Also interoperability between manufacturers should be ensured through 

a standard acceptance. The proponents of this paper propose a low energy consumption 

method based on LwM2M standard which is the standard technology representative of IoT. 

The designed system proved that it can save energy compared to the existing IoT device 

through the operation algorithm such as optimized event-driven method and parallel 

processing method. 
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1. Introduction 

Internet of Things(IoT) refers to an infrastructure in which intelligent objects are 

networked to exchange mutual information between people and objects, objects and 

objects, and intelligent services combined with knowledge based on context awareness. [1]. 

Various technologies have been developed, proved and commercialized in order to build a 

stable infrastructure and provide services. As the ecosystem in IoT is formed, 

interoperability between products will also become an important issue. 

As devices in IoT are being operated in the outdoor field, it is highly required for 

lightweight devices powered by small battery and resource-constrained HW to design and 

implement a protocol in an energy efficient manner. Accordingly, the solution for the above 

problem in the field is being discussed as the key to success of the IoT market. In this paper,  

a protocol operation and operation optimization method was proposed based on the 

LwM2M international standard which is most popular in IoT. 

The remainder of this paper is organized as follows: Section 2 describes the related 

technologies needed for the analysis of this paper. Section 3 presents a method for satisfying 

the requirements of low energy consumption under lightweight devices, which are real - 

world requirements. In Section 4, the performance of the proposed algorithm is verified. 

Finally, Section 5 concludes the paper. 
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2. Related Work 
 

2.1. IoT System 

The necessary technology for building the IoT can be divided into the technical 

fields for providing the technology and services required for infrastructure 

construction and operation. The construction and operation technology includes 

communication technology, information interlocking technology, and management 

technology that can gather information to the upper server level center ing on the 

terminal where the information is generated. This includes devices on the site, a 

gateway for connecting them to the platform, and the platform to provide services. 

[2] [5]. This is shown in Figure 1. 

 

Figure 1. IoT System Architecture 

∙Device: Protocol interface design that accommodates various sensors and terminals  

∙Gateway: Data collection, real-time processing, and mutual link utilization 

∙Platform: Open API design, object data analysis, security and visualization 

 

2.2. LwM2M 

In order to send and receive information between IoT devices, information 

modeling at the upper layer and standardization are required in order to ensure 

interoperability between various manufacturers. In the IoT field, LwM2M technology 

exists as a device management standard protocol designed for sensor networks. It was 

developed to demand in the market for a common standard for managing lightweight 

and low power devices on a variety of networks necessary to realize the potential of 

IoT. The LwM2M protocol, designed for remote management of M2M devices and 

related service enablement, features a modern architectural design based on REST, 

defines an extensible resource and data model, and builds on an efficient secure data 

transfer standard called the Constrained Application Protocol (CoAP). This 

technology has been adopted as a technology capable of efficiently managing multiple 

devices in the OneM2M standard organization and has been utilized in various service 

sites [3] [4]. 

The LWM2M protocol registers the device with the gateway using the CoAP 

Resource Directory. After registration, the device information will be maintained 

through periodic update. 

The gateway that controls device information is registered with the platform. The 

standard is available with oneM2M or LWM2M. After registration, the gateway 

performs periodic update to maintain the gateway and the device information. In order 

to periodically report the information, the gateway subscribes to the device 

information and periodically reports a notify message to the IoT gateway based on 
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the registered subscribe information. The gateways report information received from 

the devices to the platform periodically, and can also request information directly in 

addition to reporting periodic information. The gateway receiving the information 

inquiry request from the platform can request the corresponding device again to 

acquire the information, and if it cannot directly request the device, it responds with 

the cached information. A control operation was also included that can request a 

specific operation or modify the information similarly to the information query.  

Table 1 shows the standard that reflects the protocol definition between the 

devices- gateway and the gateway-IoT platform. 

Table 1. Related Standards in IoT 

 Standards 

Device 

- 

Gateway 

∙IETF RFC 7252: "The Constrained Application Protocol (CoAP)" 

∙IETF RFC 6690: “Constrained RESTful Environments (CoRE) Link 

Format”. 

∙IETF RFC 7641: “Observing Resources in CoAP”, Sep. 2015  

∙IETF darft-ietf-core-resource-directory-05: “CoRE Resource Directory”. 

Gateway 

- 

Platform 

∙IETF RFC 7252: "The Constrained Application Protocol (CoAP)". 

∙IETF RFC 6690: “Constrained RESTful Environments (CoRE) Link 

Format”. 

∙IETF draft-core-block-18: “Block-wise transfers in CoAP” 

∙IETF RFC 7641: “Observing Resources in CoAP”, Sep. 2015 

∙Lightweight Machine to Machine Technical Specification Draft version 

1.0 -10 Sep 2015 

∙oneM2M TS-0001-V1.10.0: "Functional Architecture”.  

∙oneM2M TS-0004-V-1.3.0: “Service Layer Core Protocol” 

 

The LwM2M standard defines OID-based identifiers for the purpose of identifying 

the gateway and the device and the resource profile representing the meaning of the 

resource in the IoT device. The device identifier consists of Device Indication ID, 

Service ID, Standard ID, Manufacturer ID, Model ID, and Serial ID. In the resource 

profile identifier, an ID that can describe the characteristics of the resource is 

described in the OID system and included in oneM2M-based resource model. The 

structure of Resource Profile ID consists of Resource Profile Indication ID, Object 

ID, and Resource ID. For example, ontologyRef attribute was used to indicate the 

meaning of the actual data in the <container> resource, and the resource profile ID 

will be displayed in this information.  

 

3. System Design 

In this section, an energy efficient system that can guarantee interoperability of IoT 

devices and can be used in the field through low energy consumption operation was 

proposed. In order to ensure interoperability between devices, it is necessary to adopt 

the most recognizable and widely used standard technology hence, the LwM2M 

standard was adopted. Based on this, technical proposals for improvement measures 

were explained by simple registration/simple reporting and optimization of operation 

method. 

 

3.1. Operation Method based on LwM2M 

In order to meet the low-speed, low-power and low-cost requirements defined above, it 

is necessary to minimize the amount of information to be transmitted and the number of 
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communications. In contrast, the established standards define a complex registration 

process to accommodate a variety of manufacturers and devices. One of the examples is 

that the device for registration must know the gateway IP address, port number, and path 

information for the resource information. When the device accesses the gateway for 

registration, a Resource Directory (RD) search is performed, and the resource information 

of the device is registered in the gateway using the obtained information. [7]. It needs to 

communicate between them 6 times. To simplify the operation of the device, a simple 

registration and a simple reporting scheme were proposed. This technique is that the 

platform stores previously determined information such as terminal name, memory size, 

manufacturer, sensor type, etc. The device transmits only information that can be changed 

when it is installed and registered in the actual field, thereby minimizing the transmission / 

reception information transmission amount. This is explained as follows. 

 

 

 

 

 

 

 

 

Figure 2. Registration Procedure: (Left) General Approach, (Right) Simple 
Process 

3.1.1. Simple Registration: Figure 2 shows the simple registration of a device with the 

name node1 to the gateway and the platform. Prior to performing the simple registration 

process, the device's predefined information is stored on the platform. Then, the device 

requests the POST message to the gateway by including the <object / object instance> list 

information in link-format in the registration request message and setting the end point 

name as the lep option. The gateway receiving the registration post message determines 

from the lep option if it is a simple registration process and generates the registered location 

information. As a result of searching based on the lep information (device OID), if there is 

no stored information, the gateway requests the device's predefined information to the 

platform by further including a GET option in the process of performing a simple 

registration process with the platform. In this case, the simple registration message that is 

requested to the platform includes the location information generated by the gateway in the 

payload and delivers it to the platform. As a result, the gateway obtains the device's advance 

information and performs simple registration to the previously created location ("/ dev / 

4521"). In this case, '4521' is a random number generated by the gateway RD. If the 

registration process has been performed through a plurality of connection settings, the 

operation will be improved by completing the registration with one packet in the case of 

this method. 

 

3.1.2. Simple Reporting: Sensor-based devices that were used in the field have been 

developed and used as multi-function devices by incorporating various sensors such as 

temperature, humidity, and acceleration in one device. In this case, the periodic report 

collects the sensor information individually through the COAP Observer function for each 

sensor. A simple reporting method was proposed to transmit the measured values of various 

sensors installed in the device to the upper layer at a time. The simple report defines a 

virtual composite sensor that can represent measurement data of various physically existing 
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sensors, and transmits data through it. Also, it defines the measurement value, unit and 

sensor quantity of the sensors constituting the composite sensor per resource, defines the 

ID to distinguish the sensors, and uses ';' as the delimiter. 

Figure 3 shows an example of periodically reporting sensor values as composite data 

through the proposed method. Assuming that the complex sensor will be defined as '30000', 

the complex data structure will be operated in the following form through the simple 

registration form for '30000/0/1'. The device transmits the information in the following 

format, and transmits the sample information of the temperature sensor at 3303, the voltage 

sensor at 3316, and the current sensor at 3317 : 

“/3303/0/5700;/dev/e1234/3316/0/5700;/dev/e1235/3317/0/5700” 

Furthermore, when periodic reporting of setting CoAP Observe to "30000/0/0" will be 

performed, data will be transmitted at "37; 220; 60". As a result of simple reporting, several 

packets were integrated into one and the RF transmission energy can be greatly reduced. 

 

 

Figure 3. Information Modeling for Composite Sensor 

3.2. Sensor Operation 

Even when the number of information to be transmitted in the sensor is minimized, the 

device operates in a normal operation mode and consumes unnecessary power. IoT devices 

does not lots of communication such as 1 time / 1 hour, 1 time / 1 day. Therefore, there 

were many limitations in controlling the power of devices operating with battery even if the 

proposed method was used [8]. To solve this problem, an event-driven operating structure 

considering characteristics of IoT devices was proposed. 

The IoT device has a characteristic of performing work according to periodic sensor 

signal processing. Accordingly, this proposed method of event-driven structure will 

generate a new task through HW Interrupt (Sleep, Wakeup), and the created Task will be 

stored in the FiFo Task Queue. The scheduler will execute the tasks stored in the FiFo Task 

Queue in order, and the executed Task can create a new Task, and a function to prevent 

duplicate storage of the created Task can be added. All tasks of the FiFo Task Queue will 

be executed and will enter HW Sleep if the state is empty. HW Sleep can minimize energy 

consumption by putting all hardware functions to sleep except RTC. 

The operating method is divided into RUN (no sleep) and Sleep according to the 

provided service, and Sleep can be subdivided into Sleep, LP-Sleep, and Stop modes 

according to control items. The features of each mode are as follows. 
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Figure 4. Event Driven Operation Method 

The RUN mode is the stage where all functions can be utilized through continuous 

operation, and the power consumption is the largest at this time. In sleep mode, only the 

CPU sleeps and all clocks are turned on to reduce the power consumption compared with 

the run mode, and provide a step that can run quickly. When the device is divided into 

MCU, communication part and sensor part, ①  MCU generates signal processing and 

packet, ② communication part uses data, and then it defines operation, ①if it is in RUN 

mode, ②or if it is in sleep Mode. 

In the sleep mode defined above, a large number of peripherals can be operated, resulting 

in a large current consumption. In order to prevent this, stop mode was defined, but in the 

case of stop, there is a delay in service provision due to the waiting time when the operation 

is switched to the stop after the stop. LP-Sleep is a mode that operates at the lowest possible 

power level and at the same time, it can operate wakeup first. LP-Sleep task was divided 

into general task and Wakeup Task. In LP-Sleep operation mode, Wakeup Task is the first 

to be processed, and then the scheduler can set and operate a high priority level. 

When the task creation, the task processing, and the sleep process defined above were 

performed, the processing of various sensors mounted on the device cannot be processed 

sequentially. Since each sensor has some hardware operation time for sensing, it takes a lot 

of time and power to process it sequentially. However, in this configuration where event-

driven structure was applied, the sensor processing task was executed sequentially, and then 

the CPU immediately sleeps, and the result processed by the sensor can be processed in 

parallel by generating and processing a task through an interrupt. That is, through the Run 

mode defined above, it is possible to simultaneously execute several sensors regardless of 

the hardware operation time of each sensor, and to shorten the sensor processing time and 

power consumption by putting the CPU to sleep when the defined task was completed. 

The processed information will be transmitted through the RF communication module. In 

the conventional operation method, as shown in Fig. 8, the status will be checked by sending 

a consecutive completion confirmation request to confirm completion of transmission / 

reception of RF. After confirming completion of RF operation through this polling method, 

the CPU could be made to sleep. However, in the event-driven structure, after executing a 

task to set up RF sending / receiving operation. 

 

4. Performance Evaluation 

In this section, the performance about the proposed algorithm was evaluated. M0 - based 

CPU was used and  LWM2M was implemented based on the proposed OS. The sensor was 

equipped with 5 kinds of sensors, processing the sensing information, and transmitting it 

through the LoRa communication method. To compare the energy usage, the proposed 

device was measured against the general IoT devices. 
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Table 2. Comparison of CPU Specification on the Devices 

 Generic IoT Proposed IoT 

MCU TI, MSP430F5419A STM, STM32L072 

Core RISC 16bit (1996 release) ARM 32bit (2009 release) 

Clock 32.768KHz-> 1M/2MHz 16M/32MHz 

Flash 128Kbytes 128Kbytes 

RAM 16Kbytes 20Kbytes 

Price 2.75$ - 1K 1.75$ - 1K 

Sleep 1uA 1uA 
 

 

4.1. Device Operation 

Proposal processing method is that  individual controls were performed with on/off about 

ADC, SPI and I2C, if necessary. It is possible to achieve efficient energy utilization 

efficiency as shown in Figure 5. 

 

  

Figure 5. Experiment Results about Event-driven Approach:  
(Left) General Approach, (Right) Proposed Approach 

4.2. Sensor Operation 

The developed device has a multi-sensor applied to temperature, acceleration, magnetic 

field, UV, and US. The general IoT devices that do not use this proposed method process 

them sequentially. When the number of sensors was increased, the processing time and the 

energy consumption were also increased. On the other hand, the operation time in the 

proposed method was shortened. As a result, the power consumption can be reduced by 4 

times as shown in Figure 6. 

 
Generic IoT /sensor driver: 1.350sec, 7.81mA 

 

Proposed-IoT / sensor driver: 386msec, 7.61mA 

 

Figure 6. Experiment Results about Composite Sensor:  
(Left) General Approach, (Right) Proposed Approach 
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4.3. Data Transmission 

Assuming that LoRa technology with SF9, Power 14, and PA_BOOST on is applied, the 

general IoT devices are CPU On by Polling method at RF TX. On the other hand, the 

proposed device is CPU Off by RF Interrupt method. As a result, the transmission packet 

is long but the TX power is low in Figure 7. 

 
Generic IoT / Radio TX 445ms, 59.4mA  

 

Proposed-IoT / Radio TX: 571ms, 34.24mA  

 

Figure 7. Experiment Results about Data Transmission:  
(Left) General Approach, (Right) Proposed Approach 

4.4. Operation Results 

Through the experimental results, the proposed scheme was 2.0146mAh/1day and the 

general IoT device was 2.3747mAh/1day. It has a relatively low consumption of 85%. As 

a result, it can be operated for about 41 months and 35 months, respectively. So the battery 

operation period will relatively longer due to the improvement of power consumption using 

the proposed technology. 

Table 3. Comparison of Consumption Energy 

 Generic IoT Proposed IoT 

 1 Day(mAh) 1 Year(mAh) Ratio(%) 1 Day(mAh) 1 Year(mAh) Ratio(%) 

LoRa Tx 0.3524 128.64 14.8 0.4522 165.06 22.4 

LoRa Rx 0.0293 10.69 1.2 0.0161 5.89 0.8 

LoRa Retry 0.6506 237.46 27.4 0.7356 268.49 36.5 

Sensor Driver 0.1406 51.31 5.9 0.0392 14.30 1.9 

CMD Periodic 0.1716 62.63 7.2 0.0281 10.25 1.4 

Sleep 1.0302 376.04 43.4 0.7434 271.34 36.9 

Total 2.3747 866.76 100.0 2.0146 735.32 100.0 

Life 2.95(Year) 3.47(Year) 

 

5. Conclusion 

This paper designed an operation algorithm for lightweight devices powered by small 

battery and working in resource-constrained environments. Designed technologies include 

ultra-low-power embedded OS design, minimization of processing time through parallel 

processing, event-driven operation algorithm through sleep and interrupt method, simple 

registration to complete registration with one packet, and a hybrid sensor technique. The 

proposed algorithm was implemented based on the M0 CPU, and it can be confirmed that 

the power consumption was improved by 10 ~ 30% compared with the general IoT device. 
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