
International Journal of Grid and Distributed Computing 

Vol. 11, No. 3 (2018), pp.79-88 

http://dx.doi.org/10.14257/ijgdc.2018.11.3.07 

 

 

ISSN: 2005-4262 IJGDC 

Copyright ⓒ 2018 SERSC Australia 

A Dynamically Linked Library Based Indirect Call Function 

Analysis for Detecting Banned API Usage in Binary Code 
1
 

 

Junho Jeong1 and Yunsik Son2* 

1Electronic Commerce Institute, Dongguk University 
2Department of Computer Science and Engineering, Dongguk University 

yanyenli@dongguk.edu, sonbug@dongguk.edu 

Abstract 

The use of Inherently Dangerous Function could cause vulnerabilities in a program 

which makes it disadvantageous. If the source code exits, this problem can easily be 

solved by simply removing the use of dangerous functions based on the list of prohibited 

functions. However, if only the binary code exits, it is difficult to analyze the list of 

functions used in the code. Furthermore, it is challenging to understand the information 

of functions used in analysis, such as reverse engineering, because a lot of the 

information in library functions that are linked dynamically in a typical binary file has 

been removed. In this paper, we propose a method to find indirectly called function 

information by using the information when calling a function in binary code based on 

indirect calling method used in the windows environment. 
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1. Introduction 

Today, the impact of software on our society continues to increase. It is critical to 

analyze the use of vulnerable functions in software using trusted software [1, 2]. It has 

become more difficult to find devices that are not inherent in software, from military, 

medical, to everyday life. Furthermore, various security incidents have occurred due to 

security vulnerabilities inherent in software [3-6]. Therefore, development of secure 

software is a crucial issue.   

Various studies have been conducted to remove security weaknesses during software 

development in order to overcome these vulnerability issues [7-9]. Most of these studies 

are about analyzing security weaknesses in software where the source code exists.  

However, there is not much research on binary code, such as libraries without source 

code, and it is difficult to analyze the indirect calls inherent in the binary code [10-13]. 

This is because there is no instance of the code being called in the binary code. Also, at 

the operating system level, function calls in the source code can be changed to indirect 

calls even though the developer did not make an indirect call. 

An indirect call is an instruction that calls a function using an address stored in 

memory rather than using the address of the function, for example, calling the Call 

function [0x41905c]. Such indirect calls make it difficult to analyze software safety 

through reverse engineering.  

In order to solve this problem, in this paper, we analyze the indirectly called functions 

by directly analyzing the dynamic linking when the operating system executes the 

program. In Section 2, we analyze the use of inherently dangerous functions in binary 

code, and in Section 3, we introduce how to find indirectly called functions by analyzing 
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the indirect call of the Windows PE (Portable Executable) format. Section 4 analyzes the 

experimental results and concludes in Section 5. 

 

2. Analysis of Banned API Usage on Binary Code 

The use of Inherently Dangerous Function is disadvantageous therefore desirable. 

For example, in the case of code using the gets() function as shown in Figure 2, the 

input buffer is flooded because the function does not check the input size limit. 

Using these functions can be a software vulnerability. Therefore, it is possible to 

prevent the occurrence of a vulnerability in the software by prohibiting the use of 

inherently dangerous functions and using a safe function in advance. This problem 

can be solved by using the fgets() function instead of the gets() function, which is 

vulnerable to buffer overflow attacks. 

 

 

Figure 2. Improved Code for Code that Use of Inherently Dangerous 
Function 

In other words, this weakness can be solved easily by removing and changing the use 

of functions known to be dangerous based on the list of prohibited functions when the 

source code of the program exists. However, for libraries that do not have source code, 

there is no guarantee that this problem has already been solved. Since the library is 

developed without any consideration of software weaknesses, the use of the library may 

be a vulnerability. Therefore, it is very important to find a known dangerous function used 

in already developed binary code. The process for solving this is as follows. 

First, it lists the inherently dangerous function, such as analyzing the source code. We 

have listed the functions using the 150 banned APIs defined in Microsoft Security 

Develop Lifecycle (SDL) as shown in Figure 3. We used this list as input for the analysis 

of the use of inherently dangerous function and implemented the analyzer so that future 

functions could be easily added. 

The second is to list the functions used in the binary code. Finally, we compare the 

function used in the binary with the list of banned APIs to analyze the use of inherently 

dangerous functions in binary code. 

However, it is very difficult to list the functions used in the binary code due to reverse 

engineering and analysis in the second phase. Even functions in dynamically linked 

libraries are indirect calls rather than direct calls, so binary code simply records specific 

addresses. Therefore, even if the binary code is disassembled and assembled, it is difficult 

to analyze what kind of function is called by simply looking at a specific address, rather 

than revealing the kind of function. 

To solve this problem, we analyzed the binary code of the PE format of the Windows 

environment. Based on the analysis results, the binary code is disassembled and parsed 

into function unit codes, and the assembly code is divided into basic block which is a unit 

without branching of the control flow. And we made a list by collecting information about 

the names and the start address of the functions that are imported and exported at the 

block unit 
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Figure 3. Banned API LIST 

3. Analysis Windows PE Format Structure for Indirect Call 
 

3.1. Analysis of PE Format Structure 

In this paper, we analyze the PE format, which is the executable file structure of 

Windows, to find indirectly called functions in binary code in the Windows environment. 

The PE format consists mainly of DOS Header, PE Header, and Section. Data Directories 

exist in the Image Optional Header of the PE Header, and 16 data tables are used during 

program execution. The second table in the data tables is an Import Directory Table 

(Image Import Descriptor) that can be used for indirect call analysis.  

The process of analyzing an indirectly called function can be expressed in three steps. 

The first step is to analyze the PE format to find the offset and size of the Import 

Directory Table. The second step is to locate the Import Name Table and Import Address 

Table using the found Import Directory Table. The Import Directory Table is composed 

of several structures as shown in the following Table 1 [3]. Each structure indicates a 

piece of DLL to be imported.  

The Import Lookup Table RVA represents the offset of the Import Lookup Table of the 

corresponding DLL. The Name RVA indicates the offset of the name of the imported 

DLL. The Import Address Table RVA indicates the offset of the memory space to store 

the address where the function of the DLL is loaded. Therefore, we use the Import 

Lookup Table RVA, Name RVA, and Import Address Table RVA to find libraries that 

are dynamically linked. 
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Table 1. Import Directory Entry Format 

Offset Size Field Description 

0 4 
Import Lookup 

Table RVA 

The RVA of the import lookup table. This table 

contains a name or ordinal for each import. 

4 4 
Time/Date 

Stamp 

The stamp is set to zero until the image is bound. After 

the image is bound, this field is set to the time/data 

stamp of the DLL. 

8 4 
Forwarder 

Chain 
The index of the first forwarder reference. 

12 4 Name RVA 
The address of an ASCII string that contains the name 

of the DLL. This address is relative to the image base. 

16 4 
Import Address 

Table RVA 

The RVA of the import address table. The contents of 

this table are identical to the contents of the import 

lookup table until the image is bound. 
 

The third step is to find the name of the function from the library in the Import Lookup 

Table. The Import Lookup Table has an offset of the Hint / Name Table as shown in 

Table 2. The Hint / Name table contains the offset of the name of the imported function as 

shown in Table 3. 

Therefore, we could find the memory offset that stores the information of the imported 

DLL, the function, and the address where the function is loaded. 

Table 2. Import Lookup Table Entry Format 

Bit(s) Size Bit field Description 

31/63 1 
Ordinal/Name 

Flag 

If this bit is set, import by ordinal. Otherwise, 

import by name. Bit is masked as 0x80000000 

for PE32, 0x8000000000000000 for PE32+. 

15-0 16 Ordinal Number 

A 16-bit ordinal number. This field is used 

only if the Ordinal/Name Flag bit field is 1 

(import by ordinal). Bits 30-15 or 62-15 must 

be 0. 

30-0 31 
Hint/Name Table 

RVA 

A 31-bit RVA of a hint/name table entry. This 

field is used only if the Ordinal/Name Flag bit 

field is 0 (import by name). For PE32+ bits 62-

31 must be zero. 

Table 3. The Information of Hint/Name Table 

Offset Size Field Description 

0 2 Hint 

An index into the export name pointer table. A match is 

attempted first with this value. If it fails, a binary search is 

performed on the DLL’s export name pointer table.  

2 variable Name 

An ASCII string that contains the name to import. This 

string must be matched to the public name in the DLL. This 

string is case sensitive and terminated by a null value.  

* 0 or 1 Pad 

A trailing zero-pad byte that appears after the trailing null 

byte, if necessary, to align the next entry on an even 

boundary.  
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3.2. Analysis of RAW, RVA and Imagebase 

We learned about DLL information and functions imported through PE format 

analysis, and memory offset that stores the address where the function is loaded. 

However, since these offsets are stored in RVAs, they must be used in files or converted 

when used in binary code.  

In Figure 4, we can see the two offset concepts, RAW and RVA, used in the PE format. 

RAW is the actual offset used in the program, and when the program is executed and 

loaded into memory by the process, it is relocated, and the offset is different. The 

relocated offset of the process is called the RVA. Information about how the RAW and 

RVA are relocated is contained in the section headers of the section. All three tables we 

used belong to the idata section or the rdata section. 

 

 

Figure 4. PE Format Structre (RAW, RVA) 

In addition, the PE format consists of several sections. The structure of PE format 

includes a dynamic library reference for linking, an API export address table, an 

import address table, resource management data, TLS data, and so on. The rdata 

section contains an IMAGE_EXPORT_DIRECTORY structure that stores the 

number of functions exported by the DLL file and the name and address of each 

function so that the function exported to the binary code can be analyzed.  

Since the address of each function is represented by RVA, the RVA Offset must 

be converted to RAW Offset in order to calculate the exact address of the function. 

In the process of converting RVA to RAW, the RVA Offset is used to find the 

section containing the RVA Offset, and the Virtual Address and PointerToRawData 

can be found through the Section Header structure and the RAW Offset can be 

calculated using Equation (1). 

RAW Offset = RVA Offset - VirtualAddress + PointerToRawData                   (1) 

Imagebase points to the start address when the PE file is loaded into the memory. By 

default, 0x400000 is specified for EXE files and 0x1000000 for DLL files. This 

Imagebase is the basis of RV. That is, this Imagebase and the RVA address of the 

memory that stores the loaded address must be combined to get the actual destination 

address.  
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4. Experimental Result 

In this paper, we used various test programs to test the function to be imported. Figure 

5 is one of them, it has been converted into a binary file and tested. 

 

 

Figure 5. Example of the Program Using Indirect Function Call 

 

Figure 6. The Assembly Code Generated by Reverse Engineering from 
Binary Code  

Figure 6 shows the result of converting the analysis program into a binary file and 

reverse-engineering it to assembly code. The scanf() and strcpy() functions are indirectly 

called in the form of dword [0x4020a4] and dword [0x40209c].  

Applying the proposed analysis model to the target binary file yields the results shown 

in Figure 7. That is, call dword [0x4020a4] calls the scanf() function of MSVCR100.dll 

call dword [0x40209c] calls the strcpy() function of the same dll.  
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Figure 7. The Result of Indirect Call Function Analysis from Binary Code 

We analyzed weaknesses of the use of inherently dangerous functions by using the 

analysis result of the indirect call function. Figure 8 shows the source code that calls 

functions that are known to be vulnerable to stack buffer overflow and functions that can 

cause actual stack buffer overflows. The testMain function calls the strcpy() function 

twice, which is known to be dangerous. The second strcpy() call is a stack buffer overflow 

that can occur. 

 

 

Figure 8. The Example of Use of Inherently Dangerous Function 

Figure 9 shows the assembly code of the bof() function, which is disassembled and 

parsed by the function, and calls the testMain() function in the basic block expressed by 
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the assembly code as a result of analysis of the binary code. Figure 10 also shows that the 

strcpy() function is used twice in the assembly code of the testMain function. 

 

 

Figure 9. The bof() Function Assembly Code Expressed As A Basic Block 

 

Figure 10. The testMain() Function Assembly Code Expressed As A Basic 
Block 
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As shown in the assembly basic block of the bof() function, if it is simply a call to a 

function, it is displayed in yellow, and when using a function known to be dangerous as 

shown in Figure 11, it is displayed in red. 

 

5. Conclusion 

Binary code generated in the Windows environment have had problems in C / C ++ 

programs with indirectly calling well-known vulnerable functions such as strcpy(). 

Therefore, it was difficult to analyze vulnerable functions using static analysis through 

reverse engineering.  

In this paper, we analyzed the indirect call routines in the binary code of the software 

of the Windows environment and analyzed the information of the used DLL and function. 

We also analyze the binary code and propose a method to prevent the use of inherently 

dangerous function by comparing indirectly called functions with the list of banned 

functions. All of the functions imported and exported from the binary code could be made 

into lists, which enabled us to detect the use of inherently dangerous functions. 

However, in this paper, we have not analyzed the vulnerabilities that can be generated 

due to the use of inherently dangerous functions. In future work, we will analyze data 

flow and parameter analysis to determine vulnerability from binary code. 
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