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Abstract 

Wireless sensor networks are main enabling resource for realization of Internet of 

Things (IoT) to access the physical world information. A number of dynamic IoT 

applications with dense sensor deployments generate continuous and high rate data 

streams. Such a sensor network pose congestion and data loss challenges due to 

contention near the sink and therefore needs transport layer services. In this work, we 

have proposed integrated congestion control scheme with reliability module at transport 

layer for high data rate sensor networks used in IoT environments. The proposed modules 

of the protocol are mainly implemented at the resourceful sink/gateway node and perform 

end-to-end reliable data delivery alongside proactive congestion avoidance for data 

collection in high data rate IoT applications. The proposed modules have been evaluated 

through extensive ns-2 simulations and protocol results are compared with three other 

well-known transport layer protocols i.e., NewReno, Westwood and ELFN. Comparative 

analysis of simulation results reveals that proposed protocol outperform its competitors 

on all selected performance measures. The end-to-end delay performance of proposed 

protocol is about 3 times better and its normalized control load (NCL) is less than 0.005 

in comparison to 1 NCL by other sensor networks enhanced variants. Moreover, it 

effectively sends data packets generated by the sensing nodes with 99.85% packet delivery 

ratio (PDR) whereas competing protocols have 95% PDR in comparison. 
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1. Introduction 

The term Internet of Things (IoT) is used to refer to billions of internet connected 

physical devices, including industrial manufacturing sensors, environmental and strategic 

surveillance, smart systems, structural monitoring and complex medical and mechanical 

machines. These also include non-internet enabled IoT devices like those in sensor 

network mode that connect through a gateway acting as a bridge. Such a Wireless Sensor 

Network (WSN) is a valuable resource for realization of Internet of Things (IoT) vision 

by providing a virtual layer for accessing the physical world information. 

IoT sensing applications are formed by densely deployed, interconnected small devices 

having abilities to obtain, process, and transmit data cooperatively to a gateway node. 

These sensor networks are more likely to be installed in environments with inconsistent 

and extremely weak channel conditions called challenging environments [1-2]. 

In IoT based sensing applications, many challenges are faced due to harsh 

environments, for example the need for reliable delivery of packets containing important 

data or control information. Similarly, excessive data traffic can cause congestion when 
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the available resources fall short of current injected data into the network. It results in 

buffers overflow of IoT devices, due to which packets have to be dropped and queuing 

delays increase. Such issue can be a setback for energy constrained IoT devices which are 

mostly battery-operated. Packet losses result in retransmissions for reliability ensuring 

and are immense cause of energy wastage. In these circumstances, the nodes close to the 

gateway node, in particular, are under severe pressure. In commonly used WSN 

architectures this kind of pressure are rooted in contention near a single sink due to multi-

path data forwarding to it [3]. This phenomenon is also commonly referred as energy-

wave problem as shown in Figure 1. Node in red color are under extreme pressure and its 

residual energy can quickly deplete due excessive forwarding on behalf of other nodes. 

These nodes are critical and solutions are needed to prolong its lifetime by avoiding 

unnecessary forwarding as otherwise the network will soon be disconnected. 

In order to extend the lifetime of IoT network, congestion must be actively avoided and 

efficiently controlled because it has direct impact on energy efficiency as well as 

conventional QoS parameters like throughput, packet delay, packet loss ratio and fairness. 

 

 

Figure 1. Illustration of Energy-Wave Problem in Sensor Network 
Environment 

Therefore, IoT deployments in challenging environments pose congestion and data loss 

issues in high data rate communication applications and thus need transport layer services. 

Data in IoT sensing applications flowing upstream from nodes, sending the sensed data 

to sink or gateway node is in many-to-one form. Congestion mostly occurs in sensing 

applications which generate data continuously and at high rates. There are two main 

approaches used to control congestion in sensor networks; end-to-end and hop-by-hop. 

Traditional TCP like methods which are end-to-end, are mainly based on Round-Trip 
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Times (RTT). RTT based methods can cause unfairness among IoT nodes which are at 

different distances from the sink called RTT Bias [4]. These methods are simple to 

implement, but are comparatively slow in response to the congestion occurred on 

intermediate nodes in dense networks. On the other hand, hop-by-hop congestion 

mechanisms are usually of complex nature, due to need of implementations at 

intermediate/forwarding IoT nodes but can give faster response to the point of congestion 

occurrence. Although link layer protocols provide link to link reliability but are unable to 

recover packet losses caused due to overflow of network queues. Therefore, a transport 

layer mechanism is required to re-transmit such dropped packets. 

Transport layer protocols are meant to provide end-to-end delivery of data, with 

services of reliable delivery (in form of packet retransmissions if lost) and controlling 

congestion if it occurs due to excessive data traffic in the network. Due to implementation 

for specific diverse nature of sensing applications, traditionally most of the well-known 

transport layer protocols in sensor network domain are providing techniques for either, 

ensuring reliable delivery of data packets or solving issues of congestion control but very 

few are providing both the services [5-8]. This trend has got its own benefits like 

flexibility to choose different techniques for different services suitable for an application. 

On the other hand it creates problems like integration complexity of multiple techniques 

in order to achieve both the functionalities. So there is need for alternate single solution 

protocols of generic nature applicability in IoT sensing applications, which provide 

services of reliability, congestion control and traditional features of QoS metrics. Such a 

protocol enable users to eliminate integration complexity of separate solutions for 

services, eventually resulting in simplifying the design for resource constrained sensor 

network platforms and relieving the efforts for using it in bigger IoT (Internet of Things) 

paradigm. 

In this work we have proposed combination of transport layer modules for high data 

rate IoT sensing applications; providing mechanisms both for end-to-end reliability and 

congestion control. Proposed work uses handshaking and connection establishment which 

are for continuous and dynamic high data rate IoT applications performing data 

collection. It uses data rate-based control and packet-window to perform data traffic 

injection close to available network resources. Most of the proposed functionalities have 

been implemented at the resourceful sink node, thus relieving the resource constrained 

IoT sensing motes and resulting in energy efficient working. Mechanism of congestion 

avoidance has been employed based on actively observing the trends in trip time delays of 

receiving packets at sink. Explicit congestion notification is sent and exact rate adjustment 

of senders is done according to the delivery rate value, received in the special congestion 

packet from sink. 

Exact-rate adjustment has been taken up by some cross-layer protocols and considered 

to be very useful in traditional sensor network paradigm but their way of computing these 

rates are combination of complex mechanisms. The proposed congestion module adjusts 

exact sending rates through a simple transport layer mechanism by determining receive-

rate at sink and providing it to data senders for rate control. For reliable delivery of data, 

the reliability module uses packet sequence numbering and efficient control overhead 

mechanism SNACK (Selective Negative Acknowledgments) for lost packets 

retransmissions. IoT sender mote uses packet-window based aggressive start phase to 

rapidly obtain effective sending rate and on receiving any control packet from sink, it 

switches to rate-based controlled phase, with window status staying active along for better 

matching of traffic and available resources. 

The contributions of this work is twofold. First, we proposed a transport layer protocol 

by combination of novel delay based working modules, which achieves exact rate 

adjustment and fair sharing of bandwidth in high data rate IoT sensing applications. 

Second, we implemented the proposed modules in network simulator (ns-2) and showed 
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that these modules achieve significant performance improvement in comparison to 

existing protocols. 

The rest of the paper is organized as follows: In Section 2, we present the related work 

Section 3 contains the detailed working and design of the proposed modules. 

Comparisons and results in simulations are discussed in Section 4 and Section 5 

concludes the proposed work. 

 

2. Related Work 

Most of the existing well known transport layer protocols for sensor networks 

applications are providing techniques for either, ensuring reliable delivery of data packets 

or congestion control and very few are providing both the services. 

CODA [9] is a hop-by-hop congestion control protocol which works in open loop 

back-pressure way. It detects congestion based on thresholds/levels of current buffer 

occupancy and channel load. When congestion is detected on a sensing node, it sends rate 

decrease notification (by setting “regulation” bit) to its up-stream neighboring motes 

which in turn forward it to their neighbours. If sink receives a packet with rate 

“regulation” bit ON, it instructs sensor nodes to decrease rates via “regulation” bit in 

ACK message. CODA does not have reliability mechanism, hence reliability of received 

data is an issue, especially under high data rate and sparse sources scenarios. The 

congestion module in proposed work in contrast has end-to-end congestion control 

mechanism based on delay trend detection and exact rate adjustment. It also has a module 

with functionality for reliable delivery of data packets. 

RMST [10] protocol has been proposed to provide reliability of data delivery from 

sensing nodes to sink. It uses Selective NACKs for lost packets recovery which results in 

small control traffic and energy usage. RMST can be configured for in-network caching 

and the detection of lost packets is done through timer-driven approach. Retransmissions 

requests are originated from the packet loss detecting node and are forwarded on the path 

towards the source node. Packets get re-transmitted from the node in the path wherever 

found cached in-network. RMST is used with the routing paths discovered by Directed 

Diffusion protocol [11]. RMST has no mechanism for congestion control whereas the 

proposed work in this paper is providing it in congestion module. Hop-by-hop mechanism 

of RMST is different from end-to-end approach of the proposed work but both uses less 

control overhead and energy conserving SNACK mechanism. 

Y. G. Iyer et al., proposed sink based STCP [12], an end-to-end protocol providing 

both the functionalities. When connection is established, sender informs about variable 

reliability required, transmission rate, type and number of flows. For reliability service, in 

event-driven flows it uses ACKs mechanism whereas NACKs are used for continuous 

flows. Congestion detection is based on node’s queue filling length and a single bit is set 

ON in data packet’s header for congestion notification. Upon receiving such packets, sink 

will set the bit ON in ACKs to notify congestion to the senders. Its uses TCP AIMD rate 

control mechanism which is not efficient for sensor network environment. Also large 

number of event driven flows can be another source of energy wastage due to use of ACK 

for each received packet. 

TCP is generally considered inefficient in case of wireless networks such as sensor 

networks used in IoT, as its congestion detection is based on packet losses. It cannot 

distinguish between the losses due to congestion and those dropped due to bit errors or 

link failures, which are fairly common in these environments. There are proposals which 

modify and enhance TCP, used to avoid its problems in wireless ad-hoc environments 

[13]. 

ELFN [14] was proposed to remove the problem to distinguish packet losses due to 

path break and network congestion in wireless ad-hoc environment. In case of link/router 

failure, the sender switches to standby mode during which retransmission timers are 
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disabled. To find out if route has been re-established, periodic probe packets are sent. 

When acknowledgment of any probe packet is received, the sender assumes repair of link 

and switches to normal mode. 

New Reno [15] enhances retransmission of lost packets. During fast recovery phase for 

keeping the transmit window full, New Reno sends a new packet from the end of 

congestion window for every duplicate ACK that is received to it. Under conditions of 

network congestion, the congestion window is halved after a timeout or three duplicate 

acknowledgments. Westwood [16], which has modified the sender side of Reno, sets slow 

start threshold limit and congestion window according to the estimated channel 

bandwidth. Westwood performs monitoring of the delays of data packets and ACKs 

stream to estimate the available channel bandwidth which is then used for refinement of 

window control and back-off process. It improves efficiency under intermittent or random 

packet losses. The congestion detection mechanism of our proposed work has similarity to 

Westwood in terms of using the observation of delays but Westwood uses packet losses 

for congestion detection. 

 

3. Proposed Work 

In this paper, we have proposed a protocol with combination of transport layer modules 

for high data rate IoT sensing applications, which provide reliable end to end delivery and 

also perform congestion control efficiently. 

 

3.1. Proposed Architecture 

Figure 2 shows the typical view of node’s internal structure at transport layer. IoT 

sensing nodes are constrained in resources, therefore most of the functionalities in the 

proposed modules have been implemented at the IoT network local sink node, which is 

usually rich in energy, memory and processing capabilities. A lightweight version of the 

same protocol is developed for resource constrained IoT devices. 

In the proposed Reliability and Delay based Congestion Avoidance protocol, two-way 

handshaking is initiated when IoT sensing application creates and forwards the data 

packets to its buffer. Connection Request packet is sent from sender for connection 

initiation and on receiving this packet, the IoT sink replies with Connection Reply packet. 

Sink also computes the trip time (TT) by the difference of send-time contained in packet 

header and current time, then multiplying it by 2 to estimate initial RTT (Round Trip 

Time). It inserts the value of RTT in Connection Reply packet. Upon delivery of 

Connection Reply, sender node starts its first phase of data sending and packet-window 

timer having an initial fixed-interval. On periodic expiration of timer, packet scheduling 

on sender is done if packet-window control allows sending. It means if the difference of 

node’s current sequence number SNcurr and last acknowledged sequence number SNlast is 

less than packet-window value Wpkt. Following inequality about packets show this 

relation: 

  pktlastcurr WSNSN   
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Figure 2. Node’s Internal View at Transport Layer with Proposed Protocol 
Modules for Local Sink/Gateway and Sensor Nodes 

When data has to be sent by the sensing application, payload is taken from application 

buffer and a new packet is generated and sent. The unacknowledged packets are kept in 

Sender Queue for possible retransmission request due to losses. When SNACK is 

received having sequence numbers of loss packets, proposed module enters these 

sequence numbers into its Loss List. When packet-window control allows sending, the 

sender first consults its Loss List and schedules the retransmission packets kept in its 

queue. New packets are only scheduled from application buffer when Loss List is empty. 

This way prosed module gives preference in scheduling to the packets requested in 

SNACK. 

On receiving of each data packet at IoT sink, its trip time is calculated and stored in an 

array used to determine delay trend in packets receiving. If increase trend is observed 

continuously, then it is time to notify the sender in order to avoid congestion and packet 

losses. If sink receives a packet which has sequence number higher than the expected 

packet, it assumes possible packet losses. Now the sequence numbers of packets in 

between this and previous received packet are inserted to the Sink Loss List. A NACK 

timer is used and upon its expiration, retransmission of packets listed in Sink Loss List are 

requested by sending SNACK. 

 

3.2. Types and Format of Packets 

The proposed work uses two main types of packets shown in figure 3 and discussed 

below. Sizes of packets are varying but all have headers of size 32 bits divided into bit 

slots. Bit 0 has been kept for the flag to indicate the packet type.  
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Figure 3. Format of Data and Control Packets 

3.2.1. Data Packets: This type of packet is used to send data and has maximum size of 

300 bytes, out of which 32 bits are used for header. Header contains flag (with value set to 

0), Packet Sequence Number and Time Stamp. If data size from application layer is larger 

than 296 bytes, fragmentation has to be done. The proposed work supports handling the 

fragmentation by using sequence numbers in the packets. 

 

3.2.2. Control Packets: The flag of control packet is set to 1 and its type value is 

combination of bit no 1 and 2 of header. Type value of control packets ranges from 1 to 4. 

The use of control packets is done for explicit congestion notification, retransmission 

requests (SNACK) and two-way handshake. Sizes of control packets vary depending 

upon its contained control information. Following four types of control packets are used. 

This type of packet is used to send data and has maximum size of 300 bytes. 

 Connection Request: Initiation of connection establishment or two-way handshake is 

done by sender IoT node. It sends 24 bytes Connection Request packet to the sink 

node and then waits for the reply. It also has a timer attached and re-sends request if 

timeout occurs. 

 Connection Reply: When sink node receives Connection Request from any sender 

node, it replies with this Connection Reply packet which is also 24 bytes. 

 Selective Negative Acknowledgment: To ensure reliable delivery of data packets, 

retransmission request for lost packets is sent by this type of control packets. It carries 

a list containing IDs of lost packets. It also contains current average RTT value and 

receive-rate at sink node. SNACK packet size is varying depending upon the total 

number of packets sequence numbers in its list. 

 Congestion Control Packet: This 32 bytes sized explicit congestion control packet is 

sent by sink for congestion avoidance. It too contains current receive-rate and values 

of average RTT at sink for rate adjustment of sender IoT node. 

 

3.3. Communication Phases 

The proposed architecture operates in the following two data sending phases. 

 

3.3.1. Start Phase: For any sender IoT node, start phase is the initial mode of rapid 

increase in sending rate, to quickly reach the available capacity of the network paths. This 

phase is only driven by packet-window variable, which is number of in-transit packets at 
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the moment. Sender puts as many packets into the network as permissible by this window. 

Initial value for window is set to 2 packets and an increase of 1 packet is done after fixed 

intervals each equal to 0.4 second. Fixed rate increase intervals in the proposed module 

are learned from underlying topology and delays by senders reporting from event areas. In 

our used scenarios, average large trip times were 0.2 second. We did trials by using 0.2 

and its multiples as fixed intervals and got better performance when using delay time 0.4 

second as rate increase interval. That is why upper round trip times average (0.4 in our 

case) is chosen as increase interval in the start phase. The first phase is ended by sending 

node when Congestion Notification SNACK packet is received, but node does not adjust 

values of sending rate and packet-window, assuming packet losses may not be due to 

congestion. 

 

3.3.2. Controlled Phase:  Sending node switches to this mode at the end of Start Phase 

by receiving first Congestion Packet or SNACK. Congestion packet also carries sink’s 

receive-rate (RR) and average RTT values. Node’s sending rate is now adjusted equal to 

this receive-rate and adjustment of packet-window is done equal to RR * RTT to fill the 

perceived available bandwidth at the moment. In Controlled Phase, small increase in 

sending rate is done equal to 1 byte after small fixed intervals each of 0.01 second. 

Similar to start phase, small rate increase interval of controlled phase was chosen as small 

factor of upper delays average (0.01) gave better results in experiment trials. SNACK 

packets received during on-going controlled phase also cause adjustments of packet-

window and sending rate values in similar way. If new packet losses are reported (via 

SNACK) during an interval, then increase in sending rate at the end of that interval is not 

done to avoid the probable congestion occurrence. 

 

3.4. Reliability Module 

The main cause of packet losses in the absence of channel errors is finite queues. In 

experiments we have employed DropTail Priority queue for nodes and its default size 50 

packets. When congestion occurs, queues at some nodes in the network paths overflow 

and have to drop the packets forwarded to them. These are called congestion losses and 

transport layer in sensor networks is meant to recover these packets. 

In the proposed module, reliability in form of retransmissions for lost packets is 

provided through SNACK. It is a less overhead mechanism as compared to 

Acknowledgment (ACK), Selective Acknowledgment (SACK) and Negative 

Acknowledgment (NACK). IoT sensor motes are constrained in resources especially 

energy, therefore control packets overhead should be kept very low. ACK or 

acknowledgment is used to tell the sender about the receipt of each data packet 

individually as is done in TCP. List-based acknowledgment SACK efficiently aggregates 

multiple acknowledgments to one packet, for the purpose of less control overhead. The 

use of NACK to request single lost packet, is used for efficient loss recovery especially in 

multi-hop wireless network environments [17]. Therefore, use of SNACK, aggregating 

sequence numbers of lost packets in a list, supports further reduction in total count of the 

control packets. Hence it results in less energy cost and is beneficial if used for reliability 

in IoT sensing application environment. 

If a packet of higher sequence number than the next expected one is received at IoT 

sink, it enlists the in-between packets in its loss list. To enable probable out-of-order 

receiving, retransmission requests for these packets is not sent immediately but after a 

time duration equal to half of current average RTT value. If one or more packets in loss 

list have not actually lost, then this delay is reasonable enough for their receiving and 

placement at their respective positions in data for application. Sequence numbers of the 

packets received at sink before expiration of this delay timer are removed from Sink Loss 

List, while remaining packets are requested to be re-transmitted in SNACK. 
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Any sent packet is considered acknowledged (successfully delivered) if duration 

equivalent to average RTT or higher has been passed and no request has been received for 

its retransmission. But to be on the safe side due to possibility of its loss and resultant 

retransmission, packet is kept in sender’s buffer upto 1.5 RTT interval, before its removal 

for freeing space for new data packets. On receiving SNACK packet from sink, IoT 

sensing node inserts sequence numbers of requested packets to a list maintained for 

retransmissions named as Sender Loss List. Scheduling of the retransmission packets 

takes priority in comparison to new data packets. When re-transmitted packet reaches at 

sink node, it is inserted at its proper position in received data and its sequence number is 

removed from Loss List. 

Principally in wireless networks, the link layer is responsible to deal with bits 

corruption occurred due to channel errors on each link of the network path. If packet is 

not correctable then reliability mechanism correctly delivers it through retransmissions 

mechanism. In case of channel errors if SNACK is not received properly by the data 

sender, the sink will not receive the requested lost packets identified in SNACK packet. 

The sink will then retransmit the SNACK packet to the sender. When SNACK packet is 

received at sink after passing through the above mentioned mechanisms, it is considered 

reliable for loss recovery. 

 

3.5. Congestion Control Module  

The proposed module employs delay-based detection and end-to-end exact rate 

adjustment congestion control. These are described below. 

 

3.5.1. Delay Based Congestion Detection:  Delay based mechanisms have already been 

used in efficient high speed networks protocols like Hybrid congestion control, FAST 

TCP and Ilinois [18]. In the proposed protocol the delay trends are determined by a 

window of packet delays and takes into account variance of packet delays. Thus random 

packet loss or delay increase has virtually no effect. In such a protocol the congestion 

control mechanism starts playing its role very early at the time when packet delays are 

incurred and starts adjusting packet rates thus avoiding filling up of queues and packet 

drops.  

An alternate to delay-based is loss-based congestion control. This is not suitable in IoT 

sensing applications because this might result in more energy consumption, described as 

follows. When congestion occurs the packet queues starts to fill up and eventually starts 

dropping the packets. At this stage the congestion is detected and congestion control 

mechanism triggers in. Thus packet loss becomes necessary before the congestion is 

detected resulting in energy wastage. Moreover, in case of random packet loss due to 

channel conditions, the loss-based mechanism will misinterpret it as a congestion state 

resulting in even more slowing of data rates. 

Please note that the proposed module uses separate delay windows at sink for each 

sender and delay trend is determined for each sending IoT node based on its own distance 

and conditions. There is a possibility that packets may arrive at the sink from different 

paths resulting in different delays. Since the protocol use variance of delays of multiple 

packets, in such a case the effect would be determined by the delays of majority of 

packets received at sink. 

Algorithm 1 describes the congestion detection of the proposed protocol. On receiving 

of each data packet at IoT sink, its trip time is calculated and stored in an array (line 3) 

used to determine if delay trend increases or not. Packet trip time is also used to update 

average RTT value by using its double in weighted average formula giving it 0.3 and 0.7 

weight to existing average RTT. Delay trend is continuously observed and is determined 

on each packet receiving to sink. Delay trend is based on delay variance (line 5) in Trip-

Times of 16 previous data packets received. Increased trend is considered to be the result 

of IoT sensing data traffic being heavier for available resources in network paths causing 
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more buffer delays. Hence it is taken as a signal to expected congestion occurrence and 

packet losses in near future. Therefore, to avoid congestion, Explicit-Congestion-

Notification packet is sent to the sender pro-actively, putting current RTT average and 

receive-rate values in it. This congestion avoidance mechanism based on delay-trend (line 

6) instead of packet losses, makes the proposed protocol suitable for high data rate IoT 

sensing applications environment. It is a proactive approach which tries to avoid 

congestion before it occurs which results in fewer losses of packets in comparison loss-

based, reactive congestion detection mechanisms resulting more losses. 

Another array called Time Array is maintained at IoT sink to record in-between 

intervals of arriving of data packets. When congestion packet or SNACK is to be sent 

towards the sending IoT node, the previous sixteen intervals stored in this array are sorted 

and random huge or small values are excluded by applying median filter. Values greater 

than (2.5 median) and less than (median/2.5) are dropped and rest of the intervals (at least 

8 or more in number) are taken to get the current average receive interval. Its reciprocal is 

sent as the current receive-rate (line 9) in the packet header of control packet (line 11) 

towards the sender. 

 

 

3.5.2. Explicit Congestion Notification: The proposed module uses special control 

packet for notification of congestion explicitly. Values of current RTT and receive-rate at 

sink are inserted into this Congestion Packet, which are to be used by the sending IoT 

node to adjust its rates and packet-window variable accordingly. For optimization 

purposes, next congestion packet is sent only if time equal to 2 RTT has passed since the 

previous such packet was sent towards a sender. 

 

3.5.3. Exact Rate Adjustment and Additive Increase: Proposed delay based mechanism 

supports fairness in comparison to the RTT-bias inherent in TCP AIMD algorithm [4]. 

The algorithm does small rate increase for all the nodes reporting events after fixed 

intervals thus supporting approximate fair sharing of the bandwidth, irrespective of IoT 

nodes’ location. On the other hand TCP RTT-bias is relative to distance of nodes to the 

sink. Sender’s location here means its relative distance to the IoT sink. For example, the 

direct neighbors to sink with small RTT are the nearest nodes as compared to the nodes at 

10 hops distance resulting in longer RTT. The TCP algorithm increases sending rate of a 

node after a duration equal to RTT of its packets. Therefore, nearby nodes get frequent 
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increases due to their small RTT as compared to nodes at a far distance, resulting in unfair 

bandwidth distribution. 

 

 

Algorithm 2 describes the rate adjustment and increase on a sender IoT node. When a 

sender node receives a Congestion Packet (line 1), it tunes its sending interval in order to 

adjust its sending rate according to receive-rate of sink (line 3). Sender also makes packet-

window equal to RR * RTT (line 4). After exact rate adjustment, the main driving factor 

Sending Rate (line 7) is additively increased resulting in decreased Sending Interval (line 

8). This increase is done periodically by a very small value 1 byte after passing of small 

fixed intervals 0.01 second. 

 

4. Experiments and Results 

In this section we evaluate and compare the performance of the proposed architecture 

with different enhanced variants using ns-2 [19]. We have used New Reno, Westwood 

and ELFN variants which are enhanced and suitable for IoT sensor networks like wireless 

ad-hoc network environments. 

In experiments, IoT sensor network comprising of 100 nodes, spread on an area 

450*200 m2 has been used. We used uniform random distribution topologies for IoT 

nodes in simulations. Using random topology generator, we generated 5 different random 

deployments with uniform distribution. For each topology we did 10 runs of an 

experiment set, resulting the values averaged on 50 repetitions in total. Congestion 

usually occurs in event based, high data rate IoT sensing applications when some events 

occur in the network. We have simulated such scenarios when IoT nodes near to any 

event start sending large observation data to effectively report it to IoT gateway/ sink 

whereas other nodes of the network participate as forwarding hops. There could be 

another IoT sensing application scenario in which all the nodes continuously send small 

data packets at a stable rate after long send intervals, usually such kind of scenarios do not 

cause congestion. We experimented with traffic increasing using certain number of 

senders which are in proximity with the event. Such a scenario would result in traffic 

flows using shared paths and hence congestion occurs. The scenarios used in our 

experiments contain an event occurring few seconds after simulation start and nearby 

sensor nodes start sending sensed data to the sink. The said event is continuously 

monitored upto the end of simulations. All the experiments have been run for 100 seconds 

duration. If sending data rate of a single node increases or number of sending nodes 

increases, then chances of congestion occurrence in network paths rises. 
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We have used AODV protocol on the routing layer and typical IEEE 802.11 MAC 

protocol which uses CSMA/CA channel access mechanism. Its underlying access 

technique uses DCF (Distributed Coordination Function) similar to its high speed 

extensions (a/b/g). Nodes use contention based carrier sense multiple access with collision 

avoidance (CSMA/CA) and binary exponential backoff algorithm. IEEE 802.15.4 

standard was designed for low power, low rate wireless networks but it poses challenges 

for large scale IoT sensing applications requiring high reliability and scalability [20]. 

Despite high power consumption, 802.11 is considered suitable due to its ubiquitous 

coverage and providing many different rates. Therefore, IEEE is working on the low 

power Wi-Fi standard 802.11ah for embedded connectivity which communicates in the 

sub Gigahertz ISM bands giving about a kilometer range. Hence we decided to use 802.11 

MAC for our experiments. 

Table 1. Simulation Parameters used for Results Collection 

Parameter Value/Range 

Nodes count 100 

Packet Size 300 Bytes 

Node Queue Type Drop Tail Priority Queue 

Node Queue Size 50 packets 

Node Initial Energy Level 1000 Joules 

Data sending rate (KBps per node) 4, 8, 12, 16, 20, 24, 28, 32, 36, 40 KB/sec 

Number of sending nodes 1, 2, 3, 4, 5, 6, 7 

Application Layer Constant Bit Rate (CBR) Application protocol 

Transport Layer Proposed Protocol, NewReno, Westwood, ELFN 

Routing Layer AODV Protocol 

MAC Layer IEEE802.11 MAC (CSMA/CA) 

Radio Propagation Model Two Ray Ground 

Communication Range 100m 

Area Size 450m x 200m 

Mobility Type No Mobility 

Simulation Time 100 sec 

 

The results of experiments have been obtained using well defined approximation 

models of true shared wireless channel conditions. We have employed Wireless Physical 

network interface layer to access the shared channel, which is subject to collisions, 

attenuation and the radio propagation model. We have used Two Ray Ground radio 

propagation model which considers the direct path plus a ground reflection path and 

predicts the received power as a deterministic function of the distance. The Wireless 

Channel module simulates the shared medium and supports the medium access 

mechanisms of the MAC to carry out carrier sense, contention, backoff algorithm, 

transmission and collision avoidance. We employed ns-2 default Energy Model and 

accordingly used the default value of 281.8 mW for transmit power (txPower) and receive 

power (rxPower). For our experiments, we set initial energy of each IoT node equal to 

1000 Joules. In this model, node consumes energy for every packet it transmits according 

to (txPower * txTime) and for packet it receives equal to (rxPower * rxTime). Energy 

Model logs remaining energy of node in trace file for every event of the packet 

send/receive. We used these values to calculate average consumed energies. Table 1 

presents a summary of configuration and various parameters used in these simulation 

results. 
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4.1. Results with Increasing Number of Sender Nodes 

 

 

Figure 4. Results with Increasing Number of Sending Nodes 

In this subsection, performance of the proposed protocol has been done to other IoT 

variants on increasing number of sending IoT nodes (observing an event) ranging from 1 

to 7. Figure 4(a) is showing the throughput comparison of the proposed protocol against 

others. We can see that proposed architecture shows high scalability and gives about 

linearly increasing throughput with increasing number of sending nodes, thus 

outperforming competing variants. Competing variants show unstable, varying 

performance and are unable to deliver the increased amount of generated IoT sensing 

data. 

In Figure 4(b), the comparison of packet delivery ratio (PDR) in percentage has been 

shown. The PDR is calculated as the number of packets received (without loss) over the 

total number of packets sent. We can see that the proposed architecture is able to deliver 
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the increasing number of data packets with very less number of packet drops, thus it saves 

energy. Proposed protocol shows stable performance, delivering more than 99.85 % of 

generated data packets in all 7 cases, with number of dropped packets only 0.15 on 

average overall, whereas competing versions are dropping more packets resulting on 

average 95 % PDR. 

We can see the comparisons of the proposed work and other versions for mean end-to-

end delays in Figure 4(c). In these experiments based on increasing number of sending 

nodes, our protocol maintains less than 0.1 second delay, whereas competing versions 

remains above 1 second delays and goes up-to as large as 3 seconds. The other enhanced 

versions suffer due to the imposition that congestion losses do that congestion losses do 

occur first and congestion control is done after detection based on these losses. Whereas 

our architecture is able to achieve low delays due to its proactive congestion avoidance 

mechanism and it effectively adjusts the rates when delay trend increases before 

congestion losses. It uses delay as well as packet-window for controlling sending data 

rate. This results in sensing traffic injection equal to the available IoT network resources 

enabling it to achieve sustained low delays. 

Table 2. Statistical Summary of Throughput (packets/sec) Results with 
Varying Number of Sending Nodes 

 

Statistics 

 

Protocol 
Number of Sending Nodes 

1 3 5 7 

 

 
Mean 

Proposed Protocol 3.91 11.74 19.47 27.37 

NewReno 3.82 10.83 12.20 18.78 

Westwood 3.83 9.13 10.56 16.58 

ELFN 3.86 11.46 10.58 10.78 

 

 
Std. dev 

Proposed Protocol 0.05 0.14 0.26 0.35 

NewReno 0.09 0.27 0.39 0.48 

Westwood 0.11 0.31 0.44 0.52 

ELFN 0.15 0.33 0.48 0.56 

 

 
Min. 

Proposed Protocol 3.71 10.06 14.27 17.57 

NewReno 3.46 7.86 7.52 9.66 

Westwood 3.39 6.34 5.72 7.74 

ELFN 3.26 7.50 5.30 4.62 

 

 
Max. 

Proposed Protocol 4.11 13.42 24.67 37.17 

NewReno 4.18 13.80 16.88 27.90 

Westwood 4.27 11.92 15.40 25.42 

ELFN 4.46 15.42 15.86 16.94 

 

Figure 4(d) shows the energy usage values of the proposed work against competing 

versions, averaged for 1000 packets. It is clearly evident in this result that the proposed 

protocol is stable and does efficient usage of energy resources. The competing versions 

are using more energy for delivering the same number of packets, because of their use of 

acknowledgments for each data packet. The proposed reliability module with its SNACK 

mechanism uses very less control overhead, making it energy efficient even with 

continuously increasing data generation by more senders for an event. 

In Figure 4(e), the comparison about Normalized Control Load (NCL) of the proposed 

architecture has been shown against the other versions. We can see that control packets 

used by proposed protocol are much less in number. For delivering huge amount of data, 

it still shows stable energy-efficient nature regarding control packets, whereas competing 

versions show NCL values 1 and above, which are due to acknowledgments sent in 

response of each received packet. 
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Table 3. Statistical Summary of end-to-end Delay (sec) Results with varying 
Number of Sending Nodes 

 

Statistics 

 

Protocol 
Number of Sending Nodes 

1 3 5 7 

 

 
Mean 

Proposed Protocol 0.03 0.03 0.04 0.05 

NewReno 0.75 0.39 2.40 2.66 

Westwood 1.98 1.46 1.34 2.54 

ELFN 0.75 1.20 0.75 1.23 

 

 
Std. dev 

Proposed Protocol 0.02 0.02 0.02 0.03 

NewReno 0.13 0.18 0.35 0.49 

Westwood 0.19 0.28 0.39 0.46 

ELFN 0.12 0.23 0.30 0.38 

 

 
Min. 

Proposed Protocol 0.01 0.01 0.02 0.02 

NewReno 0.62 0.21 1.35 1.19 

Westwood 1.60 0.90 0.95 1.16 

ELFN 0.63 0.97 0.45 0.85 

 

 
Max. 

Proposed Protocol 0.04 0.05 0.07 0.07 

NewReno 0.88 0.57 3.45 4.13 

Westwood 2.36 2.02 1.73 3.92 

ELFN 0.87 1.43 1.05 1.61 

 

Table 2 present the statistical summary of throughput results with varying number of 

sending nodes. Likewise, statistical summary of end-to-end delay results with varying 

number of sending nodes is given in Table 3. 

 

4.1. Results with Increasing Rate  

In this subsection, performance of proposed work is compared against other sensor 

network versions, on different sending data rates of a single IoT node, ranging from 4 

KBps to 40 KBps. 

Figure 5(a) shows the throughput performance of the proposed architecture against 

other versions. The proposed work shows stable performance and higher throughput than 

competing versions for most of the different sending rates. Looking at this graph, we can 

say that network paths are able to support data rates less or above 8 KBps. Proposed 

protocol is delivering about this much data nearly in all the varying high data rate 

experiments, whereas other variants throughput performance is less than that of proposed 

architecture. 

In Figure 5(b), we have shown the average number of packets dropped by the proposed 

work and competing protocols. In this result, we see that proposed protocol has dropped 

less number of packets on average (less than 2) than TCP versions (as large as 4) on all 

increasing values of transmitting data rates, thus saving much of nodes’ energy. 

Figure 5(c) is for showing the mean end-to-end delay performance of the proposed 

work against other versions. In these experiments using increasing sending rate, our 

architecture remains on 0.25 second delay, whereas competing versions have 0.4 second 

delays on average. We can observe that end-to-end delay values of competing protocols 

are higher than that of the proposed work, which means that it is able to deliver the high 

data rate sensing data efficiently in time constraints.  
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Figure 5. Results with Increasing Data Rate 

We can see the comparison of the proposed protocol and other versions on mean 

energy consumption during high data rate sending in Figure 5(d). Here the results show 

stable and efficient usage of energy by the proposed architecture on all the sending rates. 

The other sensor network variants use more energy for different sending rates in all 

experiments and has near equal consumption (above 100 joules) for all competing 

versions. We know that this increase in energy consumption is due to acknowledgments 

in response to all data packets. 

In Figure 5(e), we have shown the Normalized Control Load (NCL) performance of the 

proposed protocol and other versions. The proposed architecture uses less than 1 packet 

on average for delivering 100 packets in these experiments involving increasing sending 

data rates by an IoT node. It is due to the SNACK mechanism usage for reliable data 

delivery/retransmission that the proposed module shows stable and efficient energy usage. 

Whereas TCP versions show NCL values 1 (means 1 control packet for each 1 data 
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packet) and above, which are due to acknowledgments sent in response of each received 

packet. 

 

5. Conclusion 

For high data rate IoT sensing applications in challenging wireless environments, we 

need to integrate sensor network protocols designed specifically for reliability or 

congestion control. So for high data rate IoT sensor networks, there is need of scalable 

and energy efficient generic transport mechanisms having both the functionalities. We 

proposed delay based IoT transport protocol which is providing both the services; 

reliability and congestion control in energy efficient manner. The proposed work uses 

SNACK mechanism for re-transmissions which enables it to keep its control overhead 

very small and thus resulting in efficiency. The protocol mechanisms are residing at 

resourceful IoT gateway/ sink node, its active congestion control module based on delay 

and exact rate adjustment is efficient, supporting fairness and scalability. The proposed 

module allows receiving of out-of-order packets, which usually happens in environments 

like IoT sensor networks. Its mechanism of rate increasing after fixed short intervals is the 

source for supporting fairness among IoT nodes at different distances to the sink and this 

does not result biasing due to RTT. It also controls on-fly packets number through its 

packet-window and results in less queue delays, overflows and IFQ losses. 

We evaluated the proposed architecture through extensive ns-2 simulations against 

existing protocols. Itachieved3timesbetter end-to-end delay and less than 0.005 

normalized packets load (NCL) in comparison to 1 NCL by other variants. Moreover, it 

effectively sends data packets generated by the sensing nodes with 99.85 % packet 

delivery ratio (PDR) whereas competing sensor network variants have 95 % PDR in 

comparison. Therefore, for IoT sensing applications with high data generation rates, our 

proposed end-to-end delay based generic transport architecture using exact rate 

adjustment and fair bandwidth sharing emerges to be more efficient, scalable and fair 

protocol. 
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